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Mogynb VMmanager

Cucrtema pesepBHOro konnposaHma RuBackup nossonsieT BbINOMHATbL pe3epBHOE KOMNU-
pOBaHME N BOCCTAHOBJIEHNE BUPTYyasibHbIX MalWWH cpeabl BUpTyanusaumn VMmanager
Bepcun 2024.06.1, a Takxe 2025.01.2 Ha 6ase Astra Linux 1.8.1. [JocTyrnHO MoJsiHOe,
MHKpeMeHTanbHoe n gnodepeHLmanbHoe pe3epBHOE KONMpoBaHMe. Tak Xe BO3MOXHO
BbINMONHATb PEe3epBHOE KOMUPOBaHME C WUCMONb30BaHMEM AeAyrnivKauum N XpPaHuTb
pesepBHble KON B AeaynimyumMpoBaHHOM XpaHUInLe.

PesepBHOe KomnMupoBaHMe BUPTYyasnbHbiXx MawuH VMmanager BbinonHAeTcA 6esareHT-
HbIM CMOCOB60OM. 3TO O3HaYaeT, YTO B CaMy BUPTYasibHYO MallMHY He yCTaHaBIMBaeTCH
areHT RuBackup (ogHako TpebyeTcs yCTaHOBKa roCTeBbIX pacLUMPEHU onepaLMOHHOM
CUCTEMBI, HanpuMmep gemu-guest-agent). PesepBHOE KOMUPOBaHWE BUPTYasbHON
MallWHbl BbINOMHAETCA LEeNUKOM, ONA BCeX AUCKOB BUPTyanbHOM MaluHbl. B xopge
pe3epBHOro KONMPOBAHUA BO BCEX ClyYasix U3 pe3epBHOM KONuu yganaTcsa ayenupy-
rome 610KM (Bceraa BbINONHAETCA flokafbHasa geaynnukaums).

B cnyyae nepepaun pe3epBHON KOMUM B XpaHWIvWe AeAynMUNPOBaHHbIX Pe3epPBHbIX
KOMWiA BCerga NpouUCXOAUT nepefada TONbKO TeX YHUKasbHbIX G/I0KOB (ANs TOro e
TMNa UCTOYHUKA [aHHbIX), KOTOPbIX ELe HET B XPaHUULLE.

Mopopep>knBaemMble XpaHuIuw,a oUCKOB BUPTYasibHbIX MaLUUH:

» ¢dannosoe xpaHunuuie (DIR);
o LVM-xpaHunuiie;

e ceTeBoe LVM-xpaHunuuie.

[nA BbINOMIHEHNA PE3ePBHOr0 KOMUPOBaHUA BUPTYalbHbIX MallWH Cpefbl BUpTyanusa-
umn VMmanager Heo6xo4AMMO YCTaHOBUTb KJIMEHT pe3epBHOro KonmposaHna RuBackup
No OAHOM N3 CNeayrLWMX CXEM:

e Ha OOWH U3 TNNMepBU3OPOB,

e Ha HECKO/bKO FMMepBM30POB B TOM Cllyyae, ecnn 3TO 06YC/IOBNEHO HeobXoaMMo-
CTbO OMHAMUYECKN pacnpenenaTb Harpy3ky B XOA4E PEe3epBHOro KOMMPOBaHUA MU
obecneuynTb BO3MOXHOCTb BblBOAA TOr0 WM MHOTO TMMNepBM3opa 13 aKcrayaTauum
6€3 N3MEHEHWUIN B pacnncaHnm pe3epBHOro KOMUPOBaHWS; B AaHHOW CXeMe HeobXo-
AVMO BK/HOUYMTb 3TU TUMNEPBM30OPbl B KIACTEPHYH TFpynny KANEHTOB CUCTEMbI
pe3epBHOro KONMpoBaHUs.

Mpn nobon cxeme ycTaHOBKW KNMeHT RuBackup vMeeT BO3MOXHOCTb BbIMONHATb
pe3epBHOE KOMMpoBaHMe U BOCCTaHOBMEHME BCeX BUPTYalibHbIX MalWH cpefbl BUpPTYya-
nnsauunmn, BHe 3aBUCUMOCTU OT TOrO Ha KakOM M3 Y3M0B B HAaCTOALWMNA MOMEHT QYHKLN-
OHWpPYeT BUpTYyanbHaa MallunHa.

MNPy BbIMNOMHEHUN PE3EPBHOTO KOMUPOBAaHUSA MPUMEHSIETCSA TEeXHOMOorMa Cco3naHus
MOMEHTasbHbIX CHUMKOB AaHHbIX AN AWCKOB BUPTYyaslbHOW MallWHbI, YTO Mo3BONsAeT
He OCTaHaBNMBaTb U He «MOAMOPaXmnsaTb» PaboTy Ha BPEMS Pe3epBHOr0 KOMMPOBa-
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HUA.

MNepen co3gaHMeEM CHUMKA W cpasy nocsie ero cosaaHmsa RuBackup MoxeT BbINOMHUTb
CKPVNT BHYTPWU BUPTYanbHOM MaLLMHbI 4118 TOFO, YTObObl MMETb BO3MOXHOCTb NPUBECTH
[AaHHble NPUNIOXEHUN BHYTPU BUPTYaNbHOW MaLlNHbl B KOHCUCTEHTHOE COCTOSHME.

Tak>ke BHYTpU BUPTYyasibHOM MalUMHbI MOXET ObITb CO34aH CKPUNT, pacnonararowmnimncsa
B ¢panne /opt/rubackup/scripts/isp_vmmanager.sh. B TOM crniyyae, ecnv BHYyTpW BUP-
TyanbHOW MallMHbI CYWEeCTBYET TakKon ¢ann ¢ aTpnubytamMum Ha UCNONHEHMe, TO nepeq
CO3[aHNEeM MOMEHTANIbHOro CHMUMKa OH 6yaeT BbINOSIHEH C apryMeHToM before, a
cpasy rnocrie co3gaHna MOMEHTANIbHOMO CHMMKAa OH 6yaeT BbINOSIHEH C apryMeHTOM
after.
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Mogynb VMmanager

naea 1. YcTaHoBKa KiMeHTa RuBackup

[na BO3MOXHOCTUN pe3epBHOro KOMUPOBAHUA BUPTYasbHbIX MalWH cpedbl BUPTYyanu-
3aumm VMmanager HeobxoanmMo yCTaHOBUTb KMEHT RuBackup Ha BbIGpaHHbIN runep-
BU30OP (rmnepsusopsl), croga xe Heobxo4nMo YCTaHOBUTb MOAY b
rb_module_isp_vmmanager n3 nakeTa rubackup-isp-vmmanager-
<version>.el8.x86_64.rpm (cM. auctpudytue ana OC CentOS 8). Moaynb paboTaeT ¢
nobon sepcuenn VMmanager.

Moapo6Ho npoueaypa yCTaHOBKU KNIMEHTa onncaHa B AOKyMeHTe [1opsafoK pasBepThl-
BaHUA.

[Mpwn ycTaHOBKe KNMEHTa peKoMeHOyeTCA UCMonb30BaTbh QYHKLMIO LLeHTPpan30BaHHOro
BOCCTaHOBJIEHUA B TeX Cny4asax, Korga npegnonaraeTcq BOCCTaHOB/IEHME BUPTYalbHON
MaLlWHbI U3 cpeacTBa ynpasneHna RBM.

B xome wvHcTannsauuMm naketa B cucteme b6ypeTr cosfaH ¢dann HacTpoek AocTyna
CUCTEMBI pe3epBHOro KonupoBaHu1a K API VMmanager
/opt/rubackup/etc/rb_module_isp_vmmanager.conf.

Copepxmmoe KoHpUrypaumoHHoro ¢amnna:

# Symbol "#" at the beginning of the line treats as a comment

# "#" in the middle of the line treats as a parameter value

# So please do not use comments in one line with parameter

# URL to REST API of platform

url https://127.0.0.1 ©@

# Credentials for getting token

# for communication with platform

email admin@example.com @

password 123456 ©

# The maximum time that allow the module message transfer to take
timeout 5 @

enable_ssl no ©

# Uncomment and provide path to certificate if you would like

# to use SSL. 'enable_ssl' option should be set to 'yes' as well
# ca_info /path/to/certificate @

@ url —agpec nnatdopmbl BUpTyanusauum VMmanager.

@) email — yyeTHas 3anucb nonb3oBaTens OT MNNaToOpMbl  BUPTyanUsaLmu
VMmanager.

@ password — naponb nonb3oBaTens oT NaTeopMbl BUPTYanusaumm VMmanager.

@) timeout — TaiMayT Mexay 3anpocamu.
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https://docs.rubackup.ru/InstallationManual/2.4.0/
https://docs.rubackup.ru/InstallationManual/2.4.0/

@ enable_ssl — napaMeTp, yKasblBarOWMNN, cnegyeTt M Ncnonb3oBatb SSL-cepTudun-
KaT. [JoCTynHble 3Ha4YeHUA: yes 1 no. Ecnm ykasaHo 3HayeHue yes, To Heobxoanmo
pPaCcKOMMEHTUpPOBaTb NapaMeTp ca_info W ykaszaTb NyTb 0 SSL-cepTudukaTa,
€C/M yKa3aHOo 3Ha4YeHne no — 3aKOMMEHTUPOBaTb CTPOKY C napamMeTpom ca_info.

(@ ca_info —nyTb fo cepTudukata ssl.

Mpwn cTapTe KNIMeHTa RuBackup B >XYPHaNbHOM danne
/opt/rubackup/log/RuBackup.log Ha KnMeHTe NOABUTCA cneayrouan 3anuchb:

Tue Feb 21 02:12:57 2023: Try to check module: 'ISP vmmanager'

Tue Feb 21 02:12:57 2023: Execute 0S command:
/opt/rubackup/modules/rb_module_isp_vmmanager -t 2>$1

Tue Feb 21 ©2:12:57 2023: Module version: 2.0

Tue Feb 21 02:12:57 2023: Panel: vmmanager version: 2622.09.2

Tue Feb 21 ©2:12:57 2023: ... module 'ISP vmmanager' was checked successfully

B py4HOM pexxrume npoBepuTb MPaBUIbHOCTb HAaCTPOEK MOXHO MpPU MOMOLLM cnegyro-
lWen KoMaHabl:

sudo /opt/rubackup/modules/rb_module_isp_vmmanager -t
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Mogynb VMmanager

naea 2. MacTep-Knoy

B xome ycTaHOBKM KnneHTa RuBackup 6ygeT cosgaH mMacTep-Kod A8 3aWUTHOro
npeobpasoBaHns pe3epBHbIX KOMUIA, @ TakXe KUY/ 018 9NEeKTPOHHOW nognucu, ecnu
npepgnonaraeTcs NCNob30BaTb 3/IEKTPOHHYHO NO4MNUCH.

o Mpy yTepe KMoYa Bbl HE CMOXETe BOCCTAaHOBUTb AaHHble U3 pPe3epPBHOW
KOMWK, eCNi OHa Bbina NpeobpasoBaHa C NOMOLLbK 3aLLUTHBIX anropUTMOB.

Knoun pekoMmeHayeTCcAa nocfie cCo3fgaHna CKONMpoBaTb Ha BHELWHUW HOCUTENb,
a TaKXe pacneyvyaTtaTb 6yMa)KHyI-O KOonmw " Y6paTb 9TN KOMUU B HafEXHoe
MeCTO.

MacTep-K/o4Y peKkoMeHayeTCcs pacrnedyaTtaTb Npu NOMOLWM YyTUAKMTLI hexdump, TakK Kak
OH MOXET coepXaTb HeoTobpaXxaemMble Ha dKpaHe CUMBOIbI:

hexdump /opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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naea 3. 3aWMTHOE NpeobpasoBaHue
pe3epBHbIX KOMUX

Mpy HeobxooUMOCTU, cpasy MocC/e BbIMNOMHEHUS Pe3epPBHOr0 KOMUPOBAaHUA apXuBbl
MOTyT OblTb Mpeo6pa3oBaHbl HA XOCTe KNMeHTa. TakMM 06pa3oM, BaXKHble [AaHHble
6yayT HeAoCTYMHbl ANA aaMUHUCTPaTopa RuBackup nnm apyrux nuy, KoTopblie MOrau
6bl NONYYNTb AOCTYN K pe3epBHOM KOMUK (HanpuMep, Ha BHELLHEM XPaHWUMLLE KapTpu-
A>Xel NeHTOYHOM 6MBNMOTEeKN UMK Ha NniolwagKe nposaigepa 06navyHOro XxpaHunuwa
AN BalMX pe3epBHbIX KOMuiA).

3awnTHOE npeobpasoBaHme OCYLLECTBNAETCA BXOAALWEN B cocTaB RuBackup yTunmrton
rbfd. Knou gnsa sawuTtHOro npeobpasoBaHUA pes3epBHbIX KOMWUIW pacnonaraeTcsa Ha
XOCTe KnneHTa B ¢anne /opt/rubackup/keys/master-key. 3aWmTHOE NpeobpasoBaHne
AAHHbIX NpY NOMOLWMN rbfd BO3MOXHO C AIMHOM KntoYa 256 6UT (MO yMO4YaHWUKO), a Tak-
xe 128, 512 nnn 1024 6uta B 3aBUCMMOCTU OT BbIGpPaHHOro anropntMa npeobpasoBa-
HUS.

Ecnn pna npasuna rnobanbHOro pacnucaHma HeobxoguMo BblbpaTb OCOObIA pPeXum
3alWMTHOro npeobpasoBaHna C ANMHOWM KIoYa, OTSIMYHOM OT 256 OUT, N C KIHOYOM, pac-
NONIOXXEHHbIM B OPYroM MecTe, TO Bbl MOXeTe chenaTb 3TO Npu NOMOLLW CKpUMTa,
BbIMNONHAOLLErOCA MNOC/Ee BbINOSHEHUA PEe3epBHOr0 KOMMpoBaHWA (onpepenseTcs B
npaBwune rnobanbHOro pacnmcaHnsa agMmMHUCTpaTtopoM RuBackup). MNpn aTOM Heobxo-
AMMO, YTOObl MMSA Npeobpas3oBaHHOro ¢ganna oCcTanoCb TakUM Xe, Kak U paHee, MHaye
3aflava 3aBepwmTca C owmnbkon. NposecTn obpaTHoe npeobpasoBaHMe Takoro ¢darnna
nocrie BOCCTAHOBJIEHMA €ro U3 apxmea cnefyeTt BPYYHYH NPY NOMOLWM YyTUANTbI rbfd.
Mpn TakoMm pexxnmMe paboTbl HET HEOBXOOMMOCTU yKasbiBaTb afirOpuUTM npeobpasoBa-
HUSA B NpaBuie pe3epBHOro KONMPoBaHUA, Hadye apxme ByaeT NOBTOPHO rnpeobpasoBaH
C UCMNOJIb30BaHMEM MacTep-Koya.

Tabnuya 1. AnropuTmbl 3alNTHOIO npeobpasoBaHns, LOCTYMNHbIE B yTUANTE rbfd

Anroputm Moppepxusaeman AonuHa Mpumeyanue
KJloua, ouTt
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpanHCKWIN HaLMOHanbHbIn

cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccuinckuin HaumoHannbHbIN
cTangapt FOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)
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https://docs.rubackup.ru/Cli/2.4.0/rbfd/
https://docs.rubackup.ru/Cli/2.4.0/rbfd/
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Anroputm

Serpent
Simon

SM4

Speck
Threefish

Twofish

8us 24

MopnaepxveaemMas ANvHa
KJlova, ouTt

128, 256
128
128

128, 256
256, 512, 1024
128, 256

NMpumeyanue

KuTanckunim HayMoHanbHbIN CTaH-
bapT gna 6ecnpoBogHbIX cCeTen



https://en.wikipedia.org/wiki/Threefish

naea 4. MeHep)xep AgMUHUCTpaTOpa
RuBackup (RBM)

OkKoHHoe npunoxeHne MeHepxep AgMunHuctpaTopa RuBackup (RBM) npegHasHayeHo
AN aAMUHUCTPUPOBAHUA cepBepHON rpynnupoBkn RuBackup, Bknrovas ynpaBreHue
KNMEeHTaMM, rnobanbHbIM pacnuCcaHUEM, XPaHUNLWAMN PE3EPBHbIX KOMUA U OPYrMMK
napameTpamm RuBackup.

B RuBackup RBM pacnonaraetcs B oTOe/IbHOM MakeTe U MOXeT B6blTb YCTAHOB/IEH KaK
Ha cepBep pe3epBHOro KONMpPoBaHUA, Tak U Ha yaaneHHoM APM agMuHucTpartopa.

[na 3anycka RBM cnefyeT BbINOMHUTL KOMaHAY:
sudo /opt/rubackup/bin/rbm&

RuBackup npepocTtaBnseT poneByto Mofesib JOCTyNna K CUCTEME pPe3epBHOro Konmpo-
BaHuA. lMpu 3anycke RBM Bam notpebyeTca MNponTu ayTeHTUoMKauuo. YToyHuTe
login/password gnsa Balwen paboTbl y rNaBHOro agMuHuctpatopa CPK. Ecnu Bbl rna.-
HbIM agMUHUCTPaTOpP, TO UCNOSb3YNTE OJ18 aBTOopu3aLum cynepnonb3oBaTtens rubackup
M TOT NApOsib, KOTOPbIN Bbl 3aganu eMy nNpu nHCTannsauum ().

RuBackup Manager

localhost

rubackup

PuncyHok 1.

[na pe3epBHOro KOMMPOBAHUS KNMEHT OO/XEH ObiTb aBTOPM30BaH aAMUHUCTPATOPOM
RuBackup ().
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" [ 2{T] a @

g 06BLeKTb! i astra-postgres.test.rul E?
i smolensk.test.rubacku D AmA rnobansHoOro pacnucaHus Craryc ID knueHTa Ma KnueHTa HWID  Wmsa nyna

= ki {é} 3agaun Mpaeuna Mpasuna cTpaterun Penosutopuii  YganéHHas pennukayus Mnax BOCCTaHOBAGHUS

@ Crpaterum
[E rno6anbHoe pacnucaHme

[ Yaanénnas pennukaums

[=) Penozutopwii

[E) Ouepeas 3agau
(= Cepeepsbi RuBackup
=] XKypHansl

& AgMuHUCTpUpoBaHWe

B  rubackup@localhost

PucyHok 2.

Ecnn knueHT RuBackup ycTaHOBMIEH, HO HE aBTOPWU30BaH, B HMXXHEN 4YacTu okHa RBM
NOSABUTCA COOOLLEHME O TOM, YTO HangeHbl HEaBTOPU30BaHHbIE KINEHTbl. Bce HOBble
KNMEHTbI [OO/KHbl OblTb aBTOPU30BaHbl B CUCTEME pPE3EPBHOIN0 KOMUPOBaHUSA
RuBackup.

MNocne HaxaTunsa KHoMku «BonTu» oTkpoeTcs okHO «RuBackup manager» ():
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" [ 2{T] a @

= ki {é} 3agaun UGEEPLENN Mpasuna ctpateriu  Penosutopwii  YganéwHas pennukauyms  MnaH BOCCTaHOBA@HUS

) O6vexTh! il astra-postgres.test.rul 7]
»

smolensk.test.rubackulll 1p Wma rnobansHoro pacnucaHuns Cratyc ID knueHTa Wma knueHTa HWID  Wwma nyna

@ Crpaterum
[E rno6anbHoe pacnucaHme

[ Yaanénnas pennukaums

[=) Penozutopwii

[E) Ouepeas 3agau
(= Cepeepsbi RuBackup
=] XKypHansl

AAMUHUCTPUpOBaHUE

B  rubackup@localhost

PucyHok 3.

[ns onpepeneHnsa ctatyca KIMeHTa HeobxoaMmMo NepenTn Ha BkNagky AAMUHUCTPU-
poBaHue - KnueHtsl ():

e Ru a8 @

Monb3oBaTenun g.
& O6bexTsl

(@ crparerum Tpynnsi i
P Monb3oBaTenu nonbsosaTene % Cynepsaiizepsbl 36 Conposoxpaawoune

[E ro6ansHoe pacnucanve

HHas penuk
[ Yaanénran penmkauns % AQMUHNCTPATOPBI
[ PenosuTopuii

) Ouepeab 3agau Ob6beKkTbl

= Cepsepbi RuBackup [=a1= f=)
KnuenTsl ._{,_ [pynnel knueHToB E Mennacepsepb!
& XypHani ele =)
& AAMVHNCTPUpOBaHKe XpaHunuiia
7N JlokanbHble
My nbi pynnei nynos @@ Moamexa nynos chaiinosble
XpaHunmiLa
(==
BnoyHble Q JIeHTo4Hble ==
ycTpoiicTea @ Obnaka KapTPULKM =

JleHTou4Hble
6ubnuoTekn

Oyepenun
= Oyepefnpb 3apay = Ouepenp 3anay ¢=| Ouepens
Quepeab 3aga4 =| NeHTOuHbIX =| B3auMopeicTBNA C *Z| yeepomnenuit
= 6ubnmorex > obnakammn Jay y

Mnaxbl

MnaH Tekyulero
obcnyxusaHus

PucyHok 4.
MNpn 3TOM OTKPOETCSH OKHO ().

Ecnn knueHT RuBackup ycTaHoBneH, HO He aBTOPM30BaH, B BepXxHen YacTn okHa RBM
KHOMNKa HeaBTOpM30oBaHHbIE KNMEHTbI OyeT aKkTUBHa.
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Bce HOBble KMeHTbl JOHKHbI 6bITb aBTOPM30BaHbl B CUCTEME PEe3epBHOro KONMpoBsa-
Hua RuBackup.

RuBackup manager (Ha rb-primary)

-
‘Ru 8 @

) O6wbekTbI BobasuTe  fk HeaBTOPM3OBAHHbIE KNMEHTbI i)

ID rpynnet Tun OC  OC aucTtpubeiotop  HWID

@ Crparerum
B 2 rbprimary 1 2 3 5e808c0373a9b5ac 76:al:ac:60:47:f0  10.177.32.107  fe80::74aliacff:fe60:47f  false 1 false 10

[E rno6ansHoe pacnucarue

[ Yaanénnas pennvkauma

[2 PenosuTopuii

Ouepegb 3aaa4
Cepeeps! RuBackup
[ XypHane

& AIMUHUCTPUpOBaHWE

PucyHok 5.

[na aBTOpM3aLMN HEaBTOPU30BaHHOro kineHTa B RBM BbinonHUTe cnegywouwme aen-
CTBUSA:

1. HaxxmuTe kHonky HeaBTOpU30BaHHbIe KNMEHTbI. [1py 9TOM OTKPOeTCs OKHO ():

RuBackup manager (Ha rb-primary)

‘§
2{T} a8 ®
) 06vexTh! & AeTopusosath W YaamTs i
ID Vs Tun OC  OC aucTpuGBI0TOp  MAC 1Pv4 1PV6 HWID Bepcus
@ Crpaterum
1 rbclientol 2 3 6e:f3:86:02:68:00  10.177.32.108  feB0::6cf3:86T:feda:6800  af8fi269c771bd33  2023.02.21 10:35

[l ro6ankHoe pacnucanue
[@ YaanéHHas pennukaums
[2 Penosvopuii

Ouepess 3aaau
Cepeepbl RuBackup

[ XypHanb!

& AaMUHUCTPUpOBaHWe

PucyHoK 6.

2. BblbepuTe HY>XXHOro HEaBTOPM30BAHHOMO KIIMEHTA N HaXXMUTe ABTOPU30BaTb ():
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RuBackup manager (4a rb-primary)

Bonpoc

ABTOpM30BaTb BbIGPAHHbIX KIMEHTOB?

PucyHok 7.

lNMocne aBTOpU3aLLINUM HOBbIN KIMEHT ByaeT BUAEH B rNaBHOM okHe RBM ():

RuBackup manager (1a rb-primary)

U {1} 8 @
& O6wexTel Primary RuBackup|
@ Crparerum 1 Backupglobal 2 5e808c0373a9b5ac File system  /home/uf.bash_history 0 0 Default  full nocry
2 Verify 1 Unknown File system  /home/u/.bash_history 0 o Default  full nocry
[l ro6ansHoe pacnucarve
3 Restore 2 5e808c0373a9b5ac File system  /home/ul.bash_history 0 o Default  full nocny
[ Yaanénnas pennvkaums
2 Cepeepsl RuBackup
[ XypHans!
MUHUCTPUPOBaHMeE

YT0o6bl BbINONHATL PErynsipHoe pesepBHOe KONMPOBaHMe BUPTYanbHOM MallnHbI, He06-
XOAMMO CO34aTb NPaBuUo B rNobanbHOM pacnucaHuy (B cryyae rpynnoBbix onepauui
MOXHO TaK e UCMoJib30BaTb CTPATErnn pe3epBHOro KONMpoBaHus). s 3TOro BbiNo-
HUTe crnepyromne LencTBmA:

1. Haxopsicb B pasgene «0O6beKTbl», BbibepnTe BkNagky «fMpaBuna» v HaXXMUTe Ha
NKOHKY «+» ():
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3apauv [EAGEEUREN (Mpasina cTpaTerdd  PenosuTopuid  YAanéHHas penavkauua  [naH BOCCTaHOBNEHWUA

2 O6wekTb [d astra-postgres.test.rubackup i}
jd smolensk test.rubackup JEISEUIN 1D  Vim rio6anthoro pacnucanma Cratyc ID KAMeHTa  VIMSA knveHTa HWID

A Nyna  EMKOCTL XpaHM,
B Crpaterun

B rno6ansHoe pacnucarue

[ Yaanénnas pennukauvs

[2) PenoauTopuii

Ouepe/b 3ajau
=3 Cepsepbl RuBackup
[+ XypHanst

AAMVHUCTPUPOBaHME

8  rubackup@localhost

PucyHok 9.

2. BbibepuTte TN pecypca: VMmanager ().

-
¢ Ru 2 8 @

BWTEL NpaBuno rnobansHoro pacnucaHusa

MaHens MOHWTOPHHIa

Mpasuna rnobankHEro pacnucaHus
J O6vekrbi

Crpatervn NapameTpsl Npasnna

Hazeanwe npasuna
[E] mobansHoe pacnucanme

Knnent nodel0 (806aacefc80e3900) ~
YnanéHHasa pennukayus
Tun pecypca ISP VMmanager x W ]-
Penozutopui
Ouepent 3apa4 Twun PK MonHasa v
Cepeepsl RuBackup
LononHnTensHble NapaMeTpsl Npasnia
[=] XKypHanst
EMKOCTB XpaHnnvwa Inf ré
Y AIMUHUCTPUPOBaHWE .
EMKOCTE XpaHunULWa KNUueHTa Inf re
NpwoputeTt 100
3awwuTHoe npeobpasoBanve nocrypt

CKpVNT NpY HOPManbHOM BbIMONHEHNI

CKpVNT NpW BbINOAHEHWW € oWwnBramn

CKpVNT NpyU BOCCTaHOBAEHUM

HofaeuTb Npasuno B wabnoH

& rubackup@10. 4 LWabnoH rnobansHoro pacnucaHua

PucyHok 10.

3. Bbibepute pecypc, HaxxaB KHoOMKy Bbi6paTthb ().
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Name

majorelle_wiluite

majorelle_wiluite

crimson_orthoclose

charcoal_geode

BuifipaTh

Real host
nodel.example.com
nodel.example.com
192.168.0.131

nodel.example.com

Domain

majorelle-wil
majorelle-wil
crimson-orth

charcoal-geo

PucyHok 11.

4. YcTaHOBUTE HACTPOWMKK NpaBuna: HasBaHWe npasuna, Nyn XpaHeHUsa gaHHbIX, MaKCU-
MasibHbI O6bEM [N pe3epBHbIX Konun npasuna (B 'b), TMnN pesepBHOro Konuposa-
HWA, pacnucaHne pPesepBHOr0 KOMUPOBAHUA, CPOK XPaHeHUs U HeobA3aTesNbHbIN
BPEMEHHOWN NPOMEXXYTOK NPOBEPKN Pe3epBHOM KOMUMK ().

[1063BUT6 NPEBUO AIOGANLHOTO PACTIACAHUS

MpaBiLNa FI0GAILHOrO PaCTACaHMS!

MapameTpsl npasuna [lononHuTeNbHbIE NapaMeTPsl Npasuia

Haseanve npasuna EmKoCTb XpanHmanwa Inf re
Knuent node10 (806aacefc80e3900) v EMKOCTb xpaHinLa KnnenTa Inf r6
Tun pecypea [1sP vMmanager v ]n Mproputer 100

— a

Tun PK MonHas v

.
3awmTHoe Npeobpasosatine nocrypt ~
S — a
O ———— ]

=)

CrpunT npn BoccTanoaneHM

LUI6/10H FNI062LHOO PacTICaHus

HacTpoiikn Pacnmcarine

BKAIO4MTL NoChe Co3gaHma [ @) Buibpako: eHme 00 1%

Myn Default - Teproausieckuii 3anyck

Havano nepuopa aeiictems 04.04.2024 10:03 & MunyTa [ @) 0 +

OKoHeaHVe Nepvoaa AeicTemA | 04.04.2025 10:03 &l Yac [ @) 0 +
Den mecsiua [ @) 1 +
(@
A Hepe:

Nposepra Cpok xparerusn
MposepKa pesepsHbIX KONWii KaKAbIE [ @) XpaHnTe pesepBHbIE KONUU B TeueHNe [ @)
1 +  Mecsues v 1 +  Jer v

PuncyHok 12.

Mpn NOMOLM KHOMKM «HaCcTPOUTb...» MOXHO BbIMNO/IHUTb TOHKWE HACTPOWMKW NpaBuna
PEe3epBHOr0 KOMUPOBaHWS, HanpuMep onpenennTb CKPUNT, KOTOPLIN 6yaeT BbiNOMHEH
BHYTPWU BUPTYaNnbHON MallMHbl NMepef co3daHMeM MOMEHTaNbHOrO CHMMKa U cpasy
nocne ero cosfaHus (). 3To MoXeT 6bITb HEO6XOAMMO ANS NPUBEAEHMA AaHHbIX NPUO-
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Mogynb VMmanager

>KeHNA B KOHCUCTEHTHOE COCTOAHMNE, CUHXPOHMU3aLU N Kalla U T.M.

ISP vmmanager

backup_if shutdown true

script_before_snapshot

script_after_snapshot

execution_script_timeout 5

3HAYEHUA N0 YMONHAHWIO

PucyHok 13.

BHYyTpM BMpTyanbHOM MawKWHbl MOXeET OblTb CO34aH CKPWUMNT, pacrnofararowmnca B
¢anne /opt/rubackup/scripts/isp_vmmanager.sh. B TOM cny4yae, eCnv BHYTpWU BUPTY-
aNlbHOW MalUWHbI CyLLeCcTBYeT Takon ¢pann ¢ aTpnubyTamMm Ha UCMOSIHEHWE, TO Mnepeq
CO3[aHNEeM MOMEHTAsNIbHOro CHUMKa OH 6ygeT BbINOSIHEH C apryMeHToM before, a
cpasy rnocrie co3gaHna MOMEHTANbHOIMO CHMMKA OH 6yaeT BbINOMHEH C apryMeHTOM
after.

BHOBb co3faHHOe npaBuio 6yaeT MMeTb cTaTyc run. Ecnv HeobxoamMmo cosfaTth npa-
BW/O, KOTOPOE MOKa He AOMXHO MOpOoXAaTb 3a[ay Pe3epBHOro KOMUPOBaHUA, HYXHO
ybpaTb OTMeTKY «BknrounTb nocne cosgaHua». MNpu Heob6X0AUMOCTU, aAMUHUCTPATOP
MOXeT NPUOCTaHOBUTb PaboTy NpaBuna U HEMeAIEHHO 3anyCTUTb ero (T.e. UHULMK-
poBaTb HEMeNIEHHOe co3faHne 3agauv Npu ctaTyce npasuna wait).

[MpaBuna rnobanbHoro pacnucaHnsa UMeroT CPOK XXU3HU, onpeaensaemMbin Npu nx cosga-
HN, @ TaKXXe NpeoCcTaBnAaAoT crieayrouine BO3MOXHOCTU:
e BbIMOJIHUTb CKPUNT Ha KNIMEHTE rnepen Ha4vyasioM pe3epBHOIro KornmpoBaHuA,

e BbIMOMHUTb CKPUNT Ha KNMEHTe Noc/ie YCMNewHOro OKOHYaHUs pe3epBHOro Konmpo-
BaHUS;

e BbIMOMHUTb CKPUMNT Ha KNNEHTEe Moce HeyaauyHoro 3aBeplUueHUs pe3epBHOro Konu-
pOBaHUS;

e BbIMOJIHUTb 3alLlNTHOE npeo6pasoBaHV|e pe3epBHOW KOMUWN Ha KNINEHTe;

e NEPUOANYECKM BbINOSHATDL NPOBEPKY LLENOCTHOCTIN PE3EPBHON KOMUU;
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e XPaHNUTb pe3epBHblEe KOMNAN Oﬂpeﬂ,eﬂéHHbIVI CPOK, NO OKOH4YaHNN KOTOPOIro yaandaTb
X N3 XpaHUnuia pe3epBHbIX KOMWUM N N3 3anncen PEeno3nTopus, nméo yBegJoOMNATb
KNMeHTa 06 OKOHYaHUN CpOKa XpaHeHnA,

e yepes OnpefenéHHblii CPOK Mocfie COo3f4aHuA pPes3epBHOM KOMUU aBTOMaTUYECKMU
nepemMecTuTb €€ B APYron nyn XpaHeHua pes3epBHbIX KOMWKW, Hanpumep, Ha Kap-
TPUOX NEHTOYHON BUBNNoTEKN;

e YBEAOMNATb nonb3oBaTenien CUCTEMbI pe3epBHOIro KornumpoBaHUA O pesysibTaTaxX
BbIMOJIHEHNA TE€X UNN UHbIX OI'IGp&]LI,I/IVI, CBA3aHHbIX C MNMpaBnJiIoM rnobanbHOro pacnun-
CaHums.

Mpu co3pgaHum 3agadm RuBackup oHa nossnsaeTcAa B rnaBHOW oyepenmn 3agad. OTcnexu-
BaTb BbIMNOSIHEHME NPaBUl MOXET KaK agMUHMUCTpaTop (Npu nomowmn RBM nnm ytunut
KOMaHAHOM CTPOKWN), TaK U KNUEHT (npn nomown RBC nnm yTUnmnTbl KOMaHAHOW CTPOKK
rb_tasks).

[Mocne ycnewHoro 3saBepLIEHUS PE3EPBHOr0 KOMUPOBaHWUA pe3epBHaa Komnua b6yaert
NoMeLLeHa B XpaHUnuLLe pesepBHbIX KON, a tHGopMaLma 0 Hen ByaeT pasMeLleHa B
penosntopumn RuBackup.
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Mogynb VMmanager

Fnaea 5. CpoyHoe pe3epBHOE KONUpPOBaHUe
npu nomow,u RBM

B TOM cnyyae, ecnnm Heob6xoAMMO BbINOSIHUTL CPOYHOE pPEe3epBHOE KOMMpoBaHMe
CO3[4aHHOro npaswuna rnobanbHOro pacnucaHnsa, To 3TO MOXHO caenaTb, Bbi3BaB npa-
BOM KHOMKOM MbILIN KOHTEKCTHOE MEHIO «BbINOMHUTBLY ().

AobasnTe

KnoHuposaTe

PepakTuposaTe
MNponyckHas cnocobHoCTL
KonupogsaTs B nyn
MNpuocTaHosuTL

Tabnmusl

Yaannte

PucyHok 14.

MpoBepUTb X0 BbINOSIHEHUS PE3EepPBHOr0 KOMUMPOBaHUA MOXHO B OKHe «QOuepepnb
3apau» ().
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‘\Ru 8 @

@ Yaanuts v i)
L) O6bekTsl ID  Tun ID kavenTa  Wms knvieHTa HWID Craryc Tvn pecypca Pecypc ID npasuna 1D cTparerum Wms nynd
8  Backuplocal 4 astra-postgres.test.rubackup  094a36e2c64467d1 Original 0 0 Default

Crpaterum
[E Mmo6ansHoe pacnucanue
g Yaanénnas pennvkaums

[2) Peno3uTopuii

Ouepeab 33434

= Cepseptl RuBackup
[ XypHane:

& AAMWHUCTpUpPOBaHUEe

PucyHok 15.

Mpn ycnewHOM 3aBepLUeHUMN pPe3epBHOr0 KOMMPOBaHMUA COOTBETCTBYHOLWAA 3ajava
nepenpet B cTatyc «Done».
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Mogynb VMmanager

naea 6. LleHTpanu3soeBaHHOe BOCCTaHOBJIEHUE
pe3epBHbIX KONU ¢ nomolybio RBM

Cuctema pesepBHOro konmposaHusa RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHMA Pe3epBHbIX KOMUN KaK CO CTOPOHbI KIIMEHTA CUCTEMbI, TaK U CO CTOPOHbI
agMuHucTpatopa CPK. B Tex cny4daax, Korga LeHTpasiM30BaHHOE BOCCTAHOBMNEHME
pe3epBHbIX KOMWUIK He XenaTesibHO, HanpuMep Korga BOCCTaHOB/EHME OaHHbIX ABNA-
eTCA 30HOM OTBETCTBEHHOCTM BnagefbLa KIMEHTCKOM CUCTEMbI, 3Ta QYyHKLMOHasb-
HOCTb MOXeT O6blTb OTK/KOYEHA Ha KAMeHTe (cM. MeHemxep agMuHUCTpaTopa
RuBackup (RBM)).

B Tex cny4yasx, Kkorga LeHTpanM3oBaHHOE BOCCTAHOBMIEHNE Ha K/IMEHTEe [OCTYMHO, TO
ero MOXXHo MHULMNpPoOBaTb, Nepenan Knagky «Penosutopuin» Ha BepxHen naHenn RBM.
[Nna 9aTOro HanauTe B CNUCKEe TPebyeMyro pe3epBHYH KOMUKD, HAXXMUTE Ha HEE NpaBomn
KHOMKOW MbILWN N BblIbepnTe B KOHTEKCTHOM MeHK «BOCCTaAHOBUTDY ().

BOCCTaHOBUTL Mpoeeputs  [J) KonupoeaTs NepemecTuTs ] XpaHuTs A0 ™ Ynanute i)

Cratyc npoeepkn  WMms xocta

10 Backup global test.rubackup

= O6bekTsl

B Crparervm BoccTaHoBUTL
& 0 9 Backup local Trusted test.rubackup
E ,HOE pacnucasue NposepuTs
A pennukauus KonupoeaTe
=R Penosutopuii NepemecTuTs
Z] Ouepeas 3aaau Ypanuts
E= Cepeepbl RuBackup
WHWCTPUpOBaHWe
o |
PucyHok 16.

B OKHe LieHTpann3oBaHHOrO BOCCTaHOBIEHUA MOXHO YBUAETb OCHOBHblE MapamMeTpbl
pPEe3epBHON KOMUU W, ecnv 3TO MNPUMEHMMO, OMNPeaenMTb MeCTO BOCCTaHOB/IEHUSA
pesepBHOIN Konuu (). B cnyyae BoCCTaHOBMEHUS BUPTYanbHON MalUVHbI U3 pe3epBHOW
Konuu 6yaeT BbiNOMHEHa MPOBEpPKa Hanuuusa B cpede BUpTyanusauuu BUPTyanbHOWM
MalUVHbI C TaKUM e UMeHeM. Ecnv Takoi BUPTyanbHOW MallWHbl HET, TO ByaeT Npouns-
BejeHO BOCCTaHOBMIEHWE C OpPUrMHanbHbIM UMeHeM. Ecnu BupTyanbHaa MaluuHa C
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https://docs.rubackup.ru/RBMManual/2.4.0/
https://docs.rubackup.ru/RBMManual/2.4.0/

TakKMM UMEHEM YXXe eCTb, TO K UMEHU BUPTYanbHON MawuHbl 6ygeT nobasneH umdpo-
BOM NOCTQUKC.

[MyTb HaszHayeHMsa 0603HaAYaeT BPEMEHHYHO OUPEKTOPUIO, B KOTOPYH ByaeT BbINOSHEHA
pacnakoBKa apxuBa pe3epBHOW KONUWU. ECNun BbINOHAETCA BOCCTAaHOB/IEHNE PE3EPBHOWN
KOMNUM C pasBepTbiBaHNEM BUPTYasIbHOM MaLUMHbI, TO NOCSIe pasBepPTbIBAHNA COOEPXKU-
Moe L aHHOW gupekTopun bypeT ounweHo. Yéegutecb B Hanmumm csobofHOro MecTa B
BbIOpaHHOM OMPEKTOPUM pacnakoBku (NnoTpebyeTcs cBO6OAHOE MECTO KaK MUHUMYM B
obbemMe, paBHOM CyMMapHOMY 06beMy OUCKOB BUPTYyasSibHOM MallWHbI, A9 KOTOPOM
caenaHa pesepBHasa Konus).

"‘Ru & @

LleHTpanu3oBaHHoe BOCCTaHOBAEGHKE \/ NpuMeHnTs

&l O6vekThi
WHdopMauma o pesepeHOA KONKK

Crpaterim
Wma xocTa: test.rubackup

[E Mo6ansHoe pacnvcaHue HWID: 00433602C64467d1
& YaanénHas penavkauma Twn pecypca: ISP VMmanager

[2) PenozuTopuii Pecypc: /dev/ws/test

= z faul
Ouepeab 3agay Myn Default
Tun PK: full

E Cepsepei RuBackup

CozpaaHo: 2023-05-11T09:16:55.754
[ed] XypHans!

BOCCTaHOBMTH LENOYKY: 1
& AaMvHUCTpUpoBaHue Hean rpanana:

Cratyc PK: Trusted

MecTo BOCCTaHOBNEHWUA

BoccTaHOBMTL Ha KnneHTa:  test.rubackup hd

MyTe Ha3Ha4YeHus: * [ X |-

Pa3sepHyTb, €CWM NPUMEHNUMO:

ﬁ rubackup@Iocalhost

PucyHok 17.

B ToM cnyuvae, ecnm Heob6X0AMMO BOCCTAHOBUTb PEe3ePBHYHO KOMUKO B NIOKasbHbI KaTa-
nor Ha KnmeHTe 6e3 pa3BepTbiBaHWA BUPTYaslbHOWM MallVHbl B cpefe BMPTyanusauuu,
TO HEOB6XOAMMO CHATb OTMETKY «Pa3BepHyTb, eCnv NPUMEHMMOY.

[Nna HacTPOWKK napameTpoB BOCCTAHOB/EHUSA, KOTOPble OTHOCATCA K MOLY/O pe3epB-
HOro KOMMPOBaHMA WU BOCCTaHOBeHNA VMmanager HaXXMUTe Ha UKOHKY «..» PSAOM C
nonem «fMapameTpbl BOCCTaHOBNIEeHUsA ana moayna: VMmanager» ().
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Mogynb VMmanager

ISP vmmanager

restore_type (D 1 — Delete current VM
ip_address (D
mac_address (D)

target_storage () 0 — Same as source

wake_up_on_restore ()

PuncyHok 18.

Bbibepnte cnocob BoccTaHoBneHusa. CyuwecTByeT Tpu cnocoba BOCCTAHOBMEHUSA
pes3epBHON KONUK BUPTYanbHOW MaLUUHBbI:

1. Delete current VM (no ymon4yaHuio).

B aToM cnydyae 6ygeT yganeHa gencTByrowas BMpTyasibHas MallMHa, pe3epBHYHO
KOMUKO KOTOPOM Mbl XOTUM BOCCTaHOBUTb, HO eé IP n MAC agpec ocTaHyTcA 3ape-
3epBUPOBaAHHBbIMN A1 HOBOW BMPTYanbHOW MalUWHbI, KOTOpasa byaeT cosgaHa BMe-
CTO Heé. 3aTeM B ANCKM HOBOW BUPTYanbHOW MalUMHbl 3anuWyTCA AaHHble U3 guc-
KOB, KOTOpPbIE XPaHATCA B PE3epPBHON KOMUN.

o npaBuno, Co3daHHOe ANA BUPTYyaSlbHOM MalUWHbI, C MOMOLLbIO KOTOPOro
NPOU3BOAUINNCH Pe3epBHble KOMUU CTaHET HeakKTyasibHbIM MOC/ie BOCCTa-
HOB/EHNA XOTA Bbl OQHOWN Pe3epBHOWN KOMUK, MOCKOJbKY Mocfie BOCCTaHOB-
NeHns aTuM cnocobom ByaeT HOBasA BUpPTYyasbHaa MallnHa ¢ HoBbIM ID.

2. Restore disks only.

Mpu 3TOM TUMNEe BOCCTAHOBNEHMA AENCTBYKOLWLAA BMpTyanbHas MalluMHa 6yaeT
BbIK/IOYEHA, B €€ ANCKK OyayT 3anmcaHbl JaHHble N3 AUCKOB, 06pasbl KOTOPbIX Xpa-
HATCS B apxuBe.

3. Create new VM.

Mpn aToM Tune BOCCTAHOBNEHUA 6yneT co3fgaHa HOBasA BUpTyasbHadA MallnHa C
CeTeBOW 4YacCTbk, KOTOPYHO HEeobxoauMO yKasaTb nonb3oBaTento B RBM (). lMocne
CO3[aHunsa BUPTYanbHOM MallUHbl, B €€ OUCKU BYyAyT 3anucaHbl gaHHble N3 o6pasos,
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KOTOpPbIe XPaHATCA B apXuBe.

o e Mpy co30aHMM HOBOW BUPTYaNbHOMW MaWWHblI  OMLMOHANbHO MOXHO
Bbl6paTh XpaHWnuie, B KOTOPOM 6yaeT co3gaH AUCK (Unn Bce OUCKM).
Ecnu aTa onuus He ykasaHa, AUCK By[eT cOo3faH B TOM Xe XpaHunuuie c
TeM ID, B KOTOPOM OH 6bI/T BO BpeMs Pe3epPBHOIr0 KOMMPOBaHWS.

e Ecnn y BupTyanbHOM MallWHbI, AN KOTOPOW BbIMOMHANOCL pPe3epBHOE
KonnpoBaHwue, 6b1510 60blle OAHOro CeTeBOro MHTepdenca, To BOCCTaHOB-
NIeHVe TakKoW pe3epBHOM KOMUN HEBO3MOXXHO, MOCKONbKY B KOHOUrypauu-
OHHOM ¢ainne MOXHO yKasaTb TO/IbKO ogHYy napy uns IP u MAC agpecos.

ISP vmmanager

restore_type (D 3 — Create new VM

ip_address (D) 192.168.0.133

mac_address (D) [ 52:54:00:AD:2A:62

target_storage () 0 — Same as source

wake_up_on_restore (D

PucyHok 19.

MpoBepuTb XOA4 BbINOMHEHUS BOCCTAHOB/IEHUA PEe3epPBHON KOMUN MOXHO B OKHe Oue-
penb 3apau ().
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e Ru A @

= JKypHanol v YouTe Mepesanyctute  [u] Yoanute v iF:]

L] O6bekThl ID  Twun ID knueHTa  WmMa knueHTa HWID CraTyc Twun pecypca Pecypc ID npaeuna ID

1 Backup global 3 nodel.example.com 961c388f14205560 | 12.92% | ISP vmmanager 1 0 0
E) CrpaTerun ——

El rnobansHoe pacnucaHue

[g YaanéuHas pennvkauus

[2) PenoauTopui
O4epeppb 3apad
Cepsepsbl RuBackup
3] XypHansi

& AOMWHUCTpUpPOBaHWE

8  rubackup@localhost

PucyHok 20.

[Mpn ycnewHoM 3aBepLUEHNN BOCCTAHOBNEHUS PE3EPBHOMN KOMUU UK LLENOYKN pe3epB-
HbIX KOMUA, COOTBETCTBYIOLLME 3a[a4M Ha BOCCTaAHOB/IEHMe NepengyT B cTaTyc «Done»

0.

e 2 {T] & @

[ies] XKypHane v Youte MNepesanyctute [0 Yoanute v iE]

L] O6bekTs ID  Twun ID knueHTa WmA KnveHTa HWID CraTtyc Tun pecypca Pecypc ID npasuna ID
(PDonall
1 Backup global 3 nodel.example.com 961c388f14205560 Done ISP vmmanager 1 0 0

E CrpaTerum

[E MnobansHoe pacnucaHue
[d YnanéxHas pennukauua
[2) PenosuTopuia

Oyepepb 3a4ad

Cepeepsl RuBackup

(5] 2KypHans!

& AAMUHWCTPUPOBaHKE

B  rubackup@localhost

PucyHok 21.
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