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Mogynb VMware vSphere

CPK RuBackup rnossonsieT BbINO/HATb pPe3epBHOE KOMMPOBaHME U BOCCTaHOBeHNne BM
cpeabl BupTtyanmsaumn VMware vSphere Bepcunn 6.7 u 7.0 U3. [JoCTynHO MosiHoe,
WHKPEeMeHTanbHoe N guddepeHLmanbHoe pe3epBHOE KoNupoBaHue. TakXe BO3MOXHO
BbINMOJIHATb pPe3epBHOE KOMUPOBaHME C WUCMONb30BaHMEM AeAynivKauum N XpPaHUTb
pes3epBHble KOonun B AefynMyuMpoBaHHOM XpaHUnLe.

NMonHoe pe3epBHOE KONUPOBaHUE — 3TO CO3[aHMEe Pe3epBHOM KOMUU BCEX OaHHbIX U3
NcxogHoro Habopa, He3aBUCUMO OT TOro, U3MEHANIUCb AaHHble UMM HET C MOMEHTa
BbIMOJSIHEHMA MOcegHen NONHOW pe3epBHON KOMUN.

AvddepeHumnanbHoe pesepBHOE KONMPOBaAHUE COXPaHAET TONbKO faHHble, USMEHEH-
Hble CO BPEeMEHW BbIMOSIHEHUSA NpeablAyLLLero NosiIHOro pe3epBHOro KONMpPoBaHUA.

MHKpeMeHTanbHoe pe3epBHOE KONMUPOBaHUE COXPaHSAET TO/IbKO AaHHble, UBMEHEHHbIE
CO BPEMEHW BbIMOJIHEHNS NpeablayLen MHKPEMEHTANbHOM pe3epBHOM KOMUK, a ecnu
TaKoW HEeT, TO CO BPEMEHW BbINOMHEHNS MOCNeAHEeN NONHON pe3epPBHON KONUK.

PesepBHoe konunposaHne BM VMware vSphere BbInonHAeTCcA 6e3areHTHbIM CNoCcoboM.
97O 03HayaeT, YTo B BM He ycTtaHaBnmBaeTcsa areHT RuBackup, pesepBHOe KonMpoBa-
HMe BM BbinonHAETCA LenmkomM gna Bcex guckos BM. B xoae pe3epBHOro KonmposaHuUA
BO BCeX Clly4yasix M3 pesepBHOM Konuu ypanawoTca pybnupyrowme 6noku (Bcerpa
BbIMONHAETCA flokanbHaa geaynnukaums). Takxke cywecTByeT BO3MOXHOCTb yKasaTb
avcku BM, onsa KoTopbix He ByAeT OCYLWeCTBAATbLCA pe3epBHOe KONMpoBaHMe, NCNoJSb-
3ya onuuo disks_black_list.

B cnyyae nepepaun pe3epBHON KOMUM B XpaHWUIMLWeE AeAyNIMUNPOBaAHHbIX PE3EPBHbIX
KOMWiA BCcerga NpoUCXOoAuUT nepefada TONMbKO TeX YHUKasbHbIX G/I0KOB (ANs TOro e
TUMNa UCTOYHUKA [aHHbIX), KOTOPbIX ELEe HET B XpaHUNLLE.

[na BbINOMHEHNA pe3epBHOro konuposaHMa BM cpepbl BupTyanusauyum VMware
vSphere HeobxogMMO YCTaHOBWUTb KJIMEHTa pes3epBHOro kKonmposaHMA RuBackup no
OLHOW N3 CrefyroLnX CXeM:

e Ha y3es, KOTOopbIi MMeeT AOCTYynN K ynpaenstollemy ysny vCenter;

e Ha HEeCKONbKO Y3/10B, UMEerLMnX AOCTYN K ynpasnsawowemy ysny vCenter, ecnu aTo
0bycnoBneHo Heob6XOAMMOCTBIO AWHAMUYECKM pacnpefensTb Harpysky B Xxofne
pe3epBHOr0 KOMUPOBaHKS.

o B paHHOM cxemMe HeobXOoAMMO BK/HOUYUTb AaHHble Y3Mbl B KIACTEPHYHO
Fpynny KNMEeHTOB CUCTEMbI PE3EePBHOI0 KOMUPOBAHUS.

Mpn nobon cxeme ycTaHOBKU KNMEHT RuBackup mmMmeeT BO3MOXHOCTb BbIMOMHATb
pesepBHOE KOMUPOBaHME M BOCCTaHOBNeHWe Bcex BM cpegbl BUpTyanusauum, BHe
3aBMCMMOCTM OT TOro Ha KaKOM M3 Y3/10B B HACTOALMA MOMEHT PyHKLMOHNPpYeT BM.

I'Ipvl BbIMOJIHEHUN pPEe3EePBHOINo KOMUpPoBaHUA TMPUMEHAETCA TEXHONOrnA Cco3aaHna
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MOMEHTasbHbIX CHUMKOB AaHHbIX ANA AUCKOB BM, 4TO NO3BONAET He OCTaHaBNMBaTb U
He «MOAMOpPaxnBaTb» PaboTy Ha BPEMS Pe3ePBHOro KOMMPOBaHUS.

[Mepepn cospaHneM cCHMUMKa U cpasy nocne ero cosgaHusa RuBackup MoXeT BbIMOMHUTL
CKpuNT BHYTpW BM onsa 1oro, 4tobbl UMeTb BO3MOXHOCTb MPUBECTU LaHHbIE NPUIOXe-
HU BHYTPU BM B KOHCUCTEHTHOE COCTOSAHME.

Takxxe BHYTpM BM MOXHO co3paTb CKpunT /opt/rubackup/scripts/vmware_vm.sh. B
cnyJae, ecnun BHyTpu BM cyuwecTByeT ¢ann ¢ aTpubytamMum Ha UCMNONHEHMe, TO nepeq
CO3[aHNEeM MOMEHTANIbHOro CHMUMKa OH 6yaeT BbINOSIHEH C apryMeHToM before, a
cpasy rnocrie co3gaHna MOMEHTANIbHOMO CHMMKAa OH 6yaeT BbINOSIHEH C apryMeHTOM
after:

o e BbinonHeHue ckpuntoB BHYTpuM BM noppaep>xuBaeTca Ana cpefbl BUpTya-
nnsauum VMware vSphere sepcumn 7.0.2.0 n Bbiwe. Npn pe3epBHOM Konu-
poBaHun BM cpepbl BupTyanusauum VMware vSphere Bepcun 6.7 CKpUnTbl
He BbINOJIHAKOTCS.

e Ecnn npn cospgaHum n HacTpownke npasuia pPes3epBHOro KOMMPOBaHUA He
3afaHbl 3HavyeHUsa pna onuuin  script_before_snapshot_arguments w
script_after_snapshot_arguments, TOo 6yayT UCNONb30BaHbl apryMeHThl
no yMon4yaHuo gna 3anycka ckpunrta BHYTpU BM - before un after cooT-
BETCTBEHHO.

e [1nA 3anycka CKpunToB He0bX0aMMo, 4Tobbl B rocTeBon BM 6bin ycTaHOB-
neH Habop ytunnt VMware vSphere. [llogpobHee 03HaKOMUTbCA C
WHCTPYKLMEN MO YyCTaHOBKE FOCTEBbIX YTUIUT MOXHO Ha oduumanbHOM
canTe vmware.com.
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Mogynb VMware vSphere

naea 1. YcTaHoBKa KiMeHTa RuBackup

[NA BO3MOXHOCTU pe3epBHOro KonnposaHusa npu nomown RuBackup Ha ysen, umero-
WU goctyn K ynpasnsawowemy ysny vCenter, fgomkeH O6biTb YCTaHOBMEH KIMEHT
RuBackup n mMopynb pes3epBHOro KOMMPOBaHMA rb_module_vmware_vm W3 rMakeTa
rubackup-vmware.deb 111 rubackup-vmware.rpm (MMfA naketa MOXeT OTNM4YaTbCH
B 3aBUCUMOCTW OT ONepaLMoOHHON CUCTEMDI).

YcTaHoBKa nakeTtoB kKnAneHTa RuBackup (MMs nakeTa MOXeT OTANYaTbCA B 3aBUCUMO-
CTW OT ONepaLMOHHON CUCTEMDI):

sudo dpkg -i rubackup-client.deb

sudo dpkg -i rubackup-vmware.deb
|_|Oﬂ,p06HO npoueaypbl NOArotToBKN K YCTaHOBKE, NMHCTaJIIAL NN, HaCTpOVIKVI N 3anycka
KNMMNEeHTa OrNMnCaHbl B pasgene Pa3BéprIBaHI/|e.

[Mpn yCcTaHOBKE KNMEHTa PeKOMEHAYEeTCA NCNOob30BaTh PYHKLUMUKO LLEHTPANN30BaHHOrIO
BOCCTaHOBJIEHUA B TeX Cly4vasax, kKorga npegnosaraetca BoccTaHoBneHne BM 13 cpeg-
cTBa ynpasnieHna RBM.

B xome wvHcTannsauuMm naketa B cucteme b6ygeTr cosfaH ¢ann HacTpoek AocTyna
CUCTEMBbI pe3epBHOro KonmpoBaHuA K vSphere Automation API
/opt/rubackup/etc/rb_module_vmware_vm.conf ([ 11aga 8):

1.1. 3anyck knueHTa RuBackup

Ecnu nnaHupyetca TecTupoBaHMe RuBackup, pekoMeHAyeTcA 3anyckaTb KIUEHT
RuBackup B TepMMUHaNbHOM peXumMe:

sudo /opt/rubackup/bin/rubackup_client start
OcTtaHoBka RuBackup knueHTa:
sudo /opt/rubackup/bin/rubackup_client stop

[na wraTHOM aKcnnyaTaumm pekoMeHAayeTcs 3anyckaTb KnMeHTa RuBackup kak cep-
BUC. 115 3TOro Heo6xo4MMo N3 aAMUHUCTPATUBHON YYETHOWN 3anncu:

1. BkntounTb cepBuC kKnmeHTa RuBackup:
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/

1.1. 3anyck knneHTa RuBackup

sudo systemctl enable
/opt/rubackup/etc/systemd/system/rubackup_client.service

2. [epesarpysnTb systemclt:

sudo systemctl daemon-reload

3. 3anycTtuTb cepBUC rubackup_client:

sudo systemctl start rubackup_client

4. YTOYHUTb CTATyC KIINEHTa:

sudo systemctl status rubackup_client

Mpwn cTapTe KNeHTa RuBackup B XXYPHanbHOM danne
/opt/rubackup/log/RuBackup.log Ha KnneHTe NOABUTCA cnepyrow,an 3anunchb:

Try to check module: 'VMware_VM'
. module 'VMware_VM' was checked successfully. Module supports archiving

B pyyHOM pexumme MOXHO MPOBEpPUTb BO3IMOXHOCTb paboTbl mMogynsa RuBackup Ha
TeKyLleM y3ne npu noMoLm cnegyrolen KomaHabl:

sudo /opt/rubackup/modules/rb_module_vmware_vm -t
[ns yenen TecTUpoBaHNA PEKOMEHOYETCH BKIOUUTb PEXUM verbose B KOHQUrypaun-

OHHOM ¢anne /opt/rubackup/etc/config.file:

Nocne nsMeHeHUA KoHdUrypaymoHHoro darnna HeobxogMmMo nepesanycTUTb KIMEHTa
RuBackup.

Mo okoH4YaHWM JaHHOW npouenypbl KMeHT RuBackup HacTpoeH. [0nA BO3MOXHOCTU
BbIMNO/IHEHNA PE3epPBHOr0 KOMMpOoBaHWA noTpebyeTca aBTOpu3auusa KINEeHTa CUCTEM-
HbIM agMuHUCTpaTopom CPK.

513 38
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naea 2. O6HOBNEeHNEe KOHPUrypaLuoHHOro
danna

Mpn HeobXxo4NMMOCTU Bbl MOXeTe O6HOBUTb MOAYIb pe3epBHOro KonuposaHua VMware
vSphere. [Npu aToM 06HOBUTCA KOHOUrYypaLNOHHbIA dann Moayns.

HoBasa Bepcua MOAYNA COLEPXUT KOHOUrypauWoHHbIN ¢ann, napameTpbl KOTOPOro
MOryT OT/IMYaTbCA OT TeKyLien BepCcun, No3TOMYy nNpuv OBHOBNEHUN MOAYNA Ha HOBYIO
BepCuo Takxxe OB6HOBNAETCA U ero KoHPUrypaumoHHbolin ann. s nepeHoca 3Ha4YeHUn
napaMeTpOB HACTPOEK U3 CTaporo KoHGuUrypaumoHHoro ¢anna B HOBbIN NpefyCcMOTPeH
MeXaHN3M CIIUAHUA KOHPUrypaLMOHHbIX ¢annios.

MoxeT cyuwectBoBaTb 3 BepCUn KOHPUrypaumMoHHoro ¢anna:

e /opt/rubackup/etc/rb_module_vmware_vm.conf — TeKywWMUn KOHOUTrYypaLMOHHbIN
dann Moayns. Mocne CNNAHUA oyper nepervMeHoBaH B
rb_module_vmware_vm_old.conf.

e /opt/rubackup/etc/rb_module_vmware_vm_old.conf — cTapbiii KOHOUIYpPaALMOHHbBIN
dann KoTopbin OblN 3arpyXXeH B npeabigyliee OOHOB/IEHME WAW MNPU YCTaHOBKE
Moy ns.

e /opt/rubackup/etc/rb_module_vmware_vm_upgrade.conf — KOHOUrypaunOHHbIN
¢dann obHoBNeHUs. [JonmxkeH 6bITb CO34aH BPYUHYHO.

MexaHU3M CrNAHUA KOHOUIYpaLMOHHbIX ¢alfioB 3anycKaeTcAa aBTOMaTU4YeCKM Mpwu
Ob6HOBMEHUN NakeTa deb MK rpm.

2.1. ABTOMaTUYECKOE O6HOBNIeHUEe KOHPUrypaLLlMOHHOro
danna

ABTOMaTM4yeCckoe 0bHOBNEHNE KOHPUIYpaLMOHHOro ¢panna BbINONHAETCA nNpu obHoBMe-
HUW NaKeToB deb UAW rpm U He TpebyeT AENCTBUN OT NOJSIb30BaTENS.

MopsaoK aBTOMaATUYECKOro O6HOBNEHUS:
1. Tekywnin KoHOUrypaunoHHblin ¢ann rb_module_vmware_vm.conf nMnepenMeHOBbIBa-

eTcs B rb_module_vmware_vm_old.conf.

2. CospaeTtca ¢ann /opt/rubackup/etc/rb_module_vmware_vm.conf, KOTOpbIA panee
OyaeT UCcrnonb3oBaH B Ka4ecTBe TeKyLero.

3. B co3pgaHHbIn pann rb_module_vmware_vm.conf [06aBnsAtOTCA NapamMeTpbl KOHOUry-
paunoHHOro ¢anna, Kotopble NOCTaBNATCA B NakeTe deb unu rpm. [1pn aTOM BCe
napameTpbl 3aKOMMEHTUPOBaHbI (BbICTaBEH CUMBOJ # nepepn, KaXkaom CTPOKON).

4. TlponCcxoauT CNAHUE CTaporo KoHourypauumoHHoro ¢awnna, KoOHPUrypaumoHHOro
¢danna obHOBNEHUSA, U HOBOIro KOHPUrypaLunoHHoro ¢anna, KoTopbin NOCTaBAAETCA B
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2.1. ABTOMaTn4eckoe 0bHOBMNEHME KOHPUrypaLMoHHoro danna

nakeTe, Npum 3TOM:

o 3HauyeHMe Kaxpaoro napameTpa 6epeTcs U3 KOHOUrYpaLUMOHHOro ¢aina obHOB-
neHns.

o Ecnn B KOHOUrypaunmoHHOM o¢anne oObHOBNEHUA MapaMeTpa HeT, TO 3HayeHue
bepeTca U3 cTaporo KOHGUrypaunoHHoro danna.

o Ecnn B CcTapoM KOHOUrypauMnmoHHOM ¢anne 3HadeHue napameTpa OTCYTCTBYeT,
TO TakKoOe 3Ha4yeHue:

= [loGaBnseTcs, ecnm 9To 06si3aTeNbHbl NapameTp. [Job6asnsetcsa 6e3 3Have-
HUA.

= He pobasnseTcs, ecnu HacTpomnka He obAsaTenbHas.

o Ecnn y ob6sa3aTenbHOro napamMeTpa HeT 3HaYeHUs, TO NMpu YCTaHOBKE NakeTa BO3-
HUKHET oWwmnbka. MIHpopMaL Mo 06 OINGKE MOXHO MOCMOTPETb B JIOre YCTaHOBKM
(PncyHok 1):

PuncyHok 1.

B pesyfnbTaTe aBTOMaTUYeCKOro O6HOBMEHUS 6yneT O6HOBMEH KOHOUIYpPaLMOHHbIN
¢ann rb_module_vmware_vm.conf. Moaynb VMware vSphere 6yaeT rotoB K paboTe.

Mpu cnuaHUM KoHPUrypaumoHHbIX ¢annos OyAyT yaaneHbl BCe KOMMEHTapum U3 cTa-
pPOro KOHoUrypaunoHHoro ¢arna.

Ecnn npu oB6HOBNEHUN KOHPUrypauMoHHOro ¢anna BO3HUKAIM OWKMOKK, TO MOSb30Ba-
Teno HeobxoAnMo npoBepuUTb KOPPEKTHOCTb
/opt/rubackup/etc/rb_module_vmware_vm.conf ¥ npu HEOOGXOLMMOCTU 3aMnOSIHUTb
napamMeTpbl BPYYHYIO.
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naea 3. YaaneHue knmeHta RuBackup

Mopspok yoaneHnsa knueHTa RuBackup nsnoxeH B pasgene PasBepThiBaHMeE.
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/

naea 4. MacTep-Knou4

B xome ycTaHOBKM KnneHTa RuBackup 6ygeT cosgaH mMacTep-Kod A8 3aWUTHOro
npeobpasoBaHns pe3epBHbIX KOMUIA, @ TakXe KUY/ 018 9NEeKTPOHHOW nognucu, ecnu
npepgnonaraeTcs NCNob30BaTb 3/IEKTPOHHYHO NO4MNUCH.

Mpn yTepe KO4Ya Bbl HE CMOXETe BOCCTAHOBUTb [AaHHble U3 pPe3epBHOM
KOMuW, ecnin oHa bbina npeo6pasoBaHa C NMOMOLbKO 3alMUTHBLIX aJITTOPNTMOB.

o Knroum pekoMeHayeTcsi Mocne co34aHus CKOMMPOBaTb Ha BHELIHUIA HOCUTEND,
a TakXe pacrnedyaTaTb GYMaKHYHO KON M ybpaTb 3TU KOMUU B HafEXHOe
MecTO.

MacTep-K/oU pekoMeHayeTcs pacnedataTb Npyu NOMOLWM YTUAUTbI hexdump,
TaK Kak OH MOXEeT COAepXaTb HeoTobpaXkaeMble Ha aKpaHe CUMBOJIbI:

S hexdump /opt/rubackup/keys/master-key
0000000 79d1 4749 7335 €387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020
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naea 5. 3aWuTHOE Npeo6pasoBaHue
pe3epBHbIX KOMUX

Mpn HeOB6XOANMOCTM BallM pe3epBHble KOMUU MOTYT ObiTb NpeobpasoBaHbl Ha KIIMEHTe
cpasy rnocne BbINOJIHEHUA PE3EPBHON0 KONMMpoBaHUA. TakumM o06pasoM, KPUTUYHbIE OaH-
Hble ByayT HeAOCTYMNHbl ANA agMUHUCTPaTopa RuBackup wnn ona vHbIX UL, KOTopble
MO 6bl MONYYNTb [OCTYN K PE3epPBHON KONUK (Hanpumep, BO BHELWHEM XpaHUAuLLe
KapTpuOXXen NeHToYHOW BMbnmoTekn unm Ha nnowagke nposamgepa obravyHoro xpa-
HUMLWA A8 BalnX pe3epBHbIX KOMUi).

Kntoy gna 3awmTHOro npeobpasoBaHna pe3epBHbIX KOMUI pacnosiaraeTca Ha KIIMEHTE B
¢anne /opt/rubackup/keys/master-key. [lonb3oBaTesib caM [LO/KeH 3afaTb KO
ONnHoM 256 6uTt (32 6anTa).

3awnTHOE npeobpasoBaHMe OCYLLECTBNAETCA creynanbHOn yTunnton rbfd. ABToma-
TUYyeckoe 3almnTHoe npeobpasoBaHMe N obpaTHoe npeobpasoBaHMe pe3epBHbIX KONUM
KnneHToM RuBackup BO3MOXHbl Npu MOMOLLKN KOYEN ANVMHOW 256 6UT, 0gHaKo yTu-
nnTta rbfd nogaep>xunBaeT KMo4Un gnuHom 128, 256, 512 n 1024 6uta (B 3aBUCUMOCTHN OT
BblOpaHHOro anroputMa npeobpasoBaHus). Ecnn Heobxoaumo Ana npasuna rnobanb-
HOrO pacnucaHna BblIbpaTb 0COOBLIN PeXuM nNpeobpasoBaHud, C AIMHOW Kiko4va, OT/INY-
HOWM OT 256 BUT 1 C KJIKOYOM, pacrnonararolemcs B pyroM MecTe, TO Bbl MOXeTe BOC-
Nosb30BaTbCA BO3MOXHOCTbIO cAefniaTb 3TO MPU NOMOLWM CKPUNTA, BbIMNOHAOLLErocs
nocne BbINOJIHEHUA PE3epPBHOro KONMpoBaHUsa (onpepenseTcs B npasunie rnobanbHOro
pacnncaHus agMmHucTpaTtopoM RuBackup). MNpu aToMm Heob6xoanMMo, 4Tobbl NMs Npeob-
pa3oBaHHOro ¢arnna ocTasioCcb TakuUM Xe, KakK WU paHee, MHaye 3ajaya 3aBeplimnTCcs C
owmnbkon. MNMpoBecTn obpaTHoe NpeobpasoBaHne Takoro ¢arnna nocrne BOCCTaHOBNEHUA
ero 13 pesepBHON KOMUWU criegyeT BPYYHYHO MPU NMOMOLWM YTUNUTLI npeobpasoBaHuA.
Mpn TakoM pexume paboTbl HET HeOBXOAMMOCTM yKasbliBaTb anroputMm B npasuse
pe3epBHOro KonMpoBaHus, 6o apxue ByaeT npeobpasoBaH elwe pa3 aBToOMaTU4eCcKu
C MUCMNOJIb30BaHMEM MacTep-KJoya.

[ns BbINONHEHMS 3alMTHOro npeobpasoBaHUA LOCTYMHbI aropuTMbl, NpencTaBneH-
Hble B Tabnuue:

Tabnuvya 1. AIropuTMbl 3aLMTHOMO Npeobpas3oBaHus, 4OCTYNHbIE B yTUAMTe rbfd

Anroputm NMoapepxueaemas anvHa NMpumeyaHue
KJIlovya, 6ut
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCKMA HaLMOHasbHbIN

cTaHpapt ACTY 7624:2014
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https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html

Anroputm Moppepxusaeman AonuHa NMpumeyanue

KJlova, ouTt
Kuznyechik 256 Poccuinckuin HaumoHanbHbIN
cTangapt FOCT P 34.12-2015
MARS 128, 256
Rijndael 128, 256 Advanced Encryption
Standard (AES)
Serpent 128, 256
Simon 128
SM4 128 Kntancknim HauMoHanbHbIA CTaH-
JapT Ana 6ecnpoBogHbIX ceTen
Speck 128, 256
Threefish 256, 512, 1024
Twofish 128, 256
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Mogynb VMware vSphere

naea 6. Ucnonb3oBaHue MeHeaXXepa
aapMuHucTpatopa RuBackup (RBM)

6.1. 3anyck RBM

OKOHHOe npunoxeHne «MeHepxep agmumHucTpatopa RuBackup» (RBM) npepgHasHa-
YeHo ANnA obwero agMUHUCTPUPOBaHNA CepBepHONn rpynnuposku RuBackup, ynpasne-
HUA KIMEeHTaMW pPes3epBHOr0 KOMMPOBaHWUA, rnobanbHbIM pacnMcaHneMm pesepBHOro
KONUPOBaHWA, XpaHUnvLLaMu pesepBHbIX KONU 1 gpyruMmm napamMmetpamm RuBackup.

[na 3anycka RBM cnefyeT BbINOMHUTL KOMaHAY:
sudo /opt/rubackup/bin/rbm&

Mpn 3anycke RBM BamMm noTpebyetca nNponTM ayTeHTudumkauuwo. YToyHuTe
login/password Ansa Bawen paboTbl y rnaBHoro agmuHuctpaTtopa CPK. Ecnu Bbl rna.-
HbIM aAAMUHUCTPATOP, TO NCNONb3YNTE ANA aBTOpU3aLLMM cyrnepnosib3oBaTens rubackup
M TOT NapOsib, KOTOPbIN Bbl 3aganu eMy Npu nHcTannsauum (PrcyHok 2).

RuBackup manager (on canopus.rubackup.local)

‘"\

RuBackup Manager

Wma cepeepa

localhost

MmaA nonb3oBaTens

rubackup

Napons
00080

Boitu

PucyHok 2.

Ha Bknagke O6beKTbl NPEACTaBNEH CMUCOK KIMEHTOB CUCTEMbl PE3EPBHOI0 KOMMPO-
BaHMs. KnneHTbl O0TOBpaXkatoTcA MO MMEHM y3Mna, Ha KOTOPOM OHWM 3anylieHbl. Ecnu
HaBEeCTM yKasaTeslb MbIlK Ha UMS KaKOro-nmbo M3 KIMEeHTOB, byaeT oTobpaxkeH ero
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6.1. 3anyck RBM

HWID. Ecnn pasBepHyTb 3anucb ANA Kakoro-nMbo u3 KAWEHTOB, B HUCNagarolem
Cnncke ByayT OTobpaXeHbl TUMbl PEecypcoB, ANS KOTOPbIX OaHHbIX KIMEHT MOXeT
cosfaBaTb pe3epBHble KOMUW. KrMeHTbl, KOTOpble B [OaHHbIA MOMEHT Haxo4AaTCcA B
COCTOSIHUM online, 6yayT OTMEYEeHbl 3eM1eHbIM LBEeTOM. KnneHTbl B cocToaHMn offline -
KpacHbIM (PncyHok 3).

[nAa pe3epBHOro KONMPOBaHUA KIIMEHT [0J1KeH 6biTb aBTOPM30BaH agMUHUCTPATOPOM
RuBackup.

Ecnn knueHT RuBackup ycTaHOB/IEH, HO HE aBTOPWU30BaH, B HMXXHeN 4YacTu okHa RBM
NOABUTCA COOOLLEHME O TOM, YTO HangeHbl HeaBTOPU30BaHHble KNNEHTbl. Bce HOBble
KITMEHTbI, CpefcTBaMn KOTOPbIX NIaHUPYeTCHA Co34aBaTb pe3epBHble KOMUWU, OOMXHbI
ObITb aBTOPU30BaHbl B CUCTEME pe3epBHOro konuposaHna RuBackup.

Ll Ru a @

= 3apaqu Mpaewna Mpaewna cTpaTeruu PenoznTopwia YpanéHHaa penankauma MnaH BOCCTaHOBNEHNA

¥ rbfd-stress-fsclient i
g rbfd-stress-media0l Wms rnobanbHoro pacnmcaHma Cratyc ID kanenta MMA kKineHTa Wms nyng
B Crpaterumn

i rbfd-stress-media02
El rnobansHoe pacnucaHue [ rbfd-stress-pgclient

Id rbfd-stress-primary gl

L O6bekThl

[ YnanéuHas pennukauumsa
ld rbfd-stress-secondary

[2) PenozuTopuii

O4epenb 3ana4
Cepeepsbl RuBackup
[es] MypHane!

& ALMUHVCTpPUPOBaHWe

& rubackup@rbfd-stress-primary

& 1 HeaBTOpPM30BaHHbIX KIMEHTOB

PucyHok 3.

[ns aBTOpPU3aUnM HeaBTOpPM30BaHHOro knneHta B RBM HeobxoguMMo BbINOAHUTL che-
Ayolwme nencTeus:

1. HaxkmnTe Ha BKNagky «AQMMHUCTpUpOBaHUE» N BbibepuTe MKOHKY «KAueHTbI»
(PncyHok 4).
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=
" Ru a8 @
O ObnekTHl [Mlone3oBaTenu Q
& CrpaTterumn
n pynnbl
onb3oBaTenu .
[E rnobankHoe pacnucaHue nonb3oBaTenen
[d Ynanénnas pennukauuns
[2) PenozuTtopuit % CynepBai3zepbl % Conposoxatowmne
@
QOuepenb 3a1a4
Cepsepsbl RuBackup
AQMUHUCTPaTOpPbI
(3] XypHanbl c
& ALMUHUCTPUPOBaHWE O6BLeKTh
I
KnueHTsl —o— [ pynnbl KINEHTOB
4=
AR
E Meawnacepseps!
e =)
e
XpaHunuwia
Mynbl [pynnbl nynos
A  rubackup@rbfd-stress-primary
& 1 HeasTopu3oBaHHLIX KNMEHTOS
PucyHok 4.

2. Ha BepxHen naHenun nepenante Ha Bknagky «HeaBTopnusoBaHHble KIMEHTbI» (Pucy-

HOK 5):
.
RuBackup manager (a rb-primary)
‘\
2{T} a8 ®
<« HeaBTOPM30BaHHbIE KMEHTbI
) 06vexTh! & AeTopusosath W YaamTs i
D Umn Tin OC  OC AucTpGbioTop MAC 1Pv4 1PV6 HWID Bepcna
@ Crparerum
1 rbclientol 2 3 6e:f3:86:02:68:00  10.177.32.108  feB0::6cf3:86ff:feda:6800  af8ff269c771bd33  2023.02.2110:35

El Mmo6anbHoe pacnucanme
@ YaanénHas pennvkaums
(2 Penosutopuii

Ouepess 3aaau

£ Cepeepsi RuBackup

[ XypHanbl

& AaMUHUCTPUpOBaHWe

PucyHok 5.

3. Haxxmunte Ha TpebyemMoro HeaBTOPU3OBAHHOIO KAMEHTa MPaBOM KHOMKOW MbIWK Y
BblbepnTe «ABTOpPU30OBaATb» (P1CyHOK 6):

14 n3 38




6.2. PerynapHoe pesepBHOE KONMMPOBaHWE BUPTYaabHON MaLUUHbI

RuBackup manager (4a rb-primary)

Bonpoc

ABTOpM30BaTb BbIGPAHHbIX KIMEHTOB?

PucyHok 6.

Mocne aBTOpU3aLNM KNMEHT ByaeT BUAEH Ha BKage «06beKTbl» (PrcyHok 7):

3apaqn Mpasuna cTpaterum PenosnTopwia YaanéHHana pennvkauns MnaH BOCCTAHOBNEHWA

& O6bekTsl
rbfd-stress-media0l ) Wms rnobaneHoro pacnucadms  Cratyc ID kaveHTta WMs kaveHTa HWID Wms nyna  EmkocTb

[ rbfd-stress-fsclient
— - ia
# CrpaTterun
.
. .

[El TnobaneHoe pacnucaHue

rbfd-stress-media02
rbfd-stress-pgclient
YnanéHHas pennukais [d rbfd-stress-primary Jdgl

o " Il rbfd-stress-secondary

[=) PenozuTopuia

E] O4epenb 3aaayd

&= Cepeepbl RuBackup
[+ XypHansl

& ALMUHWUCTPUPOBaHUE

A  rubackup@rbfd-stress-primary

& 1 HeasTOPUIOBAHHBIX KNMEHTOR

PucyHok 7.

6.2. PerynapHoe pe3epBHOE KONMMpoBaHue BUPTYasibHOMN
MaLUUHbI

YToObl BbINOMHATL perynsapHoe pesepBHOe KonupoBaHme BM, HeobxogmMmo cospaTtb
npaBuno B rnobanbHOM pacnucaHuu (B cnydae rpynnoBbiX Onepaunui MOXHO TakXe

MCNONb3oBaTb CTpaTernm pesepBHOro KoNMpoBaHuA). s 9TOro BbINOJHUTE Cleayto-
e nencTBus:
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1. Haxopscb B pasgene «0O6beKTbl», BbibepnTe BkNagky «fMpaBuna» v HaXXMUTe Ha
NKOHKY (A4o6aBuTtb) (PrcyHok 8):

© Ru A @

3apayn [EABEEULEN Mpasuna cTpaTtervm  Penosutopwii  YaanéwHas pennukaumsa  MnaH BoccTaHoBAeHWA

B v siress fsclent
R rotc v mediao
R Fot sivess meaiao2
R Fof <iress pactent

[d YnanénHasa pennukauus - P”

[d rbfd-stress-secondary

& OBbbekThbl

WmA rnobansHoro pacnucatus  Crtatyc ID knueHTa WMA kKaveHTa Wmsa nyna EmKocTb

E CrpaTeruu

[ MnobansHoe pacnucaHue

(2] PenozuTopui
Ouyepenb 3agaqy
Cepsepbl RuBackup
[=s] XKypHanel

ALMUHUCTPUPOBaHUE

A  rubackup@rbfd rimary

& 1 HeasTopusoBaHHLIX KNMEHTOS

PucyHok 8.

2. BboibepuTe KnMeHTa, BMeCcTe C KOTopbIM yCTaHoBNeH Moaynib RuBackup, npegHasHa-
YEeHHbIN [N Pe3epBHOr0 KOMUWPOBaHUA BUPTYanbHbIX MawwnH VMware vSphere
(Mogynb rb_module_vmware_vm, TuUn pecypca «VMware VM») (PucyHok 9):

My
¢ Ru

& 4 &
N06aBUTL NPaBuno rnobansHOro pacnucaHus Vv MpuMeHnTb

lNpaewnna rnobansHoro pacnicaHua

TaHenb MOHUTOPHHra
J O6vektb

Crpatermn MapameTpbl Npas1na

Haseanwe npasuna
[E] robansHoe pacnucanue

KnuenTt nodel0 (806aacefc80e3900) v
YaanéuHan penaumkauyna
Twn pecypca VMware VM oW ]-
& Penosutopuit
El Ouepent 3ana4 Tun PK MonHas v

Cepeepsl RuBackup

JlononnuTensHbie NnapameTpsl Npasnna

[=] XKypHans
EMKOCTL XxpaHunnwa Inf ré
AQMWUHWCTPMPOBaHME B
EMKOCTB XxpaHmnnwa KnneHTa Inf ré
NpwoputeT 100
SawwnTHoe npecbpasosaHne nocrypt

CKpMNT NPY HOPMANEHOM BLINOAHEHNN

CKpWMNT NPW BBINOAHEHUW € oWnBKamn

aea - -
©

CKpuNT NpY BOCCTAHOBNEHUW

HoGaeuTs Nnpaeuno B wabnoH

& rubackup@10.177.32.5 LlaBnoH rnobansHoro pacnucaHus

PucyHok 9.
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6.2. PerynapHoe pesepBHOE KONMMPOBaHWE BUPTYaabHON MaLUUHbI

3. Bbibepute «Tun pecypca» - «VMware VM» (PucyHok 10):

¢"Ru & 8 ®

[obaBuTe Npasuno rnofansHoOro pacnucaHus + MpuMeHnTs

oo MaHens MOHWTOPKHIa

Mpasina rno6ansHoro PacrcaHns
] Obnektbi

MapameTpsl Npasnna

Crpatermn

HazeaHnwe npaeuna
[E] rnobansHoe pacnucanue

KnueHt nodel0 (806aacefc80e3900)

'
YaanéuHaa penaumkauna
Twn pecypca VMware VM ¥ W J-
v

& Penosutopwii
Pecypc *

[] ouepeaw 3agau Tun PK NonwHas

[ Cepsepsi RuBackup
JlononHUTeNbHEIE NapaMeTpsl Mpaska

[=] XKypHansi
EMKOCTBL XxpaHunmwa Inf re
AOMUHWUCTPUPOBaHWe -
EMKOCTE XpaHnAnWa KAneHTa Inf re
NpwopuTeT 100
3awnTHoe npecbpasosaHve nocrypt

CKpWNT NPY HOPManbHOM BbINOHEHNW

CKpVMNT NpU BEINONHEHUW C oWnBKaMn

8ea - -
©

CKpWNT NpY BOCCTaHOBNEHUW

Do6aeuTb NpaeBuno B WabnoH

8  rubackup@10.177.32.5 LLiabnoH rnobansHoro pacnucaHus

PucyHok 10.

4. Haxkmunte Ha nkoHky [...] pagom ¢ Hagnuceio «Pecype» 1 Bbibepute BM, ona KoTo-
pon TpebyeTcs co3gaTbh pe3epBHyto Konuwo (PrucyHok 11):
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BelbpaTe

1D MName State CPU Memory
vm-15 IgorVvM1 POWERED_OFF 1 2048
2048
12288
2048
2048

vm-19  IgorVM2 POWERED_ON
vm-20 vmware-vc POWERED_ON
vm-22  AntonVM1 POWERED_OFF
vm-23  IgorVM3 POWERED_OFF

[R5 RN Y R ¥

PucyHok 11.

5. YcTaHOBUTe HaACTPOWKU NpaBuna: HasBaHWe npasunia, Nyna XpaHeHUsA faHHbIX, NPUO-
PUTET BbINOMHEHUSA NMPaBunia, TUN Pe3epBHON KONUKU (NosHasa, HKpPeMeHTasnbHasa unu
anddepeHUnanoHasa), pacnucaHue pes3epBHOro KOMUPOBAHUSA, CPOK XPaHeHUs W
HeobA3aTe NbHbIN BPEMEHHON NPOMEXYTOK NpoBepKn Konuu (PrcyHok 12):

MpaBLNa FIOBANLHOr PacUcaHMs

NapameTpyi npasina JlonoNHUTeNbHbIe NapaMeTPI npaguna
Ha3garvie npasuna EmKocTb xparnnwa Inf r6
[E mo6ansHoe pacnuncarine
Knuent node10 (806aacefc803900)

Tun pecypca [VMwaIeVM X~ ]- Mpuoputer 100

EMKOCTS Xparynniua knveHTa Inf r6
YAanénHan pennnkayns

& Penozutopuii

Pecypc * 3awnTHoe Npeobpazosatine nocrypt

¥ | Ouepenpb 3apay
pens 335 Tun PK Monran CKPUNT PN HOPMaIsHOM BLINONHEHMM

+
[ Ccepsepsi RuBackup CKPUNT NPM BLINOAHEHMM C OLWIMBKaMA -

[=] XypHans CKPMNT NPY BOCCTaHOBNEHNM
& ApmuHucTpuposanme
RossBiTe npaBno 8 was
Waron o GansHoro pacrincanus
HacTpoiikn Pacnucarme
BrTI0MTS MoCHe Co3AaHUs [ @) Bui6paro: KpOH-BbIpaXEHME 00 1%
fyn Default v Teproanseckwii 3anyck
Hauano nepuoaa aeicrams 04.04.2024 10:03 @] MunyTa & o +
OKOHYaHUE NEPYOAR AGACTBMA  04,04.2025 10:03 £ Hac & o +
Bens mecau aQ ¢ + C
Mecsu 9
Lens Hepe.
Mposepra Cpor xpanerinn
MpoBepKa pesepsHbix KonMi Kaxasie @  xpanwms pesepariie konwu B Tesenme [ @)
1 + | Mecsiues v 1 +  Jler v

B rubackup@10.177.325

PucyHok 12.

6. HaxxaB Ha NUKoHKY [...] paaoM ¢ BbiIbpaHHbIM TUNoM pecypca «VMware VM», ycTaHo-
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6.2. PerynapHoe pesepBHOe KONMpoBaHWe BUPTYanbHON MallUHb

BUTE OOMONHUTENbHbIE HAaCTPOMKN NpaBma pes3epBHOro KonuposaHus (PrucyHok 13,
Tabnuua 2).

VMware VM

script_before_snapshot

script_before snapshot username

script_before _snapshot_password
script_before_snapshot_arguments before
script_after snapshot
script_after_snapshot_username
script_after_snapshot_password
script_after_snapshot_arguments after

disks_black_list

execution_script_timeout 5 -+
buffer_size 65536 -+
use_hotadd

3Ha4YeHUsA NO YMONYaHUIO

PucyHok 13.

Tabnuya 2. [JononHuTenbHbIe napaMeTpbl NpaBusia pe3epBHOro KOMMPOBaHWSA BUPTYaslbHbIX MaLLunH
VMware vSphere
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MapameTp

script_before_snapsh
ot

script_before_snapsh
ot_username

script_before_snapsh
ot_password

script_before_snapsh
ot_arguments

script_after_snapsho
t

script_after_snapsho
t_username

20 13 38

OnucaHue

[MonHbIA NYyTb K
CKPUNTY BHYTPU BUPTY-
anbHOW MalUWHbI, KOTO-
pbin ByAeT BbINOSHEH
nepepg cosgaHnemM
CHaMwoTa ana gaHHom
BMPTYaslbHOM MaLUUHBbI.

MmMA nonb3oBaTens
BHYTPU BUPTYanbHOM
MaLUWHbI, UCNOMb3ye-
Moe A8 3anycka
CKpunTa nepep, cosga-
HMEM CHaMLwWwoTa Ans
OaHHOW BMPTYasnbHOMN
MallUWHBbI.

Maposb nosfb3oBaTens
BHYTPW BUPTYyaslbHOM
MaLLWHbI, OT MMEHMU
KoToporo bygeTt
BbIMOJIHEH CKPUMT
nepeq co3gaHnem
CHaMnwoTa Ansa AaHHomn
BUPTYanbHO MalUWHBbI.

AprymMeHT(bl) cKpunTa,
KOTOpbI ByaeT BbINON-
HEH BHYTPW BUPTYyanb-
HOW MaLUWHbI Nepeq,
cosfaHneM CHanLwoTa.

[MonHbIM NYTb K
CKPUNTY BHYTPU BUPTY-
aNbHOW MalUWUHbI, KOTO-
pbi 6yaeT BbIMONHEH
nocne cosgaHns CHan-
LWoTa 418 AaHHOW BUP-
TyanbHOW MaLUUHBbI.

Mma nonbsosaTens
BHYTPUW BUPTYyasnibHOMN
MaLUWHbI, UCMOSb3ye-
Moe A5 3anycka
CKpurTa rnocne cosfa-
HWA CHanwoTa Ans
OAHHOM BMPTYanbHON
MaLUWHbI.

3HauyeHue no ymonua-
HUIO

before

JonycTuMmbie 3Haye-
HUA




MapameTp

script_after_snapsho
t_password

script_after_snapsho
t_arguments

execution_script_tim
eout

disks_black_list

buffer_size

use_hotadd

6.2. PerynspHoe pesepBHOE KOMMPOBaHMe BUPTYyanbHON MaLlnHb

OnucaHume
HUIO

[Maponb nonb3oBaTensa gzip
BHYTPW BUPTYanbHOMN
MaLUWHbI, OT UMEHN

KOToporo byaet

BbIMOJSIHEH CKPUNT

nocne cosgaHus CHan-

WwoTa Ans AaHHOW BUP-
TyanbHOW MaLUUHBbI.

AprymMeHT(bl) CKpUnTa,
KOTOopbIn ByaeT BbiNoa-
HEeH BHYTPW BUPTYyanb-
HOWM MalUVHbI none
CO3[0aHUA CHanMLwoTa.

Bpems B cekyHpax, B 5
TeyeHue KoToporo
Moaynb RuBackup

byneT oXXugaTtb BbiNoa-
HEeHWA CKPUNTOB

BHYTPUW BUPTYyanibHOM
MalLUMHbI 00 1 nocne
CO34aHnA CHanwoTa.

Cnucok ngeHTndunka-
TOPOB BMPTYanbHbIX
OVCKOB, pa3feneHHblX
CVMBOJIOM «/», KOTO-
pble HEe OONXXHbI
nonacTb B pe3epBHYHO
Konuto.

YKasblBaeT KoNnmyecTso 65536
CEKTOpPOB BMPTYyasib-

HOro AUCKa A5 YTeHus

3a 1 pas npu peseps-

HOM KOMMPOBAHWUM BUpP-
TyaslbHOro gucka.

McnonbsoBaTb TexHO-  false
NOrnko NPSIMOro nog-
KTFOUYEHMSA XKECTKNX

OWCKOB Mpu cosgaHnm

69kana BUpTyanbHoOwn

MaLLUHBbI.

3HaueHue no ymonya-

JonycTuMmbie 3Haye-
Husa

gzip, zstd

1-600

64, 128, 256, 512,
1024, 2048, 4096,
8192, 16384, 32768,
65536, 131072,
262144, 524288,
1048576, 2097152

true, false

o Ecnn npu HacTpoiike npaBuna pe3epBHOro KOMWPOBAHMA 3arosiHEH MapameTp

script_before_snapshot,

TO TakXe HeobxoaMMo 3anosiHUTb napamMeTpbl

script_before_snapshot_username M script_before_snapshot_password.

o Ecnu npu HacTpolike npaBuna pe3epBHOro KOMMPOBaHWUA 3amnofiHeH napamMeTp

script_after_snapshot, TO TakXe HeobxoAMMO

3arnoJ/IHNUTb NapaMeTpbl
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script_after_snapshot_username n script_after_snapshot_password.

o BbINoNMHeHMe CKPUNTOB BHYTPW BUPTYyalbHbIX MaWWH nNogAepXxuBaetca AN
cpeabl Buptyanusauunm VMware vSphere Bepcumn 7.0.2.0 u Bbiwe. lNpu peseps-
HOM KOMMUPOBaHUKN BUPTYasibHbIX MalnH cpenbl BupTyanusauum VMware vSphere
Bepcumn 6.7 CKPUNTbI HE BbINOJTHAKOTCA, 3HAYEHUA Cneayrowmx napamMeTpos 6yayT
NPOUIrHOPUPOBAHbI:

» script_before_snapshot;

= script_before_snapshot_username;
» script_before_snapshot_password;
» script_before_snapshot_arguments;
» script_after_snapshot;

» script_after_snapshot_username;

» script_after_snapshot_password;

» script_after_snapshot_arguments;
= execution_script_timeout.

o BkntouyeHue onumn use_hotadd yckopseT npouenypy cosgaHma PK BM n ymeHb-
waeTt TpeboBaHMA K CBOOGOAHOMY OUCKOBOMY MPOCTPAHCTBY Ha KneHTe CPK
RuBackup, Tak Kak B flaHHOM criy4yae He TpebyeTcA co3[aHnA NPOMEXYTOUHbIX
BpeMeHHbIX ¢annos Ha knneHTe CPK RuBackup.

9Ta onuma paboTaeT TONbKO B cnydae, korga knmeHT CPK RuBackup cam pacno-
naraeTcsa Ha rocteson BM cuctembl Busyanmsauumm VMware vSphere. Takxe
KnueHT CPK fomkeH UMeTb AOCTYN K TOMY XXe XpaHunuwy AaHHbIX, 4To 1n BM,
AJ151 KOTOPOW NPOU3BOANTCA nNpoLuenypa cosgaHusa PK.

Bepcusa u pasmep 6noka VMFES y konunpyemonn BM n BUpTyanbHOro
AVCKa, nogkmyéHHoro Kk BM ¢ knneHToM RuBackup, AomxHbl coBna-
naThb.

o [pwn BKNKOYEHHOM ONuUUK use_hotadd BO3MOXHO MNosiB/ieHMe ownbku "Too many
attached disks". 9Ta owunbka Bbi3BaHa TeM, YTO K ogHoMY SCSi-KOHTponnepy
BM WMware vSphere MOXHO NogKmo4YnTb He 6onee 15 XecTKux guckos. Ecnu
knneHT CPK RuBackup nmMeeT HeCKONbKO XeCTKux guckos n BM, ans koTopon
OCYLLECTBNAETCA pe3epBHOE KOMMUPOBaHME, TOXE MMeEET HECKONIbKO OUCKOB, TO
TakoW NMUMUT MOXeT ObITb JIerko JOCTUrHYT. YTOObI n3bexaTb Takon OLWnbKu,
HY>XHO [0006aBUTb HECKOJIbKO HOBbIX SCSi-koHTponnepos gna BM knneHta CPK.
Takxxe xenaTtenbHo co3gaBaTb HoBble SCSI-aganTtepbl Tuna Paravirtual.

o Ecnn nonbs3oBaTenieM 3agaeTcA 3HadeHwe gns napameTpa buffer_size BHe
OJOonyCcTumMoro gmaria3doHa 3Ha4YeHunn, 1o 6yp,eT MCNOoJZIb30OBaHO 3Ha4YeHne rno ymoJsi-
YaHWKO 65536 .
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6.2. PerynsipHoe pesepBHOE KOMMpPoBaHMe BUPTYanbHON MaLlnHbI

7. Ona npaBuna pe3epBHOro KOMUPOBAHUA TakKXe MOXHO HacTPOWUTb YyBEeAOMIEHUS
NpU HOPMasbHOM €ro BbINOMHEHUM UAN NPU BOSHUKHOBEHMW OWMOKM B npouecce
BbIMNONIHEHUSA, YBEAOMMNEHNS MPU OKOHYaAHMM CpPoKa AENCTBUA NpasBwuna, yBegomre-
HWA NPW OKOHYaHUM EMKOCTW B nyne, yBeLOMSIEHUS MPWU yOaneHun ycTapesBLunX
PEe3epPBHbIX KOMUIA, BO3MOXHOCTb W MNEPUOANYHOCTb MNEepeMeLeHnss pPesepBHbIX
KOMWM B ApYron nyn AaHHbiX (PucyHok 14):

¢ Ru 8 €

& [lo6aswTs r0BanbHOE pacnicanme + MpumennTs

] O6bekTh

Nyn dedup-4T v MNepuoanyeckuin 3anyck
& Crpatervn

Havano nepvoaa percTena 22,05.2023 13:14 [} MuHyTa () 0 +
[ AR FREEETE OKoH4YaHWe nepuona aeAcTens  22.05.2024 13:14 @] Yac () 0 +
[@ YaanéuHas pennvkaums Hetb Mecaua () 1 +
[2) PenoznTopwit Mecsiu
Ouepenb 3agay DeHb Hepenn
= Cepsepbl RuBackup
MNposepka Cpok xpaHeHns
sz Mposcpxa apwaa waxase @ || oo pasepuine conmm s rewme «
& ABMUHUCTPUPOBaHUE 1 + | Menths v 1 + | Years v
PesepeHsie Konuu YcTapesLime pesepeHbie Konmm
MepemecTuTt B MY/ Yepes AsToMaTu4eCKoe yaaneHne
Yeepomnate | Nobody v
KnneHT MOXET yaanuTb PE3EpPBHbIE KONNKM 3TOrO Npasuna ()

YeegomneHns
HopManbHoe aoinonterine Nobody
Brinonkenue ¢ ownbKoi Nobody
Mposepka pesepsHoit Konun Nobody

OkoHuanme fAeiicTens npauna  Nobody

¢ ¢ < < <

rubackup@rbfd-stress-prima
& ° SsSpriman OKOHYaHWE EMKOCTH B Myse Nobody

& 1 HeaBTOPNIOBAHHbIX KAMEHTOB

PuncyHok 14.

8. llocne BbLIMNOMHEHUS HACTPOEK NpaBuia pPesepBHOro KOMUPOBaHWE HaXMWUTe Ha
KHOMKY «Jl06aBUTb NpaBu/IO B WAGNOHY». [1paBuno aAnsa BbiIOpaHHOro TMMNa pecypca
(VMware VM 1 BM) nossuTCs B CNNCKe NpaBu.

9. HaxmMuTe Ha KHonky / MpUMeHUTb B NpaBOM-BEpPXHEM Yriy [ANA 3aBepLleHUs
HaCTPOVKM 1 co3gaHna npasuna.

BHOBb co3pgaHHOe npasuio byaet uMeTb cTaTyc run. Ecnu Heobxoammo co3gaTh npa-
BWI0, KOTOPOE MOKa He AO0J/IXHO NMopoXAaTb 3afay Pe3epBHOro KOMMPOBaHUS, HYXXHO
ybpaTb 0TMeTKY «BKJIIOUMTb Nocne co3paHusy».

MNpn HeobXoAMMOCTU, agMUHUCTPATOP MOXET MPUOCTAHOBUTbL pPaboTy npasBuna wnm
HeMef/IeHHO 3anyCTUTb ero (T. €. MHULUMPOBaTb HEMEAIEHHOE CO3[aHue 3ajauun npu
cTaTyce npasuna wait).

MpaBuno rnobanbHOro pacnmncaHma UMeeT CPOK XU3HW, onpeaensieMblii Mpy ero co3ga-
HUK, @ TaKXe npeaycMaTpuBaeT cnegyrolme BO3MOXHOCTU:

1. BbINOMIHUTL CKPUMNT Ha KNMEHTe CKPWUNT Ha K/WEHTe nepefd HayaloM pes3epBHOro
KOMMpoBaHWA.

2. BbINONHUTb CKPUNT Ha KIMEHTEe MNocse yCcnewHoro OKOH4YaHnA pe3epBHOro Konmpo-
BaHWA.
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3.

BbINONMHUTL CKPUNT Ha K/IMEHTEe Moc/ie HeyfauyHoro 3aBepLUeHnNsi pe3epBHOro Konm-
pPOBaHMA.

BbINONHUTL 3alLMTHOE npeo6pasoBaHV|e pe3epBHOM KOMUKU Ha KNINEeHTe.

5. lMeprnoanyeckn BbINOMHATL NPOBEPKY LLeNTIOCTHOCTU pe3epBHOW KOMNK.

XpaHUTb pe3epBHble KOMUM onpenenéHHbIN CPoK, a Noc/ie ero OKOHYaHus yaansaTb
NX U3 XPaHUNWLLA pe3epBHbIX KOMWUIA 1 U3 3anuceit peno3nTopus, nmbo npocTo yBe-
AOMNATb NONb30BaTeNe CUCTEMbl PE3EPBHOr0 KOMMPOBAHUSA 06 OKOHYaHMUM CPOKa
XpaHeHus.

Uepes onpefenéHHbin CPOK Mocfie Co3faHusA pPe3epBHOW KOMUM aBTOMAaTUYECKM
nepeMecTuUTb €€ Ha APYron nyn XpaHeHWs pe3epBHbIX KOMWW, Harnpumep Ha Kap-
TPUAX NEHTOYHOM BUBINOTEKMN.

YBeooMATb Mosib3oBaTenem CUCTEMbI pe3epBHOro KornumpoBaHUA O pe3yiibTaTax
BbIMOJIHEHNA TE€X UNN UHbIX onepau,vu7|, CBA3aHHbIX C MNMpaBnJioM rno6anbHoOro pacnun-
CaHumsa.

Mpwn cospgaHum 3agadum RuBackup oHa nosBnseTcs B rnaBHoM ovyepeamn 3agad. OTcnexu-
BaTb UCMOJIHEHNE MpPaBUl MOXET KakK agMWUHUCTpPATOop, ¢ noMowbo RBM vnn ytunut
KOMaHOHOMN CTPOKWU, TaK WU KANEHT npu nomMowm RBC nnm yTunnTbl KOMaHLHOMN CTPOKM
rb_tasks.

[Mocne ycnewHoro 3aBepLlUEHUs PEe3epBHOr0 KOMMPOBaHMA pel3epBHas Konua bygeTt
pasMeLlleHa B XpaHunuLLe pesepBHbIX KOMUI, a MHopMaLmna o0 Hen ByaeT pasMelleHa B
penosutopun RuBackup.

6.3. CpouyHOe pe3epBHOE KONMUpoOBaHUe

B cnyyae Heo6xogMMOCTU CPOYHOro Pe3epBHOr0 KOMMPOBAHUA CO34aHHOrO MnpaBuna
rnobanbHOro pacnucaHus, cnenyeT Bbi3BaTb MPaBOM KHOMKOW MbIWN KOHTEKCTHOE
MeH0 «BbInonHUTb» (PricyHOK 15):

Do6asnTe

KnoHnposaTs
PepjakTupoBaTh
MponyckHaa cnocobHOCTE

Konuposats 8 nyn

3anycTims

Tabnuus

PucyHok 15.

[MpoBepUTb X0[, BbIMNO/IHEHUA PE3epPBHOr0 KOMUPOBaHUA MOXHO, Nepenasa Ha BKagkKy
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«Oyepepb 3apau» (PrcyHok 16):

nocrypt 2023.04.2420:01  2023.04.2420:01  2023.04.24 20:01
nocrypt 2023.04.2420:08  2023.04.2420:09  2023.04.24 20:09

Backup global

VMware VM vm-22

Craryc
!
10 VMware VM vm-22 2
2
0% 2

Backup global

by
o
3
2

Backup global

VMware VM vm-22 nocrypt 2023.04.2420:10  2023.04.2420:10  2023.04.24 20:10

Backup global

) VMware VM vm-22 nocrypt 2023.04.2420:15  2023.04.2420:15  2023.04.24 20:15

PucyHok 16.

Mpn ycnewHOM 3aBepLUEHUM PE3EPBHOr0 KOMUPOBAHMA COOTBETCTBYHOLWAsA 3ajaya
nepenget B cTatyc «Done» (PucyHok 17):

ID knueHTa WMA KNWeHTa CraTyc Twn pecypca Pecypc ID npaeuna ID cTpaterun WmAanyna Tun PK LWwnppoeaHre

1 Backup global 2 akaz-ThinkPad-E15-Gen-2 f299933b4335c310 VMware VM vm-22 1 0 Default full nocrypt

2 Backup global 2 akaz-ThinkPad-E15-Gen-2 f299933b4335c310 VMware VM vm-22 2 Q Default incremental nocrypt

3 Backup global 2 akaz-ThinkPad-E15-Gen-2 f299933b4335c310 VMware VM vm-22 2 Q Default incremental nocrypt

4 Backup global 2 akaz-ThinkPad-E15-Gen-2 f299933b4335c310 VMware VM vm-22 2 Q Default incremental nocrypt
PucyHok 17.

6.4. LleHTpanusoBaHHOe BOCCTaHOBJIEHUE pe3epPBHbIX
KONMUH

Cuctema pesepBHOro konmposaHus RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHMA Pe3epBHbIX KOMUN KaK CO CTOPOHbI KIIMEHTa CUCTEMbI, TaK U CO CTOPOHbI
agMunHucTpatopa CPK. B Tex cnydyasax, Korga LeHTpanM3oBaHHOE BOCCTaHOBEHME
pe3epBHbIX KOMUIN HeXenaTeflbHO, Hanpumep, Korga BOCCTaHOBNEHME OaHHbIX ABMS-
€TCHA 30HOM OTBETCTBEHHOCTM BRafesibla K/ANEHTCKOM CUCTEMbl, 3Ta PYHKLMOHaNb-
HOCTb MOXET BbITb OTK/HOYEHA Ha KNneHTe (cM. RuBackup Manager (RBM)).

B Tex cnyvyasnx, Korga LeHTpanMsoBaHHOE BOCCTAHOBNEHWE HA KAWMEHTEe OOCTYMHO, TO
€ro MOXHO WHMLUMPOBATb, Nepenan BO BKIagKy «Peno3suTopuin» Ha JIeBOK MaHenu
RBM. [Ina aToro Hanaute B CrnUCKe TPebyeMyro pe3epBHYH KOMUKD, HaXXMUTE Ha Hee
NpPaBoOM KHOMKOW MbIlWK U BblbepuUTe B KOHTEKCTHOM MeHO0 «BoccTaHOBUTbY» (P1CYyHOK
18):

BOCCTaHOBUTL

MposepuTs

Konuposats
Mepemecturs

Yaanute

PucyHok 18.

B OKHe LeHTpannM3oBaHHOro BOCCTAHOB/IEHNUA MOXHO YBMAETb OCHOBHble MapamMeTpbl
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pe3epBHON KOMUKW, 3afaTb NYyTb Ha3HaYeHUs OJ19 BOCCTAHOB/IEHUSA Pe3epPBHOM KOMUN U
napameTpbl BOCCTaHOBeHUA Moayna Vmware VM.

[MyTb HaszHayeHMsa 0603HaAYaeT BPEMEHHYHO OUPEKTOPUIO, B KOTOPYH ByaeT BbINOSHEHA
pacrnakoBKa apxuBa pe3epBHON KOMUU. ECNin BbINOSIHAETCA BOCCTAHOB/IEHNE Pe3epBHOM
KOMuun c pasBepTbiBaHMeM BM, To nocne pasBepTbiBaHUA COLEPXNUMOE OaHHOW AMNpeEK-
Topun ByaeTt ouunleHo. Ybéeantechb B HanMuymm cBo6OAHOro MecTa B BblIOpaHHOW aMpeK-
TOpPWUK pacnakoBkn (noTpebyeTca cBob6ogHOE MECTO KakKk MUHUMYM B 06bemMe, paBHOM
CYMMapHOMYy 06beMy Anckos BM, ons KOTOpoW caenaHa pesepBHasn Konus).

[na HacTporKM napamMeTpoB BOCCTAHOBNEHUA MOLYA HAXXMUTE Ha UKOHKY [...] psgom
c nonem «lMapameTpbl BOcCcTaHOBJIeHUs ana moayna: Vmware VM». OTKpoeTca OKHO
(PncyHnok 19). NopgpobHee MHPOpMaLMS O NapaMeTpax BOCCTAHOBEHUA MOAYNA yKa-
3aHa B (Tabnuua 3).

VMware VM

Mcnonb3oBaTh HACTPOWKK MO YMONYaHMIO

restore_to_original vm ()

datastore (1) /10.177.33.112/ESXI1/datastorel(datastore-15) v
vm_folder () /10.177.33.112/ESXI1/Discovered virtual machine(group-v27) wv
resource_pool () /10.177.33.112/ESXI1/10.177.33.39/Resources(resgroup-8) v

host_cluster (D

host (O /10.177.33.112/E5X11/10.177.33.39(host-9) v
network (O /10.177.33.112/ESXI1/VM Network(network-16) v
vm_name ()

buffer_size 64 v

restore_vm_nics_connected_to_distributed port_group @)

PuncyHok 19.

ansa 0T06pa)KeHI/IF| OornMncaHnAa wWHTepecyrwuero napamMeTpa HaXMUTEe Ha KHOMKY
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PSAOM C UMeHeM napamMeTpa.

3Ha4yeHnsa HEKOTOPbIX NapaMeTpoB OoTobpaXarTca B BuAe nyTu. Hanpumep, 3HayeHme
/10.177.33.18/Datacenter/datastorel(datastore-11) COLEPXMWUT:

e 10.177.33.18 - agpec VMware vSphere;

e Datacenter - HaMMeHOBaHMe gaTaueHTpa;

e datastorel - HAaMMeHOBaHMe XpaHUNULW,a OaHHbIX;

e datastore-11 - MoRef xpaHunuwa gaHHbIX.
[naTakmuxnapameTpoBKak datastore, vm_folder, resource_pool, host_cluster, host,

network u buffer_size AOCTYNHOE 3HaUYeHNE MOXHO Bbl6paThb 13 BbiMagatoLLero crnmcka
(PncyHok 20).
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128

256

512

1024

2048

4096

8192

16384
vinuusr W 32768
resource pool (1)

65536
host_cluster (@)
host @ host. 131072
network (7) n 262144
vm_name @) 524288
buffer size () 1048576

2097152

OK
PucyHok 20.

Tabnuya 3. MNMapameTpbl BocCTaHoBNeHWUA A5 moaynsa VMware VM

Mapa- OnucaHue 3Haue- [ony-
MeTp HMeno CTuMble
yMonya- 3Haude-
HUI0 HuA
Mcnonb- YKasbiBaeT, UICNOMb30BaTh /I HACTPOWKK, KOTOPbIE BblN COXPaHEeHbI true true,
30BaThb npu Co3faHnN pe3epBHON KOMUW. false
HacTpomn
KW no
ymMonya-
HWHO
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6.4. LleHTpannsoBaHHOE BOCCTAHOBIEHNE PE3EPBHbIX KOMUM

Mapa- OnucaHue 3Haue- [ony-
MeTp HMEe Mo CTUMbIE
yMonya- 3Haue-
HUI0 HUA
restore_ ®nar, ykasbiBatoLWMi Ha TO, YTO BOCCTAHOB/IEHME U3 pe3epBHOM konun  false true,
false

to_origi [A0IKHO 6bITb BbIMOMHEHO B Ty Xe BUPTYalbHYH MaLUUHY, A8 KOTOPOW
nal_vm 9Ta pesepBHasi Konus 6bina caenaHa.

datastor YkasblBaeT UOEHTUOMKATOP XpaHUIULLLA AaHHbIX vSphere, B KOTOPOM
e OO/MKHa ByaeT XpaHUTbCA KOHPUrypaumsa BupTyanbHON MalUUHLI, B
KOTOpOM TpebyeTca co3gaTb BUPTYarbHOM MaLUNHbI NpW BOCCTaHOB-
NTEHUN N3 pe3epBHON KOMUW.

vm_folde VYkasblBaeT naeHTUdMKaTop KaTanor BUpTyasbHbIX MalWWH VSphere, B
r KOTOpbIN TpebyeTcA NOMECTUTb BUPTYasbHYIO MalUVHY Mpu BoccTa-
HOBJIEHUW U3 Pe3epPBHOM KOMNUW.

resource YKasblBaeT ULEHTUOMKATOP Nyna pecypcoB vSphere, B KOTOPbIN chne-
_pool AyeT NOMEeCTUTb BUPTYalibHYH MalUWHY NPy BOCCTAHOBMEHUMN U3
pesepBHON Konuu.

host_clu VYkasblBaeT naeHTUdMKaTop KnacTepa vSphere, B KOTOpbI cnegyeT
ster  MOMECTUTb BUPTYaslbHYHO MaLLUMHY NP BOCCTaHOBNEHNN U3 Pe3epBHON
Konuw.

host YKasblBaeT ngeHTuomkaTop Xxocta vSphere, Ha KOTOPOM A0JI)KHa ObITb
pasMeLLeHa BMpTYyasibHaa MallMHa Npyv BOCCTAHOBEHNN N3 PE3EPBHON
Konuw.

network  YKasblBaeT MAEHTUDMKATOP CETU, KOTOPYHO NAaHUPYeTCA NCMOMb30-
BaTb AJ/18 CO3[aBaeMOi1 B NpoL,ecce BOCCTAHOBMIEHUS BUPTYasIbHOM
MaLLMWHbI.

vm_name YKasblBaeT UMS BUPTYanbHOW MallWHbl, KOTOpoe ByaeT UCnonNb30BaHo
npu €€ cosgaHuu BOBpeEMA BOCCTAHOBJIEHUA.

buffer_s YKasblBaeT KONMYECTBO CEKTOPOB BUPTYaslbHOro AnCKa gnsa uYTeHna 3a 65536 64, 128,

ize 1 pa3 npu pe3epBHOM KOMWPOBAHUW BUPTYanbHOrO gMcKa. 256, 512,
1024,

2048,
4098,
8192,
16384,
32768,
65536,
131072,
262144,
524288,
1048576

2097152
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Mapa- OnucaHue 3Haue- [ony-
MeTp HMEe Mo CTUMbIE
yMonya- 3Haue-
HUI0 HUA

restore_ ®nar, ykasblBalowWwunh 6yneT Nu BOCCTaHaBnMBaemas BUpTyanbHaa false true,
vm_nics_ MalluHa co3faHa C CeTeBbIM afanTepoMm. false
connecte
d_to_dis Ecnm BupTyanbHas MalwwuHa, ANs8 KOTOPOW BbINOMHANCA 63kan copep-
tributed XuT ceTeBon agantep (NIC) ¢ Tunom DISTRIBUTED_PORTGROUP, TO npu
_port_gr BOCCTaHOBMIEHUU:
oup
e Npu 3HavyeHun false — BUpPTyanbHasa MalluHa byaeTt cosfaHa b6es
CeTeBOro aganTepa;

e MPWU 3HaAYeHMM true — BMPTyasibHas MallMHa GyaeT cosgaHa C
CeTeBbIM afanTeEPOM.

o e [lpn MHMUMaALMN BOCCTAHOBNEHUA BUPTYaNbHOW MalUHbl U3 pPe3epBHOU
KONnUn Heobxoammo o6fA3aTeNlbHO 3anoNHUTb napamMeTpbl datastore W
vm_folder. TakxXe TpebyeTcs 3agaTb Kak MUHUMYM OAVH U3 CrefyroLwmx
napamMmeTpoB: host_cluster, host U resource_pool.3T0 TpebyeTcs, 4TOObI
0603HaunTb, rge UMeHHo bygeT BoccTaHoBneHa BM (Ha ocHoBaHMWM OaH-
HbIX NapamMeTpoB 3agaeTca VMPlacementSpec).

e Ecnu 3anonHeH napamMmeTp vm_name, TO NPU BOCCTAHOB/IEHNUN U3 PE3EPBHOM
Konun 6ypeT BbIMNOSIHEHA MNPOBEpKa Hanuuyusa B vSphere BUpTyanbHOMN
MaLllWHbl C YKa3aHHbIM UMeHeM. Ecnn BUpTyasibHaa MallMHa C TakuM nme-
HEM YyXe CyLlecTByeT, TO 3afad4a BOCCTAHOBMNEHUA U3 pPe3epBHON KOMUU
3aBepLInTCs C OWNBKON.

e Ecnu yctaHoBneH ¢nar restore_to_original_vm, HO NPV BOCCTaHOBMIEHMM
O0BHapyXXunBaeTcs, YTO OPUrMHANbHON BUPTYaslbHON MalUUHbI He cylle-
cTBYyeT B vSphere, To 3aa4a BOCCTAaHOBJIEHUS N3 PE3EPBHOM KOMUK 3aBep-
LUINTCS C OWMBKoW. Ecnn e opurnHanbHas BUPTYyasnbHaa MalluHa cylle-
CTBYET, BbINOJIHAETCS NpoBepKa Hannunsi B HEeil AUCKOB, KOTOpble Cylle-
CTBOBaNM y AaHHOW BMPTYyasllbHOM MalMHbl HA MOMEHT CO3[4aHuNs pe3epB-
HOW Konuu. MpoBepKa BbINOMHSAETCA C UCMONb30BaHNEM MAEHTUOUKATOPOB
[AVCKOB BUPTYasnbHOWM MalUWHbl. ECnn obHapyXmnBaeTcs, YTo Kakon-nnbo uns
[ICKOB, COAEP >aLLNNCA B pe3epBHOM KOMUMX, Ha TEKYLLUA MOMEHT OTCYT-
CTBYEeT B BUPTYasnbHOM MalUMHe, TO 3afa4ya BOCCTAHOBMIEHMA U3 Pe3epPBHOM
KOMUW 3aBEPLUNTCS C OLUNOKOWA.

e [lpn cospgaHum pesepBHOM Komuu BM TakXKe 3anucbiBatOTCA MapaMeTpbl
datastore, vm_folder, resource_pool. [lpy BOCCTaHOBNEHNUN PE3EPBHOMN
kKonun BM, no ymon4yanuo 6ygyT MUCMNOfb30BaHbl 3anncaHHble 3Ha4eHus
AaHHbIX NapaMeTpoB, eCc/n NoNb3oBaTe b He 3aJacT gpyrue.

e [lpn BoccTaHoBNeHMM BM B napameTpax moayna datastore, vm_folder,
resource_pool [AOMKHbI COOTBETCTBOBaTb BblIOBpaHHOMY XOCTY (host),
WHayve 3afadva 6yneT 3aBepLueHa OWnbKon.
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e [Mpn BbIGOPE HEOOXOOUMbLIX MAapaMeTPOB BOCCTAHOBNEHUS €CTb BO3MOX-
HOCTb Noucka B BblNagarolwemM cnmcke. Nonck MoxeT OoCyLLeCcTBAATbCA NO
datastore, vm_folder, resource_pool, host cluster, host, network.

B cnyyae BoccTaHOBNEHUS BUPTYanbHOM MalUMHbI U3 pe3epBHON Konun 6yneT BbINos-
HeHa NpoBepKa Hannuusa B cpefe BUpTyanusauum BUPTYanbHOM MalUHbI C TaKUM Xe
nMeHeM. Ecnn Takon BMPTyasibHOW MalluHbl HET, TO ByAeT BbINOSIHEHO BOCCTaHOBIE-
HWe C OpUrnHasnbHbIM MMeHeM. Ecnn BUpTyanbHaa MallMHa C TaKUM MMEHEM YXe eCTb,
TO K UMEHW BUPTYanbHOW MawuHbl 6yaeT gobasneH unoposon noctounke (PrcyHok 21).

vmware-vc.rubackup.local | :actions

Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks Linked vCenter Server Systems Extensions Updates
e e LT

[:] Name T+ State Status Provisioned Space Used Space Host CPU Host Mem

D i @ AntonvMI Powered Off ~/ Normal 4.73GB 2.01MB O Hz oB
‘ D i 6D AntonvMi_2 Powered Off ~ Normal 479 GB oB O Hz oB

D i @ IgorvMi Powered Off ~" Normal 26.33GB 7.77GB OHz 0B

D i@ lgorvM2 Powered Off «* Normal 237 GB 4.63 MB 0O Hz 0B

O v & igorvms Powered Off +/ Normal 11827 GB 4911 GB OHz oB

D i GY vmware-ve Powered On ~ Normal 598.84 GB 471 GB 749 MHz 12.07 GB

PucyHok 21.

B Tom cnydae, ecnv Heo6xo4MMO BOCCTaHOBUTb PE3EePBHYHO KOMUKO B NTIOKalbHbIN KaTa-
NOor Ha KneHTe 6e3 pas3BepTbiBaHUA BUPTYanbHOW MallMHbI B Cpefe BUpTyanusauun,
TO HEOOXOOMMO CHATb OTMETKY «Pa3BepHyTb, ecnu NpuMeHuMo» (PricyHoK 22):

&« LleHTpann3oBaHHOe BOCCTaHOBNEHWE ' MpumernTs
WHdopMauma 0 pe3epeHOR KONWK MecTo BOCCTaHOBAEHWS
Wms xocta: rb-vmw-client BOCCTAHOBWTE HA KMeHTa: rb-vmw-client ~
HWID: ed1050e580c47eff
Twn pecypca: VMware VM MyTe HasHaveHns: * -
Pecypc: vm-1013 MapameTpbl BOCCTAHOBAEHNA ANS MOAYNA: VMware VM -
Nyn: Default Pa3BEpHYTL, €CAN NPUMEHUMO:
Tun PK: full
Co3zpaHo: 2023-05-24T00:14:08.907
BocCTaHOBUTL LIENOYKY: 29
WmMsa npaswnna: test_vmware
CraTtyc PK: Not Verified

IpaHynApHOe BOCCTaHOBNEHWE

BbibpaHHbie 00beKThI

PucyHok 22.
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MpoBepuUTb X0 BbINMOSIHEHNS BOCCTAHOBNIEHNA Pe3epPBHOM KOMUN MOXHO B OKHe «Oye-
peab 3apgay» (PrucyHok 23):

ID knneHTa  UMA KAMeHTa CraTyc Twun pecypca  Pecypc D mpasuna D cTpaTerk Vmanyna Tun PK Wudposatue CosgaHo CTaTyc U3MEHEH

akaz-ThinkPad-E15-Gen-2 1299933b4335c310 Done VMware VM vm-22 1 0 Default full nocrypt 2023.04.24 20:01 2023.04.24 20:01

akaz-ThinkPad-E15-Gen-2 f299933b4335¢310 Done VMware VM vm-22

akaz-ThinkPad-E15-Gen-2  f299933b4335c310 Done VMware VM vm-22

1 Backup global

2 Backup global Default incremental nocrypt 2023.04.24 20:08 2023.04.24 20:09

3 Backup global Default incremental nocrypt 2023.04.24 20:10 2023.04.24 20:10

akaz-ThinkPad-E15-Gen-2 1299933b4335c310 Done VMware VM vm-22

2

2

2 Default  incremental  nocrypt 2023.04.24 20:15  2023.04.24 20:15
akazThinkPad-E15-Gen-2  299933b4335c310 (_ Done ) VMware VM vm-22 0

0

0

Backup global

Default full nocrypt 2023.04.24 21:22 2023.04.24 21:22

4
8 Restore
9 akaz-ThinkPad-E15-Gen-2  f299933b4335c310 Done VMware VM vm-22

Restore Default  incremental  nocrypt 2023.04.24 21:22  2023.04.24 21:22

NONON NN NN
© o © o o o

10 Restore akaz-ThinkPad-E15-Gen-2 1299933b4335c310 Assigned VMware VM vm-22 Default incremental nocrypt 2023.04.24 21:22 2023.04.24 21:22

PucyHok 23.

Mpn ycnewHoM 3aBepLUEHNN BOCCTAHOBIEHNA PE3EPBHOM KOMNUK UM LLEMOYKN pe3epB-
HbIX KOMW, COOTBETCTBYHOLLNE 334241 HA BOCCTAHOB/IEHNE NepenayT B cTaTyc «Done»
(PncyHok 24):

ID KnMeHTa  VIMA KaneHTa Cratyc Twn pecypca  Pecypc D mpaeuna D cTpatermm Vmanyna Tun PK WudbposaHne CospaHo CraTyc uaMeHEH

1 Backup global 0 Default full nocrypt 2023.04.24 20:01 2023.04.24 20:01

E15-Gen-2 335c310 VMware VM vm-22

akaz-ThinkPad-E15-Gen-2 f299933b4335¢c310 Done VMware VM vm-22

2

2 Default incremental nocrypt 2023.04.24 20:08 2023.04.24 20:09
3 Backup global 2 akazThinkPad-E15-Gen-2  £299933b4335c310 ( Done ) VMware VM vm-22

2

2

2 Backup global
Default incremental nocrypt 2023.04.24 20:10 2023.04.24 20:10

Backup global Default incremental nocrypt 2023.04.24 20:15 2023.04.24 20:15

akaz-ThinkPad-E15-Gen-2 f299933b4335¢310 Done VMware VM vm-22

i (ThBone )
Restore 2 akazThinkPad-E15-Gen-2  f299933b4335¢310 Done VMware VM vm-22

4
8 Restore Default full nocrypt 2023.04.24 21:22 2023.04.24 21:22
9

1
2
2

akazThinkPad-E15-Gen-2  f299933b4335c310 (_ Done ) VMware VM  vm-22 2
0
0 Default incremental nocrypt 2023.04.24 21:22 2023.04.24 21:22
0

© o © o o o

10 Restore 2 akaz-ThinkPad-E15-Gen-2 f299933b4335c310 ( Done | VMware VM vm-22

PucyHok 24.

Default incremental nocrypt 2023.04.24 21:22 2023.04.24 21:22

3213 38




naea 7. BoccTtaHoOB/IeHUE CO CTOPOHDI
KJ/IMeHTa

B cnyyae HeobxogMMOCTU BOCCTAHOBMIEHUNA pPe3epBHOW KOMUM CO CTOPOHbI KIIMEHTA Bbl
MOXeTe BOCMNOJIb30BaTbCA YTUIUTON KOMaHOHOW CTPOKK rb_archives

MPOCMOTP CNNCKa AOCTYMHbIX PE3ePBHbIX KOMUIA:

root@akaz-ThinkPad-E15-Gen-2: fopt/rubackup/bin# rb_archives
Id | Ref ID | Resource | Resource type | Backup type | Created

| VMware VM 2023-04-24 20:01:19+03 nocrypt Not Verified
| VMware VM incremental | 2023-04-24 20:09:03+03 nocrypt False Not Verified
| VMware VM incremental | 2023-04-24 20:10:51+03 nocrypt False Not Verified
| VMware VM incremental | 2023-04-24 20:15:59+03 nocrypt False Not Verified

3anpoc Ha BOCCTaHOBJIEHNE pe3epBHOW KOMNuK:

root@akaz-ThinkPad-E15-Gen-2: /opt/rubackup/bin# rb_archives -X 3
Password:
The archive will be restored in the directory: frubackup_tmp

Restore archive chain: 1 2 3 < ----
Record ID: 1 has status: MNot Verified
Continue (y/n)?

B ToMm cnyuyae, ecnu pesepBHan KoOMua Oo0MKHa ObiTb pasBepHyTa, T. €. He06X0ANMO
BOCCTAHOBUTb BUPTYanbHYO MallMHYy B cpeay BupTyanusauum, TO Heobxoammo
MCMoNb30BaTh OMNLUMKO -x, B TOM Cly4yae, Korga TpebyeTcsi BOCCTAHOBUTb Pe3epBHYH
KOMWKO B NIOKaNlbHOM KaTanore KnneHTa 6e3 pasBepTbiBaHUSA, HYXKHO WCMOSb30BaTb
onuuo -X.
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https://docs.rubackup.ru/Cli/2.5.7.0.0/rb_archives/

Mogynb VMware vSphere

naBa 8. KoHdurypayuoHHbIin pann
rb_module_vmware_vm.conf

# Symbol "#" at the beginning of the line treats as a comment
"#" in the middle of the line treats as a parameter value

H+

# So please do not use comments in one line with parameter

# Mandatory parameters

#

# IP address or FQDN for vCenter

vcenter https://<ADDRESS_OF_vCenter>

#

# Data for authentication in vCenter can be provided in one of the following
forms:

# 1. Not encrypted string.

# For example: login user_name:password

#

# 2. String of the format 'user_name:password' encrypted using the 'base64’
algorithm.

# For example: login crypted dXN1lcl9uYW110nBhc3N3b3JkCg==

# To encode login and password use command

# echo -n 'LOGIN:PASSWORD' | base64

login crypted <LOGIN AND PASSWORD>

#

# Path to the certificate file got from vCenter, optional.

# If not specified certificate will be obtained from vCenter automatically.
# Use this option only in case of issue in getting the certificate
automatically.

# The following command can be used to obtain an archive with certificates
from vCenter:

# wget <IP address or FQDN for vCenter>/certs/download.zip --no-check
-certificate

ca_info <PATH_TO_CERT_FILE>

#

# A timeout value in seconds RuBackup module will wait for response from
vCenter on corresponding API requests

# minimum 1, maximum 300, default 5

timeout 20
# Port to use for authenticating with vSphere host
port ©

# Port to use for establishing NFC connection to ESXi host
nfc_host_port ©
# Number of parallel workers to work with virtual disks
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# min 1, max 8, default 2

workers 2

# Turn on debug of REST requests

curl_verbose no

# Amount of parallel workers for REST requests

# min 1, max 1000, default 10

curl_workers 10

#

# Try using the module if the vCenter platform version is not compatible with
RuBackup. Default: no

allow_work_with_incompatible_versions no

#

#Virtual disk dump method aka disk transport that will be used for disks
local dump

# Possible values:

# - nbd: network block device, access virtual disk via network

# - nbdssl: network block device with ssl, access virtual disk via network
using TLS

# - san: storage area network, actual only for virtual disks located at
SAN storages

# - hotadd: attaching virtual disk directly to the client's host. Only
for clients located at VMware hosts

# - file: used in case if virtual disk is a local file

# Possible combinations: separated by colon(:) with reducing priority
nbd:san:hotadd

# Default value if not set in current configuration file:
"file:san:hotadd:nbdssl:nbd"

disk_transport nbdssl

# Change log level of module's log file

# Possible values: Error, Warning, Info, Debug, Debugl, Debug2, Debug3,
Debug4

loglevel Debug

# Ignore error of PrepareForAccess vixDiskLib function calls
ignore_access_errors no

# Don't call PrepareForAccess and EndAccess vixDiskLib functions
disable_access_calls no

Tabnuya 4. MNapameTpbl KOHPUrypaLNOHHOro ¢aviia MoAY /151 pe3epBHOro KonuposaHna Vmware

MapameTp Ha3HauyeHue 3HauyeHue no
YMONYaHMIo

IP address  YkaxwuTe IP-agpec unum nosHoe gomMeHHoe umsa cepeepa FQDN ans
noakntoyeHuns Kk vCenter
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MapameTp

login crypted

E ca_info
<PATH_TO_CERT_
FILE>

E timeout

E port
nfc_host_port

= workers

curl_verbose
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HasHaueHue 3HaueHue no
YMOJTYaHUIO

Mcnonb3oBaHue napameTtpa login. YKaXute 3HavyeHue Ons OaH-
HOro napameTpa B BUAe CTPOKM BMAa user_name:password, rae:

e user_name - UMA NOJib30BaTENA

e password —naposb

Mcnonb3oBaHue napamMeTpa login crypted BMecTo login. B kaye-
CTBe 3Ha4yeHus OS89 LaHHOro napamMeTpa yKaXuTe CTPOKy Buaa
user_name:password, 3alndppoBaHHyO anroputMom Baseb4, rge:

e user_name - UMA NONb30BaTeENA

e password - naposb

[na nonyyexus 3awMdpoBaHHON CTPOKM ANA UCTMONb30-
BaHMA B KayecTBe 3HaueHua napamMeTpa login crypted,
BbIMOSIHUTE CNefyHoLLYO KOMaHy:

echo -n 'user_name:password' | base64

Ykaxute nyTb K danny ceptudmkaTa, KOTOPbIA NOAYYEH OT
vCenter. MNocne nony4yeHuns u pacnakoeku ¢aiina download.zip
yKaxuTe B napamMeTpe ca_info nyTb go ¢anna-ceptudumkara c
pacwmpeHneM .0 U3 nankm /opt/rubackup/etc/certs/lin.

YKaXuTe 3HauyeHne B CEKyHAaxX A5 MPOMEXYTKa BPEMEHU, B Teye- 5
HMUN KOTOPOro Moaynb 6yaeT oxnagaTtb oTBeT Ha APl 3anpocekl B

vCenter. MMHMManbHoe 3HadeHne ans onuun - 1, MakcumarnbHoe

3Ha4yeHue - 300. 3HayeHne No yMonyaHuo - 5.

YKaxuTe NopT, KOTOpbIA ByAeT NCnofb3oBaTbCA ANA ayTeHTUpuKa-
Lmn.

YKaxkute nopT, KOTOPbIN ByaeT NCnosfib30oBaTbCA 415 yCTaHOB/e-
Hus coegnHeHnsa NFC c ESXi

MapameTp ycTaHaBNMBaeT KOMMYECTBO NapaniesibHbiX MOTOKOB 2
AN paboTbl C BUPTYaNbHbIMU XXECTKUMU ANCKaMu. MMHMManbHoe

3HayeHue gna gaHHom onuun 1, MakcumMansHoe 8. Ecnu cTpoka ¢

[aHHOW onuuen oTCyTCTBYET B dalsie HaCTPOEK MOLY/IA, 3aKOM-
MEeHTMpPOBaHa NN 3HaYeHe HaxoANTCA BHe JONyCTUMOro guana-

30Ha, To ByaeT UCNOSIb30BaHO 3HaYeHME MO YMOYaHUIO 2.

BkntoueHne pexuma otknagkm REST API sanpocos B vCenter. [1nn no
BKKOYEHUA pexumma OTKafKW YCTaHOBUTE 3HayeHne yes. 3Haude-

HUEe no ABNAETCA 3HAaYEHWEM MO YMOJTYAHUIO, MPU KOTOPOM PEXUM

oTnagkn APl 3anpocoB BbIKKOYEH.

0 Pexum oTnagkum He pofkeH 6biTb akTUBMPOBaH npwu
wTaTHom paboTe CPK.




MapameTp

curl_workers

disk_transport
nbdssl

ignore_access_
errors

disable_access
_calls

HasHaueHue 3HaueHue no
YMOJTYaHUIO
MapameTp yKasblBaeT KOIMYECTBO NOTOKOB A8 OTNpaBKK Nnapan- 10

nenbHbIX 3anpocos kK vCenter yepes REST API. MuHMManbHoe 3Ha-
yeHue gnsa onuumn 1, MakcuMmanbHoe 3HadyeHne 1000. 3HayeHune no
YMOJTYaHUIO 2.

MapameTp ycTaHaBnMBaeT TWN TpaHcnopTa, KoTopbin 6ypeT file:san:hotad
MCNoMb30BaTbCA AN AaMna BUPTYyasibHbIX OWUCKOB B JIOKasbHbIM  d:nbdssl:nbd
KaTanor Ha xocTe KnneHTa RuBackup. Bo3MOXHble 3HaueHuA:

e nbd — ceTeBOe 6/104HOE YCTPONCTBO, AOCTYN K BUPTYalbHOMY
OVCKY Yyepes ceTb.

e nbdssl — ceTeBoe 6/104HOE YCTPONCTBO C SSL, gocTyn K BUp-
TyanbHOMY AUCKY 4Yepes ceTb C Ucnonb3oBaHmneM TLS.

e hotadd — nogknoYeHne BUPTYyanbHOro pAucka Henocpepn-
CTBEHHO K XOCTY KNineHTa. TONbKO ANS KIMEHTOB, PacnosiIOXeH-
HbIX Ha XxocTax Vmware.

Bo3mMoXHble KOMBUHaLMWN pasfensatTCcAa BOETOUYMEM C YMEHbLUe-
HMeM npuopuTeTa. 3HayeHne No yMoNYaHuo, ecfiv OHO He 3afaHo
B TekyLwem danne koHpurypauymm: file:san:hotadd:nbdssl:nbd.

Mpwn 3Ha4YeHUN yes nNapameTpa OWMOKM BbI3OBa GYHKL MU no
VixDiskLib_PrepareForAccess WUrHOpPUPYKOTCSA N 3aNnCbiBatOTCA B
XXYpPHanbHbI ¢ann mogyna RuBackup, npy aToM Mogyb Npoaon-

»XaeT paboTy. 3HayeHne no ABNAETCHA 3HAYEHUEM MO YMOYaHWUIO,

npn KOTOPOM oLINBKa BbI3OBa BUGINOTEYHON GYHKLNM NPUBELET K

OLN6BKe BbIMNOSIHEHUA 3a4a4M Pe3epPBHOro KONMMpPoBaHMA MNn BoC-
CTaHOB/EHUS.

Mpwn 3Ha4YeHUN yes NapameTpa Bbl30Bbl OUBANOTEYHbBIX OYHKLMIA no
VixDiskLib_PrepareForAccess U VixDiskLib_EndAccess He npowus-

BOOATCS Npu B3anmogenctemm mogynsa RuBackup ¢ BupTyanbHbIMU

anckammn. CoobuieHmns 06 3TOM 3annCbIBarOTCA XYpPHanbHbIA ¢ann

Moayns. 3Ha4YeHne no ABAAETCA 3HAYEHMEM MO YMOYaHWIO, NpU

KOTOPOM BUBIMOTEYHbIE BbI30BbI GPYHKLNIA BbILLE BbINOSHAKOTCSA

npv B3aMMo4encTBUn MOLYNA C BUPTYasrbHbIMU SUCKaAMW.
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MapameTp

HasHaueHue

allow_work_wit BO3MOXHble 3Ha4YeHUSA: yes, no.3HayeHMe No yMOIYaHuio: no. Mpun
h_incompatible BbINOMHEHUN NPOBEPKM PabOTOCMOCOBHOCTM MOAYNA HA XOCTE K-

_versions

3813 38

eHTa RuBackup BbinonHaeTca 3anpoc kK vCenter gna onpegeneHus
ero BEpCUML. Mpwn 3HavyeHun no ans napameTpa
allow_work_with_incompatible_versions npoBepka paboTocno-
COBHOCTM MOAYNSA 3aBeEPLUMTCA C OWMBKOM B Crydae, ecnn Bepcus
vCenter oT/iM4yaeTca OT CNNCKa BEPCUN, C KOTOPbIMU BbINONHANACH
WHTerpaums gaHHoro mogayns RuBackup. B TakoMm cnyvae 6ygert
HEBO3MOXXHO BbINOMHATb pe3epBUpPOBaHNE N BocCcTaHoBNeHMe BM ¢
naHHoro KnueHta RuBackup. Ecnv npu 3ToOM U3MEHUTb 3HayeHue
napameTpa Ha yes' npu rnposepke paboToCcnocobHOCTN MOAYNA B
ero >ypHanbHblh ¢ann 6ygeT BblBEOEHO nNpeaynpexpeHne o
Henoagep>xusaemon Bepcum vCenter, ogHako MOAY/Nb MOXHO
6ygeT ncnonb3oBaThb AN pe3epBMpoBaHMe U BOCCTaHOBNEeHWe BM.

0 Mpn BOSHMKHOBEHMM OLLIMGOK B paboTe Moayns ¢ Henoa-
JexusaemMon Bepcuern vCenter, nogaep>Xka co CTOPOHbI
RuBackup He okasbiBaeTcH.

3HayeHue no
YMOJTYaHUIO

no
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