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Nnhasa 1. HazHauyeHue

Cuctema pesepBHOro konmposaHma RuBackup u mogynb VMware, Bxogawumm B eé
cocTaB, (ganee — CPK RuBackup) no3BonsoT BbINOAHATbL pe3epBHOE KOMMpoBaHue
BKJ/TIOYEHHbIX WM BbIK/TKOYEHHbIX BUPTYasibHbIX MalWH nnaTthopmbl BUPTyanusauymum
VMware ¢ ¢yHKuMen 6e3areHTHOro pesepBHOro KOMMpOoBaHWUSA BUPTYasbHbIX MalUWH
(6e3 He06XOQMMOCTM YCTAHOBKM OOMNONHMUTENbHbIX areHToB RuBackup Ha BUpTyanbHble
MalLWHbIl, HO C YCTAaHOBKOW FOCTEBbIX pacLUMPEHNIA onepaLMoHHON CUCTEMbI) U BOCCTa-
HOBJIEHME BUPTYalbHbIX MalMH U3 pe3epBHON KOMUW.
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naea 2. Pe3sepBupyemMblie flaHHble

Pe3epBHOE KONMpoOBaHWe BbIMONHAETCA A8 BCEX UK Bbl6paHHbIX OUNCKOB BUPTYanbHOWU
MallWUHbI I'IﬂaT(I)OprI BUPTYann3auunn VMware BHe 3aBUCMMOCTN OT COCTOAHMUA BUPTY-
anbHbIX MaLWMH (BK/IKOYEHa UK BbIKKOYEHA).

Mopopep>xka PK Tnnoe gucka:

e thick-provisioned, eager-zeroed disk;

e thick-provisioned, lazy-zeroed disk;

e thin-provisioned.

[Mpyn BbINONMHEHUN pPE3EepPBHOr0 KOMUPOBaHUA MPUMEHAETCA TEexXHONornsa cosgaHus

MOMEHTasIbHbIX CHUMKOB AaHHbIX ONA OUCKOB BUPTYaNbHOW MalUMHbI, YTO MO3BONAET
He OCTaHaBJZIMBaTb pa60Ty Ha BpeMA pe3epBHOINo KonmpoBaHUA.
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

Moaynb pe3epBHOro KOMMPOBaHUS WU BOCCTAHOBMIEHMS BUPTYaNbHbIX MalWH nnat-
dopmbl BUpTyanusaumm VMware nogaepxusaeT criefyroline TUMbl Pe3epBHOro Konm-
pPOBaHUS:

e MOSIHOE pe3epBHOE KOMMpoBaHWe. Kaxablh pa3 npu BbINOIHEHUN 33afauyn peseps-
HOrO KOMMUPOBaHWUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ITOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeafieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

* WHKPEMEHTaNIbHOE pPEe3epBHOE KOMUPOBaHWE. ITOT TUM PE3EPBHOro KOMMPOBaHMUA
npegHasHa4veH gnAa KornnmpoBaHUA TOJIbKO NUSMEHUBLUNXCA OaHHbIX.

CHavana cosfgaeTcs MoJjiHasi pe3epBHaa kKonus. lNocnepyrolwme pesepBHble KOMUK
coAepXaT [OaHHble, USMEHUBLUMECA C MOMEHTa CO30aHMsa NocnefHein pesepBHOW
Konun (n,06aBOYHOW MW NOSTHON).

[nAa BOCCTAHOBNEHUS [aHHbIX MOTPebyeTCA MNOSHAas pes3epBHas Konuda, Ha base
KOTOPOW cOo3faHa BOCCTaHaBNMBaeMasa MHKPEMEHTaNbHaa pesepBHaa Komnus, U Bce
Ao6aBoyHble KOMUK, CO3[aHHble C MOMEHTa CO34aHMA NOSTHOW pPe3epBHOM KONUK [0
MOMEHTa CO34aHNA BOCCTaHaBNMBaAeEMOW pe3epBHON KONuu;

o andodepeHLmanbHoe pe3epBHOE KOMMPOBaHUE. ATOT TUM Pe3epBHOr0 KOMUPOBaHUA
COXpaHsAeT TOMbKO AaHHble, U3MEHEHHbIE CO BPEMEHWN BbIMOSIHEHUS NpeablayLLero
MONTHOrO Pe3epPBHOI0 KOMMPOBaHWS;

B xoae pesepBHOro KOMMPOBaHUSA BO BCEX Clydasx M3 pPe3epBHON KOMUM yaanstoTcs
ay6nvpyrolime 61oku (Bcerga BbINOMHAETCA NoKanbHasa aenynnukaums).
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naBa 4. Cnoco6bl pe3epBHOro KOnNMpoBaHUNA

Moaynb VMware MOXeT BbINONHATb pe3epBHOE KOMUPOBaHMWE HECKONbKUMU CMOCO-
6amu:
e BCero gucka BM;

e C ncnonbsoBaHmeM TexHonorun Changed Block Tracking (CBT) - oTcnexwuBaHue
N3MeHeHnAa 610KoB aHHbIX Ha BM. MNogaep>xka MHKpeMeHTanbHoro n anddepeHym-
anbHOro TUMNOB Pe3epPBHOro KONMPOBaHUA.

Mcnonb3oBaHMe aToro crnocoba:

o yCKopsfeT npouenypy cosganma PK BM;

o ONTUMMU3MPYET NPOM3BOAUTENBHOCTb KnMeHTa PK u mMogyna VMware npu
cospgaHu PK BM;

e pe3epBHOE KOMuMpoBaHMe aylouMpoBaHHbIX 4YacTel gucka BM pna OWMCKOB Tuna
thin-provisioned M thick-provisioned lazily zeroed.

Mcnonb3oBaHme aToro criocoba:

o yMeHbllaeT BpeMs BbIMNONIHEHUSA Pe3ePBHOIro KONMMpPOBaHUS;
o yMeHblaeT 06béM PK BM,;

e C NCMOJ1Ib30BaHNEM TEXHOJIOT MW MPAMOro noakKto4vYeHnsa >XeCTKUX ANCKOB.
Mcnonb3oBaHme aToro crnocoba:

o yCKopsfeT npouenypy cosganma PK BM ;

o yMeHblaeT TpeboBaHMUA K CBOOOOHOMY AWUCKOBOMY MPOCTPAHCTBY Ha KMEHTEe
pPe3epBHOro KOMUPOBaHUA, TaK Kak He TpebyeTcA cosfaHne MNpOMEXYTOYHbIX
BpeMeHHbIX ¢pannoB Ha knmeHTe PK.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup nogpepxuBaeT crefytowme Tunbl BOCCTAHOBMEHUA BUPTYasibHbIX
MaluH nnaTtdopmMbl BUpTYyanmsaumm VMware 13 pe3epBHOMN KOMUK:

* MOJIHOE BOCCTaHOBJIEHNE:
o C pa3BEépTbIBAHMEM B OPUrMHANBHYIO (MCXOAHYIO) BUPTYanbHYHO MaLLUHY;

o B YKa3aHHblI KaTanor 6e3 pasBépTbiBaHUSA BUPTYaSbHON MaLUUHbI.
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FnaBa 6. Cnoco6bl BOCCTAHOB/IEHUA fLJAHHbIX

CPK RuBackup nopgaep>xuaeTt cnegyrouwme cnocobbl BOCCTAHOBNEHUSA BUPTYasbHbIX
MaluH nnaTtdopmMbl BUpTYyanmsaumm VMware 13 pe3epBHOMN KOMUK:

e LleHTpann3oBaHHOe BoccTaHoBNeHne BM 13 pesepBHO KONUM 0aHUM U3 COCOOOB:

o B MpUNoXxeHnn «MeHeaxep agMUHUcTpaTopa RuBackupy;

o C UCNOJIb30BaHMEM YTUMNTbI KOMaHOHOW CTPOKU rb_repository.
PekomMeHayeTCA UCMOMb30BaTh LLeHTpaM3oBaHHOE BOCCTaHOBNeHNe BM.

¢ JIOKanbHoe BoccTaHoBeHne BM 13 pesepBHOW KOMUKU Ha KnneHTte PK ogHUM U3 cro-
cobosB:

o B MpunoxeHnn «MeHepgxep knueHTa RuBackup» yepes gui-uHTepdenc;

o C UCNOJIb30BaHMEM YTUNNTbI KOMaHOHOW CTPOKU rb_archives.

6.1. BepcuoHHOCTb npu BoccTtaHoBneHuu PK
BoccTaHoBneHne pe3epBHbIX KON BO3MOXHO:

e Ha nnatdopme BuUpTyanusauum VMware sepcumn 6.7 U3 pesepBHON Konuu ansa Bup-
TyanbHon MawwuHbl VMware Bepcumn 6.7 nnn 7.0;

e Ha nnatdopme BupTyanmsaumm VMware sBepcumn 7.0 U3 pesepBHON KONun ANs BUp-
TyanbHOW MawunHbl VMware Bepcumn 6.7 nnn 7.0.
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Nnaea 7. KoMnnekT NnoCTaBKM

OucTtpubyTtme mooyna VMware noctasnseTcs B Buge deb-naketa ¢ MMeHeM:
rubackup-vmware_<version>_amd64.deb

roe <version> — HOMEpP BEPCUN MOCTaBIAEMOro Moayns.
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naBa 8. OrpaHnyeHun

e Y[OoaneHHas pennukauua BupTyanbHbIX MaWWH He Nogaep>XXnBaeTcs.
e [paHynApHoe BoCCTaHOBMEHNE BUPTYanbHbIX MallMH He Nogaep>XuBaeTcs.

» PesepBHoe kKonnposaHue ancka BM c napameTpoM backup_whole_disk = false TOH-
KOW HacTpomnkn moayna VMware:

o ONA XpaHunuw,a Tuna NFS 6yaeT BosBpaweHa 100% annokauuo aucka, To ecTb
pesepBHOE KOMMpoBaHMe ByaeT BbIMNONHEHO ANA BCero o6bémMa AUCKOBOro npo-
CTpaHCTBa.

¢ BbINonHeHMe CKpUNTOB BHYTPU BUPTYanbHOW MalUMHbI NOALEPXMBAETCA ANA Cpeabl
BupTyanmnsauymm VMware sepcun 7.0.2.0 v Bbliwe.
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9.1. TpeboBaHMA K NporpaMMHbIM cpecTBam

naBa 9. CucremMHble TpeboBaHuNA

9.1. Tpe6oBaHuA K NporpaMmMHbIM CpeACcTBaM

[ns BbINOMHEHUA Pe3epBHOr0 KOMUPOBAHUA W BOCCTAHOBNEHUSA BUPTYaslbHbIX MalUWH
nnatoopmbl BUpTyanmsaunm VMware HeobxoguMo BbIMOSIHEHME TpeboBaHUM K Y3y
KNMeHTa pe3epBHOro KonnmposaHus 1 nnatoopme supTyannsaumm VMware.

9.1.1. Tpe6oBaHus K y3ny knmeHTta PK

[nsA BbINONHEHNA Pe3epPBHOro KONMPOBaHUA U BOCCTaHOBIEHUS BM Heob6xoanmo:

64-6uTHaA onepaumoHHasa cuctema:
o Ubuntu 20.04;

KNIMEHT pe3epBHOro konnposaHusa RuBackup, BKAOYaKOLWMn NakeTbl:

o rubackup-common;

o rubackup-client;

YyTUNUTbI: openssl, unzip, file, dmidecode;

ceTeBOW AOCTYN K ynpasnsiowemy ysny vCenter.

[Ona ynpaBneHmnsa pe3epBHbIM KOMMPOBaAHMEM U BOCCTAHOB/IEHMEM BUPTYalbHbIX MallWH
nnatdopmbl BUpTyanumsaunum VMware peKoMeHLOBaHO crefyrouee MnporpaMmMHoe
obecnevyeHue:

e npunoxeHne «MeHepxep agMuHucTpatopa RuBackup» (RBM) gna ynpasneHus
CPK;

e KOHCOJIbHble yTUNUTbI RuBackup.

9.1.2. Tpeb6oBaHusa K yany VMware

[N BbINONHEHNA pPe3epPBHOIo KONMPOBaHNA U BOCCTaHOBIIEHUS BM Heob6xoanmo:
e nnatdopma BupTyanusauymm VMware sepcum 6.7, 7.0 U1, 7.0 U2, 7.0 U3, 8.0 U1, 8.0
U2 nnn 8.0 U3;

e Ha BM nnatdopmbl BupTyanusaunm VMware: Habop yTuamt VMware Tools pAns
BbINOSIHEHUA CKPUNTOB BHYTpM BM 0 1 nocne cos3gaHna MrHOBEHHbIX CHUMKOB AUC-
KoB BM.
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Fnaea 10. YcTaHoBKa knMeHTa RuBackup

[NA BO3MOXHOCTU pe3epBHOro KonnposaHusa npu nomown RuBackup Ha ysen, umero-
WU goctyn K ynpasnsawowemy ysny vCenter, fgomkeH O6biTb YCTaHOBMEH KIMEHT
RuBackup n mMopynb pes3epBHOro KOMMPOBaHMA rb_module_vmware_vm W3 rMakeTa
rubackup-vmware.deb 111 rubackup-vmware.rpm (MMfA naketa MOXeT OTNM4YaTbCH
B 3aBUCUMOCTW OT ONepaLMoOHHON CUCTEMDI).

YcTaHoBKa nakeTtoB kKnAneHTa RuBackup (MMs nakeTa MOXeT OTANYaTbCA B 3aBUCUMO-
CTW OT ONepaLMOHHON CUCTEMDI):

sudo dpkg -i rubackup-client.deb

sudo dpkg -i rubackup-vmware.deb
|_|Oﬂ,p06HO npoueaypbl NOArotToBKN K YCTaHOBKE, NMHCTaJIIAL NN, HaCTpOVIKVI N 3anycka
KNMMNEeHTa OrNMnCaHbl B pasgene Pa3BéprIBaHI/|e.

[Mpn yCcTaHOBKE KNMEHTa PeKOMEHAYEeTCA NCNOob30BaTh PYHKLUMUKO LLEHTPANN30BaHHOrIO
BOCCTaHOBJIEHUA B TeX Cly4vasax, kKorga npegnosaraetca BoccTaHoBneHne BM 13 cpeg-
cTBa ynpasnieHna RBM.

B xome wvHcTannsauuMm naketa B cucteme b6ygeTr cosfaH ¢ann HacTpoek AocTyna
CUCTEMBbI pe3epBHOro KonmpoBaHuA K Automation API
/opt/rubackup/etc/rb_module_vmware_vm.conf (Pasgen 11.1):

10.1. 3anyck knueHTa RuBackup

Ecnu nnaHupyetca TecTupoBaHMe RuBackup, pekoMeHAyeTcA 3anyckaTb KIUEHT
RuBackup B TepMMUHaNbHOM peXumMe:

sudo /opt/rubackup/bin/rubackup_client start
OcTtaHoBka RuBackup knueHTa:
sudo /opt/rubackup/bin/rubackup_client stop

[na wraTHOM aKcnnyaTaumm pekoMeHAayeTcs 3anyckaTb KnMeHTa RuBackup kak cep-
BUC. 115 3TOro Heo6xo4MMo N3 aAMUHUCTPATUBHON YYETHOWN 3anncu:

1. BkntounTb cepBuC kKnmeHTa RuBackup:
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https://docs.rubackup.ru/InstallationManual/2.5.7.0.0/

10.1. 3anyck knueHTa RuBackup

sudo systemctl enable
/opt/rubackup/etc/systemd/system/rubackup_client.service

2. [epesarpysnTb systemclt:

sudo systemctl daemon-reload

3. 3anycTtuTb cepBUC rubackup_client:

sudo systemctl start rubackup_client

4. YTOYHUTb CTATyC KIINEHTa:

sudo systemctl status rubackup_client

Mpwn cTapTe KNeHTa RuBackup B XXYPHanbHOM danne
/opt/rubackup/log/RuBackup.log Ha KnneHTe NOABUTCA cnepyrow,an 3anunchb:

Try to check module: 'VMware_VM'
. module 'VMware_VM' was checked successfully. Module supports archiving

B pyyHOM pexumme MOXHO MPOBEpPUTb BO3IMOXHOCTb paboTbl mMogynsa RuBackup Ha
TeKyLleM y3ne npu noMoLm cnegyrolen KomaHabl:

sudo /opt/rubackup/modules/rb_module_vmware_vm -t
[ns yenen TecTUpoBaHNA PEKOMEHOYETCH BKIOUUTb PEXUM verbose B KOHQUrypaun-

OHHOM ¢anne /opt/rubackup/etc/config.file:

Nocne nsMeHeHUA KoHdUrypaymoHHoro darnna HeobxogMmMo nepesanycTUTb KIMEHTa
RuBackup.

Mo okoH4YaHWM JaHHOW npouenypbl KMeHT RuBackup HacTpoeH. [0nA BO3MOXHOCTU
BbIMNO/IHEHNA PE3epPBHOr0 KOMMpOoBaHWA noTpebyeTca aBTOpu3auusa KINEeHTa CUCTEM-
HbIM agMuHUCTpaTopom CPK.
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naea 11. HacTpouka

[nsa KoppekTHoM paboTbl Moayna VMware BbINONHUTE HAaCTPOKKY:

o Pazpgen 11.1.

11.1. KoHdurypayuoHHbin paitn

11.1.1. MNapameTpbl Ppaina

1. OnpepenuTte 3Ha4YeHUs nMapamMeTpoB  KOHPUrypauumoHHoro damna Moayns
opt/rubackup/etc/rb_module_vmware_vm.conf, NnpuBefeHHbIX B Tabnuue Tabnuua 1:

sudo nano /opt/rubackup/etc/rb_module_vmware_vm.conf

Tabnuya 1. [NapaMeTpbl KOHYUrypaLnoHHOro gavinia Moaysl pe3epBHOro KonupoBaHus Vmware

MapameTp Ha3HauyeHue 3HaueHue
no ymosnua-
HUIO
IP address Ykaxute IP-agpec nnuv nonHoe SOMeHHOe UMA cepBepa

FQDN gna nogkntodeHunsa Kk vCenter
login crypted McnonbsoBaHune napameTpa login. YKaXxuTte sHayeHue

0N [JaHHOro napamMeTpa B BuAae CTPOKM Buga
user_name:password, rge:

e user_name - MMs MNoNb3oBaTeNs

e password — naposib
McnonbsoBaHue napameTpa login crypted BMeCTO
login. B kayecTBe 3Ha4yeHUA A8 faHHOro napameTtpa
yKaXKnute CTpokKy Buaa user_name:password, sawno-
pOBaHHYKO anropntMom Baseb4, rge:

e user_name - MMs MNoNb3oBaTeNs

e password - naposb

o Ona nonydeHus 3sawmMppOBaHHON CTPOKU
ONA UCrofb30BaHUA B KadecTBe 3HavyeHus

napameTpa login crypted, BbIMOSHUTE CNne-
OYHOL YO KOMaHay:

echo -n 'user_name:password' | base64
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E ca_info
<PATH_TO_CERT_FILE>

E timeout

E port
nfc_host_port

= workers

curl_verbose

curl_workers

11.1. KoHduUrypaumoHHbIn dann

Ha3HauyeHune 3HauyeHue
no ymonya-
HUI0

Ykaxute nyTb K panny ceptudmnkaTa, KOTOpbIA NOay-
yeH oT vCenter. [Nocne nonyyeHnsa 1 pacnakosku danna
download.zip ykaxxute B napameTpe ca_info nyTb A0
danna-cepTndmkKaTa Cc paclUMpeHUEM .0 U3 Nanku
/opt/rubackup/etc/certs/lin.

YKaxuTe 3HadeHne B CEKyHAax A8 NpoMexyTKa Bpe- 5
MEHMU, B TEYEHN KOTOPOro Mogy b 6ygeTt oxngaTtb

oTBeT Ha API 3anpocsl B vCenter. MMHUManbHoe 3Haye-

Hune gnsa onuuun - 1, MakcumManbHoe 3HadeHue - 300.

3HayeHne No yMOoYaHuo - 5.

YKaxuTe nopT, KOTopbIn ByaeT ncnonbsoBaTbCca O
ayTeHTuduKaumn.

YKaxuTe nopT, KOTopbIn ByAeT ncnonbsoBaTbCca 4
ycTaHoBneHnsa coegmHeHnsa NFC ¢ ESXi

MapamMeTp yCcTaHaBNMBAET KOMMYECTBO NapasnesnbHbIX 2
NOTOKOB A/17 paboTbl C BUPTYaNbHbIMU XECTKUMMU AncC-

KaMu. MMHUManbHoOe 3HayeHne ona gaHHow onumn 1,
MakcumanbHoe 8. Ecnn cTpoka ¢ gaHHoM onyuen

OTCYTCTBYET B ¢alsie HaCTPOeK MoLYNHA, 3aKOMMEHTU-

poBaHa WUnn 3HaYeHne HaxXxoANTCA BHE A0NYCTUMOro

OuanasoHa, To byaeT UCrnonb3oBaHO 3HaYeHne no

YMOMYaHWIo 2.

BkntoueHne pexkuma oTtknagku REST APl 3anpocos B no
vCenter. [1nsa BK/IOYEHUS peXMMa OTKMagKW yCTaHo-

BUTE 3HAUYeHNe yes. 3HAUYEHUEe no ABSIAETCHA 3HAUEHUEM

Mo YMOMYaHUIO, MPU KOTOPOM pexum oTnagku API
3anpoCoB BbIKJTIFOYEH.

o Pexxum oTnagkum He AO/MmKeH ObiTb akTUBKU-
poBaH npwu wraTHom pabote CPK.

MapameTp yKasblBaeT KONMYECTBO NOTOKOB AA 10
OTMpaBKM NapannesnbHblX 3anpocoB K vCenter yepes

REST APIl. MuHnmanbHoe 3HadeHune ans onumn 1, Mak-
cuMManbHoe 3HadeHue 1000. 3HavyeHue rno yMon4yaHuo

2.
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MapameTp HasHauyeHue 3HauyeHue
no ymosnya-
HUI0

disk_transport nbdssl [lapameTp ycTaHaBnMBaeT TuUM TpaHcrnopTa, KOoTopblin file:san:ho
6ygeT ncnonb3oBaTbCH ANA faMna BUMPTyanbHbIX gnc- tadd:nbdssl
KOB B JIOKa/bHbIN KaTanor Ha xocTe KnmeHTa RuBackup. :nbd
Bo3MoXHble 3HaveHus:

e nbd — ceTeBoe 6/5104HOE YCTPOWCTBO, HOCTYN K
BUPTYyanbHOMY OUCKY Yepes CeTb.

e nbdssl — ceTeBoe 65104HOE ycTpomcTBO C SSL,
OOCTYN K BMPTYyanbHOMY [AOWCKY 4epes CceTb C
ncnonbsoBaHuem TLS.

e hotadd — nogknOYeHNe BUPTYaNbHOro Aucka
HernocpeACcTBEHHO K XOCTY KNneHTa. Tonbko Ans
KJIMEHTOB, PacnosIoXKEHHbIX Ha XocTax Vmware.

Bo3sMoXHble KOMBUHaL N pa3fensoTcs BOETOYMEM C
YMEHbLUEHNEM NPUopuTeTa. 3Ha4YEeHME NO YMOJIYaHUIO,
€C/IN OHO He 3aflaHOo B TeKyL,eM ¢panne KoHpUrypawumu:
file:san:hotadd:nbdssl:nbd.

ignore_access_errors [lpu 3Ha4YeHUN yes napameTpa OWMOKM BbI30Ba GYHK- no
unn VixDiskLib_PrepareForAccess UrTHOPUPYHOTCA U
3anucblBalOTCA B XYpHanbHbln ¢ann moaynsa RuBackup,
npu aToM MOAY/b NPOAOIXKaeT paboTy. 3HaUeHne no
ABNAETCA 3HAUEHMEM MO YMOYaHWIO, MPU KOTOPOM
olnbKa Bbl3oBa 6MBANOTEYHON GYHKLMM NpuBeLeT K
oLIn6BKe BbIMOMIHEHUA 3afa4M Pe3epBHOro KONMpoBaHus
NN BOCCTaHOBNEHUS.

disable_access_calls [lpu 3HauYeHUU yes MapameTpa BbI30Bbl BUBNNOTEUHbIX no
OYHKUNIM VixDiskLib_PrepareForAccess U
VixDiskLib_EndAccess He Npou3BoAATCA NpY B3anUMO-
nencteum mogyna RuBackup ¢ BUpTyanbHbIMK gUc-
Kamn. CoobLueHns 06 3TOM 3anncbiBatOTCA XYpPHanb-
HbIR pann Moayns. 3HadeHne no ABNAETCH 3HaYEeHUEM
No YMONYaHUIO, NPU KOTOPOM BUBINOTEYHbIE BbI3OBbI
GYHKLUWI BbILWE BLIMNONHAKTCA NpU B3aUMOLENCTBUM
MOAY NS C BUPTYanbHbIMU AUCKaMWU.
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11.1. KoHduUrypaumoHHbIn dann

MapameTp HasHauyeHue 3HauyeHue
no ymonya-
HUI0
allow_work_with_incompat B03MOXHbIe 3HaYEHUNA: yes, no. 3Ha4yeHue rno ymonya- no
ible_versions HUKHO: no . [pn BbINONHEHNN NPOBEPKMN PpaboTOCNOCOBHO-

CTV MOAYNsa Ha xocTe KnneHTa RuBackup BbinonHseTcs
3anpoc Kk vCenter gnsa onpegeneHns ero sepcun. MNpu
3HayeHun no ans napameTpa
allow_work_with_incompatible_versions npoBepKa
paboToCnoCoBbHOCTM MOAYNA 3aBEPLUNTCA C OLUMOKON B
cnyJdae, ecnun Bepcusa vCenter oTnuyaeTcs OT cnucka
BEPCUI, C KOTOPbIMU BbINOMHAMNACL WMHTErpaumsa faH-
Horo moaynsa RuBackup. B TakoMm cnyyae 6ygeTt HeBO3-
MOXXHO BbIMOSIHATL pe3epBMpOBaHNE WU BOCCTaHOBME-
HMe BM ¢ pgaHHoro KnneHta RuBackup. Ecnn npu aTom
NW3MEHUTb 3Ha4YeHNe NapaMeTpa Ha yes  Mpu NpoBepKe
paboToCNOCOBHOCTM MOAYNA B €ro XypHanbHbIA dain
OyLeT BblBeOEHO NpefynpexaeHne o HenogaepXXmnsae-
Mon Bepcuu vCenter, ogHako MoAyfnb MOXHO byaet
NUCNosb30oBaTbh 1A pes3epBUpOBaHME N BOCCTaHOBIE-
Hue BM.

o MpU BO3HWUKHOBEHUM OWWGOK B paboTe

MOAYNA C HenoggexvBaemMon Bepcuen
vCenter, noggepxka co cTopoHbl RuBackup
He oKa3sblBaeTcH.

2. CoxpaHuTte N3MeHeHuA B danne MoAaynsa
opt/rubackup/etc/rb_module_vmware_vm.conf.

3. [1na npuMeHeHnA HacTpoek nepesanyctute cepsuc knmeHta PK RuBackup Ha y3ne,
Ha KOTOPOM yCcTaHoBeH KnneHT PK u moaynb Vmware:

sudo systemctl restart rubackup_client

11.1.2. JiucTuHr pana
lMpumep MMCTUHra KOHPUrypaLumnoHHoro ¢avina /opt/rubackup/etc/rb_module_vmware_vm.conf
Description variables

Symbol "#" at the beginning of the line treats as a comment

#
#
# "#" in the middle of the line treats as a parameter value
# So please do not use comments in one line with parameter
# Mandatory parameters

#

#

IP address or FQDN for vCenter
#vcenter https://<ADDRESS_OF_vCenter>
#

17 n3 54




VMware

# Data for authentication in vCenter can be provided in one of the following
forms:
# 1. Not encrypted string.

# For example: login user_name:password

#

# 2. String of the format 'user_name:password' encrypted using the 'base64’
algorithm.

# For example: login crypted dXN1lcl9uYW110OnBhc3N3b3JkCg==

# To encode login and password use command

# echo -n 'LOGIN:PASSWORD' | base64

#login crypted <LOGIN AND PASSWORD>

#

# Path to the certificate file got from vCenter, optional.

# If not specified certificate will be obtained from vCenter automatically.
# Use this option only in case of issue in getting the certificate
automatically.

# The following command can be used to obtain an archive with certificates
from vCenter:

# wget <IP address or FQDN for vCenter>/certs/download.zip --no-check
-certificate

#ca_info <PATH_TO_CERT_FILE>

#

# A timeout value in seconds RuBackup module will wait for response from
vCenter on corresponding API requests

# minimum 1, maximum 300, default 5

#timeout 20

# Port to use for authenticating with host

#port ©

# Port to use for establishing NFC connection to ESXi host
#nfc_host_port @

# Number of parallel workers to work with virtual disks

# min 1, max 8, default 2

#workers 2

# Turn on debug of REST requests

#curl_verbose no

# Amount of parallel workers for REST requests

# min 1, max 1000, default 10

#curl_workers 10

#

# Try using the module if the vCenter platform version is not compatible with
RuBackup. Default: no

#allow_work_with_incompatible_versions no

#

#Virtual disk dump method aka disk transport that will be used for disks
local dump
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11.1. KoHduUrypaumoHHbIn dann

# Possible values:

# - nbd: network block device, access virtual disk via network

# - nbdssl: network block device with ssl, access virtual disk via network
using TLS

# - san: storage area network, actual only for virtual disks located at SAN
storages

# - hotadd: attaching virtual disk directly to the client's host. Only for
clients located at VMware hosts

# - file: used in case if virtual disk is a local file

# Possible combinations: separated by colon(:) with reducing priority
nbd:san:hotadd

# Default value if not set in current configuration file:
"file:san:hotadd:nbdssl:nbd"

#disk_transport nbdssl

# Ignore error of PrepareForAccess vixDiskLib function calls
#ignore_access_errors no

# Don't call PrepareForAccess and EndAccess vixDiskLib functions
#disable_access_calls no

#

#Enable or disable VixDiskLib logging

#Possible values: yes, no

#Default value: yes

#enable_vix_disk_lib_logging yes

#

# Variables value

vcenter https://10.177.33.52

login administrator@test.local:P@ssw@rd
allow_work_with_incompatible_versions yes

timeout 300

workers 1
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naBa12. Pe3ynbTaTbl yCTaHOBKMU

12.1. CTpyKTYypa YCTaAHOBJ/IEHHOr 0 NakeTa

1. B pesynbTaTe ycTaHOBKM Moaynsa VMware co3faHa CTPYKTypa, npuBeaeHHasa B Tab-
nnue Tabnuua 2.

Tabnvya 2. CTpyKTypa ycTaHOB/IeHHOro Moayna MS SQL
CTpPYKTYpPHbIA 31eMEHT HasHauyeHune anemeHTa
/opt/rubackup/etc/rb_module_vmware_vm.conf KoH@urypaumoHHbin pann mogyna VMware

YTunuta pesepBHOro KonmpoBaHMA U BOCCTa-
/opt/rubackup/modules/rb_module_vmware_vm HoBfieHns BM nnatpopmbl BUpTyanumsawmm
VMware

dann XxypHana cobbITUin pe3epBHOro KoNMpoBa-
/opt/rubackup/log/rb_module_vmware_vm.bin. yp P P P
log HWA N BOCCTaHOBNEHUA C UCMONb30BaHUEM

Mopaynsa VMware.

12.2. Kputepuu ycnewHoCTU YCTaHOBKU

e Kputepuem ycrewHoCTn YCTaHOBKU U HAaCTPoOnKn moayna VMware 6ypeTt ABNATbLCA
3anncb O ero yCnewHon NpoBepKe KIMEHTOM pPe3epBHOro KonmpoBaHua («... module
'VMware was checked successfully») B XypHane cobbITUn
/opt/rubackup/log/RuBackup.log.

e B cnyvyae, ecnn B XypHane cobbiTun /opt/rubackup/log/RuBackup.log AOMWHU-
ctpatop CPK BMAWT OWNOKY O HernpaswWbHOM KOHGUrypauum momyns VMware, 1o
HeobxoQnmMo NpoBepuUTb HaCTPOMNKHN KOHUrypaumnoHHoro ¢danna
/opt/rubackup/etc/rb_module_vmware_vm.conf:

/opt/rubackup/modules/rb_module_vmware_vm -t

Ecnn owmnbka He nopgpaetcA aHanusy, To agMuHucTpaTtopy CPK cnepyeT cospatb
WHUMOEHT B CepBuUcCe TexHUYeCcKon nopaep>Xku RuBackup ¢ npepgocTaBneHneM BCeW
HeobxoouMon wuwHPopMaLuMM Mo BO3HUKWEN npobrneMe Ha odpuuManbHOM canTe
https://support.rubackup.ru/bugzilla/.
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13.1. OnncaHue pesepBHOro KonuposaHms BM

'naBa 13. Pa6boTa ¢ faHHbIMU

1. Pe3sepBHOe KonupoBaHMe BUPTYyalbHbIX MawWwWH naatdopmMbl BUpPTyanmsaumn
VMware MOXeT BbINOSHATLCA HECKOSIbKMMU cnocobamu:

o H6e3areHTHbIM MeTO40M, TO ecTb 6€3 ycTaHOBKU KnneHTa PK RuBackup n moayns
VMware BHYTPb roCTEBOMN CUCTEMbI, YTO MO3BOJSISAET CcO34aBaTb MOJIHble, MHKpe-
MeHTanbHble N auddepeHLmnanbHble pe3epBHblie KONMn 6e3 0CTaHOBKN BUPTYalb-
HOM MaLlWHbI C MUHUMAasbHOM Harpys3koun Ha y3en n obecrneyeHneM HenpepbIBHO-
CTU npouecca.

MpepBapuTenbHoO crnegyeT no3aboTUTCA O HaNNMYMM CBOBOAHOIO MecTa Ha Ancke
He MeHee 110% oT o6bEMa pesepBupyemon BM;

o C YCTaHOBKOW KNIMEHTa pe3epBHOro KonnposaHusa u mogyna VMware Ha BUPTY-
anbHOW MalwmnHe nnatdopmbl BUpTyanmsaumum VMware.

Mpwn pgaHHOM crnocobe pasBépTbiBaHUA KnMeHTa PK BO3MOXHO MCMNONb30OBaHWeE
napamMeTpa Moayna use_hotadd, NO3BONAKOLWENrO0 MOHTUPOBATL ANCKN K BM knn-
eHTa PK 1 He co3gaBaTb NPOMEXYTOYHbIX BPEMEHHbIX ¢annos Ha BM knneHTa
PK.

2. NpenBaputenbHO MPOU3BEANTE HACTPOMKY KOHOUrypauumoHHOro ¢arnna Moayns
opt/rubackup/etc/rb_module_vmware_vm.conf Ha y3/e K/IMEHTa pe3epBHOro Konu-
pOBaHWS.

13.1. OnucaHue pesepBHOro konumpoesaHua BM
[Mpun 3anycke 3agaydn Ha co3faHne pe3epBHON KOMUU BUPTYasibHON MaLUUHbI:

1. bypeTt npounsBeaeHa npoBepka cocToaHUa BM — BkoYeHa Unu BbiKNKOYeHa.

2. B cnyvyae, ecnn BM BkntoyeHa, TO BHYyTpu BM BbINOAHAETCA NOLFOTOBMIEHHbIN
CKpUNT /opt/rubackup/scripts/vmware_vm.sh (ApyM Hanuunu), yKasaHHbIN OnNa
napameTpa script_before_snapshot TOHKWX HAaCTPOEK MOAYNSA, A5 Ccpeabl BUpTya-
nnsauun VMware Bepcun 7.0.2.0 v BbliLe.

B cnyyae, ecnu BHyTpu BM cyuwiectByeT ¢ann c atpnubytamu Ha UCMONTHEHWE C apry-
MEHTOM before, TO yKaxuTe nyTb K Hemy B napameTpe
script_before_snapshot_arguments.

Ecnn npu cosgaHum 1 HacTpowKke MpaBuna pPes3epBHOro KOMUPOBaHWA He 3afaH
napamMmeTp script_before_snapshot_arguments TOHKMX HAacTpoOeK Moayns, To éygeTt
MCNOMb30BaH apryMeHT Nno yMON4YaHUo AN 3anycka ckpunta BHyTpu BM before.

[na 3anycka ckpuMnToB HeobxogmMmo, YTobbl B rocteBon BM 6bin ycTaHoBeH Habop
yTunnt VMware Tools.
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BblinonHeHMe ckpunTa NPpUBOAUT AaHHble NPUNOXeHUN BHYTPU BM B KOHCUCTEHTHOE
COCTOdAHNMeE.

3. B 3aBUCMMOCTW OT BbIGpPaHHOM TEXHONIOMNM PE3EePBHOI0 KOMMPOBAHUA U HAaCTPOEH-
HOWM ¢ nomowbto Pasnen 16.1:

a. C UCroNnb3oBaHMEM TEXHOJIOT NN MPAMOTIO NMOoAKJTHOYEHUA XXECTKUX ANCKOB:

= nepeknoYaTenb use_hotadd TOHKUX HacTpoek moaynsa €@ akTMBUPOBAH;
= KJIMEHT PE3EPBHOro KONMPOBaHUSA pasBEPHYT Ha BM nnatdopmbl BUpTyanmsa-
umn VMware.
To:

i. Moaynb VMware MOHTUpPYET ANCKM K BM KnneHTa pe3epBHOro KONMpoBaHus.

9TO ycKopseT npouenypy cosgaHna PK BM n ymeHbliaeT TpeboBaHUA K CBO-
604HOMY AMCKOBOMY MPOCTPaHCTBY Ha KnueHTe PK, Tak Kak He TpebyeTtcs
CO3[aHunsA MPOMeXYTOYHbIX BpeMeHHbIX ¢annos Ha knneHTe CPK RuBackup;

i. Mogynb VMware c nomMoLblO YTUAUTbI rb_vmware_connector BbINOSHAET
MIHOBEHHbIE CHUMKM TEKYLLEro COCTOSIHUS BCEX AMCKOB pe3epBupyemoin BM.

MrHOBeHHbIE CHUMKUK aMCKOB BM BpeMeHHO ByayT pa3MeLLeHbl B €€ narke.
b. pesepBHOe KONMPOBaAHWE annoLMpPOBaHHbIX YacTen ancka BM:

» fepekoYaTenb use_hotadd TOHKMX HAacTpoek Moayna @ feakTUBUPOBaH;
» nepeknoyatenb backup_whole_disk TOHKMX HacTpoek moaynsa @ geakTusm-
pOBaH.
To:
i. Mmogynb VMware 3anpalwmBaeT KapTy anioumpoBaHHbIXx obnacTten n onpege-
naeT % annouupoBaHUA ANCKa;

ii. Ans guckoB TMNa thin-provisioned MnKM thick-provisioned lazily zeroed
BbIMOJIHAETCA pe3epBHOE KOoMmpoBaHME TOJIbKO aJUIOLNPOBaHHbIX yacTten
Aucka.

AnnouupoBaHHble YacTu OUCKa - 3TO Te 0b6acTu AUCKa, B KOTOpble NPpon3BO-
AUTCA 3annUCb OaHHbIX U KOTOPble OTMEeYatoTCA BHYTPEHHUMU TPEKUHIOBbIMU
cuctemamum VMware.

Ona guckoB Tuna thin-provisioned M thick-provisioned lazily zeroed
npn 3TOM crnocobe CKOPOCTb Pe3epBHOro KonvpoBaHus byaeTt 6osblle, TO
ecTb BpeMa N 06béM PK BM 6yayT MeHbLue.

Ona auckoB Tuna thick-provisioned eagerly zeroed npu 3TOM cnocobe
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13.1. OnncaHue pesepBHOro KonuposaHms BM

CKOPOCTb pe3epBHOro KOnMpoBaHusa 6yaeT MeHblle, YeM npu obblYHOM Cro-
cobe (meakTMBMPOBAHHOM MapameTpe) M3-3a BO3POCLIMX OGBEMOB AaHHbIX,
NoAnexallnx pe3epBHOMY KOMMPOBAHMIO.

Ona xpaHunnuwa tuna NFS 6ypeT BosBpaweHa 100% annokauyma gucka, TO
eCTb pes3epBHOe KonmpoBaHne 6yneT BbINOSHEHO A1 BCero obbémMa ANCKO-
BOro NpocTpaHCcTBa.

Ana pnuckoB Tuna thick-provisioned eagerly zeroed BbINO/HAETCA pe3epB-
HOe KONnpoBaHMe BCcero obbeémMa guUcka;

pe3sepBHaa konua BM ¢opmupyeTca U3 ¢anna mMeTagaHHbIX, KapTbl anioun-
POBaHHbIX 4YacTel gucka (Npu akTuBauMuM COOTBETCTBYHOLWEro napamMeTpa
MOAYNA) U Konnun gmuckos BM;

C. C ucnonbsoBaHneM TexHosnornm Changed Block Tracking (CBT) gna cosgaHus
WHKpeMeHTanbHon nnu gnodepeHuymanbHom PK:

BbIMOSIHEHA HacTponka ¢yHkumm CBT gna BM Ha Ha nnaTdopme BUpTyanmsa-
umnm VMware

disks_black_list He cogepXuUT pe3epBupyemMble guckn BM;
nepekntoyaTenb use_hotadd TOHKMX HacTpoek Moayna @ feakTUBUPOBAH;
nepeknoyaTens backup_whole_disk ToHkMxX HacTpoek moayns €@ aKTUBUPO-
BaH;
To:
i. MepBOHayanbHO Heo6xoaAuMOo cosgaTtb nosHyro PK ¢ ncnonbsosaHmnem CBT.
Mogynb VMware ¢ noMoL,bio YTUANTbI rb_vmware_connector :

CO3[4a€T OMpeKTopuro <Ums_PK>.snap_dir, B KOTOpon 6yayT pasMelleHbl
dannbl Npu BbINOSTHEHUN PE3ePBHOIo KONMpoBaHua ¢ ¢pyHkumnen CBT;

npoepseT cocTosAHmne dyHKkUnmM CBT ans BM n eé guckos;
3anucbiBaeT MHPopMaLno 0 COCTOAHUM pyHKUMKM CBT B ¢pann changeld;

BbINOJIHAET MITHOBEHHbIE CHUMKU TEeKYLL,ero COCTOAHUA BCEX OMCKOB pe3epBu-
pyemon BM B gupekToputo shap_dir;

i. mocnegywouiee WHKpeMeHTanbHoe unn puodepeHymnanbHoe pesepBHoe
KonunposaHune. Mogynb VMware:

C NOMOLWbIO YTUNUTBI rb_vmware_connector NPOBEPSAET BbIMOSIHEHNE YCNOBUI
A9 ncnonb3oBaHMAa TexHonorum CBT;

3anucblBaeT MHGOPMaLKMO O cocToAHMM PyHKLUMN CBT B pann changeld;

3anuncbiBaeT U3MeHeHunBLnecs 6110ku B Gpannbl pe3epBHbIX KONUM guckos BM.

4. lNocne cosfaHunA pesepBHOW Konuwu, B ciny4dae, ecny BM BkoyeHa, 7O BHYTpu BM
BbIMNONHAETCA NOAFOTOBMIEHHbIN CKPUNT /opt/rubackup/scripts/vmware_vm.sh (npu
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HannumMn), ykKasaHHblA ANA napameTpa script_after_snapshot TOHKWX HacTpoek
Moaynsa, ona cpenbl BupTyanmsaunn VMware sepcumn 7.0.2.0 1 BbiLle.

B cnyyae, ecnu BHyTpu BM cyuwectByeT ¢ann c atpnubytamm Ha UCMONTHEHWE C apry-
MEHTOM after, TO yKaXxuTe nyTb K HEeEMY B napameTpe
script_after_snapshot_arguments.

Ecnu npu cosgaHUM U HacTpolKe NpaBuia pPe3epBHOro KOMMPOoBaHMA He 3ajaH
napamMeTp script_after_snapshot_arguments TOHKWUX HacTpoOeK Moayns, To 6yget
MCMNOSIb30BaH apryMeHT Mo YMOJIYaHWIo A5 3anycka ckpunTa BHyTpu BM after.

[lnAa 3anycka cCKpunToB HeobxogmMmo, 4Tobbl B rocTeBon BM 6bin ycTaHoBNEH Habop
yTunut VMware tools.

5. Mogynb VMware onpependeT nyTW [0 KaXAoro Aucka pesepsupyemon BM wu
BbIMNOJIHAET COOTBETCTBYIOLWYIO 3annucb B rbfd_file_list.
6. PesepBHas konusa BM nepemellaeTca B XpaHunuwie Ha Mmeguacepsep.

7. Ecnu PK BbinonHeHa AN af/louMpOBaHHbIX YacTen AUCKA, TO MITHOBEHHble CHUMKMU
anckos BM 13 cOOTBETCTBYHOLWMX Manok 6yayT yaaneHsol.

8. B cnyyae nepepaun pesepBHOM KOMUM B XpaHWUIMLLE AeAyNnMLMPOBaHHbIX pe3epB-
HbIX KOMWI BCerga NpoOUCXOAMT nepefaya TObKO TeX YHMKamnbHbiX 6710KOB (4Ns
TOro e TUMNa UCTOYHMKA AaHHbIX), KOTOPbIX eLLe HET B XPaHWUIIMLLE.

9. Ecnn PK BbinonHeHa Ana aniouuMpoBaHHbIX YacTel OUCKa, TO Mocsfie BbINOSIHEHUA
pe3epBHOro KonupoBaHua 1 nepemelieHns PK B xpaHunuwe MrHoBeHHble CHUMKU
COCTOfIHMA BM 6yayT yaaneHsl n3 nanok guckos BM Ha nnatpopme VMware.

13.2. OnucaHue BocctaHosneHns BM
e [lpegBapuTenbHO creayeT No3aboTUTCS O HaANMYMM CBOHBOAHOrO MecTa Ha AUCKe He
MeHee 110% oT 06bEMa BoccTaHaBnmBaemon BM.

e [lonHoe BOCCTaHOBMEHME BUPTYasibHbIX MaLUWH BbINOSHAETCA U3 UHKPEMEHTaIbHOW
WX NOJTHOM pe3epBHOM Konun BM.

e BepcnoHHocTb PK npun e€ BoCcCTaHOBEHUN C pasBEPTbIBAHNEM:

o Ha nnatdopme BupTyanusauum VMware Bepcun 6.7 U3 pesepBHOW Konun Ans
BUPTYyanbHoM MawmnHbl VMware Bepcuu 6.7 nnn 7.0;

o Ha nnatdopme BupTyanusauum VMware Bepcun 7.0 U3 pesepBHON Konuun Ans
BUpTYyanbHoM MawwnHbl VMware Bepcumn 6.7 unn 7.0.

Mpwu 3anycKe 3a4a4yn Ha BOCCTaAHOBMIEHNE Pe3epPBHOMN KOMUX BUPTYasibHOM MalUUHbI:

1. Moaynb VMware akcnopTupyeTt BoccTaHasnmeaemyto PK BM B ykasaHHbln KaTanor
pacnakoBKM Ha BbIGpaHHOM K/IMeHTe pe3epBHOro konnposaHusa RuBackup.

2. Ecnun nepekntoyaTens BoccTaHOBUTL Ha LeneBoM pecypce @ feakTuBupoBaH (B
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13.2. Onuncanmne BoccTtaHoBneHnsa BM

okHe RBM «LleHTpannsoBaHHOe BOCCTaHOBNEHMe»), TO BOocCTaHoBNeHne PK ocy-
LecTBnaeTca 6e3 pasBépTbiBaHUA Pe3epPBHOMN KOMUN Ha BUPTYalibHOW MalluHe.

3. Ecnn nepeknovyatens BocctaHoBUTbL Ha uenesom pecypce ®© akTuBMpoBaH (B
okHe RBM «LleHTpannsoBaHHOe BOCCTaHOBMEHME»), TO BOCCTaHoBNeHne PK ocy-
LLLeCTBNSETCA C €€ pa3BEpPTbiBAHMEM Ha BUPTYaNbHYO MaWWHY (B 3aBUCMMOCTMU OT
BbI6paHHOM TOHKOW HAaCTPOMKN MOAYNSA ):

a. PK pacnakoBblBaeTCA BPEMEHHO B narnky Ha ysne knneHTa PK;

b. ecnn nepekntoyatens restore_to_original_vm TOHKUX HacTpoek mopyns Q@
feaKTuBMpoBaH, To bygeT co3gaHa BM ¢ 3apgaHHbIMKM napamMeTpaMm TOHKUX
HacTpoek moaynsa VMware npu BocctaHoBneHuu PK.

Ecnn napameTpbl TOHKUX HacTpoek moayna VMware npu BOCCTAHOB/IEHUUN He
3afaHbl, TO 6yayT MCNOMb30BaHHbI NapaMeTpbl U3 MeTafaHHbIX Pe3epBHON KOMuu

C. ecnm nepeknovatenb restore_to_original_vm TOHKMX HacTpoek mopyns @
aKTMBMPOBaH, TO NPOUCXOLUT MOUCK OPUTNMHANBbHOM BUPTYasibHON MalUWHbI MO eé
naeHtTnoumkatopy ID.

i. B cnyyae, ecnn BM ¢ cooTBeTCcTBYOWMM ID He HanmaeHa, TO 3afada BOCCTa-
HoBneHus PK 6ygeT 3aBeplleHa OWwnbKom.

ii. B cnyyae, ecnu BM ¢ cooTBeTcTBYyOWMM ID HangeHa, To 6yaeT BbINOSIHEHO
CpaBHeHMe eé KOHpUrypaunm ¢ MmetagaHHoimun PK:

A. B cnyyae usMeHeHMA KoHoUrypauum opuruHanbHon BM 3agaya BoccTa-
HoBneHus PK 6ygeT 3aBeplieHa OWnbKon.

B. B cnyyae, ecnn KoHdurypauma opuruHansHom BM cooTBeTCTBYeT MeTa-
AaHHbIM PK, To PK BygeTt BocCcTaHOBIEHa B OpuUrnHanbHyo BM.

4. MNpwn BoccTaHoBneHun PK, BbinoneHHon Moaynb VMware B pe3epBHOM KOMUWU ULLLET
dann c kapTon annoyunpoBaHHbIX 6510KOB aMcka BM.

Ecnn Takon ¢amn HanmpgeH, To cuymtaeTca 4To PK copep>XUT TOMbKO announpoBaH-
Hble JaHHble gucka.

KapTa annouupoBaHHbIX 6/10KOB 3arpy)XaeTca MoAyneM W panee [Nsa Kaxhoro
61oKa npoucxoguT ero 3arpyska n3 PK Ha yaaneHHbI gUCK.

5. [Npn BOCCTaHOBNEHUN NHKPEMEHTanbHOW nnn gnedepeHumanbHon PK, cosgaHHOM C
ncnonbsoBaHnem TexHonormnm Changed Block Tracking, mogynb VMware:
o CO3[0aET KapTy U3BMEHEHUN;
o BHOCUT M3MEHEHWS B CO34aHHbIN paHee ¢ann nonHon PK.

6. Mocne BoccTaHoBNeHUss BM ¢ pasBépTbiBaHWMEM KaTaslor pacnakoBku OyaeT ouu-
LLEH.
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13.3. OnucaHue pa6oTbl ¢ faHHbiMU B RBM

13.3.1. PK gns ogHo BM no pacnucaHuio

BbinonHeHe pe3epBHOro KOMMPOBaHMA OUCKOB AN OLHOM BMPTYasibHOW MalWHbI MO
pacnucaHuio:
1. 3anyctute MeHepxep AaMunHucTpaTtopa RuBackup (RBM).
2. ABTOpU3ynTeChb ¢ npasamm AgMunHucTpaTtopa CPK.
3. MNpoBepbTe cTaTycC KNMeHTa PK, Ha KoTopoMm pasBépHYT Moaynb VMware.
4. Co3fganTe N HaCTpPOWTe NMpaBuIoO MOSTHOMO Pe3epBHOro KOMMPOBaHUA L1 CO3LaHUA
NIaHOBbIX Pe3epPBHbIX KONUM NOBbIM CMOCOOOM:
o B pasgene mo6anbHoe pacnucaHue, HaXkas Jlo6aBUTb N HAaCTPOMB CO3faBae-
Moe [NpaBsunno;
o B pasgene 06beKTbl, Bbibpas Bknagky Mpaeuna 1 HaxkaB [lo6aBUTD;

MpaBunno AOMXKHO UMeTb CTaTyC run (3anyLlieHo) ANS BbINOSIHEHUS PE3EPBHOrO
KOMUPOBaHUSA MO pacnucaHuio.

5. B pasgene 3apaum oTCrexuBanTe CTaTyC BbIMOMHEHHbIX M X0, BbIMOSHAEMbIX
3a[la4 pe3epBHOro KOMMpPoBaHMS.

B pesynbTaTe BbINOHEHMA 3afa4uM pe3epBHan konus BM 6yaeT nepemelleHa B xpa-
HUNULLE, a eé MeTafaHHble AOCTYMNHbI B pasaene PenosnTopuii.

13.3.2. PK gnsa rpynnbi BM no pacnucaHuio

BbinonHeHne pe3epBHOro KonnpoBaHWA rpynribl BUPTYasbHbIX MallH MO paCrinCaHuio:

1. 3anyctute MeHepxep AaMunHucTpaTtopa RuBackup (RBM).
2. ABTOpKU3ynTechb ¢ npasamm AgMunHucTpaTtopa CPK.
3. lNMpoBepbTe cTaTyc KNneHTa PK, Ha KOTOpoM pasBeEPHYT Moaynb VMware.
4. Co3panTte n HacTponTe nocnefoBaTesibHO:
o CTpaTErunto rnosIHOro pe3epBHOro KONMMpOBaHUA 1A CO34aHUA NNIaHOBbIX pe3epBs-
HbIX KONun B pasgene Crparterum, Ha>kas [106aBUTb;
o MNpaBuNoO cTpaternn gna kaxgaon BM B pasgene Ctpaterum, BblLeNVB HYXHYHO

cTpaTteruto n Haxxas NMpaeuna. [NoBTOpPUTE CO3[aHMe NpaBuna gnsa Kaxagom BM;

[MpaBnno LOMKHO UMEeTb CcTaTycC run (3ar|yLu,eHo) OnA BbINOJIHEHUA Pe3epBHOIo
KonnmpoBaHUA No pacCrinCaHuto.

5. B pasgene 3apaum OTCNneXxmnBanTe CTaTyC BbINOIHEHHbLIX U XO[, BbIMOSIHAEMbIX
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13.4. OcobeHHocTM HacTporkn RBM gna PK BM

337,24 pe3epBHOro KOMMpPoBaHMA.

B pesynbTaTe BbINONHEHMA 3a4a4mM pe3epBHble Konun BM 6yayT nepemMelleHbl B XpaHu-
nuile, a X MeTadaHHble A0CTYMNHbI B pasaene PenoanTtopuii.

13.3.3. CpouHoe PK

CpoyHoe pe3epBHOE KONMpoBaHMe BbiNoHAETCA ANA ogHon BM:

1. 3anyctute MeHepxep AaMunHucTpaTtopa RuBackup (RBM).

2. ABTOpKU3ynTechb ¢ npasamm AgMunHucTpaTtopa CPK.

3. MNpoBepbTe cTaTyC KNMeHTa PK, Ha KOTopoM pasBePHYT Moaynb VMware.
4. BbINnoNHUTE CPOYHOE pe3epBHOE KonmpoBaHue nobbiM cnocobom:

o BbICTPbIA JOCTYN K QYHKLUM CPOYHOIrO pe3epBHOIro KOMMPOBaHMA NO HaXXaTUo Ha
KHonky CpoyHoe PK Ha BepxHen naHenn RBM,;

o B pasgene O6beKTbl, BbloenmB KnneHTa PK, KOTOpbIn ynpaBnseT pesepBHbIM
KonuposaHnem BM, n Haxxas CpouHoe PK;

5. BbIMONHUTE HACTPOIKY NapaMeTpoB Pe3epPBHOro KOMMPOBaHUS;
6. B pasgene 3agaum oTCreXunBanTe CTaTyC BbIMOMHEHHbIX U XO[, BbINOHAEMbIX

33724 pe3epBHOro KOMMpPOoBaHMS.

B pesynbTaTe BbIMNOMHEHUS 3afaum pe3epBHas Konus BM 6yaeT nepemMelleHa B XpaHu-
nuuie, a eé MeTagaHHble AOCTYMNHbI B pasaene Penosntopuii.

13.3.4. BoccTaHoBneHue us PK

[nA BbINONHEHWA BOCCTaHOBNEeHNA BM 13 pe3epBHON KOMUK:

3anyctute MeHepxxep AaMuHuctpaTtopa RuBackup (RBM).
ABTOpU3ynTEChb C NnpaBaMn AgMuHucTpaTtopa CPK.

MpoBepbTe cTaTycC KnneHTa PK, Ha KOTOpoM pa3BEPHYT Moaynb VMware.
B pasgene Penosutopuit Boibepnte PK n HaxxmmnTe KHONKy BocCTaHOBUTD.

BbINnoNHUTE HacTPOWKY NapamMeTpoB BoCcCTaHoBNeHus (cM. Pasnen 13.5.3);

o ok~ W DN -

B pasgene 3apgaum oTCcnexuBainTe CTaTyC BbIMOSIHEHHbIX U XO[, BbINOHAEMbIX
3a/a4 BOCCTAHOBNEHNSI pe3epBHOM KOMnu;

B pesynbTaTte npousBeAeHO BOCCTAHOBMEHME yAaneHHOW WM M3MeHéHHom BM go
COCTOfIHUSA, B KOTOPOM OHa 6blfla Ha MOMEHT CO34aHNA Pe3epPBHOM KOMUW.

13.4. Ocob6eHHOCTHU HacTpouku RBM gnsa PK BM

Mpn BbINONHEHUMM NOBOro cueHapusa (Mpu HacTpPoWKe npasBun, CTpaTernm, BOCCTaHOB-
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nexus ns PK) cnepyeT B COOTBETCTBYHOLLMX NONAX YKasaTb Cneaytoline gaHHble:

e B none KnueHTt BbibpaTb 13 BbiNagarolero crnvcka uMsa knmeHTta PK, Ha KoTopom
pa3BEPHYT Moaynb VMware;

B nosie Tun pecypca BbibpaTh M3 BbiNagaroL,ero cnucka VMware ;

NPV HEO6XOAMMOCTM NPOM3BECTU TOHKYHO HAacTpoiky Moayns VMware;

B none Pecypc Bbi6paTb BM, pesepBHas Konnsa KoTopon byaeT co3faHa;

B nosie Tun PK BbibpaTb «[llonHoe», «duddepeHumnanbHoe» nnn «MHKpemMmeHTanb-
Hoe».

13.5. BRBM

13.5.1. Hayano pa6oTbl

OKoHHoe npunoxeHne MeHepxep AgMunHuctpaTopa RuBackup (RBM) npegHasHayeHo
ANa agMUHUCTPUPOBaHUA cepBepHOM rpynnupoBkn RuBackup, Bknko4yasa ynpaBneHue
KNneHTamm, rnobanbHbiM pacnucaHneM, XpaHUInWaMm pesepBHbIX KOMUA U ApYyruMu
napameTpamm CPK RuBackup.

3anyck MeHep)xepa AgMmuHucTpatopa RuBackup (RBM)

Ona 3anycka MeHepxxepa AgMuHucTpaTtopa RuBackup BbINOMHUTE C npaBaMu Nofb30-
BaTenNs, 4NA KOTOPOro BbIMNOSIHEHbI HACTPOWKM (CM. HacTporka rnonb3osaTtenen):

/opt/rubackup/bin/rbm&

AyTeHTudukauua nonb3oeaTtensa e RBM

Mocne 3anycka RBM npongute aytTeHTUdUKauuno (PrucyHok 1):
1. B none Uma cepeepa Rubackup ykaxuTe ip-agpec uam UMA ysna, Ha KOTOPOM
pa3BEPHYT OCHOBHOW CepBEpP pe3epBHOro KonmposaHnsa RuBackup.

2. B nonsax Umsa nonb3oBaTtensa 1 Maponb ykaXxnte yYETHbIE AaHHble AQMUHUCTPATOpPa
CPK unun Cynepnonb3soBaTtens CPK (normH n napons).

3. B none Tun ayteHTUPUKaLm BbibepuTe 6a3y AaHHbIX AN5 ayTEHTUPUKALNM YUETHbIX
AaHHbIX :

o RuBackup DB 6a3a gaHHbIx Postgresql (no ymonyaHmo rubackup ), cosgaHHas npu
pa3BEépTbIBaHUM OCHOBHOro cepBepa RuBackup, rae xpaHATCA faHHble YYETHbIX
3anucen nonb3oBaTenen RuBackup;

o Domain Controller gns aBTopu3auMm C WUCMNOSMb30OBAHNEM YYETHbIX [AaHHbIX
AoMeHHoro nonb3oBatensa MS Active Directory nnu ALD PRO.
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13.5. B RBM

RuBackup Manager

Mma cepeepa RuBackup
localhost|

MmA nonb3oeaTens

rubackup

Maponk

Tun ayTeHTUhUKaLWK
RuBackup DB

BoiATK

PucyHok 1. lnanorosoe okKHO aBTopusaumn 8 RBM

Crtartyc knueHta PK

[na npoBepku cTaTyca knmeHTa PK:

1. BbinonHute B RBM aBTopusauunto Ha ocHoBHOM cepiepe CPK RuBackup ¢ npasamu
AgMmuHucTtpaTopa CPK.

2. MNMepenante B pasgen AGMUHUCTpUpoBaHue - rnogpasgen 06bvekTbl - 6510k Knu-
€HTbI.

3. B oTKpbIBLIEMCSA OKHE (PrcyHok 2) 6yayT oTob6paXKeHbl:

o BCEe aBTOPWU30BaHHbIE KINEHTbI PK;

o ecnu B HppacTpykType CPK cylecTBYOT HEaBTOPU3OBaHHbIE KIMEHTbI PK:

= KHOTMKa & HeaBTOpM3MpOBaHHbIe KJ/INeHTDI,

» YBelOMJIEHNE O KOJIMYeCcTBe HeaBTOPU30BaAHHbLIX KJIMEHTOB BHW3Y HaBuraym-
OHHOW NaHenwu.
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£ a4 &
HeNb MOHWTOPWUHIA
’ op OoGasnTe (% HeaBTOPM3DBAHHLIE KIMEHTHI i)

|;| OB BeKTE *ID Wm= VM8 rpynnel Tun OC CraTyc EMKOCTB XpaHunnLLa LieHTpann3oeaHHOe BOCCTAHOBNEHWE Bepcma

|‘5_l CTpaterim 2 server No group Linux I': B CETH \ 10 true 2.1.1.60e832b

B ro6ansHoe pacnucanmve
El YaanéHHan pennukauyma
B PenoauTopwii

E] Ouepeas 3apau

= Bepkl RuBackup

JHANLI

& AAMWHUCTPUpOBaHKe

PucyHok 2. OkHO «KnueHTbI» pasgena « ADMUHUCTPUPOBaHME»

4. Mpw BbIBOAE cnucka knneHToB PK, B Tabnuue oTobpaXkeHbl cnefyrolmne gaHHble:
o ID — npeHTudunkaTop knneHTta PK;
o UMA — nmM4 y3na, Ha KOTOPOM PasBEPHYT KINEHT PK;
o Tun OC - HanmeHoBaHue OC, ncnonbayemMon Ha knneHTte PK;
o EMKOCTb XpaHunuw,a — o6Lmii pasmep xpaHunuiwa B 'b;

o LleHTpanusoBaHHOe BOCCTaHOBJIeHUE — BK/oUeHa (1) unu BbikmtoveHa (0) GyHK-
LINS LeHTPanM30BaHHOro BOCCTAHOBNEHUS AaHHbIX KNneHTa PK;

o Bepcus — Homep Bepcumn yctaHosneHHoro MO knneHTa PK.

ABTOopusayua knmenta PK

[na aBTopusaumm knneHTa PK:
1. Nepengnte B pasgen AAMUHUCTpUpoOBaHUe - nogpasgen 06bvexkTbl - 610k Knun-
€HTbI.
2. Haxxmute (PrucyHok 2) (nnn):
o Ha BEpPXHeW naHenu KHomnky & HeaBTOpU3MpoOBaHHbIE K/INEHTbI;

o BHN3Y HaBUrayMOHHOM NaHenn Ha yBegomMJsieHne o KoJsinyectee HeaBTOPWM30BaH-
HbIX KJIMEHTOB.

3. BbibepuTe HEaBTOPU30BAHHOTO KnMeHTa PK 1 HaxmuTe kHonky (& ABTopusmpo-

30 n3 54




13.5. B RBM

BaTb P1CYHOK 3).

pgs-sv136-proxmax] B CRTH ; Linus debian be:24:11:03:e5:85 10.177.33.195 feB0::be24:11f-fee3:e585 17e7f6e0calcfl43 2025.01.28 10:17 2.5.0.15b2105

pul RuBackup

Nist

£ AnMuHuCTpUpoBaHue

PucyHok 3. OkHO «HeaBTopu3oBaHHble KnneHTbl PK»
4. HaxkmunTe kHonKy Jla B OKHe MoATBEPXAEHUA A8 NPOLOIHKEHUA aBTOpU3aLmmn Knn-
eHTa PK.
5. HoBbin knneHT PK 6yaeT oTobpaXkEéH nocse ycnewHon asTopusaymn:
o B pasgene AQMUHUCTpUpPOBaHMe - nogpasnen 06bveKTbl - 6710k KnueHTobl;

o B pasgene O6beKTbl.

13.5.2. Pe3epBHOE KONMUpoBaHue

Buapbl pe3epBHOro KONMPOBaHUS BUPTYasibHbIX MalLWH:
e perynapHoe pesepBHOE KOMMUPOBaHWe O/ 06ecrneyvyeHns HenpepbiBHOCTU 6UsHec-
MPOLLeCcCcoB M CTabUbHOro NpoLuecca 3aluTbl AaHHbIX:
o Mo NpaBuny rnobanbHOro pacrnucaHus;
o MO CTpaTernn pe3epBHOro KONMPOoBaHUS.
e CPOYHOE pe3epBHOE KOMMpoBaHWe pas GbicTporo co3gaHua PK nepep KpuTude-

CKUMUN USMEHEHUNAMM.

Moaynb VMware MoXeT BbINONHATbL pPerynspHoe U CPoYHOe pe3epBHOE KOMMPOBaHMe
HECKONIbKMMM Crocobamu:

e Bcero aucka BM;

e C ucnonb3oBaHMeM TexHonorun Changed Block Tracking (CBT) — oTcnexXwuBaHue
N3MeHeHMA 6N0KOB AaHHbIX Ha BM. lNMoanep>ka MHKpPEMeHTanbHoOro n guodepeHymn-
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aJIbHOIro TMNOB pPe3epPBHOIro KOMMPoBaHUA.

e pe3epBHOE KOMMpoBaHMe aylouMpoBaHHbIX YacTtel gucka BM pna OAWMCKOB Tuna
thin-provisioned U thick-provisioned lazily zeroed.

e C NCMOJ1Ib30BaHNEM TEXHOJIOTMW MPAMOro noakK/to4vYeHnsa >XeCTKUX ANCKOB.

PerynspHoe pe3epBHOe KONUpPOBaHUe No npaeBuny

[na cosgaHma npasuna rnobanbHoro pacnmncaHna:

1. Mepengnte B pasgen O6bekTbl - BkNaaka NMpasuna.
2. HaXxMuTte Ha KHOmMKy (lo6aBuTb).

3. B OTKpbIBLIEMCSH OKHE HACTPONTE co3haBaeMoe npasuno:

a. co3faBainiTe Heo6XoaMMOe KONMMYeCTBO NPaBu pe3epBHOro KONMPOoBaHUsA BUPTY-
anbHbIX MaLUUH, HaXK1Mas KHonky (4] [lo6aBuTb NpaBUO B LUAGNOH;

b. HacTponTe NpaBuno rnobanbHOro pacnnucaHus:

VW lNapameTpsbl npasuna rnobasnbHoro pacnncaHns

MapameTp

KnueHT

Tvn pecypca

Pecypc

32un354

Bo3MOXHblIe
OnucaHme 3HaueHus (no
YMOJTYaHUIO)

MapameTpbl NnpaBuna

BbibepuTe KnMeHTa, y KOTOPOro ecTb AOCTYIM MO CeTU
K BUpTyanbHbIM MalnHam nnathopmbel BUpTyanmsa-
uum n mopynb VMware

BbibepuTe TN pesepBUpPYyEMOro pecypca 13 Boinaga-
towero cnucka VMware

Mone copep>XunT gononHuTensHo Pasgen 16.1, KOTO-
pble MOXHO U3MEHUTb Ha)xaTnem KHonku [...] ana
HacTpoWKM cnocoba pe3epBHOrO KOMMPOBaHUA

HaxmuTe kHonky [...] v BbibepuTe B pasBepHyBLUEMCS
OKHe pecypc pesepBupyemMon BM.

M8 pecypca conepXuT:

¢ ID pesepBupyemoi BM;
e nmsa BM (Name);

e cTaTyc BM (Status);




13.5. B RBM

Bo3Mo)XHbIe
MapameTp OnucaHue 3HauvyeHums (no
YMOJT4aHUIO)

BbiGepuTe TN pes3epBHOro KONMPOBaHKS.
nonHoe

Mpu BbIBOpe WHKpeMeHTanbHoro PK 6ygeT Bbinon-
HEHO MOJSIHOE pe3epBHOE KonupoBaHue B cnepdytolmx HKPEMEHTanb-

Tun PK cnyJasx: Hoe
e CO3[aéTcs nepsas pesepBHasa konusa BM:; AnddepeHUmans-
Hoe

e KOHUrypaumsa BM 6bina nsmeHeHa;
JononHuTenbHble NapaMeTpbl NpaBuna

YKaxunte MakcMMarsnbHbI pa3mep nyna ais XxpaHeHus
PK, co3gaHHbIX MO AaHHOMY npaBuy.

EMKocTb XxpaHu- . y
[aHHbI NapameTp AOCTYMNEH, €CU B HaCTPONKaXx ro-

nvuw,a o
BanbHOM KOHOUIypaLum akTUBMPOBaH nepeknovaTenb
OrpaHuJeHus éMKOCTH Ana rno6anbHoro pacnuca-
HUA
YKaxnute MakCcMMarsbHbI pasMep XpaHuiumiia Teky-
wero knmeHTa PK.

EMKocTb XpaHu-

nuwa knueHTa [laHHbIi NapaMeTp AOCTYMeH, eCiv B HaCTPOMKax rno-
6anbHOM KOHOUIYypaLuM akTUBUPOBAH NepekoyaTenb
OrpaHuyeHus EMKOCTU ANSl K/INEHTOB;

YKaxuTe 3HayeHne npuopuTeTa BbINOMHEHUA Npa-
Mpuopurer BUNa. Yem Bblille 3HaYeHne, TeM Bbille NpuoputeT ot 100 go 1000
BbINONIHEHMWSA NpaBuna

Anubis, Aria,
CAST6, Camellia,

Kalyna,
Mpn HeobxooMMOCTU BbibepuTe ANTOPUTMbI 3aLLNT- Kuznyechik,
HOro npeobpasoBaHuA. MARS, Rijndael,
3awuTHoe npe- ]
Serpent, Simon,
o6pasoBaHue
Mo ymonyaHuo BbI6paHo 3HayeHune - 6e3 ncnonb3osa- SM4 | Speck,
HUA 3aWMTHOro npeobpasoBaHus PK. Threefish,
Twofish
(nocrypt)

CKpunT npm YKaxkute nyTb pacnosioXXeHus CKpunTa npu Hopmarsb-
HOPMaNlbHOM  HOM BbIMONHEHNN PK
BbINOJIHEHUU /opt/rubackup/scripts/Baw_ckpunt.sh r

CKpunT npum
BbINOJIHEHUM C
owmbxkamu

YKaxkute nyTb pacnosioXXeHns CKpUnTa BOCCTaHoOBe-
HUA PK /opt/rubackup/scripts/Baw_ckpunT.sh X

C. HacTpounTe WabnoH rnobanbHOro pacnucaHnsa, KoTopblil pacnpocTpaHaeTca Ha
BCe f06aBneHHble NpaBuna rnobanbHoro pacnucaHus:
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V lNapameTpbl wabsioHa rinobasibHOro pacnucaHms
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MapameTp

BknounTtb nocne
co3paHuA

Myn

Hauano nepuopa
peictena

OKoHuyaHue
nepvopa pein-
cTBMUA

Oo6wmue
HaCTPOWKHU
Mopynsa

Mepuopgunueckuin
3anyck

Mpoeepka
pe3epBHbIX
Konuii Kaxxable

Bo3MoOXHbIEe
OnucaHue 3HaueHusn (no
YMOJT4aHUIO)

HacTtpoiiku

© aKkTVBMpYNTE NepeksoyaTesnb 1 NpaBuno byget
UMeTb cTaTyc run (3anyLLeHo).

true
Q@ peakTuUBUPYNTE NepeksoyaTens U npasuno byger
UMeTb cTaTyc wait (NpaBuNo He co3daéT 3agad
pe3epBHOro KONMpoBaHuS)

false

BbibepuTe [oOCTynHbIN NyN ANA XpaHeHnsa konuin PK

BbibepuTe B kaneHgape gaTy 1M BpeMsi Hayana nepu-
ofa 3anycka npasuna

BbibepuTe B kaneHgape AaTy U BpeMsi OKOHYaHuA
3anycka npasuna.

Mo yMONYaHWIO CPOK AeNCTBUA NpaBuna coctaBnseT 1
rog C MOMEHTa ero Co3faHus;

KHonka [application_3] npegocTaBnseT napameTphl
ONA HACTPOWMKM MHOFOMOTOYHOIrO pe3epBHOro KONMpo-
BaHusA

PacnucaHue

© aKkTMBUPYINTE NepeknoYaTeNb As nepuogmnye-
CKOro 3anycka yepes Kaxable N MUHYT.

Mpwv aKTMBaL MM NON3yHKa NeproaNYeckKoro 3anycka
YKaXKuUTe B MUHYTax Yepes Kakoe BpeMs 6yaeT BbinoJs-
HATbLCS COo3[aBaeMoe NpaBuso.

@ peakTuBMPYNTE NepeknoYaTeNb A8 BbIMONHEHUS
npaBwsa B yKa3aHHbI CPOK.

HacTpoiTe KpoH-BbIpa)KeHne, yKasas AaTy 1 Bpems
WHTepBasa BbINOSIHEHWS NpaBuna

MpoBepka

© aKTuBMpYyNTE nepeknovaTenb AN HACTPOMKM
nepuoanYHOCTN NPOBEPKN apXNBOB pPe3epBHbIX KoM
- umMdpoBoM nNognucu n pasmMepa Gannos:

e ecin PK nopgnucaHa uuopoBon Moanucbro, TO
OypeT npoBepeH pasmep ¢pannos n cama PK;

e ecnn PK He nognucaHa umnopoBor nNognuchbrto, To
OyLeT NpoBepeH ToNbKO pasmMep dannos PK.

Q@ peakTuMBUPYMTE MNepeknyaTenb, ecnu npoBepka

pe3epBHbIX KOMU1 He TpebyeTcs

CpoK XxpaHeHus
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Bo3MoO)XXHble

MapameTp OnucaHue 3HauvyeHums (no
YMOJT4aHUIO)
YKaXnte CKoMbKO OHEWN, Hefenb, MecsLes Unu net
Xpanutb PK B HEW, HEREN, H
XPaHUTb pe3epBHble KONWK, NOyYEHHbIE B pPe3syib-
TeuyeHue

TaTe BbINOSIHEHWSA MpaBuna
Pe3epBHble KONuU

© aKTVBMPYINTE NepekoYaTeNb A5 HACTPOWKM
nepemMeLLeHns pe3epBHbIX KOMWUIA, MOMYYEHHbIX B

pesynbTaTe BbINOMHEHWS NPaBuna;
MepemecTnTb B

nyn yepes .
Q@ peakTuBMpPYTE NepekntodaTesb, ecnm He Tpeby-

etcsa nepemewatsb PK. B aToM cnyyae PK 6yayT
COXpaHeHbl B BbIbpaHHOM nyne 61oka HacTpoinku.

YcTapeBlume pe3epBHble KOnuu

© aKkTnBMpYyNTE NepekntovaTenb ANs yganeHuns
pe3epBHbIX KOMUIA MO OKOHYaHWKO onpeaenéHHoro B
ABTOMaTHye- rpaBuie CpoKa XpaHeHus;
cKoe ypaneHve
Q@ peakTuBMpyNTE NepeksoyaTenb, eCnu yaganeHme
pes3epBHbIX Konui He TpebyeTtcs

HacTponTe Kakne agMUHUCTPATUBHbIE rpynnbl 6ygyT
YBepoMnATb YyBeAOMIIEHbl 06 UCTEYEHUN CPOKa OENCTBUA pe3epB-
HbIX KOMNWAn

Ana ykasaHHbIX CO6bITUI U3 BbiNafaloLLLero CMcKa onpeaenuTe rpynny nonb3oBaTenen,
KoTopas 6ypeT yBefjoM/ieHa B cilyyae npousowiepero co6bitus. B none «E-mail CC»
MO)XHO BBECTH Nl06OI afpec 3/IeKTPOHHOW NOYTbI /11 0CO60ro yBeOMJIEHUA;

4. Haxxmnte kHornky &/ MpUMEHUTDb [J/1S COXPaHEeHWUs HaCTPOeK MpaBuia pes3epBHOro
KOMMPOBaHUS.

CospgaHHoe npaBuiio byaeT AOCTYNHO ANSA pefakTUPOBaHUA N M3MEHeHUs cTaTyca (run
(sanyweHo) unn wait (oxxmpaet)) B pasgene Fmob6anbHoe pacnucaHue.

BHennaHoBoe pe3epBHOE KONMMpPOBaHUE MO NpaBuny

B Tom cnyvyae, ecnu Heo6X0OMMO BbINOMHUTL CPOYHOE pPEe3epBHOE KOMMPOBaHME MO
CO3[aHHOMY npaBuy rnobanbHOro pacnncaHums:

1. Mepengnte B pasgen rno6anbHoe pacnucaHue.

2. BblgenuTe Hy>HOe npasuno.

3. Bbi3oBUTE NpaBON KHOMKOW MbILIN KOHTEKCTHOE MEHIO U HAXXMUTE BbINONHUTD.

4. MpoBepbTe X0, BbINOMHEHUA PE3EPBHOrO KOMUPOBAHWA MOXHO B pasgene

3apgaum.

Mpn ycnewHoOM 3aBepLUEeHUN PEe3epBHOr0 KOMMPOBaHUA COOTBETCTBYKLAA 3ajavya B
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pasgene 3apaum nepengeT B cTaTyc Done.

CpouHoe pe3epBHOE KONUpPOBaHue

Cpo4HOoe pes3epBHOE KOMMpoBaHMe Mo3BoSAeT eAnHOPasoBO CO34aTb MOJHYO pe3eps-
HYtO Konunto BM, He Ha3Hayasa npasuio NO pacnncaHuto.

1. BbInoONHEHMe CPOYHOro pesepBHOro KonmposaHus B RBM BO3MOXHO OCYLLEeCTBUTb
ABYMs criocobamu:

o nepenaute B pasgen O6beKTbl, BblAennTe KNMeHTa PK, ocyuw,ecTBnsLWEero
yrnpaBfnieHne pes3epBHbIM KOMWPOBAHMEM BUPTYaNbHbIX MalWWH, U HaXMUTe
KHOTMKY ﬁ (CpouHoe PK);

o HaXMWTe Ha BEPXHEen naHesnn KHomnky ﬁ (CpoyuHoe PK).

2. B OTKpbIBLUEMCA OKHE MPOM3BEANTE HACTPOKKY NapaMeTpoB

V lNapameTpbl npasuia raobaabHOro pacrnmcaHns

Bo3Mo)XHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YaHMI0)

MapameTpbl npaBuna

BbibepnTe KNMeHTa, Yy KOTOPOro eCcTb JOCTYM Mo CeTU K
Knuenr BUPTYyasnbHbIM MallMHaM nnaTtdopmMbl BUpTYyanmsauum u
Monynb VMware

Bbibepute TMN pesepBMpyEMOro pecypca us Bblnagaro-
wero cnucka VMware
Tuvn pecypca
pecyp Mone cogep>XunT gononHuTensHo Pasgen 16.1, kKoTopble
MOXHO N3MEHUTb HaXaTneM KHomnku [...] 418 HaCTPonKK
crnocoba pesepBHOro KONMpoOBaHUA

Haxmute kHonky [..] » BbibepuTe B pasBepHyBLUEMCH
OKHe pecypc pesepsupyemor BM.

M8 pecypca COaepXunT:

Pecypc
¢ |D pesepsupyemon BM;
e nmsa BM (Name);
e cTaTyc BM (Status);
Bbi6epuTe TUM Pe3epBHOIrO KOMMPOBaHWS.
nonHoe
Mpu BbIGOPE WHKPemeHTanbHoro PK 6yaeT BbIMOMHEHO
MONHOe pesepBHOE KOMupoBaHue B cnegyrowmux cny- HKPEMEHTalb-
Tun PK yasx: Hoe
e cO30a8TcA nepsasn pesepsHas Konusa BM; AnddepeHUmanb-
Hoe

o KOHUrypaumsa BM 6binia nsmMeHeHa;
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Bo3Mo)XHbIe 3Ha-
MapameTp OnucaHue 4yeHus (no ymon-
YaHuo)

JononHuTenbHble NapaMeTpbl NpaBuna

M3 packpbiBatoLL,erocs cnucka BblibepnTe 4OCTYMNHbIN

Myn .
y nyn gNnsi COXpaHeHMs pe3epBHO Konumn
Anubis, Aria,
CAST6, Camellia,
Kalyna,
Mpn HeobxogMMoCTK BblbepnTe ANrOPUTMbI 3aLLUTHOTO  Kuznyechik , MARS,
npeobpasoBaHus. Rijndael,
3awuTHoe npe- )
Serpent, Simon,
o6pasoBaHue
Mo ymonyaHuo BbI6paHo 3HayYeHne - 6e3 UCnosb3oBaHus SM4 , Speck,
3aWmMTHOro npeobpasosaHmsa PK. Threefish,
Twofish
(nocrypt)

YKaxuTe 3HauyeHne npuopuTeTa BbiNOSIHEHWSA NpaBuna.
MpuopurteT YeM Bbllle 3HaYeHue, TeM Bbille NPUOPUTET BbINOJHE- oT1 100 go 1000
HWS NpaBuna

YKaxxute CKONbKO JHERN, Hefenb, MecsLeB Un neT Xpa-
CPOK XpaHeHua HWUTb pe3epBHble KoMK, noJsly4yeHHblie B pe3ysibTaTe
BbINOJIHEHUA NpaBWUIia

TpaHcnopTUpo-
BOYHbIN 6ydep
“ . .
Haiimoﬁem KHorika [application_3] npepocTasnsaeT napameTpbl ANd
P HaCTPOWKN MHOTrOMOTOYHOrO PE3ePBHOI0 KOMUPOBaHNA
Mopyns

3. HaxxmuTe KHonky v/ MpUMeHUTb 0715 BbINONIHEHUS CPOYHOr0 pe3epBHOro KonmoBa-
HWA C BbIBpaHHbIMU HAaCTPONKaMMU.

HacTpoiika pe3epBHOro KonMpoBaHUs ¢ Ucnosnb3oBaHnem TexHonorum Changed Block Tracking

HasHauyeHue

MNpenmyllecTBa MCNoMb3oBaHUA TexHonorum Changed Block Tracking (CBT) npwm
NHKpeMeHTanbHoM 1 auddepeHunanbHOM pe3epBHOM KONMUPOBaHUK:

e YCKOPEHWE pPE3epPBHOr0 KOMUPOBaAHUA — pPe3epBHOMY KOMUPOBaHWUIO noanexart
TONbKO U3MEHEHHbIE BTOKN AaHHbIX;

* 3KOHOMMUA pecypcoB — yMeHbLLUaeTCA Harpy3ka Ha AUCKN N CeTb.

HacTpoiika

Ona oTcnexuBaHUA U pPe3epBHOro KOMMPOBAHUA M3MEHEHEHHbIX 6N0KOB AaHHbIX Ha
anckax BM:
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1. Bknrounte ¢yHKUMo Changed Block Tracking Ha nnatopme BUpTyanusauuu
VMware:

a. oTkpomnTe vCenter nnu ESXi Host Client;
b. Bbibepnte BM - npaBas kHonka Mmbiwm -> Edit Settings;
c. nepengute Ha Bknagky VM Options - Advanced - Configuration Parameter;

d. npoBepbTe Hann4yne napameTtpa ctkEnabled n ycTtaHOBUTE ON1A HEro 3HaveHue
TRUE ;

e. npun HeobxogmmocTn HaxxmnTe Add Parameter n fo6asbTe ctkEnabled;

f. oA BKNOYEHUST QYHKLMM OTCNEXMBaAHUA U3MeHEHHbIX 6nokoB (CBT) Ha Bcex
anckax BM ycTaHoBUTe 3HaYyeHne napameTpa ctkEnabled = TRUE;

g. Npu HeobxoAUMOCTM ANA BbiKMtOYeHNA ¢yHKUMnm CBT BbliObpaHHOro aucka BM
fobaBbTe NapaMeTp, Hanpumep:

‘scsif:8:ctkEnabled = FALSE"

roe:

= scsi — MHTepdenc XXEcTKoro ancka BM;
= @ — HoMep SCSI-KoHTpoNnepa;
» 8 — agpec gucka Ha SCSI-KoHTponnepe.
h. coxpaHuTe naMeHeHus.
2. BoinonHMTe nepBMYHOE MOMHOE pPE3epBHOE KOMUPOBaHME ANA MHULManNusauum
OTCNEeXWUBaHUSA, HACTPOMB NPaBUIIO PE3EPBHOIro KOMMPOBaHUS:
a. Bbibepute Tun PK - MNonHas;
b. ycTaHoBuTe cnegyrowme Pazgen 16.1:
= use_hotadd = FALSE
= backup_whole_disk = TRUE
» disks_black_list npoBepbTe CMUCOK UAEHTUOUKATOPOB BUPTYasbHbIX OUC-

KOB, KOTOPpble HE O0J1>KHbl MOMNMacTb B pe3€pPBHYIO KOMUIO.

3. HacTtponTe npaBuMno pe3epBHOro KOMUPOBaAHUA LA BbINOSIHEHUA NOCNEnYHLLNX
WHKPEMEHTanbHbIX N guddepeHumanbHbiX PEe3epBHbIX KOMUA TOSIbKO U3MEHUB-
lmnxcsa 6n10oKoB € ncnonb3oBaHnem CBT:

a. Bblbepute Tun PK - UHKkpeMeHTanbHaa nin AuddepeHumnanbHasn;

b. ycTaHoBuTe cnepgyrowme Pazgen 16.7:

= use_hotadd = FALSE
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= backup_whole_disk = TRUE
» disks_black_list npoBepbTe CNUCOK UAEHTUPUKATOPOB BUPTYasibHbIX OUC-
KOB, KOTOpble HE O0/1KHbI MOMacTb B Pe3epPBHYHO KOMUIO.

HacTpoiika pe3epBHOro KonMpoBaH!sa aNioLMpoBaHbIX YacTen aguckos BM

HasHauyeHue

I'Ipevlmyl.u,eCTBa pe3epBHOro KOnMNMpoBaHMA TOJIBKO ansioynpoBaHbIX yacTeun guckos BM:

e 3KOHOMUA BpeMeHN rNMpun BbIMOJIHEHNN PEe3EpPBHOI0 KONMMpPoBaHA,
e 3KOHOMUA MeCTa Ha AunCKe.

Pes3epBHOE KoMupoBaHWe annouunpoBaHbIX YacTeW OUCKOB BbIMNONHAETCA TOJSIbKO ANA
AnckoB TUNa thin-provisioned N thick-provisioned lazily zeroed.

Ona puckoB Tvna thick-provisioned eagerly zeroed npwm 3TOM cnocobe CKOPOCTb
pe3epBHOro KOMMpoBaHMA ByaeT MeHblle, YeM npu obblYHOM crnocobe (aeakTUBUPO-
BaHHOM MapamMeTpe) M3-3a BO3POCLIMX OOBLEMOB [aHHbIX, Nognexawmx pesepBHOMY
KOMUPOBaHUIO.

Ona xpanunuuwa tuna NFS 6yget BosBpauw,eHa 100% annokauma gucka, To eCcTb pesepB-
HOe KONupoBaHue ByaeT BbIMOSIHEHO ANA BCEro o6 bémMa gMUCKOBOro NpocTpaHCTBa.

HacTpoiika

[ns BbIMONMHEHNA PE3EPBHOMO KOMUWPOBAHUA TOJMIbKO anjouMpoBaHbiX YacTen OUCKOB
BM:

1. Tpwn HacTpoiKe NpaBuia pe3epBHOro KONMMPoOBaHWA YyCTaHOBUTE Creayrolme Pasnern
16.1:
o use_hotadd = FALSE;
o backup_whole_disk = FALSE.

HacTpoiika pe3epBHOro KOnMpoBaHUs C UCMOJIb30BAHNEM TEXHOJIOrMU NPAMOro NoAKIoYeHUs
YKECTKUX A UCKOB

HasHauyeHue

[MpenmyliecTBa pe3epBHOro KOMMPOBAHUA C UCMNOJSIb30BaAaHMEM TEXHOMOMMU MNPAMOro
NOAKIHOYEHUA XXECTKNX ANCKOB BM:
e ycKopeHune cosgaHua PK BM;

e YMeHblleHne TpeboBaHWM K CBOBOAHOMY [OUCKOBOMY MPOCTPAHCTBY Ha KIIMEHTe
pe3epBHOro KOMMPOBaHWUA, Tak Kak He TpebyeTcA co3faHue NPOMeXYTOYHbIX Bpe-
MeHHbIX ¢annoB Ha kKnmeHTe PK.

39n3 54




VMware

HacTpoiika

[NnA BbIMNOSIHEHNA PEe3epPBHON0 KONUPOBAHUA C UCMOSIb30BAHMEM TEXHONOrMM NPSAMOro
noaKno4YeHna XXeCTKUX ANCKOB:

1. KnneHt PK 1 moaynb VMware pasBepHuUTe Ha rocteson BM nnatdopmbl BUPTYanu-
3aumm VMware.

2. ObecneybTe KMeHTY PK foOCTyn K TOMY Xe XpaHunuwy gaHHbiX, 4TOo U BM, ans
KOTOPOM BbIMOMHAETCSA pe3epBHOE KONMPOBaHUe.

3. lNMpoBepbTe, UTO BEPCUM N pa3dMep Bnoka VMFS coBnagaroT ans pesesmpyemon BM un
BUPTYanbHOro AMUckKa, nogkno4YéHHoro Kk BM ¢ knueHTtoMm PK 1 mogynem VMware.

4. HacTponTe npaBwuio pesepBHOro KOMUPOBaHWUA OJ1 BbINOSIHEHUA MOJIHbIX, UHKpe-
MeHTalNbHbIX UNU anddepeHLnanbHbIX Pe3epBHbIX KOMWK, YCTaHOBUB criefytolimne
Paspen 16.1:

o use_hotadd = TRUE

5. BO3MOXHO nosiBfieHne owmnbkn Too many attached disks.

MpuynHa: K ogHoMy SCSI-koHTponnepy BM WMware MOXHO NoakounTb He 6onee
15 XXeCTKNX gUCKoB.

Ecnn knneHT PK nMeeT HeCcKonbKo XeCTKUX AUCKoB 1 BM, onsa KOTopon ocyL,ecTs-
NAeTCA pes3epBHOE KOMMPOBaHME, TOXE UMEET HEeCKOJIbKO OMUCKOB, TO TaKOW JIMMUT
MOXET ObITb JIEFKO JOCTUIHYT.

PeweHune: gpobaBbTe HECKOMbKO HOBbIX SCSI-KOHTpoONMepoB Tuna Paravirtual Ans
BM knueHTa PK.

13.5.3. BoccTaHoBNneHue

Cnoco6bl BOCCTaHOBJIEHUA

CPK RuBackup npegycmatpuBaeT BO3MOXHOCTb BOCCTAHOBSIEHUA PE3EPBHbIX KOMUN
nonb3oBaTesnem:

e JIOKanbHO (Ha y3ne KNMeHTa pe3epBHOro KONMpoBaHMA);

e LLEHTPaNn3oBaHHO (Ha NO6OM y3fie C CeTeBbIM OOCTYNOM K MHOpacTpykType CPK
RuBackup).

PekomMeHpaLuum

PekomMeHayeM BKIOUUTb QYHKLMKO LEHTPanNU30BaHHOrO BOCCTAHOBNEHUSA Ha KIMEHTEe
PK pona ynpaBreHUss BOCCTAHOBMIEHNEM [aHHbIX B NPUIOXEHUN MeHepxep agMuHU-
cTpaTtopa RuBackup:

1. OTkponTe KoHburypaunoHHbin dann knneHTa PK.
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2. BbibepuTe napameTp centralized-recovery.
3. YcTaHoBUTe 3Ha4yeHVe napamMeTpa yes.
4. CoxpaHUTe N3MEeHeHuUs.

5. lMepesanycTtute knneHT PK.

B Tex cnyuvasx, Kkorga LueHTpann3oBaHHOe BOCCTaHOBNEHNE Pe3epBHbIX KOMUIA He Xena-
TeNbHO, HanpuMep, Koraa BOCCTaHOBNEHNE AaHHbIX SIBNSETCHA 30HON OTBETCTBEHHOCTHU
BNafenbLa KIMEHTCKOM CUCTEMbI, 3Ta QYHKLMOHANbHOCTb MOXET ObiTb OTK/KOYEHA Ha
KNIMEeHTEe pe3epBHOro KOMMpPOoBaHUS.

Tuvnbl BOCCTAHOBJIEHUA A aHHbIX

Mcnonb3oBaHne moayna VMware npegycMmaTpuBaeT cnegyrouwme Tunbl BOCCTaHOBNE-
HUA pe3epBHbIX KOMUW Nofb3oBaTeNeM:

e MOJIHOE BOCCTaHoBNeHune PK.

MonHoe BoccTaHOBMEHUE AaHHbIX

UCTOUYHUKM
[MonHoOe BocCTaHOBNEeHue OaHHbIX BO3MO>HO:

e U3 nonHou PK;

e 13 MHKpeMeHTanbHon PK.
B npouecce BocCTaHOBNEHUA NHKPEMEHTaNbHOW pe3epBHON KOMUN aBTOMaTU4YeCKN
OyneT BOCCTaHOB/IEHA BCA L,eNoYKa pesepBHbIX KOMWIA, HAYMHaA ¢ nocnegHen non-

HOW pe3epBHON Konun BM, BKItoYasn BCe MHKPEMEHTaslbHble pe3epBHble KoMK, cae-
JTaHHbIE Mocne Heeé.

Mpouenypsl
Mpouepypa NosHOro BOCCTaHOBNEHUA

[na BoccTtaHoBneHna BM Ha knneHTe PK:

1. Mepengute B pasgen Penosmtopun.
2. BbibepuTe BOCCTaHaBNMBAaEMYO Pe3EPBHYH KOMUIO.

3. Haxmute BoccTtaHoBUTb. OTKpOETCA OKHO LleHTpanusoBaHHOe BOCCTaHOB/e-
Hue.

4. O3HaKOMbTeCb C HeusmeHsiemon wuHpopmaumen o PK B 6noke UHPpopmauusa o
pe3epBHONA KONUU.

5. OnpegenuTe 3HavyeHne napameTpos (Tabnuua 3) B 6510ke MecTo BOCCTAHOB/IEHUS:
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Tabnuya 3. NapameTpbl BOCCTaHOB/IEHNSA
MapameTp OnucaHue

BoccTaHOBUTb Ha KNU- BbibepuTe 13 Boinagarowero cnucka knmeHta PK ¢ ycTaHOBNEHHbIM
€eHTa Mopynem VMware

KaTtanor pacnakoBku YKaXxnuTe BPEMEHHbIA KaTasnor Ansa pacnakoBKN pe3epBHON KONnu
Haxmute [..] 0NA TOHKOM HacTpOMKWM rMapameTpoB BOCCTaHOBJIEHNS

MOoAYNS.

lMpwn BOCCcTaHoBNeHUM PK ¢ pa3BépTbiBaHNEM NOUCK BM ans BocCcTaHOB-
NeHNA ocyL,ecTBNAeTCA:

e €CNW BbIKMKOYEH ¢nar @ Ucnonb3oBaTtb HaCTpOVIKM no ymonyaHuo

(ncnonb3yeTca ToOHKas HacTpoWka Moayna):
MapameTpbl BOCCTa- y P ay
HOBJIEHUSA ANA MOAYNsA o M0 obA3aTeNbHbIM NapamMeTpaMm: datastore, vm_folder, network;

o MMHMMYM OAHOMY WM 6onee napaMeTpy: resource_pool,
host_cluster, host;

e ecnv BktoyeH ¢nar @© Ucnonb3oBaTb HACTPOUKU MO YMONMYAHUIO
(He ucnonbsyeTcAa TOHKas HaCTponka Moayns):

o Mo 3HayYeHnsam napamMmeTpoB datastore, vm_folder,
resource_pool, 3anMcaHHbIM Npu cosgaHum PK

© ycTaHoBUTE dnar gns BOCCTAHOBSIEHUS AaHHbIX OMEHa C pa3BEpPThbI-
BaHMemMm BM:
e PK byneT pasBépHyTa B KaTanor pacnakoBKM;
e CO3JaHa HoBas BM:
o B TOM Xe xocT-knactepe (Host Cluster);

o C UOEHTUPUKATOPOM:
BoccTaHOBUTDb Ha

= BOCCTaHaBnnBaemom BM, ecnn ucxogHaa BM ypaneHa;
Le/ieBOM pecypce

= BOCCTaHaBnvMBaemon BM c pobaeneHnemMm uudpoBoro cyo-
¢dukca, ecnu ncxopgHass BM npucyTcTByeT B KnacTepe;

« KaTanor pacnakoBku 6yaeT o4uuLLEH NOCne BoCCTaHOBNeHNS BM;
@ cHuMmKTe dnar gns BoccTtaHoBneHnsa PK 6e3 pasBEpThiBaHUA:

« PK 6yaeT BoccTaHOBMIeHa TONbKO B Manky, ykasaHHyto B none Kara-
Nor pacnakoBKM.

6. Haxxmute [application_3] U npu HEOOGXOAMMOCTW YCTaHOBUTE NapamMeTpbl ANA
HaCTPOMKN MHOIONOTOYHOIro BOCCTaHoBMeHUA PK.

7. Haxmute v/ NMpuMeHnTb B OKHe LleHTpannsoBaHHOe BOCCTaHOBJIEHMe.

8. lNocne BoccTaHOBMEHMA BM C¢ HECKONbKUMW OUCKAMU MOXET BO3HUKHYTb Heobxo-

ANMOCTb HaCTpPOMKK 3arpys3oyvHoro gucka B BIOS BupTyanbHoOM MawuHbl VMware
[2l.
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€CJi1 nNpu co3gaHnm BM B kauyecTBe Firmware ucnosnb3soBaHo Legacy BIOS

a. 3anyctuTte BIOS BM:

i. BKtoUnTE BM;

ii. cpasy nocne 3anycka 6bICTpo HaxmuTe F2;
b. HacTponTe NOPAAOK 3arpysKu:

i. B BIOS nepenguTe Ha Bknagky Boot;

ii. BbIOENNTE HYXXHbIN OUCK (HanpumMep, Hard Drive, CD-ROM mnu Virtual NVMe) u
nepemMecTuTe ero Ha nepBoe MecTo C NOMOLLbIO Knasuw +/- nnn F5/F6;

iii. ecnn 3arpysoyHbI QUCK — BUPTYanbHbIA XEcTKun anck (VMDK), ybeauTtecs,
YTO OH BblbpaH B Hard Drive Kak NepBbiN;

C. COXpaHUTe HaACTPOWKMW:
i. NnepenanTe Ha BkNaaky Exit;
ii. BbI6epuTe Exit Saving Changes;

ii. noaTBEPAUTE COXpaHeHue Yes.

ecnu npu co3paHum BM B kauecTBe Firmware ucnosib3osaHo UEFI

a. 3anyctute UEFI BM:
i. BKounTe BM;
ii. cpasy nocne sanycka 6bicTpo HaxkxmuTe F2;
b. HacTponTe NOPAAOK 3arpys3Ku:
i. B UEFI setup nepenaute Ha pasgen Boot nnn Boot maintenance Manager,
ii. BoibepuTe Boot Options > Change Boot Order;

iii. BbIOENUTE HYXXHOE YCTPOMNCTBO U NepeMecTuTe ero Ha nepBoe MecTo C NOMO-
lbto kKnasuw +/- nnu F5/F6;

iV. eCnn 3arpy3oyHbii ANCK — BUPTYasnbHbIA XEcTkU anck (VMDK), ybeauTtecs,
4YTO OH BblbpaH B Hard Drive Kak nepBbli;

C. COXpaHWUTE HaCTPOMNKM:

i. nepenante B Exit > Save Changes and Exit.

Mpoeepka cTaTyca 3apgauun

[MpoBepbTe X0 BbIMNONHEHUSA Pe3ePBHOIro KONMPoBaHMA UK BOCCTaHoBMeHNA PK B pas-
pene 3agaun.

Mpw ycrnewHoM 3aBepLIeHnN Co30aHNA Pe3epPBHOM KONMUN COOTBETCTBYHOLLAA 3aa4a Ha
pes3epBHOE KOMMpOBaHUe nepenaéT B ctaTyc Done (BbINOMHEHO).
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13.5.4. NpocmMmoTp ouepenu sapayd

13.6. C noMoLL,blO YTUIUT

13.6.1. BoccTaHoBNneHue

e LleHTpannsoBaHHOe BOCCTaHOB/IeHNe BM 13 pe3epBHOM KOMUUM BO3MOXHO MOCpes-
CTBOM YTUNUTbI KOMaHAHOM CTPOKU rb_repository.

e JlokanbHoe BoccTaHoB/ieHMe BM K13 pe3epBHOM KOMUM Ha KNneHTe PK BO3MOXHO
NoCpeacTBOM YTUNUT KOMaHOHOW CTPOKKN rb_archives.

BbINONMHUTBL NOKanbHOe BOCCTAHOBJ/IEHME Pe3epPBHOM KOMUN Ha KIIMEHTEe pe3epBHOrro
KOMMPOBaHWNA C pa3BEPTbIBAHMEM HOBOW BM:

rb_archives -x <id> -d <restore_path>

BbInONHUTL NokanbHOe BOCCTaHOBMIEHME PE3EPBHON KOMUKM Ha KJIMEHTE pe3epBHOIro
KonnpoBaHunsa 6e3 pasBépTbiBaHMSA HoBon BM (PK 6ygeT BoCCTaHOBNEHA TONbKO B
yKasaHHYo narky):

rb_archives -X <id> -d <restore_path>

roe:
o MapaMeTp -x YKasblBaeT Ha BOCCTaHoBeHne PK nnm Lenoykn pesepBHbIX KONUin
C pasBEpPTbIBAHMEM,;

o MapaMeTp -X yKasblBaeT Ha BoccTaHoBNeHne PK 6e3 passépTbiBaHuA (6e3 BoC-
CTaHOBJIEHNS Ha LleNieBOM pecypce - 6e3 co3aaHns Hosol BM);

o <id> — uAeHTUPUKATOP BOCCTaAHAB/IMBAEMOWN Pe3epPBHOMN KOMUN.

[na npocMoTpa id BCeX pe3epBHbIX KOMWW, BbINOSIHEHHbIX TEKYLWWM KINEHTOM
PK, BbIMoNMHNUTE B TepMunHane knneHta PK komaHay:

rb_archives

o mapameTp -d YyKasblBaeT JIOKallbHbI KaTanor BOCCTAHOBNEHUA pPe3epBHON
Konuu;

o <restore_path> — MonHbIN MyTb A0 JIOKaJIbHOIro KaTtanora BOCCTaHOBJIEHNA PK.

[1] CkpunT He BXOAMT B KOMMAEKT MOCTaBKM W ABNSETCS AOMOSHUTENbHOM OMNUMOHANbHOM BO3MOXHOCTbLIO, CO34aHne KOTOpoW
obecneumBaeT 3aKasuuk

[2] panee nHGOPMaLMA HOCUT CNPaBOYHBIA XapakTep 1 MOXeT BbiTb YTOYHEHa B opMLManbHON AOKYMEHTaumMW nnaTtdopmbl BUP-
Tyanusauun VMware
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naBa 14. O6HOBNEeHUue

O6HoBMEHNE MOAYNs MPOM3BOAUTCA TONbKO BMecTe C KnmeHToM PK RuBackup (cm.
O6HoBneHne CPK).
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FnaBa 15. YpaneHue

YpoaneHne moayns nponsBoguTCcs TONIbKO BMecTe ¢ KnmeHToM PK RuBackup (cMm. Yaa-
neHune CPK).
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16.1. TOHKME HacTpPONKK MoaynA Npu BbinonHeHun PK

naBa 16. lNpunoxxeHuna

16.1. TOHKME HaCTPOUKU MoAy A Npu BbinosiHeHuun PK

¢ ToHKMe HacTporkn mogyna VMware npusefeHbl B Tabnuua 4.

o KHOMKa 3HauyeHus Mo YMONYaHUIO COpacbiBaeT BCE TEKYLLME HACTPONKM napamMmeT-
POB M UCMOMb3yeT 3HAYEHUS MO YMONYAHUIO.

Tabnuya 4. MNapameTpbl TOHKON HacTporku Moayna VMware

Bo3MOXHble 3Ha-
yeHus
MapameTp OnuncaHue
(mo ymonuaHuio)

MonHbIN NYTb K CKPUNTY BHYTPU BUPTYalibHOW MaLLUVHbI,
KOTOpbIN 6yAeT BbIMNOSIHEH Nepef, Co34aHUEM MIHOBEHHOTO
script_before_sna CHWUMKa ANnA SaHHOW BUPTYanibHOM MaLUWHbI. path
pshot
MNapameTp noggep>xxusaeTtcs Ana cpefbl BUpTyanusaumm

VMware Bepcun 7.0.2.0 n Bbiwe.

MMA nonb3oBaTensa BHYTPU BUPTYanbHON MaLLUHbI, UCMOSb-
3yemoe And 3anycka cKkpunTa nepeg co3gaHneM MrHOBEH-
script_before_sna HOro cHMMKa AN gaHHOW BUPTYasibHOM MalUWHBbI. Username
pshot_username
Ob6n3aTenbHbIA NapaMeTp Npu 3agaHnumn

script_before_snapshot

Maponb nonb3oBaTens BHYTPWU BUPTYasbHOM MallUHbI, OT
VMEHMN KOTOPOro ByaeT BbINOSHEH CKPUNT Nepes co3faHneMm
script_before_sna MFHOBEHHOIr0 CHUMKa A5 JaHHOW BVIpTyaﬂbHOVI MallWHbI.
pshot_password password
ObsasaTenbHbIN NapaMeTp Npu 3agaHnm

script_before_snapshot

ApryMeHT(bl) CKpUNTa, KOTOPbI 6yAeT BbINOMHEH BHYTPH
BMPTYasibHON MalUUHbI Nepes co3faHneM MrHOBEHHOIO (before)
CHMMKa

script_before_sna
pshot_arguments

MOoAHbBIN NYTb K CKPUMNTY BHYTPU BUPTYanbHOW MaLLMHbI,
KOTOpbI BygeT BbIMNOSIHEH NOCEe CO34aHNA MIHOBEHHOIO
script_after_snap CHUMKa AN OaHHOW BUPTYanbHOM MaLUUHbI.
path
shot
MapameTp noagepXxmMBaeTcs Ansa cpenbl BUpTyanusayum

VMware Bepcumn 7.0.2.0 1 Bblwwe.

MmMsa nonb3oBaTens BHYTPU BMpTyaanon MallWHbl, NCNOJIb-
3yeMoe 14 3anyckKa CKpunTa nocrie co3gaHua MrHoBeHHoro
script_after_snap CHMMKa ANa 4aHHOM BUPTYanbHOW MalUUHbI.
username
shot_username
ObsasaTenbHbIN NapaMeTp NPy 3agaHnm

script_after_snapshot
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script_after_snap
shot_password

script_after_snap
shot_arguments

execution_script_
timeout

disks_black_1list

buffer_size
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Haponb nonb3oBaTeNnd BHYTPU BMpTyaﬂbHOM MalluHbl, OT
MMeHMKOTOpOFO6yﬂeTBbm0ﬂHeHCKpMHTﬂOCﬂeCO3ﬂaHMH
MIrHOBEHHOIo CHUMKa /15 AaHHOW BI/IpTyéU'IbHOI?I MaLllWHbI.

Ob6s3aTenbHbIN NapamMeTp Npu 3agaHum
script_after_snapshot

ApryMmeHT(bl) CKpunTa, KOTOpbIV 6yAeT BbINOAHEH BHYTpU
BMPTYyasbHOM MalMHbI NOMe CO3L4aHNsi MTHOBEHHOMO CHUMKa

Bpems, B TedeHne KoToporo mogynb RuBackup 6ygeT oxu-
0aTb BbINOMHEHUA CKPUNTOB BHYTPYU BUPTYanbHOW MaLLUHbI
[0 1 nocrne co3fgaHua MrHOBEHHOIO CHUMKa

Cnncok naeHTnonKaTopoB BUPTYasbHbIX ANCKOB, pPasfeneH-
HbIX CUMBOJIOM / , KOTOpPbIe He AOJXHbl MONacTb B pe3eps-
HYIO KOMWKO

YKasblBaeT KONIMYECTBO CEKTOPOB BUPTYanbHOro AUCKa Ans
yTeHus 3a 1 pas Npu pe3epBHOM KOMUPOBaHUW BUPTYasb-
HOro aucka.

Ecnu ykasaHo BHe JonyCcTUMOro ananasoHa 3HayeHue, To
6yaeT NCNoNb30BaHO 3HAaYEHUe Mo YMONYaHMIo 65536

password

(after)

1T - 600 cek

(5)

64 - 2097152

(65536)




16.1. TOHKME HacTpPONKK MoaynA Npu BbinonHeHun PK

AKTUBMpPYINTE nepekntodyaTesnb @ [ns Pe3epPBHOro KOMMpo-
BaHMA C MPUMEHEHMEM TEXHOMOrMN NPSIMOro MOAKIIKOYEHMA
XECTKUX ANCKOB BUPTYanbHOWM MalLMWHbI.

HasHayeHue:

e ycKopseT npouenypy cosgaHnsa PK BM ;

e YMeHblUaeT TpeboBaHMA K CBOBOAHOMY OMCKOBOMY NpPO-
CTPaHCTBY Ha KJIMEHTE PE3epBHOro KOMMUPOBaHUA, Tak
Kak He TpebyeTcsa cosgaHMe NMPOMEXYTOYHbIX BPEMEH-
HbIX ¢annoB Ha KnneHTe PK.

YcnoBus BbINOHEHUSA:

e knNueHT PK 1 Moaynb VMware pa3BEpHYTbl Ha FOCTEBON
BM cuctembl Bu3yanusauum VMware;

o KnneHT PK nmeet OOCTYyNn K TOMY >e XpaHWnuuly AaH-

HbIX, YTO U BM, ons KOTOpOW BbINOSHAETCS pe3epBHOE e
KOMUpPOBaHMeE;

use_hotadd « Bepcuv 1 pasmep 610ka VMFS coBrnagatoT A1 Pe3eBupy- false
emor BM 1 BMpTyanbHOro gucka, NnogkMto4YEHHOro Kk BM
C KnueHToM PK n mogynem VMware. (false)

Bo3MOXHO nosiBneHue owmnbkn Too many attached disks.

MpuumHa: K ogHOoMYy SCSI-koHTponnepy BM WMware MOXHO
NOAKMYUYNTE He Bonee 15 XKeCTKMX ANCKOB.

Ecnun knueHT PK MMeeT HECKONIbKO XEeCTKUX ANCKoB U BM,
0711 KOTOPOW OCYLeCTBNAETCA pe3epBHOE KOMMpoBaHue,
TOXe UMeeT HEeCKONbKO AWCKOB, TO TakKOW NMUMUT MOXeET
ObITb NErKO AOCTUMHYT.

PeweHuve: nobaBbTe HECKOJIbKO HOBbIX SCSI-KOHTpOIepos
Tuna Paravirtual gns BM knueHTa PK.

[eakTmBnpyinTte nepekntodatens @ ana pesepBHOro Konu-
poBaHMsa C npuMeHeHneM TexHonormm Changed Block
Tracking wnn gna pesepBHOro KOMMPOBAHUS TOMbKO anso-
LMpOBaHHbIX YacTen gmucka BM.
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AKTnBMpynTe nepeknovatens © ans:

* pe3epBHOro KonmnpoBaHMA BCero AnNcCkKa,

e [ONA PE3EepPBHOro KOMMUPOBaHUA C NMPUMEHEHUEM TEXHO-
norum Changed Block Tracking.

[deakTnBnpyinte nepekntodatens @ gns pe3epBHOro Konm- true
POBaHMS TOJIbKO an/IoLMPOBaHHbIX YacTel ancka BM.

backup_whole_disk false
[na xpaHunuwa Tvna NFS 6ygeT BosBpalleHa 100% annoka-
LnA ANCKa, TO eCTb pesepBHOEe KoNMpoBaHue byneT Bbinoa- (true)

HeHo ansa Bcero o6bEma ANCKOBOrro NPoCTpaHCTBa.

o 9Ta onuust He COBMeCTUMa C onLmeit use_hotadd .

Onuusa use_hotadd nMmeeT NpPUOPUTET NpU OLHO-

BPeMeHHOM yKasaHun napamMeTpoB use_hotadd ©
backup_whole_disk.

= TOHKMe HaCTPOWKM MoaynA Npu BOCCTaHOBMeHN PK

= IaMeHeHne napamMeTpoB TOHKMX HACTPOEK MOAY A

[na nsmMeHeHNa TOHKUX HacTpoek moayna VMware:

1. B OKHe LeHTpanM3oBaHHOro BOCCTaHOBJIEHUS, B rnone MNMapameTpbl BoccTaHOBNe-
HUA ana moayna Haxmute [...].

2. JeaktusmpymnTte nepeknoyatesib @ Ucnonb3oBaTb HACTPOMKM MO YMONTYAHUIO /15

N3MEHEHUSA TOHKMX HAaCTPOEK Moy NS Npu BocCcTaHOBeHUM PK.

Mpn akTmBauum nepekmodyatens @ WUcnonb3oBaTb HACTPOMKU MO YMOJYAHUIO
6y,u,yT MCNOJIb30BaHbl 3alfiMCaHHbIE NMPKN CO30aHUN PK 3Ha4yeHus OaHHbIX NMapaMeTpoB
datastore, vm_folder, resource_pool.

==== [lapamMeTpbl TOHKON HAaCTPONKN MOAY A

Tabnuya 5. lNapameTpbl TOHKOW HAaCTPOViku MoAyns VMware

Bo3MoOXHble 3Ha-
YyeHus
MapameTp OnuncaHue

(mo ymonuaHmio)

O6n3aTenbHble NapaMeTpbl:

Mpw BbIGOpE HEOBXOANMBIX NapaMeTpOoB BOCCTAHOB/IEHNS CYLWEeCTBYEeT BO3MOXHOCTb NOUCKa B BbiNa-
AaruemM Crnncke.

Monck BM ans socctaHoBfeHnsa PK ocyuwecTBnaTeTcAa no napameTpamM datastore, vm_folder,
resource_pool, host_cluster, host, network.
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datastore

vm_folder

network

16.1. TOHKME HacTpPONKK MoaynA Npu BbinonHeHun PK

YkaxuTte ngeHtudumkaTop XxpaHunviwa gaHHolx vSphere, B
KOTOpOM byfeT coxpaHeHa KoHourypauua BM ans cospgaHus
BM npu BOoCCTaHOBNEHUN pe3epPBHON KOMUU.
ID
YKasaHHOe XxpaHunuie JomkHo bblTb Ha y3ne, 3a4aHHOM B
host, MHaue 3afa4ya Ha BoccTaHoBneHne PK 3aBepuntcs
owmnbkom

YKaxuTe ngeHtnpukatop katanora BM, B KOTOpbIN Tpeby-
€TCHA MOMECTUTb BMPTYanbHYO MalLMHY NP BOCCTaHoBMe-
HUWN N3 Pe3epPBHON KOMUW.
ID
YKasaHbllh KaTanor 4osmkeH bbiTb Ha y3ne, 3a4aHHOM B host,
MHaye 3af,a4ya Ha BoccTaHoBseHMe PK 3aBeplunTcA ownb-
KOWN.

YKaxuTe naeHTUOUKaTop CeTU, KOTOPYHO NnaHMpyeTcs
ncnonb3oBaTh A/ CO34aBaeMoi B NpoL,ecce BOCCTaHOBIe- ID
HWUA BMPTYanbHON MaLlVHBbI.

O6sA3aTesNIbHO YKaXKUTe OAUH Uu 6osee napameTp:

resource_pool

host_cluster

host

YKaxuTe ngeHtnpukatop nyna pecypcos vSphere, B KOTO-
pbi cnegyeT NOMECTUTb BUPTYasbHYH MallnHy nNpw BOC-
CTaHOBJIEHUM N3 PE3EPBHON KOMUW.
ID
YKasaHHbIA Nyn AoMKeH bbITb Ha y3e, 3agaHHOM B host,
MHaye 3af,a4ya Ha BoccTaHoBseHMe PK 3aBeplunTca ownb-
KOWM.

YKaxunte ngeHtuoukaTop knactepa vSphere, B KOTOpPbI
cnegyeT NOMeCTUTb BUPTYanbHYO MaLIUHY NPY BOCCTaHOB-
JIEHNN N3 pe3epBHOM KOMUW.

Mpw 3apaHUmM 3TOro NapameTpa 3HaYeHusa host U
resource_pool 6yayT NPOUrHOPUPOBAHDI.

OcTaBbTe 3TO Mnose NycTbiM, €C/M KNnacTep vSphere He 6bin
co3faH.

YKkaxuTe ngeHtudukatop yana vSphere, Ha KOTOpoM pasme-
LLleHa opUrMHanbHasa BUpTYyanbHas MaluuHa npu BOCCTaHOB- 1D
NEHNN N3 Pe3epBHOIN Konuu

Heo6sa3aTenbHble NnapamMeTpbl:

51n3 54




VMware

AKTnBNpyNTe nepeknovatens @ Ana BOCCTAaHOBNEHMS
pesepBHON KOMUKU B OPUrMHANbHYIKO BUPTYanbHYH MaLUMHY C
TEM Xe UAEeHTUONKATOPOM.

Ecnu opurnHanbHas BUpTyanbHaa MallnHa CyLWeCcTBYeT, TO
Oy4eT BbINOSHEHA NPOBEPKA HanMunsa e€ AUCKOB MO UAEHTU-
dunkaTopam.
restore_to_origin P true
al_vm Ecnu kakon-nnbo 13 ANCKoB, CoaepXaLlnuncsa B pesepBHOM
KOMWK, OTCYTCTBYET B BUPTYasibHOW MallnHe, TO 3ajaya
BOCCTaHOBJ/IEHUSA U3 PE3EepPBHON KOMUKN 3aBEPLUNTCSA OLWNG-

KoWn.

false

Ecnu BupTyanbHas MaliMHa C TEM Xe UAEHTUPUKaTOPOM
OTCYTCTBYET, TO 3afa4da BoccTaHoBMeHUsa PK 6yaeT 3aBep-
LLIeHa ounbKomn

YKaXnte nMs BUPTYanbHOW MalUMHbI, KOTOpoe byaeT
MCMOMb30BaHO NpU eé cosgaHnn BOBPEMS BOCCTaHOBIEHWS.

Ecnu 3anonHeH napamMeTp vm_name, TO MPWY BOCCTAHOBMEHUN

13 pes3epBHOM Konun ByaeT BbiMOJIHEHA NPOBEPKA HaNN4us B
vim-name BUPTYanbHOW MalUUHbI C YKa3aHHbIM UMEHEM.

Ecnu BupTyanbHas MaliMHa C TakUM UMEHEM YXe cylle-

CTBYET, TO 3afaya BOCCTaHOBMEHUSA N3 Pe3epPBHOM KoMK

3aBepLINTCA OLNBKOM

YKaxunTe KonnmyecTBo CEeKTOpOoB BMPTYyasibHOro gnucka gns

64 - 2097152 6n0-
UTeHus 3a 1 pas npu ero pe3epBHOM KOMUPOBaHUM.

KOB
buffer_size

Ecnu ykasaHo BHe AoMyCTUMOro guanasoHa 3HayeHue, To

(65536)
6y[eT Mcrnonb3oBaHO 3HaYeHMe Mo YMOJTHaHMUIo

AkTUBUMpPYNTE nepeknoyaTens @ ana cosgaHusa BM ¢ ceTe-
BbIM aganTepoM (ecnu BoccTaHaBnnBaemas PK 6bina

restore_vm_nics_c
cosfaHa gna BM c agantepom (NIC) Tuna true

onnected_
. . DISTRIBUTED_PORTGROUP).
to_distributed_po
false
rt_group
Mpwn peakTmMBauumn nepekntodatens @ bygeT cosgaHa BM
bes ceTeBoro aganrtepa
YKaXknTe Bepcuo BUPTYanbHOro annapaTHoro obecnevyeHus
ESXI cosgaBaemoii BM (Mpun BOCCTaHOBNEHUN C pasBEPThI-
BaHNEM). oT 3 pgo 21
vm_hv_version
PekoMeHAyeM yKasbiBaTb MaKCMMasbHYO Nogaepxmsae- (sHaueHme ns PK)

MYIO BEPCUIO annapaTHOro obecrneyeHns Ncrnosb3yemMomn
Bepcuern nnatoopmbl BUpTYyanusaumnm VMware.

===== Bepcuun BnpTyanbLHoro annapatHoro obecneyeHuns ESXI

Tabnvya 6. CooTBeTcTBME Bepcui ESXI n BupTyanbHoro annapaTtHoro obecrneyeHus
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Virtual
Hardware
Version

Products

Virtual
Hardware
Version

Products

Virtual

Hardware

Version

Products

21 20
ESXi 7.0 U2
ESXi 8.0 (7.0.2)
Fusion 13.x Fusion
12.2.x
Workstatio
n Pro17.x Workstatio
n Pro 16.2.x
Workstatio
n Player  Workstatio
17.x n Player
16.2.x
14 13
ESXi 8.0 U2
(8.0.2)
Fusion 13.6
Workstatio  ESXi 6.5
n Pro 17.6
Workstatio
n Player
17.6
ESXi/ESX 4.x
Fusion 3.x
Fusion 2.x

Workstation 7.x

Workstation
6.5.x

Player 3.x

Server 2.x

19
ESXi 7.0 U1
(7.0.1)
Fusion 12.x

Workstatio
n Pro 16.x

Workstatio
n Player
16.x

12

Fusion 8.x

16.1. TOHKME HacTpPONKK MoaynA Npu BbinonHeHun PK

18

ESXi7.0
(7.0.0)

11

ESXi 6.0

Workstatio Fusion 7.x

n Pro 12.x

Workstatio
n Player
12.X

Workstation

6.0.x

n11.x

Player 7.x

ESX 3.x
ACE 2.x
Fusion 1.x

Player 2.x

==== CnpaBoYyHasa nHpopmaLus o napameTpax

17 16 15
ESXi 6.7
Fusion 11.x
Fusion 10.x
Workstatio
n Pro 15.x ESXi 6.7 U2 Workstatio
n Pro 14.x
Workstatio
n Player Workstatio
15.x n Player
14.x
10 9 8
ESXi 5.5 ESXi 5.1 ESXi 5.0
Fusion 6.x Fusion 5.x Fusion 4.x

Workstatio Workstatio Workstatio Workstatio

n 10.x n 9.x n 8.x
Player 6.x  Player 5.x  Player 4.x
3 n4 3
ACE 1.x
Lab Manager
2.X
Player 1.x ESX2.x
GSX Server 3.x
Server 1.x

Workstation 5.x

Workstation 4.x
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[ns oTobpa)keHUs OonuCaHUs MHTEepEecylrLlero napameTpa HaXMmuTe Ha
PSAOM C NapamMeTpPoM.

3HauYeHna HEKOTOPbIX NapaMeTpPoB 0TOOpPaXakTCs B BUAE NyTHU, HaNpumMep:

*/10.177.33.18/Datacenter/datastorel(datastore-11)"

COLEPXKMUT:

10.177.33.18 - agpec VMware;

Datacenter - HaMMeHOBaHWE JaTaLEHTPa;

datastorel - HAUMEHOBaAHNE XPaHUNNLLLA OAHHbIX;

datastore-11 - MoRef xpaHunuiia gaHHbIX.
=== 00l ne HaCTPOMKN Moy NA

KHornka O6wue HacTPOMKM MOAYNA MpefocTasBnseT cleaywlme napamMeTpbl AN
HaAaCTPONKN MHOrOMOTOYHOIr0 BOCCTAHOBNEHUSA OAHHbIX:

Bo3MOXHble 3Ha-

MapameTp OnuncaHue yeHua (No ymonua-
HUIO)
worker_parallelis 3agaeT KOMMYeCcTBO NOTOKOB, KOTOPbIe BYAYT y4acTBOBaTb (8)
m B NpoLecce BOCCTaHOBNEHNA 6/IOKOB faHHbIX pecypca

YcTaHaBNMBaEeT BEPXHIOK FpaHuLy MCMNOoNb30BaHUA onepa-
TUBHOW NamsATn (B '6) Npu BOCCTaHOB/IEHNN Pe3epPBHOWN
Konuu.

memory_threshold min = 4 (0)

Mpwn 3Ha4YeHUM NapameTpa MeHblLUe 4 B npoLecce BocCTa-
HOBJIEHNS Pe3epBHONM Konun GyaeT BbIBEAEHO Npeaynpe-
XOeHe N napamMeTp He byaeT y4uTéH

MpuBeaEHHbIE HACTPOWMKM AOCTYMHbl TakXe B KOHOUrypaunoHHOM daine
OCHOBHOTO cepBepa /opt/rubackup/etc/config.file.
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