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MpunocTaHoBKa BbiNoNHeHns 3agaun (POST /tasks/{task_id}/pause) 136




Bo3obHoBNeHMe NpruocTaHoOBAEHHOM 3agaum (POST
/tasks/{task_id}/continue)
Youncteo 3agaunm (POST /tasks/{task_id}/kill)
[MonyJyeHune XypHana KIMeHTCKUxX onepauunmn no sagade (GET
/tasks/{task_id}/info/clients)
[MonyyeHne XypHana cepBepHbIx onepauun no sagave (GET
/tasks/{task_id}/info/servers)
Ouepepnb 3apay obnaka
Mony4yeHune 3agad oyepenmn obnakos (GET /tasks/clouds/s3)
MonyyeHne nHpopmaumnm o 3agave n3 odepeam obnakos (GET
/tasks/clouds/s3/{task_id})
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137

137

Ynanenue cnucka 3agad ns odepegm oobnaxkos (DELETE /tasks/clouds/s3) 137

Ypanenve ownboyHbIX 3agay n3 odepenm obnakos (DELETE
/tasks/clouds/s3/errors_deletion)
Ouepepnb 3afa4 NEHTOYHbIX BUGINOTEK
MonyyeHne cnucka 3agad U3 oyepean neHTouHblx 6udnmnotek (GET
/tasks/tape_libraries)
Mony4yeHne nHPopmMaLmnm 0 3agaye N3 oyepenmn NeHTOUYHbIX BUBINOTEK
(GET /tasks/tape_libraries/{task_id})
8.1.12. MepgunacepBepbl
MNMonyyeHune cnucka meguacepBepoB (GET /media_servers)
MonyyeHne nupopmaumm o meguacepsepe (GET
/media_servers/{server_id})
PepaktupoBaHne meguacepsepa (PATCH /media_servers/{server_id})
Ypanenue Heckonbknx megnacepsepos (DELETE /media_servers)
HeaBTopnsoBaHHble MeanacepBepsl
MonyyeHne cnncka HeaBTOPU30BaHHbIX MeaunacepsepoB (GET
/media_servers/unauthorised)
MonyyeHne nHpopmMaLmm o HeaBTopmn3oBaHHOM Meguacepsepe (GET
/media_servers/unauthorised/{server_id})
ABTOpu3sayna meguacepsepa (POST
/media_servers/unauthorised/authorise)
YpaneHue cnucka HeaBTopM3oBaHHbIX Meanacepsepos (DELETE
/media_servers/unauthorised)
8.1.13. Mynbl
MonyyeHne cnucka nynos (GET /pools)
MonyyeHne nupopmaumm o nyne (GET /pools/{pool_id})
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[ob6asneHune nyna (POST /pools)

PepaktupoBaHue nyna (PATCH /pools/{pool_id})

Ypanenue cnucka nynos (DELETE /pools)

Mony4yeHne cnmcka nynos, 4OCTYMHbIX 418 NepEMELLEHNA U KOMUPOBAHUS

(GET /pools/destination_available)

[HamMmnyeckme rpynnbl NynoB
MonyyeHne cnncka guHamuyeckmnx rpynn nynos (GET /pools/groups)
MNonyyeHne nHbopmMaLmnm o anHamm4deckon rpynne nynos (GET
/pools/groups/{group_id})
[ob6aBneHne auHammyeckon rpynnol nynos (POST /pools/groups)
M3mMeHeHne anHammyeckomn rpynnsl nynos (PATCH
/pools/groups/{group_id})
YpaneHune cnucka guHamudeckux rpynn nynos (DELETE /pools/groups)
Mony4yeHune cnmcka gobaBneHHbIX B guHaMunyeckyto rpynny nynos (GET
/pools/groups/relationships)
MNonyyeHne nHbopmMaLum o AobaBfNeHHOM B ANHAMUYECKYIO rpynny nyne
(GET /pools/groups/relationships/{record_id})
[obaBneHune nyna B AuHaMmun4yeckyro rpynny nynos (POST
/pools/groups/relationships)
YpaneHue cnucka gobasneHHbIX B guHaMuyeckyro rpynny nynos (DELETE
/pools/groups/relationships)

NogmMeHa nynos
MonyyeHne cnncka nogmeHbl NynoB (GET /pools/substitutions)
Mony4yeHne nHpopmaumm o nogmMmeHe nynos (GET
/pools/substitution/{substitution_id})
Hob6asneHune nogMeHbl nynos (POST /pools/substitutions)
YpnaneHnue cnucka nogmMensl nynos (DELETE /pools/substitutions)

8.1.14. )XXypHanbl

XypHan rnobanbHOro pacnucaHus
Mony4yeHne cnmcka 3anucemn B XypHase rnobanbHoro pacnucanms (GET
/global_schedule/logs)
MNonyyeHne nHGopMaLmm O 3anmucu B XXypHane rnobanbHOro pacnmcaHus
(GET /global_schedule/logs/{record_id})

XypHan onepauyun KnmeHTa
Mony4yeHune xypHana co CMMCKOM onepaunm knmeHTos (GET
/clients/logs)
Mony4yeHne ogHOM 3annUcK U3 XXypHana c onepauun knnentos (GET
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/clients/logs/{log_id}) 147
Mony4yeHne obLMX HAaCTPOEK XYpHanoB Ansa scex knueHTtoB (GET
/clients/logs/common_settings) 147
M3MeHeHMe obLMX HAaCTPOEK XYpPHanoB Ansa scex knmeHtos (PATCH
/clients/logs/common_settings) 147
MonyyeHne crnmncka BCex NepcoHasnbHbIX HACTPOEK XYPHAOB KJIMEHTOB

(GET /clients/logs/personal_settings) 148
CospaHune nepcoHanbHbIX HACTPOeEK XYypHanoB KnneHTa (POST

/clients/logs/personal_settings) 148
YOaneHne nepcoHanbHbIX HACTPOEK XYypHanos knneHTa (DELETE
/clients/logs/personal_settings) 148
M3MeHeHMe nepCcoHanbHbIX HACTPOEK XYpHanoB KnneHTos (PATCH
/clients/{client_id}/logs/personal_settings) 148
Mony4yeHne 3Ha4YeHUM No yMOSIYaHUIO HAaCTPOEK XYypHanos knneHTosB (GET
/clients/logs/settings/defaults) 149
XypHanbl MegnacepBepoB 149

Mony4yeHune XypHana co CMMCKOM onepaunn meanacepsepos (GET
/media_servers/logs) 149
Mony4yeHune XypHana c onepauynen meanacepsepa (GET
/media_servers/logs/{log_id}) 149
MNonyyeHne 3HaYeHn No yMOSTYaHUIO HAaCTPOEK XYPHaNoB AN
MeganacepsepoB (GET /media_servers/logs/settings/defaults) 149
Mony4yeHne cnucka BCcex NepcoHasnbHbIX HACTPOEK XYPHaNoB
MegnacepsepoB (GET /media_servers/logs/personal_settings) 149
Co3pgaHne nepcoHanbHbIX HACTPOEK XYypHanos Meguacepsepa (POST
/media_servers/logs/personal_settings) 149
M3MeHeHMe nepcoHanbHbIX HACTPOEK XYpHanoB Meaunacepsepa (PATCH
/media_servers/{server_id}/logs/personal_settings) 150
YpoaneHne nepcoHanbHbIX HACTPOEK XYypHanos Meguacepsepa (DELETE
/media_servers/logs/personal_settings) 150
Mony4yeHne obLLNX HAaCTPOEK XYpPHanoB Ansa scex meanacepsepos (GET
/media_servers/logs/common_settings) 151
M3MeHeHMe obLmMX HAaCTPOEK XYpHanoB aAnsa scex megunacepseponB (PATCH
/media_servers/logs/common_settings) 151
XXypHanbl MOHUTOPWHIA cepBepa 151
MonyyeHne cnncka 3anucen B XXypHane MOHUTOPUHra cepeepa (GET

/media_servers/system_monitoring) 151




Mony4yeHne nHPopMaLmm 0 3anNnUcCK B XXYpHane MOHUTOpPUHra cepsepa (GET

/media_servers/system_monitoring/{row_id}) 151
XypHan penosntopus 152
MonydyeHne cnucka sanumcen B XypHane penosumtopusa (GET
/repositories/logs) 152
Mony4yeHne nHGopmMaLKnm O 3annucK B XXypHane penosntopus (GET
/repositories/logs/{record_id}) 152
XypHan 3agad 152
Mony4yeHne cnmcka 3anucemn B XxypHane 3agay (GET /tasks/logs) 152
MonyyeHne nHpopmMaLmm o 3annucu B XXypHane 3agad (GET
/tasks/logs/{record_id}) 152
XypHan cobbITn NHGOPMaLMOHHON B6e30MacHOCTH 152
MpocMoTp XYypHanoB cobblTU NHGopMaLMoHHON 6esonacHocTn (GET
/security/audit/logs) 152
MpPOoCMOTpP 3annUcK U3 XXypHana cobbITUin HGOPMaLMOHHOM 6e30MacHOCTH
(GET /security/audit/logs/{record_id}) 152
YpaneHune crnvcka sanucen us XXypHanos cobbITUN MHGOPMaLLMOHHON
6esonacHocTn (DELETE /security/audit/logs) 153
8.1.15. OTyeThl 153
MonyyeHne nupopmaumm ob otdete (GET /users/reports/{report_id}) 153
Mony4yeHune cnmcka otyetoB (GET /users/reports) 153
CospaHue ot4yeta (POST /users/reports) 153
N3meHeHune oTyeTa (PATCH /users/reports/{report_id}) 154
MN3meHeHune cTaTtyca otyeTa (PATCH /users/reports) 154
YpaneHnue cnncka otyeTtoB (DELETE /users/reports) 155
8.1.16. Microsoft Active Directory 155
CoeavHeHne ¢ KOHTponnepoM gomMmeHa Microsoft Active Directory 155
MonyyeHne napaMeTpoB HAaCTPOEHHOro coegnHeHuns ¢ Microsoft Active
Directory (GET /auth/ldap/configuration) 155
Co3spaHune coegmHeHnsa ¢ KoHponnepoM gomeHa Microsoft Active Directory
(POST /auth/ldap/configuration) 156
YnaneHve coegmHeHns ¢ KOHTponnepom gomMmeHa (DELETE
/auth/ldap/configuration) 156
Accouwnauwms rpynn Microsoft Active Directory n ponein RuBackup 156

MonyyeHne cnncka accounaumm rpynn Microsoft Active Directory n ponen
RuBackup (GET /auth/ldap/assosiations) 156
Accouwnauuna rpynn Microsoft Active Directory n ponen RuBackup (POST




/auth/ldap/assosiations)
YpaneHune accoumaumm rpynn Microsoft Active Directory n ponen
RuBackup (DELETE /auth/ldap/assosiations)
8.2. Bepcusa 1 (v1)
8.2.1. ABTOpM3aLnsa N paspeLleHns
MonyyeHne TOKeHOB U NpoxoxaeHne astopusayum (POST /auth/login)
JeakTunBauma nmerowmxca TokeHoB (DELETE /auth/logout)
ObHoBNeHne access TokeHa nocrie ero nctedeHus (POST /auth/refresh)
MonyyeHune cnncka npas. nonb3oBaTens (GET /auth/permissions)
8.2.2. Nonb3oBaTenu
AAMUHUCTpPaTOPbI
MonyyeHne cnucka agMmHucTpaTopoB (GET /administrators)
Ypanenue cnucka ponen agMmuHuctpaTtop (DELETE /administrators)
HasHauyeHne nonb3oBaTento ponun agMmuHucTpatopa (POST
/administrators)
MNMony4yeHne nHpopmaumm o6 ogHOM agMUHUCTpaTope (GET
/administrators/{id})
YpaneHue ponu agMuHucTpaTtopa. (DELETE /administrators/{id})
CynepBainsepbl
YpaneHue cnucka nonb3oBaTenen ponv cynepsansepa (DELETE
/supervisors)
Mony4yeHune cnmcka cynepsansepoB (GET /supervisors)
HasHauyeHune nonb3oBaTento ponu cynepsansepa (POST /supervisors)
YpaneHue nonb3oBaTento ponu cynepsansepa (DELETE
/supervisors/{id})
Mony4yeHune nHpopmaumum o cynepsansepe (GET /supervisors/{id})
ConpoBoxpgatouune
YpaneHue cnucka nonb3oBaTenen ponun conposoxgarowero (DELETE
/maintainers)
Mony4yeHune cnucka conpoBoxgarowmnx (GET /maintainers)
HasHauyeHKne nonb3oBaTento ponu conposoxgarowero (POST
/maintainers)
Ypanenve nonb3oBaTesno ponun conposoxpgatowero (DELETE
/maintainers/{id})
MonyyeHne nHpopmaumm o conposoxgarowem (GET /maintainers/{id})
AyounTopsbl
HasHaudeHune nonbsoBaTento ponu aygutopa (POST /auditors)
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Mony4yeHune nHpopmaumnm ob aygmutope (GET /auditors/\{id})
Ynanenve aygntopa (DELETE /auditors/{id})
MonyyeHune cnncka aygmutopos (GET /auditors)
YpaneHue cnucka aygutopos (DELETE /auditors)
MNonb3oBaTenu
YpaneHue cnucka nonb3oatenen (DELETE /users)
MonyyeHne cnncka nonbsoBaTtenen (GET /users)
[JobasneHune nonb3oBatensa (POST /users)
MN3ameHeHune napona nonb3osaTtensa (PATCH /users/change_password)
PepakTupoBaHue nonb3oBaTtenen (PATCH /users/{id})
YnaneHune nonb3oBatens (DELETE /users/{id})
Mony4yeHne nHpopmaumm o nonbaosatene (GET /users/{id})
MonyyeHne cnucka npa. nonb3oBaTens (GET /users/permissions)
8.2.3. Cbop cBepneHum
JInueHsnm
Mony4yeHune cnmcka Tnnos nuueHsnn (GET /license_types)
MonyyeHne nupopmaumm o Tune nuueHsum (GET /license_types/{id})
MHdopMaLma o cepBepe
MonyyeHne nupopmaumm o cepeepe (GET /server_hello)
CBefleHNs O COCTOAHUM MPUNOXKEHNS
MonyyeHne nHpopmMaumm o cocTosHum npunoxeHnsa (GET /server_state)
Tunbl pe3epBHOro KONMMPOBaHUA
Mony4yeHne cnmcka fOCTYMHbIX TUNOB pe3epBHOro konnposaHunsa (GET
/backup_types)
Tunbl cXxaTuma
MNMonyyeHne cnucka AocTynHbIX TUNos cxaTtus (GET /compression_type)
ANropuUTMbl 3alLUTbI SAaHHbIX
MNMonyyeHne cnucka AoCTYNHbIX KpuntoanropntmMos (GET /crypto)
AnropuTMmbl geaynnamkaunm
Mony4yeHne cnmcka fOoCTYMHbIX anropnuTMoB xew-pyHkumn (GET
/deduplication_hash_algorithm)
MNounck Meanacepsepos
Mownck knueHTa megnacepsepa no HWID cepeepa (GET
/servers_hw_id_tmp)
MonyyeHne nHpopmMaumum o cepeepe n nuueHsnm (GET
/servers_hw_id_tmp/{id})
[locTynHble TUNbl pecypcos
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MNMonyyeHne cnucka AoCcTynHbIX TUNoB pecypcoB (GET /resource_types)
Mony4deHune nHpopmaumum o Tune pecypca (GET /resource_types/{id})
[oCTynHble onepaLnoHHble CUCTEMBI
Mony4yeHne cnmcka JOoCTYMHbIX onepaumoHHbix cuctem (GET /os_types)
CtaTycbl Bepudpukaymnm
Mony4yeHne cnmcka fOoCTYMNHbIX cTaTycoB Bepudumnkaumm (GET
/verification_status)
CtaTtycbl npasun
MNMonyyeHne cnucka AoCcTynHbIX cTaTycoB npasun (GET /status_of_rule)
Pecypcbl mogynen
Mony4yeHne cnmcka foCcTynHbIX pecypcoB mogynsa (POST
/module_resource_1list)
MeTpuKu (CTaTuCcTUKa)

168
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168
169

MonyyeHne cTaTUCTUKK No yBeaoMneHnsam (GET /metrics/notifications)169

Mony4yeHne cTaTUCTUKKM NO ob6bekTaM penosmTtopua (GET
/metrics/repository)
Mony4yeHne cTaTUCTUKKM NO odyepeamn 3agad obnakos (GET
/metrics/s3_cloud_task_queue)
MNMonyyeHne cTaTUCTMKKM No ovepean 3agay (GET /metrics/task_queue)
MonyyeHne CTaTUCTUKKM NO ovepenmn 3agad NeHTOUHbIX 6ubnmoTtek (GET
/metrics/tl_task_queue)
8.2.4. nobanbHas KoHpUrypauyms
PepakTupoBaHue napameTpoB rnobanbHonm kKoHourypaumm (PATCH
/global_configuration)
Mony4yeHne napamMmeTpoB rnobanbHom KoHourypaumm (GET
/global_configuration)
BkntouyeHme n BblKIKOUYEHME CepBUCHOro pexunma (PATCH
/global_configuration/service_mode)
8.2.5. KnneHThl
KnueHThl
Mony4yeHune cnucka knneHTos (GET /clients)
YpaneHne Heckonbknx knueHtoB (DELETE /clients)
ABTopusaymsa knmentos (POST /clients/authorize)
MonyuyeHune paepesa knueHTtoB (POST /clients/tree)
PepakTupoBaHue cyuwectaytowero knneHta (PATCH /clients/{id})
Mony4yeHune knueHTa (GET /clients/{id})
YpaneHue knueHTta (DELETE /clients/{id})
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Mony4yeHne AOCTYNHbIX TUNOB pecypcoB Ansa cosgaHnsa konum (GET
/clients/{id}/resource_type)

"pynnbl KNINEHTOB
MonyyeHne cnucka rpynn knneHToB (GET /client_groups)
YpaneHue cnucka rpynn knueHTtoB (DELETE /client_groups)
[o6asneHune rpynn knmeHToB (POST /client_groups)
MN3ameHeHune rpynnbl knneHToB (PATCH /client_groups/{id})
Mony4yeHne nHpopmaumum o rpynne knmeHToB (GET /client_groups/{id})
Ypanenue rpynnbl knneHTo (DELETE /client_groups/{id})

OrpaHnyeHnsa NPONyCKHOM CNOCOBHOCTU KITMEHTa
Mony4yeHne cnmcka orpaHNYeHnin NponyckHom cnocobHocTn knueHTa (GET
/client_bandwidth)
YpaneHne cnucka orpaHU4yeHn nponyckHom CnocobHOCTN KIMeHTa
(DELETE /client_bandwidth)
CospgaHune orpaHnyeHuns nponyckKHom cnocobHocTn knnenTta (POST
/client_bandwidth)
M3MeHeHMe orpaHnyYeHnsa NponycKHOM cnocobHocTu kKnmeHTa (PATCH
/client_bandwidth/{id})
MonyyeHne nHpopmMaLum 06 orpaHNYeHUn NPOnyCKHOW CNOCOBHOCTH
knueHTta (GET /client_bandwidth/{id})
YpaneHne orpaHnyeHus nponyckHom cnocobHocTn knneHTta (DELETE
/client_bandwidth/{id})

HeaBTopn3oBaHHbIE KITUEHTDI
YpaneHue cnmucka HeaBTOPM30BaHHbIX KnneHToB (DELETE
/unauthorised_clients)
Mony4yeHne cnmcka HeaBTOPM30BaHHbIX KMeHToB (GET
/unauthorised_clients)
YpaneHne HeaBTOpmn3oBaHHOrO kneHTa (DELETE
/unauthorised_clients/{id})
Mony4yeHne nHPopmaLmnm o HeaBToOpnU3oBaHHOM kKnneHTe (GET
/unauthorised_clients/{id})

8.2.6. XpaHunuwa

Mynbl 1 nx rpynnbl
[OoCTynHble TUMbI NYOB
Mynbl
[MogmeHa nynos
[dvHamMnyeckume rpynnbl NynoB
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Mynbl B AUHAMUYECKNX rpynnax

JlokanbHble pannoBblie XpaHUuwa
YpaneHne HeCKOMbKUX NoKanbHbIX ¢pannosbix XxpaHunuw, (DELETE
/storage_local_catalogs)
Mony4yeHne cnmcka NokanbHbIX GpannoBbix XpaHunuuy (GET
/storage_local_catalogs)
[ob6aBneHne nokanbHoro gannosoro xpaHunuwa (POST
/storage_local_catalogs)
PepakTupoBaHMe CyLeCcTBYOLWEro f1okanabHOro ¢pannoBoro XxpaHmnuila
(PATCH /storage_local_catalogs/{id})
YpaneHune nokanbHoro ¢annosoro xpaHunuwa (DELETE
/storage_local_catalogs/{id})
Mony4yeHne nHpopmMaumm o nokanbHoM darnnosom xpaHunuwe (GET
/storage_local_catalogs/{id})

BnoyHblie ycTponcTea
YpnaneHnue cnucka 6no4Hbix yctponcts (DELETE /storage_block_devices)
Mony4yeHune cnmcka 6104HbIX ycTponcTB (GET /storage_block_devices)
[obasneHune 6no4vHoro yctponcTtea (POST /storage_block_devices)
PepakTnpoBaHue 6noyHoro yctponcrtea (PATCH
/storage_block_devices/{id})
YpaneHune 6no4Horo yctponctea (DELETE /storage_block_devices/{id})
MonyyeHne nHpopmaumm o 6noyHom yctponctee (GET
/storage_block_devices/{id})

JIeHTOYHbIe XpaHuAuLLa
JIeHTOYHble BUBNMOTEKN
Tunbl KapTpULXKen
KapTpugxm
Onepauunm ¢ NEHTOYHbIMU NPUBOLAMM
KapTpugxwu
PoboThl

Ob6nayHble XxpaHnnuua
O6nayHoe xpaHunuue
CtaTtyc 3agay 061a4yHOro xpaHunuuia
3agaydn obnavyHoro xpaHmnuula

KnneHTckue xpaHunuiia
Mony4yeHne cnmcka KInMeHTCcKmnx xpanmnuu, (GET

/client_defined_storages)
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[ob6aBneHune knmeHTckoro xpaumnuuia (POST /client_defined_storages) 202

YnaneHue cnucka KnmeHTckux xpanmnuuy, (DELETE
/client_defined_storages)
M3meHeHne KnneHTckoro xpanmnuuwa (PATCH
/client_defined_storages/{id})
MonyyeHne NHGopMaLUm O KIIMEHTCKOM XxpaHunuuie (GET
/client_defined_storages/{id})
YnaneHue KnueHTckoro xpaHunuuwa (DELETE
/client_defined_storages/{id})

KnueHTcKMe 6104YHbIE YCTPONCTBA
Mony4yeHune cnmucka JOCTYMHbIX 6/I0YHbBIX YCTPOMNCTB YKa3aHHOro KiIMeHTa
(POST /1ist_client_block_devices)

KnneHnTtckue ¢pannosblie CUCTEMBI
MonyyeHne cnnucka gOoCTYNHbIX OUPEKTOPUIA yKasaHHOro knmeHTa (POST
/list_client_filesystem)

MepunacepBsepbl
YpaneHune HeckonbKnx megmacepsepoB (DELETE /media_servers)
MonyyeHune cnucka megnacepeepos (GET /media_servers)
ABTopusaumsa megunacepsepa (POST /media_servers/authorize)
MonyyeHne paepesa meanacepsepoB (GET /media_servers/tree)
Mony4yeHune cnucka mMegmacepBepoB, UMEKOLLMUX Ny TUMNa NEeHTOYHasA
onbnmoteka (GET /media_servers/filtered_by_tape_library_pool)
PepaktupoBaHne megunacepsepa (PATCH /media_servers/{id})
YpaneHune meanacepsepa (DELETE /media_servers/{id})
Mony4yeHune nHpopmaumnm o megmacepsepe (GET /media_servers/{id})

HeaBTopunsoBaHHble MeanacepBepsbl
YpaneHne cnucka HeaBTOpU30BaHHbIX Meanacepsepos (DELETE
/unauthorised_media_servers)
Mony4yeHne cnmcka HeaBTOPM30BaHHbIX MeguacepsepoB (GET
/unauthorised_media_servers)
YpaneHne HeaBTopu3oBaHHOro meguacepsepa (DELETE
/unauthorised_media_servers/{id})
MNMony4yeHne nHpopmaLmnm o HeaBTOpn3oBaHHOM Meguacepsepe (GET
/unauthorised_media_servers/{id})

PenosuTtopui
Mony4yeHune cnmcka obbekTos penosuntopusa (GET /repository)
YpoaneHne cnucka pesepBHbIX Konuin n3 penosntopus (DELETE
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/repository) 207
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/repository/{id}) 208
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Copep>xxnmMmoe Konuu gs rpaHynspHoOro BoOCCTaHOBNEHUA 210
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/strategy_administrators) 221
MNonyyeHune nHpopmauunm o6 agMmHucTpaTope ctpaterum (GET
/strategy_administrators/{id}) 221
HasHauyeHne agMuHUCTpaTopoB gna ctpaterun (POST
/strategy_administrators) 221
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/strategy_administrators/{id}) 222
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/global_schedule) 222
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/global_schedule) 222
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/global_schedule) 222
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/global_schedule/{id}) 225
MonyyeHne nHpopmMauum o npasune rnobanbHoro pacnucanmsa (GET

/global_schedule/{id}) 226
Ynanenue npasuna rnobanbHoro pacnmucanus (DELETE
/global_schedule/{id}) 227
CosfaHune NOMIHOM pe3epBHOM KONUK NO Npasuny rnobanbHOro pacnucaHus
(POST /global_schedule/{id}/execution) 227
Pennukauusa npasun rnobanbHOro pacnucaHus 227

Mony4yeHne cnmcka HaCTPOEHHbIX penankaumn npasua rnobanbHOro
pacnuncanus (GET /global_schedule_replication) 227
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/global_schedule_replication) 227
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pacnucanus (DELETE /new_rule_requests/decline) 230
Mony4yeHne nHPopmMaLmm 0 3anpoce KIneHTa Ha gobaBneHune npasuna
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pacnncanusa (GET /delete_rule_requests) 230
O/J,o6peH|/|e 3aripocCa KineHTa Ha yaaneHme npasuna rnobanbHoOro

pacnncanusa (POST /delete_rule_requests/approve) 231
OTKNOHEeHne 3aripoca KineHTa Ha yaaneHmne npasnna rnobanbHoOro
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8.2.9. 3agaumn 234
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XypHan onepauun KnveHTa 241
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XypHan KnMeHTCKUX onepauum 243
[MonyyeHune XypHana KIMeHTCKUxX onepauunmn no sagade (GET
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REST API

Cucrtema pesepBHOro KONMPOBaHUA U BOCCTaHOBEHNA AaHHbIX RuBackup npepgocTas-
nsaeT nosfb3oBaTesto BO3SMOXHOCTb B3aMMOAENCTBUA C aKTUBHbIM CEPBEPOM pes3epB-
HOro KonnpoBaHua nocpenctsoM HTTP-3anpocoB K ero pecypcam.

[MporpaMMHbIN UHTepdenc RuBackup peanusoBaH U OOKYMEHTUPOBAH C UCMNONb30Ba-
HMeM Swagger.

HacTosuee pykoBoACTBO ONUCbIBAeT 6a3oBble Warm ycTaHOBKW, HACTPOWKM U 3KCnnya-
Tauunm RuBackup REST API. PykoBogcTBO npefHasHayeHO AN CUCTEMHbIX agMUHU-
CTpaTopoB, OTBEYaKOLWKMX 3a conpoBoxaeHne CPK.
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1.1. 3aBUCUMOCTU rubackup-rest-api

naBa 1. CucrtemMmHble TpeboBaHuNA

Mepepn yctaHoBkon RuBackup APl ybeguTech, 4TO BbINOMHEHbI YCNOBUA AJ15 YCTAaHOBKM
(PaszBépThiBaHME):

e CKayaHbl U YCTaHOBJIEHbl BCe MakeTbl akTyanbHon Bepcum CPK, Tpebyemblie gns
rubackup-rest-api B COOTBETCTBMM C AMarpaMmMon 3aBUCMMOCTEN MakKeToB
RuBackup (cM. 3asucumocTum naketos RuBackup);

e YCTaHOBMEHbl CTOPOHHWE 3aBUCUMOCTU Bcex Tpebyembix naketoB CPK RuBackup
ANA UCnofb3yeMon onepauynoHHon cuctembl (Pasgen 1.1, Pasgen 1.2, Pasgen 1.3,
Paspen 1.4, Paspen 1.5);

e TpoBeaeHa HaCTpOVIKa OCHOBHOI'o cepBepa C nomMmoubro VIHTepaKTI/IBHOIZ YTUNUTDI
rb_init.

MoopobHee o BapuaHTax yctaHoBkM REST APl cMm. [naea 2.

[MpoBepbTe Hannumne ¢annoB-cepTudMkaToB RuBackup, KOTopble UCMOMNb3YHOTCA ANA
YCTaHOBJIEHMSA 3aLLMLLEHHOITO COeQUHEHNS.

PacnonoxeHune ceptupumkaTos B GpannoBon CUCTEME:

e /opt/rubackup/keys/server/serverCert.crt
e /opt/rubackup/keys/server/serverKey.key
e /opt/rubackup/keys/client/clientCert.crt
e /opt/rubackup/keys/client/clientKey.key

e /opt/rubackup/keys/rootCA/serverRootCACert.crt

1.1. 3aBUCMMOCTM rubackup-rest-api

Tabnvya 1. 3aBUCUMOCTH rubackup-rest-api

OnepaLluoHHana cucTeMa MakeTbl
Astra1.7 ghupg?2

wget

xauth
Astra1.8 gnupg?2

wget

xauth
CentOS 7 postgresql-libs
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REST API

OnepaylunoHHasa cucTema

Rosa Cobalt 7.3

Rosa Cobalt 7.9

Ubuntu 22.04

AnbT 10

1.2. 3aBUCUMOCTHU rubackup-server

MakeTbl

bash

gdbm

glibc

libffi

libgcc
libstdc++
libuuid
ncurses-libs
openssl-libs
postgresql-libs
readline
sqlite

zlib

bash

gdbm

glibc

libffi

libgcc
libstdc++
libuuid
ncurses-libs
openssl-libs
postgresql-libs
readline
sqlite

zlib

gnupg?2
wget
xauth

libpg5

Tabnuuya 2. 3aBUCUMOCTH rubackup-server
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OnepaylunoHHasa cucTema

Astra1.7

MakeTbl

exim4-base
exim4-config
exim4-daemon-light

gnupg?2
guile-2.2-libs
libcurl3 nnu libcurl4
libevent-2.1-6
libfribidiO

libgclc2
libgnutls-dane0
libgsasl7
libkyotocabinet16v5
libldap-2.4-2
libltdl7

liblzo2-2
libmailutilsS
libmariadb3
libntimO
libpugixml1v5
libsasl2-2
libunbound8

mailutils nnm bsd-mailx
mailutils-common
mariadb-common
mysql-common
openssl

psmisc

wget

xauth

1.2. 3aBUCUMOCTU rubackup-server
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REST API

OnepauuoHHas cucTemMa MakeTbl

Astra1.8 exim4-base
exim4-config
exim4-daemon-light
gnupg2
gsasl-common guile-3.0-libs
libcurl3 nnu libcurld
libevent-2.1-7
libgc1
libgnutls-dane0
libgnutls30
libgsasl18
libgssgluel
libidn12
libldap-2.5-0
libltdl7
libmailutils9
libmariadb3
libncurses6
libncursesw6
libntimO
libpg5
libpugixml1v5
libsasl2-2
libtinfo6
libunbound8
mailutils nnm bsd-mailx
mailutils-common
mariadb-common
mysql-common
ncurses-base
ncurses-bin
ncurses-term
openssl
psmisc
wget
xauth

CentOS 7 cyrus-sasl
mailx
openldap
pugixml

CentOS 8 cyrus-sasl
mailx
openldap
pugixml

32 13 249




OnepaylunoHHasa cucTema

Debian 12

RHEL 9

Red0S 7.3

MakeTbl

exim4-base
exim4-config
exim4-daemon-light
gnupg?2
gsasl-common
guile-3.0-libs
libcurl3 wnw libcurl4
libevent-2.1-7
libfribidiO

libgc1
libgnutls-daneO
libgnutls30
libgsasl18
libgssgluel

libidn12
libldap-2.5-0
libltdl7

libmailutils9
libmariadb3
libncurses6
libntimO

libpg5
libpugixml1v5
libpython3.11
libpython3.11-minima
libpython3.11-stdlib
libsasl2-2
libunbound8
mailutils nnu bsd-mailx
mailutils-common
mariadb-common
mysql-common
openssl

psmisc

python3.11
python3.11-minima
wget

xauth

cyrus-sasl
mailx
openldap
pugixml
s-nail

cyrus-sasl
mailx
openldap
pugixmi

1.2. 3aBUCUMOCTU rubackup-server
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REST API

OnepauuoHHas cucTemMa MakeTbl

RedOS 8 cyrus-sasl
libstdc++
mailx
openldap
pugixml

Rosa Chrome 12 cyrus-sasl
lib64db5.2
lib64ldap2.4_2
lib641tdl7
lib64mailutils9
lib64mu_auth9
lib64mu_dbm9
lib64mu_dotmail9
lib64mu_imap9
lib64mu_maildir9
lib64mu_mailer9
lib64mu_mbox9
lib64mu_pop9
lib64mu_sieve9
lib64muaux9
lib64pugixmil
lib64sasl2
mailutils
mailutils-locales
qt5-gtbase-gui

Rosa Cobalt7.3 cyrus-sasl
mailx
openldap

Rosa Cobalt 7.9 cyrus-sasl
libicu
libxkbcommon-x11
mailx
openldap
qt5-gtbase-gui
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OnepaylunoHHasa cucTema

Ubuntu 18.04

Ubuntu 20.04

MakeTbl

gnupg?
guile-2.0-libs
libcurl3 wnw libcurl4
libgcic2

libgsasl7
libkyotocabinet16v5
libldap-2.4-2

libltdl7

liblzo2-2
libmailutils5
libmysqlclient20
libnghttp2-14 libntimO
libpython2.7
libpython2.7-minimal
libpython2.7-stdlib
librtmp1

libsasl2-2

mailutils nnu bsd-mailx
mailutils-common
mysql-common
openssl

postfix

ssl-cert

wget

xauth

gnupg2
guile-2.2-libs
libcurl3 nnu libcurl4
libgclc2

libgsasl7

libidn11
libkyotocabinet16v5
libldap-2.4-2
libmailutils6
libmysqlclient21
libntimO
libpugixml1v5
libsasl2-2

mailutils nnu bsd-mailx
mailutils-common
mysql-common
openssl

postfix

ssl-cert

wget

xauth

1.2. 3aBUCUMOCTU rubackup-server
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REST API

OnepauuoHHaA cucTema

Ubuntu 22.04

AnbT 10

1.3. 3aBUCUMOCTHU rubackup-common-gui

MakeTbl

gnupg2
gsasl-common
guile-3.0-libs
libcurl3 nnu libcurld
libfribidiO

libgc1

libgsasl7

libidn12
libldap-2.5-0
libltdl7
libmailutils8
libmysqlclient21
libntimO

libpg5
libpugixml1v5
libsasl2-2
mailutils nnm bsd-mailx
mailutils-common
mysql-common
openssl

postfix

ssl-cert

wget

xauth

libldap
libsasl2-3
mailutils
pugixml
xauth

Tabnunya 3. 3aBucMMocTH rubackup-common-gui

OnepauuoHHaa cucTemMa

Astra1.7

Astra1.8

Debian 12

Rosa Chrome 12

Rosa Cobalt 7.9
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MakeTbl

ghupg?2
wget
xauth

gnupg?2
wget
xauth

gnhupg?2
wget
Xauth

qt5-gtbase-gui
libicu
libxkbcommon-x11
qt5-qgtbase-gui




OnepauuoHHaA cucTema

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

AnbT 10

MakeTbl

gnupg?2
wget
xauth
ghupg?2
wget
xauth
gnupg?2
wget
xauth

xauth

1.4. 3aBuUcuUMoOCTHU rubackup-client

Tabnvya 4. 3aBucumocTy rubackup-client

Onepaquom-laﬂ cucrtema

Astra1.7

Astra1.8

CentOS 7
CentOS 8
Debian 12

RHEL 9
Red0S 7.3
RedOS 8

Rosa Chrome 12

MakeTbl

gnupg2
openssl
parsec-base
parsec-cap
parsec-mac
wget

xauth

gnupg?
openssl
parsec-base
parsec-cap
parsec-mac
wget

xauth

qt5-qgtbase-gui
qt5-gtbase-gui

gnupg?2
openssl

wget

xauth
qt5-gtbase-qui
qt5-qgtbase-gui
libstdc++
qt5-gtbase-gui
lib64qt5gqui5
qt5-qgtbase-gui

1.4. 3aBUCUMOCTU rubackup-client
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OnepaylunoHHasa cucTema

Rosa Cobalt 7.3

Rosa Cobalt 7.9

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04
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MakeTbl

cups-libs
fontconfig
fontpackages-filesystem
glx-utils

libICE

libSM

libX11
libX11-common
libXau

libXdamage
libXext

libXfixes

libXi

libXrender
libXxf86vm

libicu

libpng

libxcb
libxshmfence
mesa-libEGL
mesa-libGL
mesa-libgbm
mesa-libglapi
qt5-qgtbase
qt5-gtbase-common
qt5-gtbase-gui
qt5-qgtbase-gui
xcb-util
xcb-util-image
xcb-util-keysyms
xcb-util-renderutil
xcb-util-wm

libicu
libxkbcommon-x11
qt5-gtbase-gui

gnupg2
openssl
wget
xauth

gnupg?2
openssl
wget
xauth

gnupg?2
openssl
wget
xauth




OnepaylunoHHasa cucTema

AnbT 10

MakeTbl

qt5-gtbase-gui
xauth

1.5. 3aBucumMmocTHU rubackup-common

Tabnunya 5. 3aBucumocTn rubackup-common

OnepauuoHHasa cucTemMa

Astra1.7

Astra1.8

Debian 12

Rosa Chrome 12

Rosa Cobalt 7.9

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

AnbT 10

MakeTbl

gnupg2
wget
xauth

gnupg2
wget
xauth

gnupg?2
wget
xauth

qt5-qgtbase-gui
libicu
libxkbcommon-x11
qt5-qgtbase-gui

gnhupg?2
wget
xauth
ghupg?2
wget
xauth
gnupg?2
wget
xauth

xauth

1.5. 3aBUCUMOCTM rubackup-common
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naBa 2. YcTaHOBKaA

o MNepea ncnonb3oBaHneM rubackup-rest-api pekomMeHOyeTCa BHECTU U3MeHe-
HUA B KOHOUrypaunoHHbIn ¢ann postgresql.conf ONd yBenMyeHua Konuye-
CTBa 3ape3epBMPOBaHHbIX MOAKIKOUYEHUA Cyrnepnosb3oBaTend, Hanpumep,
KOMaHa0u:

nano /etc/postgresql/<Homep Bepcum>/main/postgresql.conf

roe <Homep Bepcuu> — 3TO HOMep Bepcun PostgreSQL.

Heob6xoaAMMO BbICTaBUTb 3HAYEHME:

superuser_reserved_connections = 50

OncTtpubyTtme RuBackup REST API nocTaBnsaetca B Buage deb n rpm-nakeTtos. 18 pas-
HbIX OUCTPUOYTMBOB Linux, MO MPUYMHE UX OTIINYUA JPYr OT Apyra, NpeayCMOTPEHbI
creynanbHO NogrotoBeHHble NakeTbl RuBackup.

B 3aBUCKMMOCTM OT TuMa UCMNOJSIb3YEMOro NMakeTHOro MeHegXXepa B BalleM AUCTPUOY-
TmBe Linux, npouefypa YCTaHOBKWM W YyAaNeHUs MakeToB MOXET MWCMNoNb3oBaTb
KomMaHAabl dpkg, rpm, apt, yum 1 np. B HacToALweM pyKOBOACTBE npoLeaypbl yCTaHOBKU
onucaHbl 4519 NakeTHOro MeHepgXkepa, KoTopbin onepupyeT naketamu deb. Hanpumep,
KOMaHOa yCTaHOBKM NakeTa B onepaumoHHon cncteme Ubuntu 20.04 BbirnaguTt cnegy-
FOLKMM obpasom:

sudo dpkg -i rubackup-rest-api.deb

Ona yctaHoBkn APl B OC ¢ nakeTHbIM MeHeLXXepOM, KOTOPbIN onepupyeT rpm-nake-
TamMu, BMECTO BbllLieyKa3aHHOW KOMaHAbl criefyeT BbIMNOSHUTb KOMaHAY:

sudo rpm -i rubackup-rest-api.rpm

[Mpouenypbl yoaneHnUs nakeToB B HAcTOsALWEM PYKOBOACTBE OMuUcaHbl A MaKeTHOro
MeHe[)Xepa, KOTopbl onepupyeT nakeTtamu deb. Hanpumep, npouegnypa yaaneHus
naketa RuBackup API Bbirnagut cnegyrowmm obpasom:

sudo apt remove rubackup-rest-api
Ona ypaneHns RuBackup API B onepauVOHHON CUCTEME C MaKeTHbIM MeEHeXepowm,
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2.1. YCTaHOBKa Ha Bble/1eHHbIN XOCT

KOTOPpbIM onepupyeT rpm nakeTamMun, BMECTO BbllleykKa3aHHOM KOMaHAbl crepyeTt
BbIMNOJIHUTb:

sudo yum remove rubackup-rest-api
nméo:
sudo rpm -e rubackup-rest-api

HekoTopble onepauyuoHHble cucTeMbl, Hanpumep Alt Linux, MCNosb3ytOT MaKeTHY
CUCTEMY rpm, HO BMECTO yum MCMonb3ykoT apt. lNepen yCTaHOBKOM WU yaaneHnem
naketa RuBackup REST API cnefyeT yTOYHUTb, Kakne KoMaHgbl HE0OBX04MMO MUCMOJb-
30BaTb 414 Bawero guctpubyTmea Linux.

Ona vHctannsaumm RuBackup APl ycTaHoBuTe nakeT rubackup-rest-api komaHgom:
sudo dpkg -i rubackup-rest-api.deb

Mma ¢anna nakeTa MOXET OT/INYaTbCH B 3aBUCUMOCTU OT C60pKVI.

[Nocne ycTaHOBKW nakeTa Bbl MOXeTe cpasy 3anycTuTb npouecc RuBackup API, ecnny
Bac y>e onpegenéH FQDN ona xocTa 1 OH ABHO yKasaH B ¢panne /etc/hosts.

2.1. YcTaHOBKa Ha BblfjeJIeHHbIN XOCT

Mepepn vHcTannsauuen RuBackup APl ybeguTecb, YTO BbIMOSIHEHbI BCE OENCTBUA OIS
ycTtaHoBkM CPK RuBackup cornacHo foKyMeHTy «PyKoBOACTBO MO YCTaHOBKe cepBe-
POB Pe3epPBHOIro KOMMPOBaHMA N LINUX-KJIMEHTOBY:

e CKayaHbl N yCTaHOBJIEHbl BCe NakeTbl akTyanbHon Bepcun CPK, Tpebyemble ans
rubackup-rest-api B COOTBETCTBMW C AnarpamMmon 3aBUCUMOCTeEN (CM. 3aBnCUMO-
cTu naketos RuBackup). NMpoBognTb HACTPOMKY C MOMOLLBIO YTUAUTbLI rb_init He
HY>XHO;

e CYLLECTBYeT XOCT C YCTaAHOBJ/IEHHbIM, HAaCTPOEHHbIM W 3anyLeHHbIM OCHOBHbIM cep-
BepoM rubackup;

e CyLLecTBYeT XOCT ¢ 6a3om gaHHbIX rubackup.

Ona uHctannaumm RuBackup API ycTaHoBUTe nakeT rubackup-rest-api, Hanpumep,
KOMaHO,0M:

sudo dpkg -i rubackup-rest-api.deb
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REST API

o NMsa ¢panna nakeTa MOXeT OT/iM4aTbCA B 3aBUCMMOCTWN OT COOPKMU.
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naBa 3. HacTponkKa nepeMeHHbIX OKPYXXeHUS

HacTtponka RuBackup APl ocyuiecTBnseTcs nonb3oBaTesnieM Npv NoMoLwm n3mMeHeHus
NnepeMeHHbIX OKPYXXeHUs.

Ona RuBackup APl paHHble U3 KoOHourypaumoHHoro d¢anna RuBackup
(/opt/rubackup/etc/config.file) He NCMONbL3YHOTCA.

Huxxe npefcraBneH nepeyvyeHb NepeMeHHbIX OKPYXEHUA OOCTYMHbIX A9 U3MEHEHUS U3
¢anna /opt/rubackup/etc/rubackup_api.env:

Tabnuya 6. NepeMeHHbIe OKPY>XEHUS

Umsa nepemeH- OnucaHue Bo3MoOXHbIe
HOM 3HauyeHus
APP_HOST Xenaembiin IP-agpec nnn FQDN, koTopbin 6yaeT ncnonblosatbes IP/FQDN

Kak yacTb agpeca cepsepa API. (localhost)

Ecnun IP-agpec vnn FQDN ykasaH HEKOPPEKTHO, TO Mpwu 3anycke
RuBackup APl He 6yayT 3anucbiBaTbCcsA access_token u
refresh_token B cookies.

APP_PORT XXenaembin NOpPT, KOTOPbLIN BYAEeT NCNOMb30BaTLCA Kak YacTb MopT (5656)
agpeca cepsepa API
DB_HOST IP unn FQDN cepBepa PostgreSQL ¢ 6a3om gaHHbix RuBackup IP/FQDN
(localhost)
DB_PORT MopT cepBepa PostgreSQL ¢ 6a3on gaHHbIX RuBackup MopT (5432)
RB_SERVER_HOST [P unu FQDN ocHoBHoro cepsepa RuBackup IP/FQDN

(localhost)

DEBUG PeXnM pacLUMpPeHHOro orMpoBaHus true, false

YKaszaHHble NepeMeHHble MoryT ObITb NnPpUMeHeHbl NOKasIbHO C NOMOLbIO export:

export APP_HOST=api.rubackup.local

[Monb3oBaTeNnb MOXET 3adpUKCUPOBATb 3HAYEHUA NEPEMEHHbIX r10banbHO, ONnncas UX B
¢anne /opt/rubackup/etc/rubackup_api.env.

lpumep 1. 3agaHne nepeMeHHbIX OKPYXXeHUA B rubackup_api.env

APP_HOST=localhost
APP_PORT=5656
DB_HOST=1localhost
DB_PORT=5432
RB_SERVER_HOST=localhost
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DEBUG=False

3anyck Swagger n Tucana 6ygeT npousBeféH no agpecy, ykasaHHOMY B rnapameTpe
APP_HOST .

Y106bI 3anycK 6bln NponsBeaeH No LOMEHHOMY UMEHU, LOCTATOYHO yKasaTb ero:
APP_HOST=api.rubackup.local

ToT »xe FQDN pgoskeH 6bITb yKasaH /etc/hosts.

[nAa 3anycka yepes localhost MOXHO OCTaBUTb NapamMeTpbl N0 YMOSTYAHUIO:

APP_HOST=1localhost

[nAa 3anycka yepes IP-agpec Hy>HO ykasaTb IP-agpec xocTa:

APP_HOST=10.177.33.100

3.1. HacTpoika Ha Bbifie/IeHHOM XOCTe

hna RuBackup  API n3 KoHUrypaumoHHoro  ¢awnna RuBackup
(/opt/rubackup/etc/config.file) AaHHbIE HE UCMONb3YIOTCA.

Huxxe npefcraBneH nepeyvyeHb NepeMeHHbIX OKPYXEeHUA OOCTYMHbIX A9 U3MEHEHUS U3
¢danna /opt/rubackup/etc/rubackup_api.env:

Tabnuya 7. [lepemMeHHble OKpYXeHUs

Ums nepemeH- OnucaHue Bo3MoO)XHbIe
HOW 3HauyeHuna
APP_HOST Xenaembin IP-agpec nnm FQDN, koTopbin 6yaeT ucnonbsosatbcsa IP/FQDN

KaK YacTb agpeca cepsepa API. (localhost)

Ecnun IP-agpec vnn FQDN ykasaH HEKOpPpPeKTHO, TO MNpu 3anycke
RuBackup APl He ©6ygyT 3anucbiBaTbCcA access_token u
refresh_token B cookies.
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3.1. HacTpoiika Ha BblgeneHHOM XOCTe

Uma nepemeH- OnucaHue Bo3Mo)XHbIe

HOWM 3HayeHuna

APP_PORT XXenaembi NOPT, KOTOPbLIN ByAEeT NCNOMb30BaTLCA Kak YacTb MopT (5656)

agpeca cepsepa API

DB_HOST IP unn FQDN cepBepa PostgreSQL ¢ 6a3om gaHHbix RuBackup IP/FQDN
(localhost)

DB_PORT MopT cepBepa PostgreSQL ¢ 6a3on gaHHbIX RuBackup MopT (5432)

RB_SERVER_HOST IP unn FQDN ocHoBHoro cepsepa RuBackup IP/FQDN

(localhost)

DEBUG PeXnM pacLUMpPeHHOro NormpoBaHus true, false

YKasaHHble NepeMeHHble MoryT ObITb nPpUMeHeHbl NOKaslbHO C NOMOLWbIO export:

export APP_HOST=api.rubackup.local

Y nonb3oBaTtena eCTb BO3MOXHOCTb 3aPUKCUPOBaTb 3HAYEHUA OMUCAHHbIX MepeMeH-
HbIX, onnucae nx B ¢panne .bashrc.

lpumep 2. ®amn .bashrc

# RuBackup API Settings
export APP_HOST=192.168.10.11
export APP_PORT=5655

export DB_HOST=localhost
export DB_PORT=5432

Mocne aTtoro HeobxogMmMo nepe3arpysnTb nepemMeHHble OKPY>XEeHUA:

. ~/.bashrc

[na 3anycka Swagger u Tucana Ha BblgeNEHHOM XOCTe B ¢ansi NepeMeHHbIX OKpyXe-
HUA /opt/rubackup/etc/rubackup_api.env HYXHO YCTaHOBUTb cnepyrowue napa-
MeTpbl:

APP_HOST= # IP wnm FQDN xocTa, Ha KOTOpPOM yCTaHOBJIeH M 6yneT 3anyuweH rest-api
APP_PORT=5656

DB_HOST= # IP unu FQDN xocTa c 6a3oi gaHHbIX

DB_PORT=5432

RB_SERVER_HOST= # IP wunu FQDN xocTa ocHOBHOro cepBepa rubackup

45 n3 249




REST API

naBa 4. HacTpouka XypHanupoBaHUs

Ona obecrneyeHns rMbKoCTM npoLecca XYypHannpoBaHUA OENCTBUA cepBepa npeay-
CMOTPEH creunanbHbin  KOHPUrypauUMOHHbIM  dann, PacnofiIOXEHHbIN MO NyTU
/opt/rubackup/etc/rubackup_api_logger.conf. Jlor-¢annbl pacrnonaratoTca B gUpeK-
TOopuM No NyTUn /opt/rubackup/logs/rubackup-api.

4.1. Jlorrepbl

B KoHPUrypaumoHHoM panne NnpucyTCcTByeT YeTblpe Tuna fIorrepos:

Tabnuya 8. Turbl norrepos

logger_root norrep, oT KOTOPOro AOMXKHbI Hace[oBaTbCs BCe ocTasbHble. [1o ymonya-
HWIO 3anmMcbiBaeT coobLieHunst ypoBHs Info u Bbiwe

logger_rb_api norupyet obuime oWwnokn n nHGopmMaLunoHHble coobueHnsa no APIL. Mo ymorn-
YaHUMIO 3anucbiBaeT coobLeHna ypoBHs Info 1 Bbiwe. BegéTt 3anncb B KOH-
COJib 1 B dann

logger_rb_access NornpyeT MHUMAEHTbI, CBA3aHHble C aBTopusaumnen. 1o yMonyaHuo 3anuchbl-
BaeT coobueHnsa ypoBHS Info n Bbiwe. BeaéT 3anmcb B KOHCONb 1 B dann

logger_tornado norupyet owWnbKn web-cepsepa Tornado. Mo yMonyaHuio 3anucbiBaeT
coobLweHns ypoBHSA Info 1 Bbilwe. BegéT 3anuck B KOHCOMb 1 B dann

4.2. XaHpgnepbl

[na Kaxgoro norrepa B KOHOUrypaumMoHHOM danne NpUcyTCTBYHOT X3HANEPbI, B KOTO-
PbIX HaNnMcaHo, Kak 1 Kakue ownobku obpabaTbiBaTb N Kyga NX 3anucbiBaThb.

Bcero ectb Tpu xaHaepa:

Tabnuya 9. Tunsl 10rrepoB

handler_file nepexeaTbiBaeT coobLieHnn ypoBHSA Info, 3anncbiBaeT nx B
/opt/rubackup/log/rubackup_api/access/rubackup-api.log, NpUMEHSAET
onpefenéHHoe popmaTmpoBaHme. Takxe nocne 00:00 co3gaéT HoBbIN dann
Ons 3anucu noros. KonnyecTBo ¢anioB XypHana He npesblwaeT 15

handler_console nepexeaTbiBaeT coobLieHns ypoBHs Info, npumeHseT onpenenéHHoe dop-
MaTUpPOBaHUE M BbIBOAUT NX B KOHCOJb

handler_access nepexsaTbiBaeT coobLieHns ypoBHSA Info, npumeHseT onpenenéHHoe dop-
MaTupoBaHue, 3anncbiBaeT UHLNAEHTbI, CBA3aHHbIE C JOCTYMNOM, B
/opt/rubackup/log/rubackup_api/access/rubackup-api.access.log. Tak-
e nocne 00:00 co3gaéTt HoBbIM dann ana 3anucu noros. KonnuecTtso dai-
JI0B XYypHara He npesbiwaeT 15

4.3. bopmaTepbl

OnucbiBatoT popmaT, B KOTOPOM HYXXHO 3anucbiBaTb n/vnn OTO6pa)KaTb coobueHns B
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4.3. dopmaTepbl

danne n/unmn KoHconu.

JononHUTENbHYO MHOOPMaUMIO MO XYPHaNUPOBaHUIO MOXHO HaWTU MO CCblfKe
https://docs.python.org/3/library/logging.config.html#configuration-file-format
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naBa 5. 3anyckK u ocTaHOBKa cepBuca

[Mocne yCcTaHOBKM nakeTa U HAaCTPOMKN NEPEMEHHbIX OKPYXEHUA MOXHO MPOU3BOAUTb
3anyck RuBackup API.

CepBep RuBackup API npegcTtaBnsieT cobomn GpoHOBOE NPUMIOXEHNE (CEPBUC, OEMOH).

PacrionoxxeHne ncrnosHAemMoro ¢anna

/opt/rubackup/bin/rubackup_api

3aI'IyCK B TepMWHasIbHOM peXxnme

rubackup_api --start

OcTaHoBKa B TepMUHaslbHOM pexxume

rubackup_api --stop

lMepesarpyska B TEPMUHATbLHOM PEXUME

rubackup_api --restart

Ona wraTtHon akcnnyaTaunm RuBackup APl pekomMeHayeTCcs 3anyCTUTb €ro Kak cepBuC.
[1na aToro BbINOMHUTE cnegyrowmne oENCTBUA:

1. 3anycTtute cepsuc RuBackup API:
systemctl start rubackup_api.service
2. MposepbTe cTtatyc RuBackup API:

systemctl status rubackup_api.service

rubackup_api.service - RuBackup API

Loaded: loaded (/etc/systemd/system/rubackup_api.service; enabled; vendor
preset: enabled)

Active: active (running) since Tue 2024-05-07 22:06:24 MSK; 24min ago
Main PID: 69213 (rubackup_api)

Tasks: 2 (limit: 9430)

Memory: 61.6M

CGroup: /system.slice/rubackup_api.service
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69213 /bin/sh /opt/rubackup/bin/rubackup_api --start

69214 /opt/rubackup/lib/rubackup_rest_api_lib/rubackup_api.bin --start
Maa 07 22:06:24 rb-primary systemd[1]: Started RuBackup API.
mMas 07 22:06:25 rb-primary rubackup_api[69214]: RuBackup API Logger
initializing
mMas 07 22:06:26 rb-primary rubackup_api[69214]: 2024-85-07 22:06:26,066 -
[WARNING] - 'The rubackup database has not been initialized. Please
authenticate'
mMas 07 22:06:26 rb-primary rubackup_api[69214]: 2024-085-07 22:06:26,070 -
[INFO] - 'RuBackup REST API is running on
[https://rubackup.api.local:5656/[https://rubackup.api.local:5656]]"

CoobuweHne 'The rubackup database has not been initialized. Please
authenticate' apnaeTca npenynpexaeHnemM nonb3oBaTena 0 Heobxoanmo-
CTWU MPONTU ayTeHTuodmkaumo xoTsa 6bl oAMH pas gna NpoLoIKEHUNA
paboTbl C cepBUCOM. [1n8 NPOXOXAEHNA ayTEHTUPUKALIMM BOCMOMb3YNTECH
meTtonom POST /auth/login Hanpamyro unam Tucana.

3. BkmounTe cepsuc RuBackup API:

systemctl enable rubackup_api.service
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naBa 6. ToKkeHbl U ayTeHTUDUKaLUA

6.1. BbinNnyCK TOKEHOB

[Mepen TeM Kak Nonb3oBaTeflb CMOXET 00paTUTbCA K pecypcamM cepsepa RuBackup, oH
AOMKEH NPONTU ayTeHTUPUKaUMKO W MNOSIYYMTb TOKEHbl [OCTyna: access_token,
refresh_token 1 csrf_token.

CreHepupoBaHHbIn access_token byaeT gencTeoBaTb B TeYEHME 15 MUHYT C MOMEHTaA
nonyyenus, refresh_token — 24 yaca ¢ MOMEHTa nonyyeHus, csrf_token gencrteyert
[0 nepesarpysku cepsuca rubackup_api.

[To nctevyeHUM cCpoka XU3HW access_token ero MOXHO NepeBbINYCTUTb C MOMOLLbHO
refresh_token. ECnn nctek cpok xusHu refresh_token, HEOOXOOUMO MEPEBLINYCTUTL
HOBYIO Napy TOKEHOB C NMOMOLLbO NOrnMHa 1 napons. fllocne nepesanycka rubackup_api
TakXXe HeobXxoAMMO MepeBbiNyCTUTb HOBYKO Mapy TOKEHOB C MMOMOLbK JlIOrMHA W
napons.

6.1.1. BbinyCcK TOKEHOB B 6pay3epe
1. Mepengnte no agpecy https://<app_host>:<app_port>/api/v1/ (PucyHok 1):

Q  htty api.local:565

RuBackup API®®

[ Base URL: /api/vl ]

apifvl/swagger.jsor

A RuBackup REST APl documentation

Auth Authorization endpoints A
Administrators some description for namespace ~
PucyHok 1. BHewHun Bug Swagger

1. Mepengnte Ha BkNagky «Auth» n BbibepuTte aHONOUMHT /auth/login.

2. Haxxmute kHonky «Try it out», 3anonHuTe payload akTyanbHbIMW OaHHBIMU W
HaxmuTe «Execute» (PucyHok 2):
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6.1. BblinyCK TOKEHOB

Auth Authorization endpoints e
Jauth/legin ~a
Endpoint description
Possible authentication types:
= domain;
* database.
Parameters Cancel |
Name Description
ayload * =
opb]');{( Edit Value | Model
{body)
“rubackup_ datahase “rubackup”,
"rubackup user" ruha{ up”,
"password” st1n912345‘1"
"auth_type": "database"”,
“domain”: "rubackup”
0,

el

Parameter content type

[ application/json ~ ]

PucyHok 2. 3anonHeHue payload aBTopu3aLNOHHbIMI AaHHbIMK

B pesynbTaTe npofenaHHbix ornepauunn 6ygyT nonyyeHbl access_token, refresh_token

n csrf_token, a Takxe conyTcTByrowasa nHbopmaymsa o nonb3oBaTene npolelem
aBTopusaumo (PrcyHok 3). TakxXe cepBUC aBTOMaTUYECKN padMecTUT access_token U

refresh_token B cookie-gpannax.

Request URL

Server response

Code Details.

2 cumented Respanse body

A101JKV1QiLCIhbGei0iIUZIINLIS . eyImcmVzaCl6ZmFsc2Us ImLhdCIGMT czMzkyNDAYMiwi joiMjhkN2E4Z ] EtMGOX0SOONT jNGY tMzQyNmE2MmY xNG) j T iwidHIwWZSI6InFjY2V
ZOTIEMDIyLC]jc 3J|\I_](-1MTDJ mYx0TgtYzY3ZSOOMDk4LWEIMDItYmVi0GExNGH WhwIjoxNzMz0TIEOTIyLCImYWlpbHki0L]pbGxLdHIxcGRj cXZwemtnIng . uBKk

i
"data": {
"access_token”
2cyIsInN1YiT6In]1YmFja3VwliwibmInIjoxh
_Gzl B‘PJ WLTyNIM9. ‘H)D.ﬂ.(tﬂﬂm nl!'fmnlBK‘M ].lh‘
"csrf_token™: "148ffL9
"last_fail 1o

¥ ZYtM20wZG16ZDQ5Y2IxIiwidHlWZSI6InILZn

“refresh_token eJ]Be 101 1 1LCth6(101J]U TINiY eyImenVzaCI62ZnF Lhd CIGMT czMz! kyHDnyHmuanIJn1NNUﬂZmJangt;]\l’hHwHHZMLI
mF takx51joiakxsZXRycXEKY3F2cHprZyla. 22

0ilydWIhY. T6MT czMzkyNDAYMiwiY. 1 161] EBOGZnMTk4LNMZNZUNDASOCLhNZAYLWILY jhhMTR ] N2RuNC IS ImV4cCIGMTczNDAXMDOYMin:
TBHkAHng_nD] Engb\'F"EbHPf "

rul:a(kup server address™: "18
"user_name”: "rubackup”

1 )
errors

_Errol

"message’

Response headers

access-control-allow-credentials: true
access-control-allow-origin: htt /18

content-length:
content-type: application/json
server: TornadoServer/6.

vary: Origin

PucyHok 3. OTBeT cepBepa C BbiMNyLeHHbIMM TOKEHaMW

o 06 aBTOpU3aLUKM Yepes auth_type: domain — B Paszpgen 6.5.
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6.1.2. BbinyCK TOKEHOB B KOMaHAHOMN CTPOKeE

YT06bl NPOM3BECTN BbINYCK Napbl TOKEHOB Yepes3 TepMuHan, HeobxoaAnMMo OTNPaBUTb
POST-3anpoc ¢ NOMOLWbKO KOHCOSIbHOW YTUNNTbI curl unv mobbiM Apyrum yaobHbIM
cnocoboMm. B gaHHOM npumMepe ncnonbsyetcsa curl:

curl -k -X POST 'https://api.rubackup.local:5656/api/v1/auth/login' \ @ ® ©
-H 'accept: application/json' \ @
-H 'Content-Type: application/json' \ @
-d ' {
"rubackup_database": "rubackup", \ ©
"rubackup_user": "rubackup", \ @
"password": "Testing12345", \ @
"auth_type": "database", \ @
"domain": "rubackup" ©

~

https://api.rubackup.local — agpec, roe 3anyweH rubackup_api

5656 - MOPT, KOTOPbIN ByAeT NCNOMb30BaTbCA KaK YacTb agpeca cepsepa API
/api/v1/auth/login — nNyTb A0 3anpoca Ha aBTopuU3aLuto

-H <argument> - 3Ha4YeHWA, NepegaBaemMble B 3arosioBkax

rubackup_database — nmMA cny>xebHomn 6asbl JaHHbIX

rubackup_user — MUMSA cynepnofib3oBaTens

password — napoJib cyrnepnosibaoBaTens

auth_type — Tun ayTeHTUOMKaunm (6asa gaHHbIX UM KOHTPOJIEP AOMEHA)

(ool o~ N )

domain — OOMEH AJ19 aBTOpU3aL M Yepes KOHTpoNnep AoOMeHa

PesynbTaT BepHETCA B popmaTe JSON:

"data": {

"access_token":
"eyJOeXAi0iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJmcmVzaCI6ZmFsc2UsImlhdCI6MTcxNTET10Dc
2MCwianRpIjoiNThjZjQ5MDAtZjESNi000TZ1LThkZjQtMThmZ j1hY2M3Y2QxIiwidH1IwZSI6ImF j
Y2VzcyIsInN1YiI6InJ1YmFja3VwIiwibmJmIjoxNzETMTU4NzYwLCJjc3JmIjoiNGM4YzMONTctN
DAWNSOOYZzZil Tk2MWMtMGMTMDUSNjcxZTA2IiwiZXhwIjoxNzETMTUSNjYwLCJmYW1pbHkiOiJ4cn
ByeHR3ZHJyZ3FsamN4In0.VK5K6v-0_NxSx42bUSdEMIQAYYzxn-GTxmbjhxXjYSs",

"csrf_token": "4c8c3457-4005-4c6b-961c-0c5059671e06",

"csrf_token": "148ff198-c67e-4098-a702-beb8al14c7df4",

"last_fail_login": "2024-12-11T17:39:43.564638",

"last_success_login": "2024-12-11T17:40:07.036618",

"package_version": "<Bepcusa nakeTtoB>",

52 n3 249




6.1. Bbinyck TokeHOB

"refresh_token":
"eyJBeXA10iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJmecmVzaCI6ZmFsc2UsImlhdCI6MTCcXNTET10DC
2MCwianRpIjoiOTUzZjAXZWYtMTM4Z2100Y2ZhLTg40DItNGIONWQON2YXM2I2TiwidH1wZSI6InJ1
ZnJ1c2gilCJzdWIi0iJydWJhY2t1cCIsIm5iZiI6MTcxNTE10Dc2MCwiY3NyZiI6IjRjOGMzNDU3L
TQWMDUtNGM2Yi05NjFjLTBjNTATOTY3MWUWNLIIsImVAcCI6MTCXNTIONTE2MCwiZmFtaWx5IjoieH
Jwecnh@d2RycmdxbGpjeCJ9.7TmdIOCmm4knApNINDoYJuJIYdR1zuucT1hS-1c4Y8Ws",

"role": [
"superuser"
1,
"rubackup_server_address": "10.177.xx.xxx",
"user_name": "rubackup"

}l

“errors”": {},
"is_error": false,
"message" :

Ecnu Heobxogmmo nonyuntb ewe n access_token un refresh_token ns cookies, 1o curl
cnepyet nepepaTtb onuuo --cookie-jar -, HanpumMep:

curl -k --cookie-jar - -X POST
"https://api.rubackup.local:5656/api/v1/auth/login' \ @
-H 'accept: application/json' \
-H 'Content-Type: application/json' \

-d '{
"rubackup_database": "rubackup", \
"rubackup_user": "rubackup", \

"password": "Testing12345", \
"auth_type": "database", \
"domain”: "rubackup"

}l
@ [o6asneHa onuusa --cookie-jar -

C aTowm onuymen K BbiBOAY A0b6aBUTCA cneayrowan MHpopmaumns:

#HttpOnly.rubackup.local FALSE / TRUE @ refresh_token_cookie
eyJOeXA1i0iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJdmcmVzaCI6ZmFsc2UsImlhdCI6MTcxNTE2MDUZ
NywianRpIjoiYzM4MTEON2YtNDIOMSOBOY2NjLT1hZjYtNDcwODAXMWFmMOTRjIiwidH1wZSI6InJ1Z
nJ1c2gilCJzdWIiOiJydWJhY2t1cCIsIm5iZiI6MTcxXNTE2MDUzNywiY3NyZiI6IjRjOGMzNDUSLT
QwMDUtNGM2Yi05NjFjLTBjNTATOTY3MWUWNLIISImV4A4cCI6MTCcXNTIONjkzNywiZmFtaWx5IjoieXR
gemR4dG1xd212bHlyayJ9.g@aFkoob7jAwZ5Bv6FzbOP03_Q6y-vBpASqXXk19tyw

#HttpOnly.rubackup.local FALSE / TRUE © access_token_cookie
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eyJOeXAi0iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJmcmVzaCI6ZmFsc2UsImlhdCI6MTcxNTE2MDUZ
NywianRpIjoiODhmNDION2QtNjJ1MyB0ZjFjLTk4NzgtNDY40TM2YjRINTImIiwidHIwZSI6ImFjY
2VzcyIsInN1YiI6InJ1YmFja3VwIiwibmJmIjoxNzETMTYWNTM3LCJjc3JmIjoiNGM4YzMONTCctND
AWNSOOYZzZil Tk2MWMtMGM1TMDUSNjcxZTA2IiwiZXhwIjoxNzETMTYXNDM3LCJmYW1pbHki0iJ5dGp
6ZHhBbXF3bXZseXJrIn@.nj-UbudgyYqGmopRpK9du9gPazZcn_jO_5yhpBA5SDLw8

6.2. O6HOBNIEHMEe TOKEeHOB

6.2.1. O6HOBNEHNE TOKEHOB B 6pay3epe

1. Mepengnte no agpecy https://<app_host>:<app_port>/api/vi/.

2. MepenanTe Ha BkNagky «Auth» n BblbepuTe aHOMNONHT /auth/refresh (PucyHok 4):

Auth authorization endpoaints ~
|m /auth/login v B |
I /auth/logout - l
m /auth/refresh /\l ]

Name Description

Authorization-
Access-Token Put access token with prefix ‘Bearer * in value of Authorization-Access-Token header

string
(header)

Authorization
string Put refresh token with prefix 'Bearer ' in value of Authorization header

(header)

Responses Response content type | application/json ~

PucyHok 4. QHQNOUHT /auth/refresh

1. HaxxmnTe kHonky «Try it out». Ecnn aBTopusayma 6bina NnponaeHa B 3TOM Xe 6pay-
3epe n access_token N refresh_token Bce ewWé HaXOAATCHA B COOKie, TO HaXXMuUTe
KHOMKY «Execute». B MHOM cnyyae ABHO YKaXXuUTe TOKeHbl C NpeduKCoM Bearer OnA
napameTpoB Authorization-Access-Token U Authorization (PucyHok 5).
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Auth Authorization endpodnts L
[ POST fauth/legin V] &
|m fauth/logout v i |

fauth/ permiss ions Curmentusers permissions o ﬁ
POST fauth/refresh ~ B
Parameters Cancel |
Name Description
Authorizat = = —
Access- Put access token with prefix "Bearer " in value of Authorization-Access-Token header
Token
string

Bearer eyJ0eXAQIJKY1QILCIhbGeiOilluzl

(header}
Authorizatio

string Put refresh token with prefix "Bearer " in value of Authorization header
(header}

Bearer eyJ0eXAIQIJKY1QILCIhbGeiOlJIUzl

PucyHok 5. 3anonHeHue nonen asTopusaymm

B pesynbTaTe npogenaHHbix onepauunn Bam BepHETCSH NepeBbInyLWeHHbIN access_token,
nepesbinyw,eHHble refresh_token M csrf_token, a TakXe conyTcTByrOWas nHPopma-
LMSa O Nofb3oBaTesie npolweawemM asTopusaumnto (PrcyHok 6). Takxxe cepBuc aBToMa-
TUYECKU PasMecTUT MepeBbInyLLeHHbIe access_token U refresh_token B cookie-¢an-
nax.

auth/refresh’ \

9-aaba- 1eSb6959bdef’

Server response

Code Details

2 cunented Respanse body

“data": {
"access_token": 'EyJErX&lDlJK‘JlQlLCJhbG(101]IU¢.IINJ.J9 eyJnc mU.a(]FZmF:(EU:ImlthIbHT(yH]IﬁHDHZNS-laanI](llZIJOnHTHdZGOtHIHQZCEGNDhth‘IVNDLItNJEl\’TH‘HTFlITR]ImJ.dH'LquIbImF]‘F.”J
2cyIsInN1YiT6In]1YmF iwiby
cfuCy rHQLer)'qAH

5 yNj
i ¥211cCIsIm5iZil6M JH]IOHDM‘Hhul\'-HleIh]JﬁEOT(-NDE.mLWFJ H]UtHDgLDblmll‘hLTFwquuTuSVle IlhImN(EIﬁHI(yH]MyH](ZM.r-umFtaNlSI] (IIDZ.LI'IIth(WRu(IlpE“ﬂa\’S]“ 51
b&rHI:Smdmn\:ful:quMW(HBlmzf "

peruser”

ubackup_ server. address” "15-".

"user_name": "rubackup"

Response headars

access-control-allow-credentials: true
access-control-allow-origin: https://18.177.33.245:5656
content-length: 1882

content-type: application/json
server: TornadoServer/6.2
vary: Origin

PucyHok 6. OTBeT C nepesbinyweHHbIMN TOKEHAMM

6.2.2. O6HOBNIEHNE TOKEHOB B TEpMUHae

YTo6bl NPON3BECTM NEPEBDLINYCK Napbl TOKEHOB Yepes TepMUHas, HeobxogmMmMo oTrnpa-
BUTb POST-3anpoc ¢ NOMOLLbIO KOHCONbHOW YTUNUTbLI curl unu nobbIM gpyrum yoob-
HbIM cnocoboM. B flaHHOM npuMepe ucnonbayeTcs curl:
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curl -k -X POST 'https://api.rubackup.local:5656/api/v1/auth/refresh’ \ @ @

-H 'accept: application/json' \ @
-H 'Authorization-Access-Token: Bearer <access_token>' \ @ @
-H 'Authorization: Bearer <refresh_token>' @ @

0 https://api.rubackup.local — agpec, roe 3anyweH rubackup_api

@) 5656 - NOPT, KOTOPLIV ByAET CNONb30BaTLCA Kak YacTb aapeca cepsepa API
6 /api/v1/auth/refresh — nyTb [0 3anpoca Ha 0bHOBNEHNE TOKEHA

@) -H <argument> - 3HAaYEHWs, NepefaBaeMble B 3arofloBKax

@ Authorization-Access-Token — 3HayeHWe MOJSlYYEHHOrO MNpW  aBTOPU3aLUM
access_token c npepumKcomM Bearer

(@ Authorization — 3HauyeHWe nosyyeHHoro npu asTopusauum refresh_token c npe-
dnKCOM Bearer

PesynbTaT BepHeETCA B popmaTe JSON:

"data": {

"access_token":
"eyJBeXAi0iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJdmecmVzaCI6ZmFsc2UsIm1lhdCI6MTcxNTE2M A
wOSwianRpIjoiODh1ZDcwYzUtM2Y4Yi00MDVMLWJIMjMtYZzcwNTA3YZASMMViIiwidHIwZSI6ImF j
Y2VzcyIsInN1YiI6InJ1YmFja3VwIiwibmJmIjoxNzETMTYyMDASLCJjc3JmIjoiNGM4YZzMONTctN
DAWNSOOYZzZil Tk2MWMtMGMTMDUSNjcxZTA2TiwiZXhwIjoxNzETMTYyOTA5SLCJImYW1pbHki0iJ1leX
h1Y250cWVja29ma2p0In®.XHppz9B-eYoEcxZAwcT-nbXKnu8rC_kXIMRWIU4gZXc",

"csrf_token": "4c8c3457-4005-4c6b-961c-0c5059671e06",

"package_version": "<version>",

"refresh_token":
"eyJ0eXAi0iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJmcmVzaCI6ZmFsc2UsImlhdCI6MTCcXNTE2MjA
wOSwianRpIjoiOGN1YmY4NGMtOTM4MSOOYT1hLWETOGItNmU4ZDM30TgxMTIOIiwidH1wZSI6InJ1
ZnJ1lc2gilCJzdWIi0iJydWJhY2t1cCIsIm5iZiI6MTCcXNTE2MjAWOSWiY3NyZiI6IjRjOGMzNDU3L
TQWMDUtNGM2Yi@5NjFjLTBjNTATOTY3MWUWNIISImV4cCI6MTcXxNTIOODM3MCwiZmFtaWx5IjoizX
14dWNudHF1Y2tvZmtqdCJ9.H_TPOn-CF70bYUKa5AP4U10MsiPEnzy5foxTZXHi0dE",

"role": [
"superuser"
0
"rubackup_server_address": "10.177.xx.xxx",
"user_name": "rubackup"

}
"errors": {},
"is_error": false,

"message" :
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Ecnu Heobxogumo nonyunTb euwe n access_token n refresh_token mns cookies, To B
KOMaHZe curl cnegyet nepegaTb ONuuKO --cookie-jar -, Hanpumep:

curl -k --cookie-jar - -X POST
"https://api.rubackup.local:5656/api/vi1/auth/refresh’ \
-H 'accept: application/json' \
-H 'Authorization-Access-Token: Bearer <access_token>" \
-H 'Authorization: Bearer <refresh_token>'

C aToWm onumen K BbiBOAY A0b6aBUTCA cneayrowan MHpopmaumns:

#HttpOnly.rubackup.local FALSE / TRUE @ refresh_token_cookie
eyJ0eXAi01iJKV1QiLCJhbGci0iJIUZITNiJ9.eyJmcmVzaCI6ZmFsc2UsImlhdCI6MTCcXNTE2M]Aw
0SwianRpIjoiOGN1YmY4ANGMtOTM4MSOOYT1hLWET0GItNmU4ZDM30TgxMTIOIiwidH1wZSI6InJ1Z
nJ1c2gilCJzdWIi0iJydWJhY2t1cCIsIm5iZiI6MTcxNTE2MjAWOSWiY3NyZiI6IjRjOGMzNDU3LT
QwWMDUtNGM2Yi05NjFjLTBjNTATOTY3MWUWNLIISImV4cCI6MTcXNTIOODM3MCwizZmFtaWx5IjoizZX1
4dWNudHF1Y2tvZmtqdCJ9.H_TPOn-CF70bYUKa5AP4Ul0MsiPEnzy5foxTZXHi0dE

#HttpOnly.rubackup.local FALSE / TRUE @ access_token_cookie
eyJ0eXAi01JKV1QiLCJhbGci0iJIUzITNiJ9.eyJmecmVzaCI6ZmFsc2UsImlhdCI6MTcXNTE2M]jAw
OSwianRpIjoiODh1ZDcwYzUtM2Y4Yi00OMDVMLWJIMjMtYzcwNTA3YZzASMmViIiwidHIwZSI6ImFjY
2VzcyIsInN1YiI6InJ1YmFja3VwIiwibmJmIjoxNzETMTYyMDASLCJjc3JmIjoiNGM4YzMONTCctND
AWNSOOYZzZil TkK2MWMtMGMTMDUSNjcxZTA2IiwiZXhwIjoxNzETMTYyOTA5SLCImYW1pbHkiOiJ1leXh
1Y250cWVja29ma2p0Ind . XHppz9B-eYoEcxZAwcf-nbXKnu8rC_kXIMRWIU4gZXc

6.3. OT3bIB TOKEHOB

Ecnn Bawm TokeHbl 661 CKOMNPOMETUPOBaHbI, TO MOXHO cAefnaTb OT3bIB ABYMSA CMNO-
cobamu: yepes TepMUHa C NOMOLLbKO KOHCONbHOW KOMaHAbl curl, nnbo yepes web-
nHTepodenc.

[na oT3blBa TOKEHOB 4Yepe3 TepMuHan oTtnpaBbTe DELETE-3anpoc ¢ RefreshToken ¢
MOMOLLbKO KOHCOMbHOM YTUAUTbLI curl nnmn nbbiM Apyrum ygobHbIM gnisa Bac cnocobom.

B paHHOM npumepe ncnonb3yeTcs curl:

curl -k -X DELETE https://api.rubackup.local:5656/api/v1/logout \
-H 'Content-Type: application/json' \
-H 'Authorization: <refresh_token>'

57 n3 249




REST API

[1na O0T3blBa TOKEHOB C MOMOLLBIKO Web-uHTepdenca Heob6XoANMO BbINOMHUTL CNeayro-
e nencTeus:

MNepenante No agpecy https://<app_host>:<app_port>/api/v1/ (PucyHok 7):

Q  https://rubackup.api.local:5656/api/v

RuBackup API®

[ Base URL: /api/fvl ]

apifvl/swagger.json

A RuBackup REST APl documentation

Auth Authorization endpoints

Administrators Some description for namespace
PucyHok 7. BHewHui Bug Swagger

MNepenante Ha BKNagky «Auth» n BblbepuTe SHAMNOUHT /auth/logout (PucyHok 8).
MpepBapuTenbHo ybeanTech, YTO BbINOSHEHA aBTopu3auma (nogpobHee 06 aBTOpU3a-
LMK HaNncaHo B pasfgene «ABTopusauma nonb3oBaTens B Beb6-UHTeppence»).

Auth Aauthorization endpoints ~

‘ e fauth/login

v| a8
/auth/logout ~d
Parameters | Try it out |

Name Description
Authorization

e Put access or refresh token with prefix 'Bearer ' in value of Authorization header
(header)

Responses

Response content type | application/json v

PucyHok 8. 9HANOUHT /auth/logout

Haxxmunte kHonky «Try it out». Ecnn aBTopmnsayma bbina npongeHa B 3TOM Xe bpaysepe
N access_token N refresh_token Bce elWE HaxoOAaATCA B COOKie, TO HAaXXMUTE KHOMKY

«Execute» (PucyHok 9). B MHOM cnydae fiIBHO yKaxxute oT3biBaeMbln RefreshToken (c
npednKcom Bearer) o5 napameTpa Authorization.
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Auth Aauthorization endpoints ~
ZeSie Jauth/login v

Jauth/logout A B
Parameters ml
Name Description

Authorization .
string Put access or refresh token with prefix '‘Bearer * in value of Authorization header

(header)

[ 'uhozAYENycw40thXMWKMWscdRDld

Responses Response content type l application/json ~ ]

Code Description

HTTPStatus.INTERNAL_SERVER_ERROR
Unexpected error

HTTPStatus.UNAUTHORIZED
Verification failed

HTTPStatus.OK
Token was successfully revoked

PucyHok 9. OT3biBaeMbIt TOKEH

B pesynbTaTe npogenaHHbix onepaunin BEpHETCA MHOOPMaALMOHHOE COOBLLLEHME O TOM,
YTO TOKEeHbl AeaKTnusmpoBaHbl (PrcyHok 10).

Responses Response content type | application/json ~

56/api/vl/auth/logout’ \

\
E uthorization: Bearer eyl®eXAi0iJKV1QiLCIhbGci0ilIUzILNiJ9.eyImcmVzaCI6ZmFsc2UsImlhdCIGMTcxNTE2ZNDgaMywianRpI]joiYzc2ZTUXNTELY ] I3My80YWUOLThmYZgtNjQO0DdmMDgwMGMxIiwidHlwZSI6InI1Znl1lc2ai
=H "X-CSRF-TOKEN: 4cBc3457-4005-4c6b-961c-0c5059671e06"

Request URL

https://api.rubackup.local:5656/api/vl/auth/logout

Server response

Code Details

200

rdocumented Response body

alse,
"message”: “"Authentication data has been revoked"

Response headers

access-control-allow-credentials: true
access-control-allow-origin: https://api.rubackup.local:5656
content-length: 116

content-type: application/json
server: TornadoServer/6.2
vary: Origin

PucyHok 10. CoobuieHune 06 ycnewHoOM oT3biBe TOKEHa

6.4. AyTeHTudukKauua nonb3oBaTens

Ona Havyana paboTbl C  pecypcamMn  cepBepa nepengute no  agpecy
https://<app_host>:<app_port>/api/v1/ B Bawem 6paysepe, BbINOAHUTE MONYyYEHNE
TOKEHOB NMO6bIM YA06HBIM CMOCOB60OM M HaXXMUTE Ha KHoMnKy «Authorize» (PucyHok 11):
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QO A& https://api.rubackup.local:5656/api/v1 0%

RuBackup API®®

[ Base URL: fapi/vl ]

swagger.json

A RuBackup REST APl documentation

Authorize @@ |
Auth Authorization endpoints N
Ad ministrators Some description for namespace v

PucyHok 11. KHonka aBTopusaumn

B oTKkpbiBWeNnca ¢opme 3anonHnTe none «Value». B gaHHOM nosie Heo6xXxogMMO BBECTH
paHee nony4deHHbln csrf_token. 3aTtemM HaxmuTe KHonKy «Authorize» (PucyHok 12):

Available authorizations X

CSRF-Token (apiKey)

Mame: X-CSRF-TOKEN
In: header

Value:

-4c6b-961c-0c5059671e06

| Authorize |[ Close

PucyHok 12. dopma BBOAa TOKEHa aBTOpMU3aLmUm

3akponTte ¢opMy HaxaTumem Ha KHomnky «Close» (PucyHok 13). Tenepb Bbl aBTOPU3O-
BaHbl N MOXeTe paboTaTb C pecypcamu cepsepa RuBackup.
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Available authorizations X

CSRF-Token (apiKey)
Authorized

Mame: X-CSRF-TOKEN
In: header

Value: ¥*E¥*E

Logout I Close |

PucyHok 13. KHorka 3akpbITnsa Gopmbl

6.5. AytenTuduxkauyusa c Microsoft Active Directory

AyTeHTndukaumsa B REST APl Bo3aMOXHa 4yepes KOHTponnep gomeHa Microsoft Active
Directory.

CPK nopgepxuBaet mHTerpauymto ¢ Microsoft Active Directory Bepcunm 2012 R2 wnum
2016, pasBepHyTON Ha Microsoft Windows Server 2016.

o MpeaBapuTenbHble YCAoBUS 415 ayTEeHTUPUKALIMN Yepe3 KOHTPO/I1ep AOMeHa

1. HacTpoeH KoHTponnep gomMmeHa Microsoft Active Directory. B koHTponnepe
AOMeHa cyliecTByeT XOTA Obl 0gHa rpynna, B KOTOPOW eCTb XOTA 6bl OAUH
nonb3oBaTesnb.

2. B CPK HacTpoeHO coeauHeHne ¢ KoHTponnepoMm gomeHa Microsoft Active
Directory.

3. B CPK cospgaHa accouymauma rpynn RuBackup un ponein Microsoft Active
Directory.

MoapobHee 0 HacTpomKe KOHTponnepa gomeHa Microsoft Active Directory — B VHTe-
rpaymsa ¢ KOHTpoNIepaMmn LOMEHOB.

6.5.1. Bbinyck access_token, refresh_token u csrf_token uepes 6paysep

MNepep aBTOpPM3aLMeENn yOoeanTech, YTO BCe NpeBapuTenbHbIe YCIOBUA ANA ayTEHTUDN-
KaLuumn yepes KOHTPONIep AOMEHA BbINOJIHEHDI.

[na npumepa 6yayT ncnonb3oBaHbl cnegyrowme gaHHsle Microsoft Active Directory:

« ['pynna KoHTponnepa AoMeHa: test_group

¢ [lonb3oBaTenib KOHTPONEpPa AOMEHa : testuser
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e Ponb rpynnbl: Cynepsansep
o [loMeH: RUBACKUP

e [Maponb Nonb3oBaTesns B KOHTposnepe: P@ssword
[na Bbinycka napbl TOKEHOB:
1. Mepengnte no agpecy https://<app_host>:<app_port>/api/v1/ (PucyHok 14):

Q  https:/frubackup.api.local:5656/api/v1

RuBackup API®®

[ Base URL: /api/vl ]

fapifvl/swagger.json

A RuBackup REST APl documentation

Auth Authorization endpoints ~
Administrators Some description for namespace .

PucyHok 14. BHewHun Bug, Swagger

1. Mepengnte Ha Bknagky «Auth» un BbibepuTe aHAMNOUHT /auth/login.

2. Haxxmute kHonky «Try it out», 3anonHuTe payload akTyanbHbIMW [OaHHBIMU W
HaxMmuTe «Execute» (PrucyHok 15):
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Auth Auvthorization endpoints e
e Jauth/login A =

Endpoint description
Possible authentication types:

= domain;
» database.

Parameters Cancel

Name Description

payload *
object
{body)

Edit Value | Modal

1{
“rubackup_database": "rubackup”,
“rubackup_user”: "testuser”,
"password™: "Pisswlrd",
“auth_type": "domain™,
“domain”: “RUBACKUP™

| Cancel

Parameter content type

[ applicationfjson ~ ]

PucyHok 15. 3anonHeHune payload aBToOpmU3aLMOHHBIMU AaHHBIMA

B pesynbTaTe nonyyeHbl access_token, refresh_token W csrf_token, a TakXe conyT-
cTBylOWaa nHéopmauma o nonbsoBaTene, npowegwemMm asTopusaunto (PucyHok 16).
CepBuc aBTOMaTUYECKM pasMeCTUT access_token N refresh_token B cookie-¢annax.

Request URL

Server response
Code Details
200 o Response vty

1Nil9.eyImcmVzaCI6ZnFsc2UsImLhdCIGMTczNDAXM] c40CwianRpljoiMzNLNZNHOTEL: rBOZThulWIwHTY tMWVnY2YyYmVmY zV1 TiwidH
iZil6 xMj c40CwiY3NyZil61jEB0GZnMTALWNZNZUtNDASOCThNZAYLWILY j hhi AmNCT s ImV4cCIGMTczNDAxMz Y40 CwiZmF tabx!

ImLhd CIGMTczNDAxMj c40CwianRpljoiZ ThhOTFLYmELY jgzMCOBNDc4LWIy YWE i widHIWZSI6InI1Zn
mYi0iTxNDhmZjESOCLiNjdLLTOwTgtYTewMiliZWI4YTERY2dkZj0il CIeHALD hbWlseSI6ImJubmx

ad_testuse r;ruh ackup”

Response headers

access-control-allow-credentials: true
-control-allow-origin: https://18.
content-length: 1218

content-type: application/json
server: TornadoServer/6.2
vary: Origin

PucyHok 16. OTBeT cepBepa

B napameTtpe role 6yneTt BO3BpallieHa ponb Nosb3oBaTens, KOTopasa COOTBETCTBYeT
PO FPYnbl, B KOTOPOM HaxoguTCcs nonb3oBaTtesnb. Ponb rpynnel onpeaenseTcs yepes
accoumauymo rpynn v ponen. NMogpobHee o cosgaHum accouymaumm — B «MHTerpaums
RuBackup co cpegctBamu ynpasneHunsa gomeHoM Microsoft Active Directory».
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6.5.2. Bbinyck access_token, refresh_token u csrf_token B KOMaHAHOW CTPOKe

Mepepn aBTOpU3aLMel ybeauTechb, YTO BCe YycCnoBua M3 pasgena lNpeaBapuTenbHble
YCNOBUA ANA ayTEHTUOUKALUN Yepes KOHTPOIEP AOMEHa BbINOHEHbI.

Ons npumepa 6yayT ncnonb3oBaHbl cregyowme gaHHole Microsoft Active Directory:

e [pynna KOHTposnepa foMeHa: test_group

o [lonb3oBaTenb KOHTPOJINEPa AOMEHA : testuser

e Ponb rpynnbl: CynepBansep

e JlomeH: RUBACKUP

» [laponb nonb3oBaTensa B KOHTposnnepe: P@ssword

YTOo6bl NPOM3BECTM BbIMYCK Mapbl TOKEHOB 4Yepes TepMuUHan, HeobxoauMO OTNPaBuUTb

POST-3anpoc ¢ nomMoubkd KOHCOIbHON YTUAUTbLI curl mnu mobbiM Apyrum yoo6HbIM
crnocobom. B gaHHOM npumMepe ncnonbsyeTcsa curl:

curl -k -X POST 'https://api.rubackup.local:5656/api/v1/auth/login' \ @ ® ©
--header 'Content-Type: application/json' \ @

--data '{
"rubackup_database": "rubackup", @
"rubackup_user": "testuser", @

"password": "P@ssword", @
"auth_type": "domain", ®
"domain": "RUBACKUP" ©

~

https://api.rubackup.local — agpec, rge 3anyweH rubackup_api

5656 - MOPT, KOTOPbIA BygeT NCNOSIb30BaTbCA Kak YacTb agpeca cepsepa API
/api/v1/auth/login — nyTb [0 3anpoca Ha aBTOpPU3aLUNIO

--header <argument> - 3Ha4YeHWA, NepefaBaemMble B 3aronoBkKax
rubackup_database — nmMs cny>xebHon 6a3sbl JaHHbIX

rubackup_user — MMs Ccynepnosib3oBaTens

password — Maposib cynepnonb3oBaTena

auth_type — TUN ayTeHTUOUKaL MK (6a3a AaHHbIX NN KOHTPONNEP AOMEHa)

(ool ~ o I~ R

domain — OOMEH AJ19 aBTOpU3aL M Yepes KOHTpoNnep AOMeHa

PesynbTaT BepHETCA B popmaTe JSON:

"data": {
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"access_token":
"eyJBeXAi10iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJmcmVzaCI6ZmFsc2UsImlhdCI6MTczNDAXNDM
zNCwianRpIjoiZWRjYzYONzItYTdhOCOOMmMQS5LWIXNmMMtMWE4ANZQ2ZTISNWNkIiwidHIwZSI6ImF j
Y2VzcyIsInN1YiI6I19tcT19hZF90ZXNOdXN1c19ydWJhY2t1cCIsIm5iZiI6MTczNDAXNDMzZNCwiY
3NyZiI6IjEQO0GZmMTk4LWM2N2UtNDASOCThNZAYLWJ1Y jhhMTRjN2RmMNCIsImV4cCI6MTczNDAXNT
IzNCwiZmFtaWx5IjoiaHp@Z3hkcWFobmxncWdidCJ9.5YU2yxGZshimvékqgqgvP-
t6ynnhfVxDhlGurcXFHges",

"csrf_token": "148ff198-c67e-4098-a702-beb8al14c7df4",

"last_fail_login": null,

"last_success_login": "2024-12-12T17:13:08.305226",

"package_version": "<Bepcusa nakeTtoB>",

"refresh_token":
"eyJBeXAi0iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJmecmVzaCI6ZmFsc2UsImlhdCI6MTczNDAXNDM
zZNCwianRpIjoiNTVjYTEzZDQtYzIwMi@OMmIXLT1kZ jItNDI4AMWIWZWRmMNGYOIiwidHI1wZSI6InJl
ZnJ1c2gilCJzdWIiOiJFbXNTFYWRTdGVzdHVZzZXJfcnViYWNrdXAiLCJuYmYiOjE3MzQwMTQzMzQsI
mNzcmYi0iIXNDhmZjE50C1jNjd1LTQWOTgtYTcwMi1iZWI4YTEGYzdkZjQilLCJ1eHAIOjE3MzQxMD
A3MzQsImZhbWlseSI6Imh6dGd4ZHFhaG5sZ3FnYnQifQ.YRP9Egal1xZbpln56vNzSZWC8LzubabdA
FdExD-F3BzQ",

"role": [
"supervisor"
1,
"rubackup_server_address": "10.177.xxx.xxx",
"user_name": "_ms_ad_testuser_rubackup"

|
"errors": {},
"is_error": false,

"message" :

Ecnn Heobxogmmo nonyunTb ewe n access_token u refresh_token ns cookies, 10 B
KOMaHZe curl cnegyer ykasaTb Onuuio --cookie-jar -:

curl -k -X --cookie-jar - POST
"https://api.rubackup.local:5656/api/v1/auth/login' \ @
--header 'Content-Type: application/json' \
--data '{

"rubackup_database": "rubackup",

"rubackup_user": "testuser",

"password": "P@sswlrd",

"auth_type": "domain",

"domain": "RUBACKUP"
}

@ Lo6aBneHa onuusi --cookie-jar -
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C aToWm onumen K BbiBOAY AobaBUTCA cneayrowan MHpopmauns:

#HttpOnly.rubackup.local FALSE / TRUE © refresh_token_cookie
eyJ0eXAi0iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJdmcmVzaCI6ZmFsc2UsIm1lhdCI6MTcxNTE2MDUzZ
NywianRpIjoiYzM4MTEGN2YtNDIOMSOOY2NjLT1hZjYtNDcwODAXMWFMOTRjIiwidHIwZSI6InJ1Z
nJ1c2gilCJzdWIi0iJydWJhY2t1cCIsIm5iZiI6MTcxNTE2MDUZzNywiY3NyZiI6IjRjOGMzNDU3LT
QWMDUtNGM2Yi05NjFjLTBJNTATOTY3MWUWNIISImVAcCI6MTcXNTIONjkzNywiZmFtaWx5IjoieXR
gemR4dG1xd212bHlyayJ9.g@aFkoob7jAwZ5Bv6Fzb0OP0o3_Q6y-vBpASqXXk19tyw__
#HttpOnly_.rubackup.local FALSE / TRUE © access_token_cookie
eyJOeXAi0iJKV1QiLCJhbGci0iJIUzITNiJ9.eyJImcmVzaCI6ZmFsc2UsImlhdCI6MTcxNTE2MDUZ
NywianRpIjoiODhmNDION2QtNjJ1IMy@OZjFjLTk4NzgtNDY40TM2Y jRINTImIiwidHIwZSI6ImFjY
2VzcyIsInN1YiI6InJ1YmFja3VwIiwibmJmIjoxNzETMTYWNTM3LCJjc3JmIjoiNGM4YzMONTCctND
AWNSOOYZzZil TkK2MWMtMGMTMDUSNjcxZTA2IiwiZXhwIjoxNzETMTYXNDM3LCJImYW1pbHki0iJ5dGp
6ZHhObXF3bXZseXJrIn@.nj-UbudgyYqGmopRpK9du9gPazZcn_j6_5yhpOA5DLw8
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naBa 7. OTnpaBkKa 3anpocos

7.1. OTnpaBka 3anpocoB B 6pay3epe

[na oTnpaBKK 3anpoca Ha Co3faHne CPOYHOWN pesepBHONM Konuu B Gpaysepe Heobxo-
AVMO BbIMOMHUTb Cleaytoline AencTBUs:

Mepengnte no agpecy https://<app_host>:<app_port>/api/v1/ (PucyHok 17):

Q  https://rubackup.api.local:5656/apifv1

RuBackup API®®

[ Base URL: /api/vl |

api/vl/swagger.json

A RuBackup REST APl documentation

Auth Authorization endpoints

Administrators some description for namespace ~

PucyHok 17. BHeWHUN BUA, UHTEPaKTUBHON JOKYMeHTauum Swagger

Mepengute K pasgeny Task queue n Bblibepute metog POST (PucyHok 18):

TaSk Quel_le Some description for namespace
POST /task_queue/ ~ @

common_modules_extensions

medule_extensions

Different ‘resource_types' have different fields of extensions. If you need to know specific fields for extension, you have to make "GET ftask_q ion?r :_typ _fype>" response.

Example:

“parameters”: {
"file_list": true,
"numeric_owner": false,
"use_snapshot": false,
"ignore_errors_snapshot": true,
"snapshot_type": ""
"snapshot_size": 18,
"script_before_snapshot™: ™"
"script_after_snapshot": "
"script_error_snapshot": "

Parameters Try it out |

PucyHok 18. MeTop, /task_queue

Haxxmute kHonky «Try it out». 3anonHMUTe obsisaTenbHble NONSA Tena 3anpoca, Hanpu-
Mep (gna cosganHns Konum GainoBoro pecypca):

"data": {
"task": {
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"resource_type": "File system",

"resource": "<uma pecypca>",

"client": "<client hostname> (<client HW ID>)",
"backup_type": "full",

"pool”: "<umaA nyna>",

"crypto": "nocrypt",

“priority": 100,

"storage_duration": "1 Years",

"archiving": false

Haxmute «Execute» (PrucyHok 19):

Parameters Cancel |

Name Description
ayload * =
Opb]i{( Edit Value | Model
{body)
{
“data": {
"task": {

“resource type": "File system”,

"resource”: "<uMs pecypcas",

“client”: “<client hostname> (<client HW ID>)",
“backu| "o Mfull”,

"starqgg_ﬂura‘ti&n": "1 Years",
"archiving”: false

H
1
1
o

| Cancel

Parame! ter content type

[ application/json - ]
e =] Clear |
Responses content type i fj > l ‘

PucyHok 19. KHonka Execute

B pesynbTaTe gomkeH 6biTb nony4deH ctatyc-kog 201 CREATED v oTtBeT ¢ nHpopma-
Lmen o ToM, YTo 3agava gobasneHa B oyepeab (PucyHok 20):

Code Details.

201 Response body

with name 'Task Queue' was created successfully! TASK WAS ADDED TO QIJEI.IE.",

Response headers

access-control-allow-credentials: true
access-control-allow-origin: https:/ /10 N: 5656
content-length: 162

content-type: application/json
server: TornadoServer/6.2
vary: Origin

Responses

PucyHok 20. YcnelwHbln oTBET cepBepa

[lna oTcneXuBaHWa cTaTyca BbINONIHEHUA 3afayyM MOXHO MUCMNOMb30BaTb MeTOo[, GET
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/task_queue.

7.2. OTnpaBka 3anpocoB B TepMUHane

Onsa Toro, 4ytobbl OTNPaBUTb 3aNpoC Ha cepBep, UCNOoNb3ys TepPMUHan, HeobBXo4UMO
OTMpPaBUTb 3aMpoc C MOMOLLbK KOHCOJIbHOW YTUNUTbLI curl wam nobbiM gpyrum yaob-
HbIM criocoboMm. B gaHHOM npumMepe ncnonbdyetcsa curl. B 3anpoce Heobxogmmo nepe-
AaTb MOJly4YeHHble paHee NobbiM yao6HbIM crnocobom csrf-token n access-token.

[na Toro, 4tobbl OTNPaBUTb 3anNpPoOC Ha CO34aHME CPOYHOM pPes3epBHON Konuu ¢anno-
BOro pecypca, Heo6xo4nMmMo BbINOSTHUTb:

curl --location 'https:/<app_host>:<app_port>/api/v1/task_queue/' \

--header 'Content-Type: application/json' \

--header 'X-CSRF-TOKEN: <nony4deHHbl npwu aBTOopmsauum csrf-token>"' \

--header 'Authorization: Bearer <nony4eHHbn nMpu aBTopu3auum access-token>"' \

--data '{
"data": {
"task": {
"client": "<client hostname> (<client HW ID>)",
"resource": "<uma pecypca>",
"resource_type": "File system",

"backup_type": "full",

"pool”: "<uma nyna>",
"crypto": "nocrypt",
"priority": 100,
"storage_duration": "1 Years",
"archiving": false

}
X

[Mocne oTnpaBKW OaHHOro 3arnpoca AOJ/IKEH OblTb MOSlyYeH OTBET C MHbopMauMen o
TOM, YTO 3afava gobaBreHa B ouepeqb:

{

"is_error": false,

"message"”: "Resource with name 'Task Queue' was created successfully! TASK
WAS ADDED TO QUEUE: <HoMep B ouyepean>",

"data": {},

"errors”": {}
}
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naea 8. OnucaHne metToaos

RuBackup REST API cogep>XuT mMeTofbl ANn8 B3aMMOAENCTBUA C CEPBEPOM PE3EPBHOIr0
KonupoBaHus. Nonb3oBaTesib MOXeT obpal,aTbCs K KaXaoMy MeToay nnbo yepes 6pa-
y3ep, UCNosb3yA BM3yanbHOe NMpeAcTaBneHne crneymnpmkaumm, nmbo Yyepes KOHCObHYO
yTUNnTy curl.

B KaXxgoM 13 MeToA40B KaX[oro aHANonHTa AokeH nepepasatbca CSRF TokeH.
B yacTun 3anpocoB GET B query-napamMeTpax MOryT nepefaBaTbCs:

e HOMEp CTpaHuLbl cnucka (page)

e TMMUT OTOBpaXkeHns cnmcka (1limit=(5|10|25|50|100(|200) )

e MapaMeTp, NO KOTOpPOMY ByaeT OTCOPTUPOBAH CMMUCOK (sort_by)
e HanpasfieHne COPTUPOBKMU (sorting_order=(asc|desc))

e dunbTp (filter_data). dopmaT, B KOTOPOM MOXHO yKasaTb punabTp (NpumMep, 3aBu-
CUT OT 9HAMOWUHTA):

o poolname="test"

o poolname~"te"

o lastonline<"2024-08-19T719:20:28.614838+03:00"
o lastonline>"2024-068-19T719:20:28.614838+03:00"

8.1. Bepcusa 2 (v2)

[MyTn MeTo40B HaUYMHAKOTCA C /api/v2:
e /auth/login - /api/v2/auth/login

e /metrics/tasks/clouds/s3 - /api/v2/metrics/tasks/clouds/s3

8.1.1. ABTOpU3aLUa U paspeLlueHus

MonyyeHne TOKEHOB U NpoxoxxaeHue aptopusauun (POST /auth/login)

[MonyyeHne TOKEHOB U NPOXOXOEHMe aBTopusaumn. Access TOKeH AenctesuTeneH 15
MUHYT, refresh TokeH 24 yaca, CSRF TokeH — [0 Nepesarpysku cepsuca rest-api.

"rubackup_user": "rubackup", @
"password": "12345", @
"auth_type": "database", @
"domain": "rubackup" @
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@ OGs3aTenbHoe none

200 OK
YcnewHas aBTopusaund, nosfy4eHbl TOKEHbI.

401 UNAUTHORIZED
Verification failed.

O6HoBneHue TokeHa (POST /auth/refresh)

O6HoBNEHNE access TOKeHa nocne ero ncteyeHuns (pas B 15 MUHYT).

200 OK
YcnelwHasa geakTmBaLmnsa TOKEHOB.

401 UNAUTHORIZED
Verification failed.

OeaxkTuBauus TokeHoB (DELETE /auth/logout)

[eakTmBauma MMeLWNXCA TOKEHOB (Mocne BbINOAHeHMA 3anpoca access W refresh
TOKeHbl 6bosiee He OENCTBYIOT).

200 OK
YcnellHas fgeakTnBaLma TOKEHOB.

401 UNAUTHORIZED
Verification failed.

MonyuyeHune cnucka npas nonb3osatens (GET /auth/permissions)
200 OK

YCneLwHo nony4YyeH Cn1Mcok npae TeKyLero nosib3oBaTens.

8.1.2. NMNonb3oBaTtenu

MonyuyeHue cnucka nonb3oBatenen (GET /users)

200 OK
[MonyyeH cnucok nofb3oBaTenen.

MonyuyeHune nupopmauum o nonb3opartene (GET /users/{user_id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaeTtcs id nonb3oBaTens, MHGOPMaLUIO O
KOTOPOM HEOo6X0AMMO MONYyUnTb.
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200 OK
MHbopMauma o nonb3oBaTesie NonyyeHa.

404 NOT_FOUND
[Monb3oBaTenb He HaWOeH.

MonyuyeHue cnucka npae nonb3osatensi (GET /users/permissions)

200 OK
NHPopmMauma o npaBax nosib3oBaTensd noay4yeHa.

Ao6aeneHne nonb3oBatena (POST /users)

Takxe B query-napamMeTpax nepegarorcs:

e pOJb NoNb3oBaTeNns (aAMUHUCTPATOP, CynepBansep, CONPOBOXAAKOLNRA, ayanuTop),
e UMS rpynnbl KNNEHTOB (418 agMUHUCTPATOPOB),

e XOCTHENM MeamnacepBepa (47158 CONpoBOXAAMOLLMX).

"group_id": "Nobody", @
“fullname": "",
"address": "",

"tel": "",

"office": "",

"email": "", @

"username" : , @
"user_password": "" @

@ OGs3aTenbHoe none

201 CREATED
[Monb3oBaTenb co3aaH.

U3meHeHue napons nonb3oeaTtena (PATCH /users/change_password)

"new_password": "" @

@ O6nsaTenbHoe none

72 n3 249




8.1. Bepcua 2 (v2)

204 NO_CONTENT
ﬂapOﬂbHOﬂbBOBaTeﬂﬂM3MeHeH

PepakTupoBanue nonb3osatenet (PATCH /users/{user_id})

Takxe B query-napamMeTpax nepegaeTcs id nonb3oBaTens, MHGOPMALIUO O KOTOPON
Heo6Xo04UMO U3MEHUTD.

"group_id": "Nobody",

"fullname" : ,

"address": ,
“tel": "",

"office": ,
"email": ""

"new_password" :

200 OK
ﬂapaMeprlHOﬂb3OBaTeﬂHM3MeHeHbL

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

404 NOT_FOUND
[Monb3oBaTenb He HaAeEH.

Ypanenue cnucka nonb3osaTtenei (DELETE /users)

ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
[Monb3oBaTenu yganeHsol.

404 NOT_FOUND
[Monb3oBaTenn He HanaeHbI.
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ApMuHUCTpaTopbI
MonyuyeHune cnucka agMuHucTpaTopoB (GET /users/administrators)

200 OK
[Mony4yeH cNMCOK aAMUHUCTPATOPOB.

MonyuyeHne nupopmauum o6 ogHoMm agMuHuctTpartope (GET /users/administrators/{administrator_id})

Tena 3anpoca HeT. B query-napameTpax nepefnaetcs id agMuHUCTpaTopa, MHpopma-
IO O KOTOPOM HEOBXOANMO MONYUUTb.

200 OK
Mony4yeHa nHpopmauma o6 agMUHUCTpPaTOpE.

HasHauyeHue nonb3oBaTesnto ponu agMuHucTpatopa (POST /users/administrators/{administrator_id})

"client_group": "Some group", @
"administrator”: "username" @

@ O6nsaTenbHoe none

201 CREATED
Ponb agMnHUcTpaTopa gobasneHa rnosib3oBaTenNto.

YpaneHue ponv agMuUHUCTpaTopa y cnucka nonb3osateneii (DELETE /users/administrators)

ids": [ @

@ OGs3aTenbHoe none

204 NO_CONTENT
Ponb agMUHUCTpaTopa yaaneHa.

404 NOT_FOUND
Ponb agMUHUCTpaTopa He HangeHa.

AypauTtopbl
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MonyuyeHune cnucka ayputopos (GET /users/auditors)

200 OK
MonyyYyeH CnNmncok ayanmTopos.

MonyuyeHune nupopmauum o6 aygutope (GET /users/auditors/{auditor_id})

Tena 3anpoca HeT. B query-napameTpax nepepaeTtcs id ayguTtopa, MHPOpMaLMO O
KOTOPOM HEO6X0AMMO NMONYyUnTb.

200 OK
Mony4yeHa nHpopmauma ob ayautope.

HasHauyeHue nonb3oBaTesnto ponu aygutopa (POST /users/auditors)

"auditor": "username" @

@ OGs3aTenbHoe none

201 CREATED
Ponb ayguTopa fo6aBneHa nonb3oBaTesto.

YpaneHue ponu ayautopa y cnucka nonb3oeateneit (DELETE /users/auditors)

ids": [ @

@ O6+nsaTenbHoe none

204 NO_CONTENT
Ponb ayanTtopa yganeHa.

404 NOT_FOUND
Ponb aygutopa He HangeHa.

ConposoXxaaiowiue
MonyuyeHune cnucka conposoxparowmx (GET /users/maintainers)

200 OK
[Mony4yeH CNMCOK COMPOBOXAatoLLMX.
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MonyuyeHune nupopmauum o conposoxpawwem (GET /users/maintainers/{maintainer_id})

Tena 3anpoca HeT. B query-napameTpax nepenaeTcs id CONpoBOXAaolLero, MHGop-
MaLMO O KOTOPOM HEOBXOANMO MOMYUUTb.

200 OK
[MonyyeHa MHpoOpMaLMA OCONPOBOXAAOLLLEM.

HasHauyeHue nonb3oBaTesio ponu conposoxpatowero (POST /users/maintainers)

"media_server": "hostname", @
"maintainer": "username" @

@ O6nsaTenbHoe none

201 CREATED
Ponb agMnHMUcTpaTopa gobasneHa rnosib3oBaTenNto.

YpaneHue ponu conpoBoXXaaioLLero y cnucka nosnb3osatenei (DELETE /users/maintainers)

ids": [ @

@ OGs3aTenbHoe none

204 NO_CONTENT
Ponb CONpoBOXAatoLLero yaaneHa.

404 NOT_FOUND
Ponb conpoBoXjaroLl,ero He HanaeHa.

Cynepgaiizepbl
Mony4yeHune cnucka cynepeaitzepos (GET /users/supervisors)

200 OK
[Mony4yeH CNNUCOK cynepBan3epos.

MonyyeHune nupopmauum o cynepeaiizepe (GET /users/supervisors/{supervisor_id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id cynepsansepa, KOTOPOro
Heob6Xxo4nMo yaannTb.
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200 OK
Ponb cynepBaisepa yaaneHa.

404 NOT_FOUND
Ponb cynepBaisepa He HangeHa.

HasHauyeHue nonb3oBaTtesnio ponu cynepsaisepa (POST /users/supervisors)

"supervisor": "Nobody" @

@ O6s3aTenbHoe none

201 CREATED
Ponb cynepsaitsepa fo6aBfieHa Nosib30BaTeNto.

YpaneHue cnucka nonb3oBaTtenei ponu cynepeainsepa (DELETE /users/supervisors)

ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
Ponb cynepsansepa ygasneHa.

404 NOT_FOUND
Ponb cynepBansepa He HangeHa.

Fpynnbi gns yBegoMeHMiA

MonyuyeHune cnucka rpynn pns yeepaomnenuit (GET /users/groups/)

200 OK
Cnuncok rpynn nosib3oBaTenen nonyyeH.

MonyuyeHune nupopmauum o rpynne yeegomneHuit (GET /users/groups/{group_id})

Tena 3anpoca HeT. B query-napameTpax nepepaetcsa id rpynnbl Nonb3oBaTenen,
NHGOPMaLMO O KOTOPOW HEOBXOOMMO MONYYUTD.
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200 OK
MonyyeHa nHPopMaLus o rpynne nonb3oBaTene.

404 NOT_FOUND
['pynna nonb3oBaTenen He HanaeHa.

[Jo6aBneHue rpynnbl ysegomneHuii (POST /users/groups/)

"groupname”: "my_group_name", @

"description":

@ O6nsaTenbHoe none

201 CREATED
Cosp,aHa rpynna nosib3oBaTenen.
UsmeHeHue rpynnbl gnsa ysegomneHun (PATCH /users/groups/{group_id})

Takxxe B query-napameTpax nepegaetca id rpynnbl Nonb3oBaTenen, Hpopmaumo o
KOTOPOW HEOBXOOMMO U3MEHUTD.

{
"groupname”: "my_group_name",
"description”: ""
}
200 OK

MapameTpbl rpynnbl NO/Ib30BaTENEN USMEHEHDI.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
['pynna nonb3oBaTesien He HanaeHa.

YpaneHue cnucka rpynn gns ysegomneHnuii (DELETE /users/groups/)

ids": [ @
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@ O6nsaTenbHoe none

204 NO_CONTENT
Cnuncok rpynn nonb3oBaTenen yaaneH.

404 NOT_FOUND
[pynna nonb3oBaTesien He HangeHa.

MonyuyeHune cnucka yeepomnenuit (GET /users/groups/notifications)

200 OK
[Mony4yeH cNUCOK yBeOOMIIEHUN.

Mony4yeHue uipopmayuu o6 yeepgomnenum (GET /users/groups/notifications/{notification_id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id yBegomMneHusa, MHGopmaLuo o
KOTOPOM HEOBXOANMO NONYUNTD.

200 OK
MonyyeHa nHGopmaumnsa ob yBegoMeHun.

8.1.3. C6op cBepfeHUM

CeepieHus 0 cepBepe

MonyuyeHune nipopmayumu o cepeepe (GET /servers/hello)
200 OK

NonyyeHa nHpopmaumsa o sepcum RuBackup cepsepa.
MonyuyeHne nupopmaLum o coctToasHUU npunoxeHus (GET /servers/states)

BosBpallaeT CNMCOK HeaBTOPU30BaAHHbLIX KIIMEHTOB M MeamacepBepoB, NPOCPOYEHHbIX
NpaBua cTpaTernin n rnobanbHOro pacnmcaHns, KIIMeHTCKUX 3anpocoB Ha fgobaBneHune
N yaaneHue npasui.

200 OK
MonyyeHa HPopMaLmsa O TEKYLLLEM COCTOSHUM NPUNOXKEHUS.

MonyuyeHne nupopmauum o cepeepax u nuueHsumn (GET /servers/licenses)

200 OK
[MonyyeHa nHpopmauma o cepsepax, nx HWID n nuueHsnn.

MonyyeHune nuipopmauumu o cepeepe u nuueHsumn (GET /servers/licenses/{license_id})

Tena 3anpoca HeT. B query-napamMeTtpax nepepaerca id Megmacepsepa, MHGoOpMaL Uk
O KOTOPOM HEO6XOANMO NONYYNTb.
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200 OK
MonyyeHa HGopmaLmsa o0 cepBepe N NNLLEH3NN.

404 NOT_FOUND
MHbopmMauunsa o MegnacepBepe v N1ULEH3Nn He HanaeHa.

Tunbl cywHocTEM

Mony4yeHne cnucka poCTYNHbIX TUNOB pe3epBHOro konuposaHus (GET /types/backups)

200 OK
[onyyeH CNNCOK TUMOB pe3epPBHOr0 KOMMPOBaHUA.

MonyuyeHune cnucka pocTynHbixX TUNOB cXaTusi (GET /types/compressions)

200 OK
[Mony4eH CNUCOK TUMOB CXaTus.

MonyuyeHune cnucka pocTynHbIX KpuntoanroputMmos (GET /types/cryptoalgorithms)

200 OK
[Mony4eH CNUCOK AOCTYMHbIX KPUMTOANrOpUTMOB.

MonyuyeHne cnucka foOCTYMNHbIX anropuTMoB xeww-PyHKuuin (GET /types/deduplication_hash_algorithms)

200 OK
MonyyeH CANCOK anropnTMOB Xell-QYyHKLUN.

MonyuyeHune cnucka pocTynHbiX TUNOB NynoB (GET /types/destination_storages)

200 OK
[MonyyeH CNUCOK AOCTYMNHbIX TUMOB NYyNOB.

Mony4yeHue cnucka Tunos nuueH3uit (GET /types/licenses)

200 OK
[Mony4eH CNUCOK TUMOB NMNLLEH3UNA.

Monyuyenune nudpopmavuum o Tune nuueHsum (GET /types/licenses/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id Tuna nuueHsuu, nHeopmaumo
0 KOTOpOW HEOBXOAMMO MONYUYNTD.

200 OK
MonyyeHa HGoOpPMaLUA O TUME NINLLEH3UN.

404 NOT_FOUND
Tun NUUEeH3nn He HanaeH.
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MonyuyeHne cnucka foOCTYMNHbIX ypoBHeW noruposaHusa (GET /types/log_levels)

200 OK
MonyyYeH CNmMcoK BCex YpOoBHEN NOrmpoBaHus.

MonyuyeHne cnucka foOCTYMNHbIX onepaLuoHHbix cucteM (GET /types/os)

200 OK
[TonyyeH CNUCOK AOCTYMNHbIX TUNOB OnepaLOHHbIX CUCTEM.

Mony4yeHne cnucka poCcTynHbIX TUNOB pecypcos (GET /types/resources)

200 OK
Mony4yeH CANCOK TUMOB PEeCypPCOoB.

Mony4yeHue uipopmayum o Tune pecypca (GET /types/resources/{id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaetca id Tuna pecypca, MHGOPMaL Mo O
KOTOPOM HEeo6X0ANMO NONYUNTb.

200 OK
Mony4yeHa MHGOpMaLMa O TUNe pecypca.

404 NOT_FOUND
Twun pecypca He HangeH.

MonyuyeHune cnucka poCTyNHbIX TUNOB KapTpuaXen (GET /types/tapes)

200 OK
MonyyYeH CnNMcoK AOCTYMHbIX TUMNOB KapTpuaKen.

Crartychbl

Mony4yeHune cnucka ctatycoB yBegomneHuin (GET /statuses/notifications)

200 OK
Mony4YeH CNMCoK CTaTyCOB yBEAOMIIEHWA.

MonyuyeHune cnucka crtatycos npaeun (GET /statuses/rules)

200 OK
Mony4yeH CNMcoK CTaTycoB NpaBun.

MonyuyeHune cnucka crtatycoB 3afau (GET /statuses/tasks)

200 OK
[MonyyeH CNMCOK CTaTycoB 3a4av.
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MonyuyeHune cnucka cTaTycoB 3afay Ha o6nayHble xpaHunuu,a (GET /statuses/s3_clouds)

200 OK
[Mony4yeH CNMCOK CTaTyCoB oyepenmn 3agad obnakos.

MonyuyeHune cnucka cratycoB Bepudpukaumm (GET /statuses/verifications)
200 OK
I'Ionyqu CMNCOK CTaTyCoOB BepI/Id)I/IKaLI,I/II/I.

MeTpuku (cTaTucTUKA)

CrtaTucTuka ysepgomneHuin (GET /metrics/notifications)

200 OK
[Mony4yeHa cTaTUCTUKa yBeLOMEHUN.

CTaTucTUKa 06bekToB peno3utopus (GET /metrics/repositories)

200 OK
[NonyyeHa cTaTUCTUKa PeNno3nTopus.

CTtaTucTUKa oyepepu 3apay o6nakos (GET /metrics/tasks/clouds/s3)

200 OK
[Mony4yeHa cTaTUCTUKa oyepenmn 3agad obnakos.

CTtatucTtuka ouepenm 3apau (GET /metrics/tasks)

200 OK
Mony4yeHa cTaTUCTUKaA oYyepenmn 3agau.

CTaTucTUKa ouepenm sapavd NeHToYHbIX 6u6nnoTek (GET /metrics/tasks/tape_libraries)

200 OK
MonyyeHa cTaTUCTUKa odepenmn 3afgad NEHTOYHbIX BUGINOTEK.

8.1.4. 'no6anbHast KOHPUrypaLusa u CepBUCHbIN PeXUM

MonyyeHue napameTpos rinodanbHoi KoHPurypauum (GET /global_configuration)

200 OK
MNMapameTpbl rnobanbHON KOHOUTYypaLUm NOyYeHbl.

PepakTupoBaHue napameTpos rinob6anbHoil KoHpurypauyum (PATCH /global_configuration)

"file_transfer_block_size": 16384,
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"data_spred_into_pool": "sequentially",
"emergency_storage_local_catalog":

"/tmp/rubackup_emergency_storage_local_catalog",

"done_tasks_remove_period":
"error_tasks_remove_period":

"broken_tasks_remove_period":
"killed_tasks_remove_period":

1440,

10080,
10080,
10080,

"obsoleted_backup_notification_period": 1440,
1440,

1440,

"rule_validity_end_notification_period":
"strategy_validity_end_notification_period":
"rule_storage_capacity_reserve": O,
"strategy_storage_capacity_reserve": 0,
"rule_storage_capacity_notification_period": 1440,
"strategy_storage_capacity_notification_period": 1440,
"service_window_start": "00:00:00",
"service_window_end": "23:59:59",
"pool_storage_capacity_reserve":. 2000000000,
“tape_library_mount_point": "/opt/rubackup/mnt",
"suspended_task_restart_period": 1,
"unload_tape_cartriges_whes_media_server_starts": "yes",
"1tfs_umount_timeout"”: 50,
"max_system_monitoring_records":

"monitoring_period": 1,

3600,

"digital_signature_public_key_obsolence":
"rb_key_hash": "",
"verify_archive_after_creation”: "no",

1440,

"kill_task_of_offline_client": "yes",
"create_new_task_if_client_offline": "create new task",

"auto_delete_archive_from_broken_chain": "no",

"consolidating_tape_library_tasks": "yes",

"clean_tape_drives_last_time": ,
"clean_tape_drives_period": 30,

"auto_clean_tape_drives": "no",

"dedup_clean_unused_blocks": "yes",
"dedup_clean_period": 30,

"dedup_clean_last_time": "",
"dedup_provide_common_hash_table_for_client": "yes",

"dedup_provide_common_hash_table": "yes",
"dedup_verify_only_meta_data": "yes",
"mandatory_storage_time": 0,
“clients_capacity_limits": false,
"global_schedule_capacity_limits": false,
"backup_strategies_capacity_limits": false,
"immutable_archives": true,

"delete_archives_with_zeroing": true,
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"dont_delete_last_gs_rule_archive": true,
"dont_delete_last_strategy_rule_archive": true,
"wrong_auth_attempts_count": 5,
"wrong_auth_block_period": 30,
"repository_remove_chain": "yes",
"filesystems_clean_period": 30,

"show_previous_login_attempts_after_logging_in": "yes",
"search_backup_in_cluster_group": true,
"bandwith_limit_advantage": "client",
"bandwith_client_limit": "minimum",
"bandwith_rule_limit": "minimum",
"filesystems_clean_last_time": "2024-11-13T17:40:00",
“version": "2.0",
"remote_replica_rule_validity_end_notification_period": 1440,
"cartridge_unload_timeout": 60,
"tape_library_warnings_limit": 10,
"allow_rapid_deleting_from_ltfs_tape": false

200 OK
MapameTpbl rnobanbHON KOHPUrypaLn N3MEHEHDI.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

BknioyeHue u BbikoYeHne cepeucHoro pexuma (PATCH /global_configuration/service_mode)

"service_mode": false @

@ O6#nsaTenbHoe none

200 OK
CTaTyC CepBUCHOro pexmnmMma N3MeHeH.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

8.1.5. KnueHTbl

MonyuyeHune cnucka knueHToB (GET /clients)

200 OK
[Mony4yeH CNUCOK aBTOPM3OBAHHbIX KIIMEHTOB.
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MonyuyeHune knueHTa (GET /clients/{client_id})

Tena 3anpoca HeT. B query-napamMmeTpax nepepaeTca id KAWMeHTa, MHoOpMaLUo O
KOTOPOM HEOBXOANMO NONYUNTD.

200 OK
Mony4deHa nHPopmMaLma O KIIMEHTE.

MonyuyeHune pepeBa knueHToB (POST /clients/tree)

{
"data": {
"clients": |
{
"client_group_id": 1, @
“clients_limit": 20,
"clients_page": 1 @
}
1,
“client_groups_page": 1,
"client_groups_limit": 20,
"filter_clients_hostname": "rubackup-client"
}
}

@ O6nsaTenbHoe none

200 OK
[Mony4yeHO AepeBO KIMEHTOB.

404 NOT_FOUND
ABTOPWN30BaHHbIN KIIMEHT HE HaNEH.

PepaxkTupoBaHue cywecteyowero knmeHta (PATCH /clients/{client_id})

Takxe B query-napameTpax nepegaeTtcs id KvMeHTa, UHGOPMaLMo O KOTOPOM Heob-
XOANMO U3MEHUTD.

"group_id": "No group",

"lsf_flag": false,

"ls_pool": "Default",

"1lrl_flag": false,
"storage_capacity": 180,
"description”: "Client description”,
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"client_side_backup": false,
"client_side_restore": false

200 OK
MapamMeTpbl KNNEHTA U3SMEHEHDI.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.

404 NOT_FOUND
ABTOPWN30BaHHbIN KNIMEHT HE HaNOeH.

YpaneHue Heckonbkux knmeHToB (DELETE /clients)

ids": [ @

@ O6nsaTenbHoe none

200 OK
Cnncok aBTOPU30BaHHbIX KIIMEHTOB yaalleH.

404 NOT_FOUND
ABTOPWN30BaHHbIN KNIMEHT HE HaNOeH.

Fpynnbl KIMEHTOB

MonyuyeHue cnucka rpynn knueHToB (GET /clients/groups)

200 OK
MonyyeHa MHGOpPMaLMA O rpynnax KIMeHTOB.

Monyuyenune nupopmauum o rpynne knmeHToB (GET /clients/groups/{group_id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaetca id rpynnbl KINEHTOB, MHGOpMa-
LU0 O KOTOPOW HEOBXOOMMO MONYUNTb.

200 OK
MNonyyeHa nHGopmMauma o rpynne KIneHTos.
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[Jo6aBneHue rpynn knueHToB (POST /clients/groups)

{
"name": "group_name",
"shared": false,
"clustered": false,
"description”: "some description”,
"launch_attempts_limit": 1
}

201 CREATED
I‘pynna KNMNeHTOB CO34aHa.
UsmeHeHue rpynnbi knneHToB (PATCH /clients/groups/{group_id})

TakXxe B query-napamMmeTpax nepegaetcs id rpynnbl KINEHTOB, MHOOPMALUKO O KOTO-
po HEOB6XOAUMO U3MEHUTD.

{
“name": "group_name",
"shared": false,
“clustered": false,
"description”: "some description",
"launch_attempts_limit": 1

}

200 OK

MapamMeTpbl rPynnbl KTMEHTOB U3MEHEHDI.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
['pynna KNNeHTOoB He HanaeHa.

YpaneHue cnucka rpynn knmeHToB (DELETE /clients/groups)

ids": [ @

@ O6nsaTenbHoe none
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200 OK
Cnucok rpynn KJMEHTOB yaaleH.

404 NOT_FOUND
['pynna KNNeHTOoB He HanaeHa.

KnueHTcKue pecypcbl XpaHeHUs

Mony4yeHne cnucka poCTyNHbIX gupekTopuii knueHnta (POST /clients/filesystem)

"path": "/", @
"client_hwid": "525a99154f3505a2" @

@ O6nsaTenbHoe none

200 OK
MonyyeH CANCOK AOCTYMHbIX AVPEKTOPUN KITNEHTa.

Mony4yeHune cnucka foOCTYNHbIX 6/104YHbIX YCTPOMUCTB KnneHTa (POST /clients/filesystem/block_devices)

"path": "/dev/", @
"client_hwid": "525a99154f3505a2" @

@ O6nsaTenbHoe none

200 OK
[Mony4eH CANUCOK OOCTYIMHbIX 6104YHbIX YCTPOMNCTB KJIMEHTa.

[locTynHble TUMNbI pecypcoB

MonyuyeHune cnucka pocTynHbixX pecypcoB Mmoayns (POST /clients/resources)

Hanpumep, onsa PostgreSQL Universal aTto Bepcusa PostgreSQL (Hanpumep, PostgreSQL
16.3).

{
"client_hwid": "525a99154f3505a2", @
"resource_type": "LVM logical volume", @
"secret_method": 0

}
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@ O6nsaTenbHoe none

200 OK
MonyyeH CNNCOK JOCTYMHbIX PECYPCOB MOAYNS.

Mony4yeHune pOCTYNHbIX TUNOB pecypcoB Ana co3paHusa konuu (GET /clients/{client_id}/resource_types)

Teno 3anpoca oTcyTCTBYeT. B query-napameTpax nepepaetcs id knueHTta, nHdpopma-
LI O TUMNAxX PeCcypcoB A1 KONMMPOBaHUA HEOBXOANUMO MOMYUYUTh.

200 OK
Mony4yeH CANCOK JOCTYMHbIX PECYPCOB MOAYNS.

OrpaHuyeHus NPOonyCcKHON CMNOCOGHOCTU KJIMEeHTa

MonyuyeHune cnucka orpaHuyeHu nponyckHoi cnoco6HocTu knueHTta (GET /clients/{client_id}/bandwidth)

200 OK
MonyyYeH CNMcokK orpaHnYeHnii NPonyCcKHON CNOCOBGHOCTM.

MonvuyeHne nudopMaLumn 06 orpaHUYEHUU NPOMNYCKHOI cnoco6HOCTU KnueHTa (GET
/clients/bandwidth/{bandwidth_id})

Tena 3anpoca HeT. B query-napameTpax nepenaeTtcs id orpaHuyeHunsi, MUHGopMaLmio o
KOTOPOM HEO6X0AMMO MONYUNTb.

200 OK
Mony4deHa nHpopmaumsa o6 orpaHUYEHUN MPONYCKHON CNOCOBHOCTMU.

Co3paHue orpaHu4YeHus NpornyckKHoi cnoco6HocTu knueHTa (POST /clients/{client_id}/bandwidth )

B query-napamMeTpax nepegaeTcs id KAvMeHTa, ANA KOTOPOro HeobxoAumo cos3gaTb
orpaHnyeHne NPonycKHon cnocobHoOCTH.

{
"backup_bandwidth": @,
“restore_bandwidth": 0,
"window_start": "13:35:28",
"window_end": "13:35:28"

}

201 CREATED
OrpaHnyeHne NponycKHoOM cCNoCOBHOCTU CO34aHo.

U3MeHeHue orpaHnyeHus nponyckHom cnoco6HocTu knueHta (PATCH /clients/bandwidth/{bandwidth_id})

Takxe B query-napameTpax nepefaeTtcs id orpaHuyeHus, MHGOPMaLMIO O KOTOPOM
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HeobXxoaMMO U3MEHUTD.

"backup_bandwidth": @,
"restore_bandwidth": O,
"window_start": "13:35:28",
"window_end": "13:35:28"

200 OK
MapameTpbl OrpaHNYeHnst NPONYCKHON CNOCOBHOCTM U3MEHEHDI.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

404 NOT_FOUND
OrpaHnyeHne NponycKHom crnocobHOCTN He HaNaEeHO.

YpaneHue cnucka orpaHuyeHuii nponyckHo cnoco6HocTu knneHTa (DELETE /clients/bandwidth)

ids": [ @

@ OGs3aTenbHoe none

200 OK
Cnucok orpaHnyeHnn NponycKHoOM CNoCObHOCTU yaarneH.

404 NOT_FOUND
OrpaHnyeHne NPonycKHoOm crocobHOCTN He HaNAEHO.

HeaBTOPMSOBaHHbIe KJ/INeHTbI

Mony4yeHune cnucka HeaBTOPU30BaHHbIX KNMEeHTOB (GET /clients/unauthorised)

200 OK
[NonyyeH CNNCOK HeaBTOPU30BaHHbIX KIIMEHTOB.

Mony4yeHune nipopmayum o HeaBTopmu3oBaHHOM KnmeHTe (GET /clients/unauthorised/{client_id})

Teno sanpoca oTCyTCTBYeT. B query-napameTpax nepefaerca id HeaBTOPU30BaHHOIoO
KIIMeHTa, MHPOPMaLMIO O KOTOPOM HEOBXOAMMO MOMYUYNUTb.
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200 OK
I'Ionyqua I/IHd)OpMaLI,VIFI O HEABTOPN3OBaAHHOM KJIMEHTE.

AsTopusauus knueHtoB (POST /clients/unauthorised/authorise)

"clients_ids": [ @
1

@ O6nsaTenbHoe none

204 NO_CONTENT
KnueHTbl aBTOPU30BaHbI.

YpaneHue cnucka HeaBTopu3oBaHHbIX KNMeHTOB (DELETE /clients/unauthorised)

ids": [ @

@ OGs3aTenbHoe none

204 NO_CONTENT
Cnuncok HEaBTOPUN30OBaHHbIX KITMEHTOB yAaNeH.

404 NOT_FOUND
HeaBTOpM30BaHHbIE KITNEHTbI HE HaNAEeHbI.

8.1.6. XpaHunuia

JlokanbHble PpaitnoBbie XpaHUnuL,a

MonyuyeHune cnucka nokanbHbiX ¢paiinoebix xpaHunuuy, (GET /storages/local_catalogs)

200 OK
[Mony4eH CNMUCOK NoKanbHbIX GannoBbIX XPaHUNLL.

Jo6aBneHue nokanbHoro ¢gaiinosoro xpauunuw,a (POST /storages/local_catalogs)

"path": ,

8.1. Bepcua 2 (v2)
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"pool”: "Default",

"description”:

201 CREATED
JlokanbHoe ¢pannoBoe xpaHunuuie gobasneHo.

PenakTupoBaHue CVLLECTBVIOLLLErO JIoKanbHoro ¢gainosoro xpauunuuw,a (PATCH
/storages/local_catalogs/{catalog_id})

Tak>xXe B query-napameTpax nepegaetca id NOKanbHOro GpanioBoro XxpaHunuLa, Koto-
pbli HEO6X0AUMO U3MEHUTD.

{
"description”: ""
}
200 OK

I'IapaMeprl JIOKaJIbHOro ¢aﬁﬂOBOFO XpaHunnnwa NsMeHeHbI.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

404 NOT_FOUND
JlokanbHoOe ¢annoBoe XxpaHuUnuLLe He HangeHo.

YpaaneHne HeCKOJIbKUX NoKasnbHbIX ¢painoBbix XxpaHunuwy, (DELETE /storages/local_catalogs)

"ids": [ @

@ OGs3aTenbHoe none

204 NO_CONTENT
Cnuncok nokarsnbHbIX GannoBbIX XpaHUNULL, yOoaneH.

404 NOT_FOUND
JlokanbHbIN GannNoBbIN XpaHUIULLE He HaNLEHO.

Mony4yeHune uidpopmavumu o nokanbHoM Ppaitnosom xpaHunuuie (GET /storages/local_catalogs/{catalog_id})

Takxe B query-napameTpax nepefaetca id nokanbHOro ¢amnoBOro XpaHunuua,
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NHPOPMaLMO O KOTOPOM HEOBXOAMMO NOYUYUTD.

200 OK
NHpopmauma o nokanbHOM ¢pannoBOM XpaHUIKULLLE NoNy4deHa.

404 NOT_FOUND
JlokanbHOe ¢annoBoe XxpaHuUnuLLe He HanaeHo.

BnouHble ycTpoiicTBa

MonyuyeHune cnucka 6,104HbIX ycTpolcTB (GET /storages/block_devices)

200 OK
Mony4eH cNUCoK 610YHbIX YCTPOWCTB.

MonyyeHune uidpopmavum o 6noyHom yctpoicrtee (GET /storages/block_devices/{block_device_id})

TakXe B query-napameTpax nepepgaetca id 6104YHOro ycTtpomcTea, nHdopmaymo o
KOTOPOM HEOBXOOMMO MONYUYUTb.

200 OK
NHpopMaLums 0 65I04HOM YCTPOMCTBE NOoJyYeHa.

404 NOT_FOUND
BnoyHoe yCTpONCTBO He HanaeHo.

[o6aeneHue 6no4yHoro ycrpoictea (POST /storages/block_devices)

{
"device": "", @
"pool": "Default", @
"overwrite_file_system": false, @
"description”: ""

}

@ O6nsaTenbHoe none

201 CREATED
BnoyHoe ycTponcteo gobasneHo.

PepaktuposaHue 6no4Horo yctpoictea (PATCH /storages/block_devices/{block_device_id})

Takxe B query-napameTpax nepegaetca id 67104HOro yCTPOWCTBA, KOTOPOE HEobXo-
AVIMO U3MEHUTb.
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"description": "",
"parallel_workers": 2
}
200 OK

MapamMeTpbl 6/I04HOM0 YCTPONCTBA N3MEHEHDI.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.

404 NOT_FOUND
BnoyHoe ycTponcTBo He HanaeHo.

YpaneHue cnucka 6no4Hbix yctponcTB (DELETE /storages/block_devices)

ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
Cnucok 6N10YHbIX YCTPOMCTB yAaneH.

404 NOT_FOUND
BnoyHoe yCTpONCTBO He HanAeHo.

KnueHTckue XpaHunuua

MonyuyeHune cnucka KNUeHTCKUX XxpaHunuiy, (GET /storages/client_defined)

200 OK
I'Ionyqu CMNCOK KITMEHTCKNX XPaHWUITALL,.

Mony4yeHune uHpopmaLmnm o KNMeHTCKoM xpaHunuuie (GET /storages/client_defined/{client_defined_id})

Tena 3anpoca HeT. B query-napameTtpax nepegaeTca id K/ANMEHTCKOro XxpaHwniuuwa,
NHOOPMaL MO O KOTOPOM HEOBXOAMMO MONYUNTD.

200 OK
MonydyeHa MHGopmaLmnsa 06 KIIMEHTCKOM XpaHWUIMLLE.

404 NOT_FOUND
KnneHTcKoe XpaHunuLie He HalnaeHo.
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Jo6aBneHue knueHTckoro xpaHunuw,a (POST /storages/client_defined)

{
"pool": "Default", @
"metadata_fs_pool": "Default2", @
"name": "", @
"description”: ""

}

@ O6nsaTenbHoe none

201 CREATED
KnueHTCcKoe XpaHunuuie cosaaHo.

UsmeHeHue knueHTcKkoro xpaHunuuia (PATCH /storages/client_defined/{client_defined_id})

TakXe B query-napamMeTpax nepegaetcs id KJIMEHTCKOro XpaHunuuwa, nHpopmaumo o
KOTOpPOM HEO6X04NUMO U3MEHNUTD.

{
"name": "",
"metadata_fs_pool": "Default2",
"description": ""
}
200 OK

MapaMeTpbl KJIMEHTCKOro XpaHunuuLa UsMeHeHbI.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
KnneHTcKoe XpaHunuiie He HaigeHo.

YpaneHue cnucka knmeHTckux xpanunuwy, (DELETE /storages/client_defined)

ids": [ @

@ Ob6s3atensHoe none
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204 NO_CONTENT
CnnCcoK KNNEHTCKNX XpaHUnw, yganeH.

404 NOT_FOUND
KnneHTckoe xpaHunuLie He HalnaeHo.

O6nauHble XpaHUIML,a

Mony4yeHune cnucka pocTynHbix o6nakos (GET /storages/clouds/s3)

200 OK
MNMonyyeH cnncok o061aKos.

MonyuyeHune nugpopmauum o cyuiecteyouw,em o6nake (GET /storages/clouds/s3/{s3_id})

Tena 3anpoca HeT. B query-napameTtpax nepegaetca id obnaka, nHdopmaLmo 0 KOTO-
POM HEOBXOAUMO MONYUYNTD.

200 OK
MNMonyyeHa nHpopmauma ob obnake.

404 NOT_FOUND
O6bnako He HanpaeHo.

MonyuyeHne cnucka foOCTYNHbIX 6akeToB cyu,ecTBylow,ero o6naka (GET /storages/clouds/s3/{s3_id}/buckets)

B query-napameTpax nepepaetca id obnaka, MHPopMauuro O [OCTYMHbIX H6akeTax
KOTOPOro He06XoAMMO MONYyUNTb.

200 OK
MonyyeHa MHGOPMaLMA O AOCTYMHbIX 6GakeTax CyLLecTByoLLero obnaka.

MonyuyeHne cnucka focTynHbIX 6akeToB He Ao6aBneHHoro B CPK o6naka (POST /storages/clouds/s3/buckets)

"access_key_id": "jkepwbubWUJpS@4vtmgm", @
"secret_key_access": "ROhjOGN7MjJ3iTvBBxw9dI1ez9jPd1wDkMuIQ4Fu", @
"region": "ru-1", @
"endpoint_override": "https://192.168.222.197:9000", @

"proxy_host": ,

"proxy_port": ,

"proxy_username"” : )

"proxy_password":

@ OGs3aTenbHoe none
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200 OK
Mony4yeH CN1COoK CyLLecTBYOLWMX B obnake 6akeToB.

Jo6aeneHune HoBoro o6naka (POST /storages/clouds/s3)

{
"name": "my_s3_cloud", @

"pool": "cloud_pool", @
"access_key_id": "", @
"secret_key_access": "", @
"region": "ru-1",
"endpoint_override": "https://192.168.222.197:9000", @
"proxy_host": "",
"proxy_port": "",
"proxy_username": "",
"proxy_password": "",
"bucket_name": "rubackup-server-5953bb5c71fc3bf8",
"allow_auto_bucket_creation": true,
"transfer_workers_number": 1

}

@ O6nsaTenbHoe none

201 CREATED
O6nako co3pfaHo.
PepaxkTupoBaHue napameTtpoB o6saka (PATCH /storages/clouds/s3/{s3_id})

B query-napameTpax nepepaetcsa id obnaka, MHGOPMaLIMO O KOTOPOM Heo6X0AMMOo
N3MEHUTb.

{
"allow_auto_bucket_creation": false,
"bucket_name": ""
}
200 OK

MNapameTpbl 0651aKa USMEHEHDI.

404 NOT_FOUND
O6nako He HangeHo.

YpaneHue cnucka o6nakoB (DELETE /storages/clouds/s3)
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ids": [ @

@ O6#nsaTenbHoe none

204 NO_CONTENT
YpaneH cnnucok obnakos.
KapTpuprxu
MonyuyeHune cnucka pocTynHbiX KapTpup)xen (GET /storages/tape_cartridges)

200 OK
MonyyYeH CNmMCcoK AOCTYMHbIX KapTpuaxen.

MonyyeHune uupopmavum o neHTouHoM KapTpupxe (GET /storages/tape_cartridges/{cartridge_id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id kapTpuaxa, MHGoOpMaLMo O
KOTOPOM HE06X0AMMO MONYyUnTb.

200 OK
[MonyyeHa nHpopmMaLma O NTEHTOYHOM KapTpuaxe.

[Jo6aBneHue neHTo4yHoro kaptTpuaxa (POST /storages/tape_cartridges)

{
"type": "LT0-9", @
"pool": "tape_pool", @
"volume_tag": "RB10001L9", @
"description”: ""

}

@ O6nsaTenbHoe none

201 CREATED
JIeHTOYHbIN KapTpuaX 0ob6aBreH.

PepaktupoBaHue kaptpuaxa (PATCH /storages/tape_cartridges/{cartridge_id})

Takxe B query-napamMeTpax nepegaeTcs id NEHTOYHOro KapTpuaxa, nHbopmaluo o
KOTOPOW HEO6XO0AMMO U3MEHUTb.
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"volume_tag": ,

"description”:

200 OK
MapamMeTpbl KapTpUaXKa N3MeEHEHbI.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.

404 NOT_FOUND
KapTpua) He HangeH.

YpaneHue cnucka kaptpupxeii (DELETE /storages/tape_cartridges)

ids": [

204 NO_CONTENT
Cnucok KapTpua)xen yganeH.

404 NOT_FOUND
KapTpuoX He HangeH.

3amoposka kapTpua)xa (PATCH /storages/tape_cartridges/freeze)

"ids": [ @

@ Ob6s3atenpHoe none

204 NO_CONTENT
CTaTyc KapTpuaxa U3MeHeH.

207 MULTI_STATUS
YacTun KapTpuaXXen U3MEHeH cTaTyc.
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422 UNPROCESSABLE_ENTITY
Henb3sa n3MeHuTb CTaTyC KapTpugxa.

Pa3moposka kapTpupxa (PATCH /storages/tape_cartridges/unfreeze)

ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
CTaTyc KapTpuaxa U3MeHeH.

207 MULTI_STATUS
YacTun KapTpuaXXel U3MeHeH cTaTyc.

422 UNPROCESSABLE_ENTITY
Henb3sa nsMeHuTb CTaTyC KapTpuaxa.

MpuocTaHoBka kapTpupka (PATCH /storages/tape_cartridges/suspend)

"ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
CTaTyc KapTpuaxa naMeHeH.

207 MULTI_STATUS
YacTu KapTpuaXXen U3MeHeH cTaTyc.

422 UNPROCESSABLE_ENTITY
Henb3sa nsMeHuTb CTaTyC KapTpugxa.

Bo3so6HoBneHue kapTpuaxa (PATCH /storages/tape_cartridges/unsuspend)

ids": [ @
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@ O6#nsaTenbHoe none

204 NO_CONTENT
CTaTyc KapTpuaxa U3MeHeH.

207 MULTI_STATUS
YacTun KapTpuaXen N3MeHeH ctaTyc.

422 UNPROCESSABLE_ENTITY
Henb3st UISMEHUTb CTaTyC KapTpuaxa.

JleHTOUYHblIe 6MGIMoTEKH

Mony4yeHne cnucka NeHTo4YHbIX 6ubnuoTek (GET /tape_libraries)

200 OK
[ony4eH CrncoK NeHTOYHbIX BUBANOTEK.

MonyuyeHue pepeBa NeHTOYHbIX 6UGnMoTeK (POST /tape_libraries/tree)
B cnucke OTO6pa)KaI-OTCFI:

1. JIeHTOuYHble BMBNMOTEKN, X POBOTLI, UX NpuBoAbl. CMCOK CMOTOB AO/IKEH ObITb
nycTbIM BCerga.
2. JleHTOuYHbIe NyJibl, aCCOLUMNPOBaHHbIE U HEACCOLMNPOBaAHHbIE C BUBNNOTEKON.

{

"pools”: {
"limit": 50,
"page": 1

}

}
200 OK

Mony4eHo gepeBo MHPopmMayma o poboTe 1 cnoTax.

Mony4yeHue uHpopmavum o neHTouHol 6ubnumoreke (GET /tape_libraries/{library_id})

200 OK
NHbopMaLnsa 0 NeHTOYHOM BUBNMOTEKE Nosy4yeHa.
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404 NOT_FOUND
JleHTo4YHana 6ubnmoTeka He HanaeHa.

Ao6aBneHune neHTo4yHoi 6ubnuotekun (POST /tape_libraries)

{
"pool": "tape_pool", @
"media_server": "rubackup-media", @
"description”: "",
"medium_changer_candidate_id": 1, @
"tape_drives_candidates_ids": [ @

1

]

}

@ OGs3aTenbHoe none

201 CREATED
JleHTo4YHasa 6ubnunoTeka gobasneHa.

YpaneHue cnucka neHTouHbix 6u6nuotek (DELETE /tape_libraries)

ids": [ @

@ Ob6s3atenbHoe none

204 NO_CONTENT
CnuCoK NeHTOYHbIX BubnnoTek yOalneH.

404 NOT_FOUND
JleHTo4YHana 6ubnmoTeka He HanaeHa.

MonyuyeHune cnucka poCTYNHbIX AN fo6aBneHus po6otos u npueoaoB (GET /tape_libraries/candidates)

Tena 3anpoca HeT. B query-napameTpax nepefaetca UM Meamnacepsepa, KOTOPOMY
npeseHToBaHa 6MbnNMoTeKa, a Takxe cnocob gobaBneHus.

200 OK
[Mony4eH CANUCOK OOCTYMHbIX ANA pobasneHns poBOTOB 1 MPUBOAOB.
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MonyuyeHune nupopmaumm o poéote u cnotax (POST /tape_libraries/candidates/info)

"media_server": "rubackup-media-server", @
"medium_changer_sg_path": "/dev/sg4"

@) O6ssaTenbHoe none

200 OK
Mony4yeHa MHGoOpMaLmsa 0 poboTe 1 croTax.

CUHXpPOHU3aLUA AaHHbIX NIeHTOYHOW 6ubnuoTeku (POST /tape_libraries/{library_id}/sync)

Tena 3anpoca HeT. B query-napameTtpax nepegaetca id 6mbnuoTteku, nHdopmauuo o
KOTOPOW HEOBXOAMMO CUHXPOHN3NPOBATb.

200 OK
CUHXPOHM3aLUsA BUBIMOTEKM NPOLLSIA YCMEeLLHO.

422 UNPROCESSABLE_ENTITY

CUHXPOHM3aLUs 3aBeplUeHa C OLMGKON, BUBUMNNOTEKA COAEPXUT HEe3aperncTpmpo-
BaHHbIA KapTPUAX.

Po6oTbI

MonyuyeHune cnucka po6oTosB (GET /tape_libraries/{library_id}/medium_changers)

200 OK
[Mony4eH cnncok poboToB.

MonyyeHune uHpopmavum o poéote (GET /tape_libraries/medium_changers/{changer_id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTcs id po6oTa, MHopMaLUO O KOTO-
POV HEOBXOAMMO MONYUNUTD.

200 OK
Mony4yeHa nHpopmauma o poborTe.

404 NOT_FOUND
PoboT He HangeH.

UsmeHeHue po6oTa (PATCH /tape_libraries/medium_changers/{changer_id})

Takxe B query-napameTpax nepegaetca id poboTa, MHGOPMaLLMO O KOTOPOM HEOBXO-
ANMO U3MEHUTD.
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{
"scsi_path": "[8:0:0:0]",
"device": "/dev/sg2"
}
200 OK

MapameTpbl po60Ta M3MEHEHDI.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
PoboT He HanaeHa.

Cnotbl
Monyuyenune cnucka cnotos (GET /tape_libraries/{library_id}/slots)

Tena 3anpoca HeT. B query-napameTtpax nepegaetca id 6mbnuoTteku, nHdopmauuo o
C/ioTax KOTOpon HeO6XOANUMO NONMYYNUTb.

200 OK
MonyyeH CNNCOK CNOTOB JIEHTOYHON BUBINOTEKM.

MonyuyeHne nupopmaLum o cnoTe NieHToOuYHo 6ubnuoTekun (GET /tape_libraries/slots/{slot_id})

Tena 3anpoca HeT. B query-napameTpax nepegaetcs id cnota, MHGOPMaLMO O KOTO-
POM HEeobX0AUMO NONYYUTb.

200 OK
Mony4yeHa nHPopmMaLma O CNOTE NEHTOYHON BUBINOTEKN.

Mpoeepka ¢aitnosoii cuctembl Ha KapTpupxe (PATCH /tape_libraries/{library_id}/slots/check_1tfs)

Tak)ke B query-rnapameTtpax rnepegaetca id 6ubnuoTekn, KapTpuaXX B CNoTe KOTOPOK
HeobX0oANMO MPOBEPUTD.

"volume_tag": "RBOOO1L9" @

@ OGs3aTenbHoe none

200 OK
Co3paHa 3agava Ha NpoBepKy Hanuuus Itfs Ha kapTpugxe.
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400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

Ctupanue kaptpupgyxa (PATCH /tape_libraries/{library_id}/slots/erase_cartridge)

TakxXe B query-napamMmeTpax nepegaetca id 6MB6NNOTEKM, KapTPULXK B CI0Te KOTOPOW

HEeobX04UMO CTepPETh.

"volume_tag": "RBOOO1L9", @
"is_long_erase": false

@) O6ssaTenbHoe none

200 OK
Co3faHa 3aava Ha CTUpaHue KapTpuaxa.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.

AxcnopT kapTpuaXxa (PATCH /tape_libraries/{library_id}/slots/export_cartridge)

Takxe B query-napameTpax nepegaetcs id 6GubnnmoTekn, KapTPUAX B COTE KOTOPOWA
Heo6X0ANMO SKCMOPTMPOBATb.

"volume_tag": "RBOOO1L9" @

@ O6nsaTenbHoe none

200 OK
CospaHa 3afaya Ha aKCnopT KapTpuaxa.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

UmnopT kapTpup)xa (PATCH /tape_libraries/{library_id}/slots/{slot_id}/import_cartridge)

TakxXe B query-napamMmeTtpax nepegaetca id 6UB6NNOTEKM, KapTPULXK B CI0OTE KOTOPOW
Heo6X0ANMO UMMOPTUPOBATb U id CNoTa, B KOTOPbIN NPOM30AAET MMMOPT.

"pool_name": "Tape libraries" @
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@ OGs3aTenbHoe none

200 OK
NMnopT KapTpuayka npoLuen ycneLHo.

400 BAD_REQUEST
HekoppeKTHoe Teno 3anpoca.

dopmaTupoBaHue kaptTpupgxa (PATCH /tape_libraries/{library_id}/slots/format_cartridge)

Tak)ke B query-rnapameTtpax rnepegaetca id 6ubnuoTekn, KapTpuoXX B CNoTe KOTOPOM
HeobxogumMo popMaTUpOBaTh.

"volume_tag": "RBOOO1L9" @

@ O6#nsaTenbHoe none

200 OK
Co3paHa 3agava Ha GopMaTMpoBaHne KapTpuaxa.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

MenemeureHne kKapTpuaxxa B apvrow cnot (PATCH
/tape_libraries/{library_id}/slots/{slot_id}/move_cartridge)

Takxe B query-napameTpax nepegaetca id 6MBNNOTEKN, KAPTPUOX B CNOTE KOTOPOW
HeobxoAuMOo NepeMecTUTb U id cnoTa, B KOTOpPbI 6yAeT Npon3BeaeHo NepemMeLleHme.

"volume_tag": "RBOOO1L9" @

@ OGs3aTenbHoe none

200 OK
Co3faHa 3aava Ha nepemelleHne KapTpuaxa.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.
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JleHTOuUHbIE npueopabi

Mony4yeHune cnucka neHTouHbIX npuesofos (GET /tape_libraries/{library_id}/tape_drives)

Tena 3anpoca HeT. B query-napameTpax nepepaetca id 6mbnnoTekn, MHpopmauuno o
npmBoAax KOTOPON HEOBXOAMMO NONYUUTD.

200 OK
I'Ionyqu Cnncok npmneoaoB JIEHTOYHON BMBNNOoTEKMN.
MonyuyeHune nupopmauum o neHtouyHom npueopae (GET /tape_libraries/tape_drives/{drive_id})

Tena 3anpoca HeT. B query-napameTtpax nepepaetcsa id npwuBoga, vHGopmauuno o
KOTOPOM HEOBXOANMO NOMYUNTD.

200 OK
ﬂonyqua I/IHCI)OpMaLI,I/Iﬂ O npwueBope NIEHTOYHOW BMONNOTEKMN.
Oo6aBneHue npueona (POST /tape_libraries/{library_id}/tape_drives)

Takxe B query-napamMeTpax nepegaetca id 6GMBIMOTEKM, B KOTOPYH HEo6XoOUMO
0,06aBUTb MNPUBOL.

{
"ids": [ @
4,
6,
9
]
}

@ OGs3aTenbHoe none

201 CREATED
Hosbin npuBog gobasneH K bubnnoTeke.

PepaxkTupoBaHue neHTtouyHoro npusopga (PATCH /tape_libraries/tape_drives/{drive_id})

Takxe B query-napameTpax nepegaetcsa id npuBoAa, MHGOPMALMO O KOTOPOM Heob-
XOAMMO U3MEHUTb.

"scsi_path": "[6:0:0:0]",
"device": "/dev/sgl",
"sys_transfer_element": 3,
"nst_path": "/dev/nst@"
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200 OK
MapaMeTpbl NpnBOLa N3MEHEHDI.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

YpaneHue cnucka neHTouHblix npusopos (DELETE /tape_libraries/tape_drives)

{
"ids": [ @
2
6,
9
]
}

@ OGs3aTenbHoe none

204 NO_CONTENT
MpuBog, NEHTOYHOW BUBNNOTEKM yOaneH.

404 NOT_FOUND
MpuBOA NEHTOYHON BUBNNOTEKN HE HANAEH.

MonvuyeHne cnuckKa AOCTVNHbIX ANIA A06GaBNIEHUA NEHTOUYHbIX NpusBopgos (GET
/tape_libraries/tape_drives/candidates)

Tena 3anpoca HeT. B query-napameTpax nepegaeTca cnocob gobasneHus npusopa
(py4yHOM nnu aBTOMaATUYECKMI), hostname MegmacepBepa, Ha KOTOPbLIM Npe3eHTOBaHa
onbunnoTeka n sg_device_path poboTa 6UbNMOTEKN.

200 OK
MHbopMauunsa 0 A4OCTYMNHbIX AN pobasneHus npmeoaax rnojlyyeHa.

OumcTtka neHTouyHoro npusopa (PATCH /tape_libraries/tape_drives/{drive_id}/clean)

Tena 3anpoca HeT. B query-napameTpax nepegaetca id npueoga, KOTOpbli HEOGXO-
AVMO OUYUCTUTb.

200 OK
3afaya Ha O4YNCTKY NMpuBoAa co3aaHa.
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8.1.7. CtpaTteruun

MonyuyeHue cnucka ctpateruint (GET /backup_strategies)

200 OK
[Mony4eH CNNUCOK CTpaTerunn.

MonyyeHune nipopmanyum o ctpaterum (GET /backup_strategies/{strategy_id})

Tena 3anpoca HeT. B query-napameTtpax nepepgaetca id cTpaTerum, MHGopmaumo o
npasunax penankaumm KoToporm Heo6XogMMO NONYYNTb.

200 OK
Mony4deHa nHPopmaLma o pennmkaunum ctpaTernu.

Co3paHue cTpaTerum (POST /backup_strategies)

"name": "my_backup_strategy", @

“status”: "wait",

"pool_id": "Default"”,

"crypto": "nocrypt",

"storage_capacity": 50,

"description”: "",

"validity_start_period": "2025-01-13T16:54:45.541246",
"validity_end_period": "2026-01-13T16:54:45.541261",
"verify_flag": true,

"verify_interval”: "1 day",
"auto_delete_obsoleted_copy_flag": false,
"inform_when_obsoleted_copy": "Nobody",
"client_delete_flag": true,

"full_archive_enabled": false,

“full_periodic_launch": "1 min",
"full_storage_duration": "1 day",
“full_min": @,
“full_hour": @,
“full_dom": 1,
"full_mon": 1,
"full_dow": 1,

"full_move_copy_flag": false,
“full_move_copy_while": "1 day",
“full_move_copy_pool": "Default",
"inc_archive_enabled": false,
"inc_periodic_launch": "1 min",
"inc_storage_duration": "1 day",
“inc_min": 0@,
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"inc_hour": @,

"inc_dom": 1,

"inc_mon": 1,

"inc_dow": 1,
"inc_move_copy_flag": false,

“inc_move_copy_pool": "Default"”,
"inc_move_copy_while": "1 day",
"diff_archive_enabled": false,
"diff_periodic_launch": "1 min",
"diff_storage_duration": "1 day",
"diff_min": O,

"diff_hour": @,

“diff_dom": 1,

"diff_mon": 1,

"diff_dow": 1,

"diff_move_copy_flag": false,

"diff_move_copy_pool": "Default",

"diff_move_copy_while": "1 day",

"notify_normal”: "Nobody",

"notify_normal_cc": "email@http://domain.ru/[domain.rul",
"notify_exception”: "Nobody",

"notify_exception_cc": "email@http://domain.ru/[domain.ru]",
"notify_verify": "Nobody",

"notify_verify_cc": "email@http://domain.ru/[domain.ru]",
"notify_strategy_validity": "Nobody",

"notify_strategy_validity_cc": "email@http://domain.ru/[domain.ru]",
"notify_end_storage_capacity": "Nobody",
"notify_end_storage_capacity_cc": "email@http://domain.ru/[domain.ru]"

@ O6#nsaTenbHoe none

201 CREATED
CtpaTerus cospgaHa.

U3meHeHue napameTpos cTpaTerum (PATCH /backup_strategies/{strategy_id})

Takxe B query-napameTpax nepegaetcs id cTpaTermum, MHGopmMaL o 0 KOTOPO Heob-
XOAMMO U3MEHUTb.

"name": "my_backup_strategy",
“status”: "wait",

"pool_id": "Default",
"crypto": "nocrypt",
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"storage_capacity": 50,

"description”: "",

"validity_start_period": "2025-01-13T16:54:45.541246",
"validity_end_period": "2026-01-13T16:54:45.541261",
"verify_flag": true,

"verify_interval”: "1 day",
"auto_delete_obsoleted_copy_flag": false,
"inform_when_obsoleted_copy": "Nobody",
"client_delete_flag": true,

“full_archive_enabled": false,

“full_periodic_launch": "1 min",
"full_storage_duration": "1 day",
"full_min": O,
“full_hour": @,
“full_dom": 1,
"full_mon": 1,
"full_dow": 1,

"full_move_copy_flag": false,
“full_move_copy_while": "1 day",
“full_move_copy_pool": "Default",
"inc_archive_enabled": false,
"inc_periodic_launch": "1 min",
"inc_storage_duration": "1 day",
“inc_min": @,

“inc_hour": 0,

“inc_dom": 1,

"inc_mon": 1,

“inc_dow": 1,
"inc_move_copy_flag": false,

"inc_move_copy_pool": "Default",
"inc_move_copy_while": "1 day",
"diff_archive_enabled": false,
"diff_periodic_launch": "1 min",
"diff_storage_duration”: "1 day",
"diff_min": O,

"diff_hour": O,

"diff_dom": 1,

"diff_mon": 1,

"diff_dow": 1,

"diff_move_copy_flag": false,

"diff_move_copy_pool": "Default",

"diff_move_copy_while": "1 day",

"notify_normal": "Nobody",

"notify_normal_cc": "email@http://domain.ru/[domain.ru]",
"notify_exception": "Nobody",
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"notify_exception_cc": "email@http://domain.ru/[domain.ru]",
"notify_verify": "Nobody",

"notify_verify_cc": "email@http://domain.ru/[domain.ru]",
"notify_strategy_validity": "Nobody",

"notify_strategy_validity_cc": "email@http://domain.ru/[domain.ru]",
"notify_end_storage_capacity": "Nobody",
"notify_end_storage_capacity_cc": "email@http://domain.ru/[domain.ru]

200 OK
CTpaTeruns nsmMeHeHa.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.

404 NOT_FOUND
CtpaTeruns He HangeHa.

UsmeHeHue cTaTtyca cTpaTterum (PATCH /backup_strategies)

{
"strategies": [
{
"strategy_id": 1, @
"status": "wait" @
}
]
}

@ OGs3aTenbHoe none

200 OK
CTaTyC cTpaTernmm N3SMeEHeEH.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

404 NOT_FOUND
CTpaTeruns He HangeHa.

YpaneHue cnucka ctpateruit (DELETE /backup_strategies)

ids": [ @
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@ O6#nsaTenbHoe none

200 OK
CTpaTeruu yganeHs..

404 NOT_FOUND
CTpaTerus He HangeHa.

MonyyeHune cnucka npaeun ctpateruii (GET /backup_strategies/rules)

200 OK
Mony4yeH CANCOK NpaBui cTpaTeruu.

MonyyeHune uipopmayum o npasune crpaterum (GET /backup_strategies/rules/{rule_id})

Teno 3anpoca oTcyTCTBYyeT. B query-napameTpax nepegaetcsa id npasuna, MHpopma-
IO O KOTOPOM HEOBXOAUMO MOMYYUTb.

200 OK
[MpaBwuno cTpaTternu yganeHo.

404 NOT_FOUND
[MpaBuno cTpaTernm He HangeHo.

Jo6aeneHue npaesuna B cTpateruto (POST /backup_strategies/rules)

"strategy_rule": {
"client_id": "rubackup-client (525a99154f3505a2)", @
"strategy_id": "Default", @
"resource_type": "File system", @
"resource": "/home/", @
"normal_execution_script": "",
"exception_execution_script": "",
"priority": 100,

"restore_script":
o
"module_extensions": {

"parameters": {

"file_list": true,
"numeric_owner": false,
"use_snapshot": false,
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"ignore_errors_snapshot": true,
"snapshot_type": "",
"snapshot_size": 10,
"script_before_snapshot”: "",
"script_after_snapshot": "",

"script_error_snapshot":
}
i

"common_modules_extensions": {
"parameters": {

"worker_parallelism": 8,
"enable_multithreading": false,
"enable_flexible_dedup": false,
"network_parallelism": 8,
"memory_threshold": 0,
"deny_memory_exceed": false,
"restore_corrupted_blocks": "full_analysis",
"deduplication”: true

@ OGs3aTenbHoe none

201 CREATED
MpaBuno gob6aBrieHo B CTpaTeruio.

U3meHeHue npaBuna ctpaterun (PATCH /backup_strategies/rules/{rule_id})

Takxe B query-napameTpax nepegaeTca id npasunia, MHGOPMaLMO O KOTOPOM Heob-
XOAMMO U3MEHUTb.

"strategy_rule": {
"client_id": "rubackup-client (525a99154f3505a2)",
"strategy_id": "Default",

"resource_type": "File system",

"resource": "/home/",

"normal_execution_script": "",
"exception_execution_script": "",

“priority": 100,
"restore_script":

}
"module_extensions": {
"parameters”: {
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"file_list": true,
"numeric_owner": false,
"use_snapshot": false,
"ignore_errors_snapshot": true,
"snapshot_type": "",
"snapshot_size": 10,

"script_before_snapshot"”: ,

"script_after_snapshot": ,

"script_error_snapshot":

}
}

"common_modules_extensions": {
"parameters”: {

"worker_parallelism": 8,
"enable_multithreading": false,
"enable_flexible_dedup”: false,
"network_parallelism": 8,
"memory_threshold": @,
"deny_memory_exceed": false,
"restore_corrupted_blocks": "full_analysis",
"deduplication”: true

200 OK
[MapaMeTpbl NpaBuna cTpaTerum NsMeHeHbl.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
[MpaBuno cTpaTernm He HangeHo.

YpaneHue cnucka npasun ctpaterun (DELETE /backup_strategies/rules)

ids": [ @

@ O6nsaTenbHoe none
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204 NO_CONTENT
Cnuncok npaBun CTpatTernn yganeH.

404 NOT_FOUND
[MpaBwuno cTpaTernm He HaMAeHo.

MonyuyeHne AoONONHUTENIbHbIX NapaMeTpoB npasuna ctpaterum (GET
/backup_strategies/extension)

Teno sanpoca oTcyTcTByeT. B query-napameTpax nepefaeTcss HasBaHMe pecypca
(resource_type) W1 Ha3BaHWe pecypca 1 id npasuna, UHGOPMALNKO O AOMNONTHUTENb-
HbIX MapameTpax KOTOPbIX HEOBXOANMO MONYUUTb.

200 OK
NHbopMaumns 0 AONONHUTENbHbBIX NapamMeTpax nosy4deHa.

MonvyeHne cnucka apMUHUCTPaTOpPOB cTpaTerum (GET
/backup_strategies/{strategy_id}/administrators)

Tena 3anpoca HeT. B query-napamMeTpax nepegaerca id cTpaTteruun, nHpopmaumo ob
aAMUHUCTpaToOpe KOTOPOM Heo6XO0ANMO NOMYyYNUTb.

200 OK
[Mony4yeH cCNUCOK agMUHUCTPATOPOB 1A CTpaTerun.

HasHauyeHune apMuHUucTpaTopoB cTpaTterum (POST
/backup_strategies/{strategy_id}/administrators)

Tak)e B query-napameTpax nepegaetca id cTpaTernu, KOTOpown osKeH 6biTb Ha3Ha-
4YeH agMuUHUCTpPaTop.

"administrator": "Nobody" @

@) O6ssaTenbHoe none

201 CREATED
ALI,MI/IHI/ICTpaTOp Ona ctpaternnm HasHa4deHx.

YpaneHue cnucka agMuHucTpaTopoBs cTpaTterum (DELETE /backup_strategies/administrators)

ids": [ @
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@ OGs3aTenbHoe none

200 OK
Cnuncok AOMUNHUCTPATOPOB CTpaTernn yaanex.

404 NOT_FOUND
AQMUHUCTpPATOP CTpaTeErnm He HangeH.

I'IpaBuna KonupoBaHuA B nyn

MonvyeHue cnucka HACTPOEHHOI0 KONMUPOBAaHUA Pe3epPBHbIX Konuii no cTtpaTteruu B nyn (GET
/backup_strategies/{strategy_id}/replications)

200 OK
Mony4yeH CNUCOK pennmKauuin cTpaTerum.

MonvuyeHne nHdopMaLUK O NPaBUJIE KONUPOBaHUA Pe3epPBHbIX KONUiA no ctpaterum B nyn (GET
/backup_strategies/replications/{replication_id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaeTcsa id npasunia penavkauum ctpaTte-
v, HGOPMaALUKO O KOTOPOM HEOBXOAMMO MONYYNTb.

200 OK
MonydyeHa HGopmMaLmsa 0 pennnkauum ctpaTermu.

Co3naHue nNpasuia KOMUDOBaHUA De3ePBHbIX KOMNuii no ctpateruu B nyn (POST
/backup_strategies/{strategy_id}/replications)

B query-napameTpax nepepaeTcs id cTpaTeruu, s KoTopon Heo6xoanmo Ao6aBUTb
NpaBuIo pennkaLum.

{
"pool": "file_pool", @
"capacity": o,
"capacity_enabled": false,
"period": "1 mon",
"period_enabled": false,
"work_window_start": "00:00:00",
"work_window_end": "00:00:00"

}

@ Ob6s3atenbHoe none

201 CREATED
MpaBuno pennnkauum cTpaTtermm cosgaHo.
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PenakTupoBaHue npaBuia KONMMPOBaHUSA be3enBHbIX Konuii no ctpateruu B nyn (PATCH
/backup_strategies/replications/{replication_id})

Takxe B query-napameTpax nepegaeTca id npasuna pennukauum ctpaTterum, MHoop-
MaLMio O KOTOPOM HEOOXOANUMO U3MEHUTb.

"capacity": O,
“capacity_enabled": false,
"period": "1 mon",
"period_enabled": false,
"work_window_start": "00:00:00",
"work_window_end": "00:00:00"

200 OK
CTtpaTeruns nsmeHeHa.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
CTpaTerus He HangeHa.

YnaneHue cnucka HaCTPOEHHOI0 KONMPOBaHUA pe3epBHbIX Konuii no ctpaternam (DELETE
/backup_strategies/replications)

ids": [ @

@ O6GnsaTenbHoe none

204 NO_CONTENT
Pennukauum ctpaTermm yaaneHsi.

207 MULTI_STATUS
YacTb pennukauum yganeHa.

404 NOT_FOUND
CTpaTeruns He HangeHa.
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8.1.8. NpaBuna rno6anbHOro pacnucaHua U pesepeHoe KonuposaHue

MonyuyeHue cnucka npasun rno6anbHoro pacnucaHus (GET /global_schedule)

200 OK
MNapameTpbl NpaBuna rnobanbHOro pacnncaHmna Nosy4yeHsbl.

MonvyeHne nonoNHUTENIbHbIX NapaMeTpoB rnobanbHoro pacnucanusa (GET
/global_schedule/extensions)

Teno 3anpoca oOTcyTCTBYeT. B query-napameTpax nepefaeTcsas HasBaHME pecypca
(resource_type) nnu HasBaHue pecypca n id npaswuna, MHGoOpPMaLKNO O AOMONHUTENb-
HbIX NapamMeTpax KOTOPbIX HEO6XOAMMO MOYYNTb.

200 OK
MHd)OpMaLI,I/IFI O OONOJIHNTENDbHbLIX NapaMeTpax noJjiy4yeHa.

MonyuyeHue nudopmauum o npaeune rnobanbHoro pacnucauusa (GET
/global_schedule/{rule_id})

Teno 3anpoca oTCcyTCTBYeT. B query-napameTpax nepegaetcsa id npasuna, MHpopma-
IO O KOTOPOM HEOBXOANMO MONYUUTD.

200 OK
MHbopmaums o npasune rnobanbHOro pacrnmcaHns rnosy4veHa.

404 NOT_FOUND
MpaBnno rnobanbHOro pacnmcaHna He HangeHo.

Jo6aBneHue npaesuna rno6anbHoro pacnucaHus (POST /global_schedule)

"global_schedule": {
"name" : "global_schedule_name", @

"client_id": "rubackup-client (525a99154f3505a2)", @
"resource_type": "File system", @
"resource": "/home/", @
"backup_type": "full",
"pool_id": "Default",
"storage_capacity": 10,
"client_storage_capacity": 10,
"priority": 100,
"crypto": "nocrypt",
"validity_start_period": "2025-01-13T16:54:45.615738",
"validity_end_period": "2026-01-13T16:54:45.615752",
"periodic_launch": "1 min",
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“hour": @,

"dom": 1,

“mon": 1,

"dow": 1,

"verify_flag": true,

"verify_interval”: "1 day",

"storage_duration": "1 day",

"move_copy_flag": false,

"move_copy_pool": "Default",

"move_copy_while": "1 day",
"auto_delete_obsoleted_copy_flag": false,
"inform_when_obsoleted_copy": "Nobody",
"client_delete_flag": true,

"notify_normal”: "Nobody",

"notify_normal_cc": "email@http://domain.ru/[domain.rul]",
"notify_exception”: "Nobody",

"notify_exception_cc": "email@http://domain.ru/[domain.ru]",
"notify_rule_validity": "Nobody",
"notify_rule_validity_cc": "email@http://domain.ru/[domain.ru]",
"notify_verify": "Nobody",

"notify_verify_cc": "email@http://domain.ru/[domain.ru]",
"status": "wait",

"notify_normal_script": ,
"notify_exception_script": "",
"notify_end_storage_capacity": "Nobody",
"notify_end_storage_capacity_cc": "email@http://domain.ru/[domain.ru]",

"restore_script":
o
"module_extensions": {

"parameters"”: {
"file_list": true,
"numeric_owner": false,
"use_snapshot": false,
"ignore_errors_snapshot": true,
"snapshot_type": "",
“snapshot_size": 10,

"script_before_snapshot"”: ,

"script_after_snapshot"”: ,

"script_error_snapshot":

}
o
"common_modules_extensions": {
"parameters"”: {
"worker_parallelism": 8,
"enable_multithreading": false,
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"enable_flexible_dedup": false,
"network_parallelism": 8,
"memory_threshold": @,

"deny_memory_exceed": false,
"restore_corrupted_blocks": "full_analysis",
"deduplication”: true

@ O6nsaTenbHoe none

201 CREATED
MpaBuno rno6anbHOro pacnucaHus co3gaHo.

U3meHeHue npaBuna rno6anbHoro pacnucauua (PATCH /global_schedule/{rule_id})

Takxe B query-napameTpax nepegaeTca id npasuna, MHGOPMaALMO O KOTOPOM Heob-
XOAMMO U3MEHUTb.

"global_schedule": {
"name": "global_schedule_name",

"pool_id": "Default",
"storage_capacity": 180,
"client_storage_capacity": 10,
“priority": 100,
"validity_start_period": "2025-01-13T16:54:45.615738",
"validity_end_period": "2026-01-13T16:54:45.615752",

"periodic_launch": "1 min",

"min": O,

“"hour": 0,

“dom": 1,

"mon": 1,

"dow": 1,

"verify_flag": true,

"verify_interval”: "1 day",
"storage_duration": "1 day",
"move_copy_flag": false,
"move_copy_pool”: "Default",
"move_copy_while": "1 day",
"auto_delete_obsoleted_copy_flag": false,
“inform_when_obsoleted_copy": "Nobody",

"client_delete_flag": true,
"notify_normal”: "Nobody",
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"notify_normal_cc": "email@http://domain.ru/[domain.ru]",
"notify_exception"”: "Nobody",

"notify_exception_cc": "email@http://domain.ru/[domain.ru]",
"notify_rule_validity": "Nobody",

"notify_rule_validity_cc": "email@http://domain.ru/[domain.ru]",
"notify_verify": "Nobody",

"notify_verify_cc": "email@http://domain.ru/[domain.ru]",
“status”: "wait",

"notify_normal_script": ,
"notify_exception_script": "",
"notify_end_storage_capacity": "Nobody",
"notify_end_storage_capacity_cc": "email@http://domain.ru/[domain.ru]",
"restore_script": ""
H
"module_extensions": {
"parameters”: {
"file_list": true,
"numeric_owner": false,
"use_snapshot": false,

"ignore_errors_snapshot": true,

"snapshot_type": "",
"snapshot_size": 10,

"script_before_snapshot": ,

"script_after_snapshot": ,
"script_error_snapshot": ""
}
o
"common_modules_extensions": {
"parameters”: {
"worker_parallelism": 8,
"enable_multithreading”: false,
"enable_flexible_dedup": false,
"network_parallelism": 8,
"memory_threshold": 0,
"deny_memory_exceed": false,
"restore_corrupted_blocks": "full_analysis",
"deduplication”: true

200 OK
MapameTpbl NpaBuna rnobanbHOro pacnmMcaHns N3MeHeHbI.
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400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
MpaBuno rnobanbHOro pacrnmcaHna He HangeHo.

UsmeHeHMe cTaTyca npaBuna rno6anbHoro pacnucauus (PATCH /global_schedule)

"rules": [
{
"id": 1, @
"status": "wait" @
}

@ O6nsaTenbHoe none

200 OK
CtaTyc npaBuna N3MeHEH.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.

404 NOT_FOUND
MpaBuno rnobanbHoOro pacnucaHus He HangeHo.

YpaneHue cnucka npasun rno6anbHoro pacnucauusi (DELETE /global_schedule)

"ids": [ @

@ OGs3aTenbHoe none

200 OK
MpaBuno rnobanbHoOro pacnncaHunAa yganeHo.

Co3paHue nosHoi pe3epBHOM KOMUM Nno rnpasuny rno6anbHoro pacnucanusa (POST
/global_schedule/{rule_id}/execution)

Teno sanpoca OTCyTCTBYyeT. B query-napameTpax nepefaetca id npasuna, KOTopoe
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HEeo6X04MMO BbINONHAUTD.

200 OK
MpaBuno rnobanbHOro pacnncaHns BbINOSTHEHO.

404 NOT_FOUND
MpaBuno rnobanbHoro pacnnucaHus He HangeHo.

Pennukauum B rno6asibHOM pacnucaHnmn

MonvuyeHne cnucka HaCTPOEHHbIX PeryIMKaL i npaBun rno6anbHoro pacnucanua (GET
/global_schedule/{rule_id}/replication)

200 OK
[onyyeH cNUCOK NpaBui pennnkalunm.

MonvyeHune nidopmaLmMm o HaCTPOEHHON bennnKalum npasuna rno6anbHoro pacnucanusa (GET
/global_schedule/replication/{replication_id})

B query-napameTpax nepegaeTtcs id npaBuna pennvkauumn npasuia rnobanbHoro pac-
MUCaHUs, NapamMeTpbl KOTOPOro HEO6XOANUMO NONYYUTb.

200 OK
Mony4deHa nHpopmaLma npasune pennmkaynm.
Co3pgaHue npasunia penvkauum B rno6anbHom pacnucanHum (POST /global_schedule/{rule_id}/replication)

Tak)e B query-napameTpax nepegaeTcs id npasBuna rnobanbHOro pacnucaHus, ons
KOTOPOro HeobxoaMmMo co3faTb NPaBUIO PenmMKaLuu.

{
"pool": "Default", @
"capacity": 0,
"capacity_enabled": false,
“period": "1 mon",
"period_enabled": false,
"work_window_start": "00:00:00",
"work_window_end": "00:00:00"

}

@ O6nsaTenbHoe none

201 CREATED
[MpaBuno pennukauum cosgaHo.
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U3smeHeHne NnapaMmeTnOB berninkauuu npasuna rno6anbHoro pacnucaHus (PATCH
/global_schedule/replication/{replication_id})

Takxe B query-napameTpax nepegaetca id npaBuna pennukauum npasuna rnobanb-
HOro pacnucaHus, napameTpbl KOTOPOro HEOH6XOAMMO N3MEHNTD.

"capacity": O,
“capacity_enabled": false,
"period": "1 mon",
"period_enabled": false,
"work_window_start": "00:00:00",
"work_window_end": "00:00:00"

200 OK
[MpaBnno pennnkaunum NsMeHeHoO.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
MpaBWno pennvMkaunm He HageHo.

YnaneHue cnucka HacTPOEHHbIX pennuKaLuii npasun rnoéanbHoro pacnucanusa (DELETE
/global_schedule/replication)

ids": [ @

@ O6GnsaTenbHoe none

204 NO_CONTENT
MpaBuno pennukauuy yganeHsi.

207 MULTI_STATUS
YacTb npaBun penavkauum yganexa.

404 NOT_FOUND
[MpaBuno pennnkaunum He HangeHo.
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OrpaHu4YeHuUsi NPOMNYCKHOW COCOGHOCTHU B rN106aslbHOM pacnucaHuun

MonvuyeHue cnucka orpaHUYeHU NPONYCKHOW COCOGHOCTU NpaBun rno6anbHoro pacnucauus (GET
/global_schedule/bandwidth)

200 OK

[Mony4yeH CNMCOK orpaHNYeHui NPOnyckKHOM CNOCOBHOCTHU.

MonvyeHune nidonpmaLmm 06 orpaHU4EeHUN NPONYCKHOW CNOCOGHOCTY NpaBuna rnoéanbHoro pacnucanusa (GET
/global_schedule/bandwidth/{bandwidth_id} )

B query-napameTpax nepegaetcsa id orpaHuyeHus npomnyckKHON cnocoBHOCTM NpaBuna
rno6anbHOro pacnmcaHus, MHGopMaL Mo 0 KOTOPOM HEOBXOAMMO MONYYnTb.

200 OK
MonyyeHa HGopMaLma 06 orpaHUYeHUM NPOMYCKHON CMNOCOBHOCTMW.

OrpaHu4yeHue NPONVCKHOI CNOCOGHOCTU NpaBuna rno6anbHoro pacnucanus (POST
/global_schedule/{rule_id}/bandwidth)

Takxe B query-napamMeTtpax nepegaetca id npasuna rnobanbHOro pacnvcaHva, Ans
KOTOPOro Heo6XoANMO CO3aTb OrpaHnyeHue.

{
"backup_bandwidth": @,
"restore_bandwidth": 0,
"window_start": "00:00:00",
"window_end": "00:00:00"

}

201 CREATED
OrpaHunyeHmne NponycKHom cnocobHOCTUN CO34aHO.

U3smeHeHUe orpaHM4YeHUs NPONVCKHOI CNoco6GHOCTU NpaBuna rno6anbHoro pacnucavus (PATCH
/global_schedule/bandwidth/{bandwidth_id})

Takxe B query-napameTpax nepegaetca id orpaHuMyeHus MPonycKHOM CrocCoBHOCTU
npasuna rnobanbHOro pacnucaHus, napaMeTpbl KOTOPOro He06X0AUMO USMEHUTD.

{
"backup_bandwidth": @,
"restore_bandwidth": 0,
"window_start": "00:00:00",
"window_end": "00:00:00"

}
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200 OK
OrpaHunyeHne NpomnyckHom CNoCOBHOCTU U3MEHEHO.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

404 NOT_FOUND
OrpaHnyeHne NponycKHom crnocobHOCTN He HaNLEHO.

YnaneHue cnucka orpaHU4YeHUin NPonycKHOoi cnoco6HoCcTU NpaBun rnobanbHoro pacnucanus (DELETE
/global_schedule/bandwidth)

ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
OrpaHunyeHne nNponycKHom cnocobHOCTU yaaneHsbi.

207 MULTI_STATUS
YacTb orpaHnYeHnii NponycKHOM Cnoco6HOCTY yaaneHa.

404 NOT_FOUND
OrpaHnyeHne NponyckKHOM CNOCOBHOCTU He HangeHO.

-35!"[)0&:bll(ﬂldellT()B Ha no6aBneHue u vAaneHue npasun

CospaHue npaeun

MonvueHne cnucka 3anpPoOCoB K/IMeHTa Ha fo6aBsieHne npaBuna rno6anbHoro pacnucanus (GET
/global_schedule/requests/creation)

200 OK
MonyyeH CNUCOK 3anpocoB KNNeHTa Ha fobaBneHne npasuna rnobanbHoOro pacnuca-
HUSA.

MonvuyeHne nHdopMaLUK O 3anpoce KJIMEeHTa Ha Ao6aBnieHue npaBuna rnob6anbHoro pacnucanusa (GET
/global_schedule/requests/creation/{request_id})

Tena 3anpoca HeT. B query-napameTpax nepepaetcAa id 3anpoca, MHopmMauuo o
KOTOPOM HEOBXOANMO NONYUNTD.
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200 OK
I'Ionyqua I/IHd)OpMaLI,I/IFI O 3aMnpoce KMneHTa Ha nobasneHne npasu’sia rnobanbHOro

pacnucaHus.

Ono6peHue 3anpoca KJneHTa Ha no6aeneHne npasuna rno6anbHoro pacnucanus (POST
/global_schedule/requests/creation/approve)

ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
3anpocbl KNIMEHTa Ha pobasneHne npasuna rnobanbHoro pacnmncaHnA Oﬂ,06peHbI.

207 MULTI_STATUS
YacTb 13 CNMUCKa 3anpocoB KIMeHTa Ha nobasneHne npasuia rnobanbHoro pacnunca-

HMA 0406peHa, YacTb HET.

404 NOT_FOUND
3anpochbl KNneHTa Ha gobasreHve npasuna rnobanbHOro pacnucaHnsa He HanaeHobl.

OTK/IOHEeHUe 3anpoca K/IMeHTa Ha Ao6asneHue nNpasuna rno6anbHoro pacnucauusa (DELETE
/global_schedule/requests/creation/decline)

"ids": [ @

@ Ob6s3atenbHoe none

204 NO_CONTENT
3anpocbl KNMEHTa Ha pobasneHne npaBuna rnobanbHoro pPacnmcaHma OTK/IOHEHDI.

207 MULTI_STATUS
YacTb 13 CNMUCKa 3anpocoB K/IMeHTa Ha nobasneHune npasuia rnobanbHoro pacnunca-

HWNA OTKJTIOHEHAa, 4aCTb HET.

404 NOT_FOUND
3anpochbl KNneHTa Ha gobasrneHue npasuna rnobanbHOro pacnucaHnsa He HanaeHbl.
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YpaneHue npaBsun

MonvuyeHne cnucka 3anpocoB KJIMEHTa Ha yaneHue npasusa rnobéanbHoro pacnucauua (GET
/global_schedule/requests/deletion)

200 OK

[Mony4yeH 3anpocoB KINeHTa Ha yaaneHune npasunia rnobanbHoOro pacnmncaHnA.

MonvuyeHne nHdoObBMaLMK 0 3aNPOCe K/IMeHTa Ha vaaneHue npasuna rno6anbHoro pacnucanusa (GET
/global_schedule/requests/deletion/{request_id})

Tena 3anpoca HeT. B query-napameTpax nepepaeTcs id 3anpoca, MHPopMaLUo O
KOTOPOM HE0o6X0AMMO NMONYUNTb.

200 OK

MonyyeHa nHpopMaLMs 0 3aNpoce KIMEHTa Ha yaaneHue npasunia rnobanbHOro pac-
nMcaHus.

Opno6neHne 3anpoca KJIMeHTa Ha vaaneHue npaBuna rno6anbHoro pacnucanus (POST
/global_schedule/requests/deletion/approve)

"ids": [ @

@ OGs3aTenbHoe none

204 NO_CONTENT
3anpochbl KNMEeHTa Ha yaaneHue npasuna rnob6anbHOro pacnmncaHuA Oﬂ,06peHbI.
207 MULTI_STATUS

YacTb M3 CNKCKa 3anpOoCOoB KIMEHTa Ha yaaneHue npasunia rnobanbHOro pacnncaHuns
ofobpeHa, 4YacTb HeT.

404 NOT_FOUND

3anpocbl KNIMEHTa Ha yaaneHue npasuna rno6anbHoOro pacnucaHua He HageHbI.

OTK/OHEeHUe 3anpoca K/IMeHTa Ha vaaneHue npaesuna rrnob6anbHoro pacnucaxus (DELETE
/global_schedule/requests/deletion/decline)

ids": [ @
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@ O6nsaTenbHoe none

204 NO_CONTENT
3aI'IpOCbI KIIMeHTa Ha yaaneHune npasuna rnobanbHOro pacnmcaHnAa OTKJIOHEHbDI.

207 MULTI_STATUS

YacTb N3 CNMUCKa 3anpoCoB K/IMEHTa Ha yganeHne npasuna rno6anbHOro pacnmncaHnA
OTKJ/IOHEHA, YaCTb HET.

404 NOT_FOUND
3anpochbl KNMeHTa Ha yganeHne npasuna rnobanbHOro pacnnucaHnsa He HalaeHbl.

8.1.9. CpouHoe pe3epBHOE KonupoBaHue

Co3paHune cpoyHoii nosiHoi pesepBHoi kKonuu (POST /urgent_backup)

"task": {
"resource_type": "File system", @
"resource": "/home/", @
"client": "rubcp-client (525a99154f3565a2)", @
"backup_type": "full", @
"pool": "Default", @
"crypto": "nocrypt", @
"priority": 100, @
"storage_duration": "1 year", @
"archiving": false @
+
"module_extensions": {
"parameters": {
“file_list": true,
"numeric_owner": false,
"use_snapshot": false,

"ignore_errors_snapshot": true,

"snapshot_type": "",
"snapshot_size": 10,
"script_before_snapshot”: "",
"script_after_snapshot": "",

"script_error_snapshot":

}
}

"common_modules_extensions": {
"parameters": {
"worker_parallelism": 8,
"enable_multithreading": false,
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"enable_flexible_dedup": false,
"network_parallelism": 8,
"memory_threshold": 0,

"deny_memory_exceed": false,
"restore_corrupted_blocks": "full_analysis",
"deduplication”: true

@ O6s3aTenbHoe none

201 CREATED
CospaHa 3apgada Ha cpoyHoe PK.

8.1.10. Pe3epBHble KONUU

MonyuyeHune cnucka pesepBHbiX Konuii (GET /repositories)

200 OK
[Mony4eH CNUCOK caenaHHbIX pe3epBHbIX KOMUNA.

MonyyeHune nupopmayum o pesepBHbiX konuax (GET /repositories/{repository_id})

200 OK
Mony4yeHa nHdopmauma o pes3epBHOU KONUN.

U3smeHeHMe nepuoaa xpaHeHus pesepBHoi konuu (PATCH /repositories/{repository_id})

Takxe B query-napameTpax nepegaeTca id pe3epBHOWN KOMUK, CPOK XPaHEeHUs KOTOpOoW
HeobXxoAMMO N3MEHUTD.

"store_until": "2025-02-04T14:11:19.454204" @

@ OGs3aTenbHoe none

200 OK
MNepuon XpaHeHUsA Pe3epBHON KOMNN N3MEHEH.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

404 NOT_FOUND
PesepBHasa Konusa He HangeHa.
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YpaneHue cnucka pesepBHbiX Konuii us penosutopua (DELETE /repositories)

ids": [ @

@ O6nsaTenbHoe none

200 OK
Cnuncok pesepBHbIX KONUA yaaneH.

404 NOT_FOUND
PesepBHasa Konusa He HangeHa.

MonvyeHue cnucka 3aBUCUMOCTEN ANA HeCKONbKUX uenoyek (POST
/repositories/deletion_reference_chain)

ids": [ @

@ OGs3aTenbHoe none

200 OK
I'Ionyqu CMNUCOK 3aBUCUMOCTEN ANA LLenoyKu pe3epPBHbIX Konun.

MonyyeHue AONONHUTENbHbIX NapamMmeTpoB BoccTaHoBneHUs (GET /repositories/extensions)

200 OK
[Mony4yeH CNUCOK OOMNOMHUTENbHbIX NapaMeTpPOB BOCCTAHOB/IEHUS.

KonupoeaHue nonHoi pesepeHoit konuu (POST /repositories/{repository_id}/copy)

Tena 3anpoca HeT. B query-napameTpax nepegaetcs id pesepBHON KOMUW 1 Ha3BaHUA
nyna, B KOTOPbI HEO6XOAMMO NPOBECTU KOMMPOBaHUE.

201 CREATED
3a[ayva Ha KonupoBaHMe pe3epBHON KOMUN Co3aHa.

404 NOT_FOUND
PesepBHasa Konusa He HangeHa.
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Mepemely,eHune nonHon pesepeHoii Konuun (POST /repositories/{repository_id}/move)

Tena 3anpoca HeT. B query-napamMeTpax nepegaeTca id pe3epBHOM KONUX U Ha3BaHUA
nyna, B KOTOPbIA HEOBXO4MMO MPOBECTU NEpeEMELLEHME.

201 CREATED
3afaya Ha nepemMelleHne pe3epBHON KoMK co3faHa.

404 NOT_FOUND
PesepBHasa Konusa He HangeHa.
BoccTaHoBneHue pesepBHoi kKonum (POST /repositories/{repository_id}/restore)

Takxxe B query-napameTpax nepegaeTcsa id pe3epBHON KOMUWU, KOTOPYH HEOoBXoaMMOo
BOCCTAHOBUTb. [N Lenoyek Konui nepepaeTcs id nocnegHein pasHOCTHOM KOMUW.

{
"restore_task": {
"target_client": "rubackup-client (525a99154f3505a2)", @
"destination_path": "/home/", @
"data_deployment": false,
"granular_restore_files": [
]
b
"module_extensions": {
"parameters”: {
"new_name" :
}
I
"common_modules_extensions": {
"parameters”: {
"worker_parallelism": 8,
"memory_threshold": @
}
}
}

@ O6s3aTenbHoe none

201 CREATED
3afava Ha BOCCTaHOBJIEHME Pe3epPBHOM KOMUKN co3haHa.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.
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404 NOT_FOUND
PesepBHasa Konusa He HangeHa.
Bepudukauus pesepeHoit konum (POST /repositories/{repository_id}/verification)

Tena 3anpoca HeT. B query-napameTpax nepepaetca id pe3epBHOW KOMUW, KOTOPYH
Heob6xo4nMMOo BeEpUPULMPOBATD.

201 CREATED
3agaya Ha BepudrKaL Mo pe3epBHON KON cosaaHa.

404 NOT_FOUND
PesepBHasa Kkonua He HangeHa.

NMonvyeHne cnuckKa KNMEHTOB, AOCTVMHbIX AN BOCCTaHOBNEeHUA pe3epBHoi Kkonuu (GET
/repositories/{repository_id}/restore/available_clients)

200 OK

[Mony4eH CNNUCOK KNIMEHTOB, AOCTYIMHbIX A1 BOCCTAHOB/IEHUA KOMUW.

MonyvyeHne cnucka pecvypcoB, BK/IIOYEHHbIX B KOMNUIO ANA rPaHyNSpHOro socctaHosneHus (GET
/repositories/{repository_id}/granular_list)

Tena 3anpoca HeT. B query-napameTtpax nepepaeTca id pe3epBHOM KOMUU, CAUCOK
dannos KOTOPOM HEOOBXOANMO MOSYUNTb.

200 OK

[Mony4eH CNNUCOK pecypcoB, BKIKOYEHHbIX B KOMUKO A8 FPaHyNspHOro BOCCTaHOBMe-
HUA.

8.1.11. 3apaumn

MonyuyeHune ouepenu 3apad (GET /tasks)
200 OK
I'IonyueH CMNCOK 3aaa4 U3 odepennm 3agad.
MonyyeHne AONONHUTENbHbIX NapaMeTpoB co3faHHoM 3apgaum (GET /tasks/extensions)

Teno sanpoca OTcyTcTByeT. B query-napameTpax MepenaeTcs HasBaHMe pecypca
(resourse_type) UM HasBaHWe pecypca 1 id npasBuna, MHGOPMALMKO O AOMONHUTENb-
HbIX MapameTpax KOTOPbIX HEO6XOANMO MONYUUTb.

200 OK
NHbopMaLmsa o 4ONONHUTENbHbBIX NapaMeTpax NosyyeHa.
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MonyyeHune nnpopmayum o 3apgaue us ouepepu (GET /tasks/{task_id})

Teno sanpoca oTcyTcTByeT. B query-napameTpax nepefaetca id 3agauu, nHpopma-
LIV O KOTOPOM HEeobXOAMMO MOMYUYUTb.

200 OK
MHbopMaumnsa o 3agade U3 odepeamn nonyyeHa.

404 NOT_FOUND
3ajayva He HalieHa B ouepean.

YpaneHue Heckonbkux 3apgaJ (DELETE /tasks)

ids": [ @

@) O6ssaTenbHoe none

204 NO_CONTENT
Cnuncok 3ajay U3 oyepeam 3agad yaaneH.

404 NOT_FOUND
3apada He HangeHa B oyepenn.

(DELETE /task_queue/{status}) YaaneHue 3afauu c onpepaesieHHbIM CTaTyCoOM
BoaMoXHble cTaTycbl: error, killed, obsoleted (ycTapeBlue, B cTaTyce done).

Teno 3anpoca OTCYyTCTBYyeT. B query-napameTpax nepefaeTca cTaTyc, 3a4ayn ¢ KOTo-
PbIM HEOGXOAMMO YOaNUThb.

204 NO_CONTENT
3apauum ¢ Bbl6paHHbIM CTaTyCOM ypaaJsieHbl N3 o4yepegn.

404 NOT_FOUND
3apauy c Bbl6paHHbIM CTaTyCOM He HalfeHa B ouyepegn.

Mepesanyck 3apaumn (POST /tasks/restart)

"data": {
"tasks_ids": [ @
1
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@ O6#nsaTenbHoe none

204 NO_CONTENT
3apayva nepesanylieHa.

400 BAD_REQUEST
HekoppekTHoe Tesno 3anpoca (3agady ¢ TakuM CTaTyCcOM Hesb3sA Nepes3anyCcTuTb).

MpuocTtaHoBKa BbinosiHeHUA 3apaum (POST /tasks/{task_id}/pause)

Tena 3anpoca HeT. B query-napamMeTpax nepegaetcs id 3agayun, KOTOPYH He06X0AMMO
MOCTaBUTb Ha naysy.

204 NO_CONTENT
3afaya npmvocTaHoBEHa.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca (3a4a4vy ¢ TakMM CTaTyCOM Hesb3s NPUOCTaHOBUTD).

Bo3o6HOBNEHUe NpuocTaHoBNeHHoi 3apaun (POST /tasks/{task_id}/continue)

"data": {
"task_id": 1 @

@ O6nsaTenbHoe none

204 NO_CONTENT
3apada BO30OHOBEHA.

400 BAD_REQUEST
HekoppeKTHoe Tesno 3anpoca (3agayvy ¢ TakMM CTaTyCOM HeNb3s BO3OOHOBUTD).

YouiicTBo 3apaumn (POST /tasks/{task_id}/kill)

Tena 3anpoca HeT. B query-napameTpax nepegaeTca id 3agayun, KOTOPYH HEO6X0AUMO
younTb.

204 NO_CONTENT
3apava ybuTa.
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400 BAD_REQUEST
HekoppekTHoe Tesno 3anpoca (3a4aydy ¢ TaknuM CTaTyCcoM Henb3sa y6UTb).

MonyyeHune XKypHana KJIMEHTCKUX onepauuii no sapave (GET /tasks/{task_id}/info/clients)

Tena sanpoca HeT. B query-napameTtpax nepegaetca id 3agauv M3 ouyepeam 3amav,
XXYpPHan KOTOpoi HEO6X0AMMO NONYYUYNUTb.

200 OK
Mony4yeH XypHan KIMEHTCKUX onepawui no 3agave.

MonyyeHune XxypHana cepBepHbIX onepauumi no sapave (GET /tasks/{task_id}/info/servers)

Tena sanpoca HeT. B query-napameTtpax nepegaetca id 3agauv U3 oyepeam 3amav,
XXYPHan KoToOpoi HEOBXOAMMO NONYYUNUTb.

200 OK
Mony4yeH XypHan cepBepHbIX onepauuii No 3agade.

Ouepepnb 3apay o6naka

Mony4yeHue 3apay ouepepu o6nakos (GET /tasks/clouds/s3)

200 OK
Mony4yeH CNMCOK 3aJay B ovyepean 3agay 061aKkos.

MonyuyeHune nupopmauum o 3agave U3 ouepepnm o6nako. (GET /tasks/clouds/s3/{task_id})

200 OK
Mony4yeHa nHpopmauma o 3agaye B ovepenmn sagad obnakos.

404 NOT_FOUND
3apayva He HangeHa.

YpaneHue cnucka 3apav us ouyepepnu o6nakos (DELETE /tasks/clouds/s3)

ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
YpaneH cnnucok 3agay n3 oyepegm 3agay obnakos.
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YpaneHue olum604HbIX 3aaJ U3 ouepeau o6nakos (DELETE /tasks/clouds/s3/errors_deletion)

204 NO_CONTENT
YpaneH cnncok owmnboyHbIX 3agay n3 oyepenu 3agad ob61akos.

Ouepepb 3afau IEHTOUHbIX 6UGNNOTEK

MonyuyeHune cnucka sapay U3 ouepeam NeHTouYHbIxX 6M6nuoTek (GET /tasks/tape_libraries)

200 OK
[Mony4yeH cNMUCOK 3aja4 U3 oyepenmn 3agad NEHTOYHbIX BNUBNNOTEK.

MonyuyeHne nHpopmMaLum o 3agave U3 ouepeam NIeHToUHbIX 6M6nuoTek (GET /tasks/tape_libraries/{task_id})

Teno 3anpoca oTcyTcTBYeT. B query-napameTpax nepegaeTca id samauv us oyepeam
3a[,a4 NIEHTOYHbIX BUBNNOTEK, MHOOPMALMO O KOTOPON HEOBXOAMMO MOMYYUNUTb.

200 OK
MNonyyeHa nHPopmMaLnsa o 3agaye U3 odepeam 3afad IeHTOYHbIX BUBINOTEK.

404 NOT_FOUND
3apada B oyepenmn 3agay NeHToYHbIX BUBINOTEK HE HanaeHa.

8.1.12. Meaunacepsepbl

MonyuyeHune cnucka mepuacepsepoB (GET /media_servers)

200 OK
MonyyeH CNUCOK MeanacepBepoB.

MonyyeHune uuipopmayum o mepguacepsepe (GET /media_servers/{server_id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaerca id meguacepsepa, nHpopmaumo
O KOTOPOM HEOBXOANMO MONYUNTb.

200 OK
Mony4yeHa nHdopmaLma o Megnacepsepe.

PepakTuposanue meguacepeepa (PATCH /media_servers/{server_id})

Takxe B query-napameTpax nepepaetca id mMepgunacepsepa, MHGOPMaALMO O KOTOPOM
HeobXxoAMMO N3MEHUTb.

"description":
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200 OK
I'Iapameprl MeaonacepBepa N3MEHEHDI.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

404 NOT_FOUND
MepunacepBep He HanaeH.

YpaneHue Heckonbkux meguacepeepoB (DELETE /media_servers)

ids": [ @

@ O6nsaTenbHoe none

200 OK
Cnucok MegmacepBepoB ygaseH.

404 NOT_FOUND
MepunacepBep He HaNaeH.

HeaBTOpM3OBaHHbIe Meaunacepeepbl
MonyuyeHne cnucka HeaBTOpPU30BaHHbIX MeaunacepBepoB (GET /media_servers/unauthorised)

200 OK
MonyyYeH CNMCoK HeaBTOPU30BaHHbIX MeauacepBepoB.

MonyyeHune uidpopmavum o HeaBToprusosaHHoM Mepguacepsepe (GET /media_servers/unauthorised/{server_id})

Teno 3anpoca oTcyTCcTBYyeT. B query-napameTpax nepegaetca id HeaBTOPU3OBAHHOIO
Meanacepsepa, MHGoOPMaLU 0 KOTOPOM HEO6XOAUMO MONYYUTb.

200 OK
MNony4yeHa nHdopmaLma o HeaBTOPM3OBaAHHOM MeanacepBepe.

ABTopusauus megunacepeepa (POST /media_servers/unauthorised/authorise)

"hostname": "my_hostname" @
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@ O6nsaTenbHoe none

200 OK
MepounacepBep aBTOPU30BaH.

YpaneHue cnucka HeaBTopuU3oBaHHbIX MeguacepeepoB (DELETE /media_servers/unauthorised)

ids": [ @

@) O6ssaTenbHoe none

200 OK
CnncoK HeaBTOPM30BaHHbIX MeanacepBepoB yaarneH.

404 NOT_FOUND
HeaBTopuM3oBaHHble MeanacepBepbl He HangeHbI.

8.1.13. Nynbi

MonyuyeHune cnucka nynos (GET /pools)
200 OK

MonyyeH CNMCOK CyL,EeCTBYHOLWMX MYOB.
MonyyeHune nupopmauumn o nyne (GET /pools/{pool_id})

Tena 3anpoca HeT. B query-napameTpax nepefaetca id nyna, nHpopmaLmo 0 KOTOPOM
Heo6Xo4NMO NONyYnTb.

200 OK
NonyyeHa nHoopmauma o nyne.
Ado6aeneHue nyna (POST /pools)

Habop napameTpoB, KOTOpble HEOOXOAUMO NepegaTb, 3aBUCUT OT Tuna nyna. B cnyvae,
eCcnn nepefaHbl NUWHWE napamMeTpbl (KOTopble He MNOAXOAAT CO34aBaeMoMy Tuny
nyna), To Takne napameTpbl UTHOPUPYHOTCS.

MapamMeTp compression_type He HYXHO yKasbiBaTb gna nynoe Tuna Block device u
Client defined.

[MapameTpbl block_size, hash_length, algorithm, meta_data_pool YyKa3sblBatOTCA
Tonbko gnsa nynos Tvna Block device.
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MapameTp archive_part_size ykasbliBaeTcs TONbKO Aa4 nynos Tuna Cloud.

{
"pool_name": "my_pool_name", @
"pool_type": "Block device", @
"media_server": "rubackup-server", @
"compression_type": "None",
"description”: "",
"retention_period": "1 year",
"ignore_free_space_check": false,
"archive_part_size": 1,
"meta_data_pool"”: "Default",
"algorithm": "streebog",
"block_size": 131072,
"hash_length": 256

}

@ Ob6s3atensbHoe none

201 CREATED
lMyn co3paH.
PepaxkTuposaHue nyna (PATCH /pools/{pool_id})

Takxe B query-napameTpax nepegaeTtcs id nyna, MHGOpMaUMO O KOTOPOM Heobxo-
OMMO U3MEHUTb.

Ha6op napameTpoB, KOTOpble HEO6XOAMMO MepeaaThb, 3aBUCUT OT TUMa nyna. B cnyyae,
€Cnn nepefaHbl NULIHWE NapamMeTpbl (KOTopble He NoaxoaAaT Co3AaBaeMoMy Tumy
nyna), To Takue napameTpbl UTHOPUPYHOTCS.

MNMapameTp compression_type He HYXHO yKasbiBaTb ansa nynoB Tuna Block device un
Client defined.

[MapamMeTpbl meta_data_pool, move_old_metadata yKasblBarOTCA TOMbKO AJ18 NY/0OB TMUNA
Block device.

[MapamMeTp archive_part_size ykasblBaeTCs TONbKO ona nynos tuna Cloud.

{
"pool_name": "my_pool_name",
"compression_type": "None",
"description": "",
"retention_period": "1 year",

"ignore_free_space_check": false,
"archive_part_size": 1,
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"meta_data_pool"”: "Default",
"move_old_metadata": false

200 OK
MapamMeTpbl Nyna U3MEHEHbDI.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.

404 NOT_FOUND
[Myn He HangeH.

Ypanenue cnucka nynos (DELETE /pools)

"ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
[Mynbl yaaneHol.

207 MULTI_STATUS
YacTb NynoB yaasneHa.

404 NOT_FOUND
[Myn He HanpeH.

MonyvyeHne cnucka NynoB, AOCTYNHbIX A NepeMely,eHua u konuposaHus (GET
/pools/destination_available)

B query-napameTpax nepefaeTtcs UMs nyna, ons KOToporo Heo6xoAumMo onpeaennTb
AOCTYMHble ANS NepeMelLeHns NN KONMMPOBaHUS Ny bl.

Takxe B query-napamMeTpax nepegaeTtcs AecTBME copy WU move.

200 OK
[Mony4yeH CNMCOK OOCTYMHbIX 4NA NepeMeLLeHns N KonnpoBaHUs Nyos.

AvHamuyeckue rpynnbi nysioe
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MonyuyeHune cnucka guHamnuyeckux rpynn nynos (GET /pools/groups)

200 OK
MonyyeH Cnmncok rpynmn nysnos.

MonyuyeHne nupopmaLum o puHamudeckom rpynne nynos (GET /pools/groups/{group_id})

Tena 3anpoca HeT. B query-napameTtpax nepegaetca id rpynnbl Nynos, MHGOpMaLLMO O
KOTOPOW HEOBXOOMMO MONYYNTD.

200 OK
Mony4yeHa nHdopmauma o rpynne nynos.

Jo6aBneHue gpuHamuyeckoii rpynnbi nynos (POST /pools/groups)

{
"name": "", @
"max_pool_tasks": 10,
"max_media_server_tasks": 10,
"max_cpu_usage": 80,
"max_in_block_operations": @,
"max_out_block_operations": 0,
"calculation_period": 10,
"description”: ""

}

@ O6nsaTenbHoe none

201 CREATED
[pynna nynoe cosaaHa.

UsmeHeHune puHamuyeckoi rpynnbi nynoB (PATCH /pools/groups/{group_id})

Takxe B query-napamMmeTpax nepegaetca id rpynnbl nynos, MHGOPMaLUKO O KOTOPOM
HeobXxoaMMO U3MEHUTD.

“name” : ,
"max_pool_tasks": 10,
"max_media_server_tasks": 10,
"max_cpu_usage": 80,
"max_in_block_operations": 0,
"max_out_block_operations": 0,
"calculation_period": 10,
"description":
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200 OK
[pynna nynoB n3aMeHeHa.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
['pynna nynoB He HanpgeHa.

YpaneHue cnucka guHamuyeckux rpynn nynos (DELETE /pools/groups)

[ O

ids

@ O6+nsaTenbHoe none

204 NO_CONTENT
"pynnbl Nyn0OB yaaneHsbl.

207 MULTI_STATUS
YacTb rpynn nynoB yaanexHa.

404 NOT_FOUND
['pynna nynoB He HanpgeHa.

MonyuyeHune cnucka pobasneHHbIX B gaUHaMuuyeckyto rpynny nynoB (GET /pools/groups/relationships)

200 OK
Mony4YeH CN1cok nynoB AMHAMUYECKOW rpynnbi.

MonvuyeHune nHdonpmaumnm o no6aBsIeHHOM B AMHaMU4YecKylo rpynny nyne (GET
/pools/groups/relationships/{record_id})

Tena 3anpoca HeT. B query-napamMmeTpax nepegaetcd id nyna us rpynnbl Nynos, UHGOP-
MaL Mo 0 KOTOPOM HEOBXOAMMO NOYYUTD.

200 OK
MonydyeHa HGopmaLmsa o nyne gMHaMUYECKOW rpynmbl.
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[Jlo6aBneHue nyna B auHaMmuyeckyto rpynny nynoB (POST /pools/groups/relationships)

{
"pool": "Default", @
"dynamic_pool_group": 1, @
"enabled": true

}

@ O6nsaTenbHoe none

201 CREATED
MNyn po6asneH B rpynny.

YpaneHue cnucka po6asneHHbIX B guHaMmuyeckyio rpynny nynos (DELETE /pools/groups/relationships)

ids": [ @

@ OGs3aTenbHoe none

204 NO_CONTENT
Mynbl yaaneHbl U3 gUHaMUYECKol rpynmbl.

207 MULTI_STATUS
YacTb NynoB yganeHa ns guHaMmnyeckon rpynneoi.

404 NOT_FOUND
[MpaBnno NoAMeHbI NY10B HE HaWUA4EHO.

MopmeHa nynos
Mony4yeHue cnucka nogmeHbl nynoB (GET /pools/substitutions)

200 OK
[onyyeH CNMCOK HaCTPOEHHbIX MOAMEH My oB.

MonyyeHune nupopmauum o nogmeHe nynos (GET /pools/substitution/{substitution_id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id npasuia nogMeHbl Mynos,
NHGOpPMaLMo 0 KOTOPOM HEOBXOAMMO NOYUYUTD.

200 OK
MonyyeHa MHGoOpMaLMa o NpaBusie NoagMeHbI Nynos.
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Jo6asneHue nogmenbl nynoB (POST /pools/substitutions)

"pool": "Default", @
"substitution": "Default2" @

@ OGs3aTenbHoe none

201 CREATED
CospaHo npaBuno NoAMeEHbI MynoB.

YpaneHue cnucka nogmenbi nynoB (DELETE /pools/substitutions)

ids": [ @

@ O6#nsaTenbHoe none

204 NO_CONTENT
ﬂpanma noagmMeHbl NynoB yOalieHbl.

207 MULTI_STATUS
YacTb NpaBua NOgMeHbI NyfOB yaarneHa.

404 NOT_FOUND
[MpaBnno nogMeHbl Ny0B He HaNLEHO.

8.1.14. XXypHanbl

XXypHan rno6anbHoOro pacnmcaHuvsa

MonyuyeHune cnucka sanucei B XxypHane rno6anbHoro pacnucanua (GET /global_schedule/logs)

200 OK
MonyyeH CNNCOK 3anucen B XypHane npasui rnobanbHOro pacnmcaHus.

MonvyeHune nudonpmaLmm o 3anUcu B XXypHane rnobanbHoro pacnucauus (GET
/global_schedule/logs/{record_id})

Tena 3anpoca HeT. B query-napameTpax nepefaeTtcsa id onepauun U3 XypHana npasun
rno6anbHOro pacnucaHnsa, MHGOPMaLMKO O KOTOPO HE06X0AUMO NONYYUTb.
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200 OK
I'Ionyqua 3arincCb B XXypHane npasun rnobanbHOro pacnmncaHunA.

404 NOT_FOUND
3anucb B XYypHane npasua rnobanbHOro pacnncaHna He HangeHa.

XXypHan onepauuii KnmeHTa

Mony4yeHue XxypHana co cNUCKoOM onepauuii knmeHTos (GET /clients/logs)

200 OK
Mony4yeH CNNCOK 3anncel B XXypHane onepauuii KNMEeHTOB.

Mony4yeHune ogHOM 3anNUcu U3 XXypHana c onepauuii knmeHToB (GET /clients/logs/{log_id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaeTtca id onepauyun knneHTta, uHoopma-
LMK O KOTOPOMN HEOOXOANUMO MONYUYNUTD.

200 OK
Mony4yeHa 3anuchb B XYypHane onepauuii KIMeHToB.

404 NOT_FOUND
3anuncb B XYypHane onepauun KIMeHTOB He HangeHa.

MonyuyeHune o6LLUX HACTPOEK XXYpHanoB Anf Bcex knueHToB (GET /clients/logs/common_settings)

200 OK
Mony4yeHbl 06LMe HACTPOMKM XYPHANOB KIIMEHTOB.

U3mMeHeHue o6 uX HacTpoeK XXypHanoB ansa Bcex kKnueHtToB (PATCH /clients/logs/common_settings)

{
"log_file_max_size": 1,
"log_file_max_rotate": 10,
"log_level": "Debug",
"apply_to_all_clients": false
}
200 OK

O6LWwme HaCTPOWNKKM XYPHANOB KIIMEHTOB U3SMEHEHDI.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.
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MonyuyeHune cnucka Bcex NnepcoHasbHbIX HACTPOEK XXypHanos KnueHToB (GET /clients/logs/personal_settings)

200 OK
[Mony4eHbl NepcoHasibHble HAaCTPOWKN XXYPHANOoB KTMEHTOB.

Co3paHue nepcoHalsbHbIX HACTPOEK XXypHanoBs kKnueHTa (POST /clients/logs/personal_settings)

{

"log_level": "Debug", @

"log_file_max_size": 1, @

"log_file_max_rotate": 10, @

"client_id": "rubackup-client (525a99154f3505a2)" @
}

@ O6nsaTenbHoe none

201 CREATED
MNepcoHanbHble HACTPOMKN XXYPHANOB KITIMEHTOB CO34aHbl.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

YpaneHue nepcoHanbHbIX HacTpoeK XypHanos knueHTa (DELETE /clients/logs/personal_settings)

ids": [ @

@ O6nsaTenbHoe none

200 OK
MepcoHanbHble HAaCTPOMKN XYPHaANoB KIIMEHTOB yAaleHbl.

404 NOT_FOUND
MNepcoHanbHble HACTPOMKN XXYPHANOB KITIMEHTOB HE HaWAeHbI.

U3smeHeHMe nepcoHaNbHbIX HACTPOEK XXVPHanoB knueHtos (PATCH
/clients/{client_id}/logs/personal_settings)

TakXe B query-napamMmeTpax nepepaerca id KAneHTa, NepcoHasibHble HAaCTPOMNKN KOTO-
poro HeobXo4UMO U3MEHNUTD.

"log_level": "Debug",
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"log_file_max_size": 1,
"log_file_max_rotate": 10

200 OK
[MepcoHanbHble HACTPOWKM XYPHANOB KIIMEHTOB U3MEHEHDI.

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca.

MonyuyeHne 3HaUEHUIT NO YMOJTYAHUIO HACTPOEK XXYpPHanoB KNnMeHToB (GET /clients/logs/settings/defaults)
200 OK

Mony4eHbl HACTPOMKK NO YMONYAHUIO XKYPHAIOB KITMEHTOB.

XypHanbl MeguacepeepoB

MonyuyeHune xypHana co CNMCKOM onepauuii MeauacepBepoB (GET /media_servers/logs)
200 OK

[TonyyeH CNMUCOK 3annucen B XXypHarsne onepauuin MeanacepBepos.
MonyueHue XxypHana c onepauueit Mmeguacepsepa (GET /media_servers/logs/{log_id})

Tena 3anpoca HeT. B query-napamMmeTpax nepepaerca id 3anmcu, nHpopmaumo o KoTo-
pon Heo6Xo4MMO NOYYUTb.

200 OK
Mony4yeHa 3annchb 13 XYypHana onepauuin MegnacepBepos.

404 NOT_FOUND
3anucb B XYypHane onepayun MegmacepBepoB He HangeHa.

MonvuyeHue 3HaYeHUIA MO VMOJTYaHUIO HACTPOEK XXYpPHanoB Ansa mepuacepseepos (GET
/media_servers/logs/settings/defaults)

200 OK
MonyyYeHbl HACTPOMKMN MO YMOTYAHMIO XYpPHaNoB MeanacepBepos.

MonvueHne cnucka Bcex NnepcoHasbHbIX HACTPOEK XXypHanos MeauacepsepoB (GET
/media_servers/logs/personal_settings)

200 OK
Mony4yeHbl NepcoHanbHble HAaCTPOWKM XYpPHaNoB MeanacepBepoB.

Co3paHue nepcoHasibHbIX HACTPOEK XypHanos Meauacepeepa (POST /media_servers/logs/personal_settings)
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{

"log_level": "Debug", @

"log_file_max_size": 1, @

"log_file_max_rotate": 10, @

"media_server": "rubackup-client (525a99154f3505a2)" @
}

@ OGs3aTenbHoe none

201 CREATED
MepcoHanbHble HAaCTPOWMKN XYPHaNoB MeanacepBepoB CO30aHbl.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

M3meHeHUe NnepcoHanbHbIX HACTPOEK XXVbHanos meanacepsepa (PATCH
/media_servers/{server_id}/logs/personal_settings)

Takxe B query-napamMmeTpax nepefaeTtcs id KMeHTa, NepcoHasnbHble HACTPOMKN KOTO-
pOro Heo6Xxo4MMO N3MEHUTD.

{
"log_level": "Debug",
"log_file_max_size": 1,
"log_file_max_rotate": 10
}
200 OK

MepcoHanbHble HAaCTPOMKN XYPHaNoB MeanacepBepoB N3MEHEHbI.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.

YnaneHue nepncoHasnbHbIX HACTPOEK XVhHanos meauacepsepa (DELETE
/media_servers/logs/personal_settings)

ids": [ @

@ O6nsaTenbHoe none
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200 OK
ﬂepCOHaﬂbele HaCTpOVIKI/I XYypHanoB MeanacepBepoOB yaasneHbl.

404 NOT_FOUND
[NepcoHanbHble HAaCTPOMNKN KNTMEHTA He HaLEHbI.

MonyuyeHune o6LLUX HACTPOEK XXYPHanoB Ana scex meguacepeepoB (GET /media_servers/logs/common_settings)

200 OK
MNony4eHbl 06LMe HAaCTPONKN XXYPHaNOB MeAnacepBepoB.

U3meHeHMe o6LLMX HACTPOEK XXVDHAaNOB Ana Bcex meguacepseepos (PATCH
/media_servers/logs/common_settings)

{
"log_file_max_size": 1,
"log_file_max_rotate": 10,
"log_level": "Debug",
"apply_to_all_media_servers": false
}
200 OK

O6Lwme HaCTPOWNKKM XYpPHaNOB MegmnacepBepOB USMEHEHDI.

400 BAD_REQUEST
HekoppekTHOe Teno 3anpoca.
XXypHanbl MOHUTOpPUHIra cepBepa

MonyuyeHune cnucka sanuceii B XXxypHasne MoHUTOpuHra cepeepa (GET /media_servers/system_monitoring)

200 OK
[MonyyeH CNUCOK 3annucen B XXypHane MOHUTOPWHIa cepeepa.

MonvyeHune nidopmaLmMm o 3anUcHu B XXVbHaNe MOHMTOpUHra cepesepa (GET
/media_servers/system_monitoring/{row_id})

Tena 3anpoca HeT. B query-napameTpax nepefaeTcsa id 3anucu B XypHane MOHUTO-
PUHra cepBepa, MHPOPMaLUO O KOTOPOMN HEOOXOANUMO MONMYUYNTD.

200 OK
MonyyeHa MHGOPMaLMA O 3aMUCK B XYypHane MOHUTOPUHIa cepBepa.

404 NOT_FOUND
3anuchb B XypHane MOHUTOPUHra cepBepa He HaigeHa.
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XypHan penosutopusn

MonyuyeHune cnucka sanuceii B XxypHane penosutopus (GET /repositories/logs)

200 OK
Mony4YeH CNMCoK 3anucen B XXypHane penosutopus.

MonyuyeHne nHpopmaLum o 3anucu B XkypHane penosutopus (GET /repositories/logs/{record_id})

Tena 3anpoca HeT. B query-napameTpax nepefaeTcs id 3anucu B XypHare penosuTo-
pys, MHOOPMALLMKO O KOTOPOI HEO6XOAMMO NOSTYUNTb.

200 OK
Mony4yeHa 3anncb B XypHane peno3nTopus.

404 NOT_FOUND
3anuncb B XXYypHane penosutopus He HangeHa.

XypHan 3agay

MonyuyeHune cnucka sanuceii B XxypHane 3apad (GET /tasks/logs)

200 OK
[Mony4yeH cnnUCcoK 3anncei B XXypHane 3agau.

MonyuyeHne nHpopmaLum o 3anucu B XkypHane 3apad (GET /tasks/logs/{record_id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id 3anucu B XypHane 3agad,
NHPOPMALINKO O KOTOPOI HEOBXO0AMMO MONMYYUYUTb.

200 OK
MonyyeHa 3anucb B XypHasne 3agau.

404 NOT_FOUND
3anuchb B XYypHane 3agad He HangeHa.

XXypHan co6biTuil UHPOPMALLMOHHOI 6e30MacHOCTHU

MpocMoTp XypHanos co6biTuil MHpopMaLMoHHOW 6e3onacHocTU (GET /security/audit/logs)
200 OK

Cnucok 3anucen B XXypHane MHGopMaLMOHHON 6e30MaCHOCTH MOJTYYEH.

MpocMoTP 3anucu 13 XXvpHana co6biTuii UHpopMmaLoHHoN 6e3onacHocTu (GET
/security/audit/logs/{record_id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id 3anmcu, tHGopmMaLmo 0 KOTO-
pOn HEO6XOAMMO NOYYUTb.

152 n3 249




8.1. Bepcua 2 (v2)

200 OK
NHbopMaLms O 3anmcu U3 XxypHana nHdopmMaymMoHHon 6e30nacHOCTM Noy4veHa.

YpaneHue cnucka sanucen us XypHanos co6biTuii uHpopmaLmoHHoi 6esonacHocTu (DELETE
/security/audit/logs)

ids": [ @

@ O6s3aTenbHoe none

204 NO_CONTENT
Cnuncok 3anucen ns xypHanos MHPOPMaLNOHHON 6e30MacHOCTM yaaneH.

8.1.15. OTueTbl

MonyyeHune nupopmaumum o6 otyete (GET /users/reports/{report_id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id oTyeTa, MHGOPMALIUKO O KOTO-
POM Heo6X0AUMO MNONYYUTb.

200 OK
NMonyyeHa nHdopmauyma ob oT4yeTe.

404 NOT_FOUND
OTYeT He HanaeH.

MonyyeHune cnucka otyetoB (GET /users/reports)

200 OK
[Tony4yeH CNUCOK OTYETOB.

Co3paHue otuyeTta (POST /users/reports)

{
"name" : "my_report_name", @
"owner": "Nobody", @
"“min": @,
“"hour": 0,
"dom": 1,
“mon": 1,
"dow": 1,

"perpetually": true,
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"start_period": "2025-02-04T14:11:19.667438",
"end_period": "2026-02-04T14:11:19.667453",
“status”: "wait",

"notify": "Nobody",

"notify_cc": "email@http://domain.ru[domain.rul]",

"description":

@ O6#nsaTenbHoe none

201 CREATED
OT4eT cospaH.

U3smeHeHune oTueTa (PATCH /users/reports/{report_id})

Takxe B query-napameTpax nepegaeTtcs id oTyeTa, MHGOPMALINIO O KOTOPOM HEOGXO-
AVIMO U3MEHUTb.

"min": @,

"hour": 0,

“dom": 1,

"mon": 1,

"dow": 1,

"perpetually"”: true,

"start_period": "2025-02-04T14:11:19.667438",
"end_period": "2026-02-04T14:11:19.667453",
"status”: "wait",

"notify": "Nobody",

"notify_cc": "email@http://domain.ru[domain.ru]",

"description”:

200 OK
MapaMeTpbl OTYETA NBMEHEHDI.

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca.

404 NOT_FOUND
OTYeT He HanaeH.

UsmeHeHue cTaTyca oTtyeTa (PATCH /users/reports)
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{
"reports": [
{
"id": 1, @
"status": "wait" @
}
]
}

@ OGs3aTenbHoe none

200 OK

CTtaTyc oT4yeTa U3MeEHEeH.

400 BAD_REQUEST

HekoppeKTHoe Teno 3anpoca.

404 NOT_FOUND
OTYeT He HanageH.

YpaneHue cnucka otyeTtoB (DELETE /users/reports)

ids": [ @

@ O6+nsaTenbHoe none

204 NO_CONTENT
Cnucok oT4yeTOoB yaaneH.

404 NOT_FOUND
OTYeT He HanageH.

8.1.16. Microsoft Active Directory

CoepuHeHue ¢ KOHTponnepom gomeHa Microsoft Active Directory

MonvuyeHne napameThOB HaCTPOEHHOro coeauHeHus ¢ Microsoft Active Directory (GET

/auth/ldap/configuration)

200 OK

Mony4yeHbl NapamMeTpbl COeANHEHNA C KOHTPOI/IEPOM AOMEHa.

8.1. Bepcua 2 (v2)
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Co3paHue coefMHEHUA C KOHposuiepom gomeHa Microsoft Active Directory (POST /auth/ldap/configuration)

{
"domain_type": "MS AD", @
"protocol": "ldap", @
"address": "", @
"port": 389, @
“client_cert": "",
“root_cert": "",
"domain": "", @
"login": "", @
"password": "", @
"user_search_base": "", @
"group_search_base": "" @
}

@ O6nsaTenbHoe none

201 CREATED
CoefnHEHME C KOHTPONEPOM AOMEHA CO3aHO.

YpaneHue coefuHeHUs ¢ KOHTpoanepomM aomeHa (DELETE /auth/ldap/configuration)

204 NO_CONTENT
CoefMHEHUNE C KOHTPOJINIEPOM AOMEHa yaaleHo.

Accouuayusna rpynn Microsoft Active Directory u poneit RuBackup

MonvueHune cnucka accouuauuit rpynn Microsoft Active Directory n poneii RuBackup (GET
/auth/ldap/assosiations)

200 OK
MNMony4eH cnncok accoumaumn rpynn Microsoft Active Directory n ponen RuBackup.

Accoumauumsa rpynn Microsoft Active Directory u poneit RuBackup (POST /auth/ldap/assosiations)

{
"associations": |
{
"domain_group": "Administrators", @
"rubackup_role": "auditor" @
}
]
}

@ Ob6s3atensHoe none
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201 CREATED

Accouwvauuna rpynnbl Microsoft Active Directory n ponein RuBackup co3sgaHa.

YnananeHue accoyuauum rpynn Microsoft Active Directory u poneii RuBackup (DELETE /auth/ldap/assosiations)

"ids": [ @

@ O6nsaTenbHoe none

204 NO_CONTENT
Accouwvauuna rpynnbl Microsoft Active Directory n ponen RuBackup yganeHa.

207 MULTI_STATUS
YacTb accounaunn rpynn Microsoft Active Directory n ponen RuBackup yganeHa.

404 NOT_FOUND
Accouwvauuna rpynnbl Microsoft Active Directory n ponei RuBackup He HangeHa.

8.2. Bepcusa 1 (v1)

B RuBackup 3.0 noggep>xka REST APl Bepcun 1 (v1) 6ygeT NonHOCTbIO npe-
KpaleHa.

[MyTn MeTo40B HAaUMHAKOTCA C /api/v1:

e /auth/login - /api/v1/auth/login

e /library_slots/check_1tfs - /api/v1/library_slots/check_ltfs
8.2.1. ABTOpU3aLUA U pa3pelleHUn

MonyyeHne TOKEHOB U NpoxoxxaeHue astopusauun (POST /auth/login)

access_token gencTteuteneH 15 MunyT, refresh_token 24 vyaca, csrf_token - go nepesa-
rpPy3Ku cepBuca rest-api

Jlo 2.3 BKIHoUNTENIbHO

{
"rubackup_database": "rubackup", @

"rubackup_user": "rubackup", @
"password": "12345" @
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@ OGs3aTenbHoe none

HayunHas c 2.4

{
"rubackup_database": "rubackup",
"rubackup_user": "rubackup",
"password": "12345",
"auth_type": "database", @
"domain": "rubackup" @

}

@ auth_type — Tvn ayTeHTUdUKaLMM (6a3a faHHbIX UM KOHTPONNEP AOMEHa)

domain — OOMEH AJ19 aBTOpU3aL M Yepes KOHTpoNnep AoOMeHa
200 OK

YcneuwHas aBTopusayns, nosyyeHbl TOKEHbI

OeakTuBauusa umerow,uxca TokeHoB (DELETE /auth/logout)

Mocne BbINONHEHUs 3anpoca access U refresh TokeHbl 60nee He AeCTBYIOT.

200 OK
YcnelwHasa geaktmBauns TOKEHOB

401 UNAUTHORIZED
Verification failed

O6HoBNEeHMe access ToOKeHa nocrne ero ucrevyeHus (POST /auth/refresh)

Cpok gencTeus TOKeHa gocTyna — 15 MUHYT.

200 OK
YcnewHoe oOHOBMNEHUE TOKEHa

401 UNAUTHORIZED
OavH nnu oba TokeHa He yKasaHbl

MonyuyeHune cnucka npas nonb3oBatens (GET /auth/permissions)

200 OK
YcnewHo nolyyeH Crnncok npas TekyLlero nosb3oBaTens
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8.2.2. Monb3oBaTenu

ApMUHUCTpPATOPDI

Mony4yeHune cnucka apMuHucTpatopos (GET /administrators)

200 OK
MonyyeH CNNCOK aAMUHUCTPATOPOB

YpnaneHue cnucka poneii agpmuHucTpaTtop (DELETE /administrators)

ids": [ @

@ O6nsaTenbHoe none

200 OK
Ponb agMuUHUCTpaTopa yaaneHa

404 NOT_FOUND
Ponb agMMHUCTpATOpa He HaigeHa

HasHauyeHue nonb3oeaTtesnto ponu agMmuHuctTpaTtopa (POST /administrators)

{
"data": {
"client_group": "Some group", @
"administrator": "username" @
}
}

@ OGs3aTenbHoe none

201 CREATED
Ponb agMUHMUCTpaTopa pobasneHa Nosb3oBaTesto

MonyuyeHne nupopmauum o6 ogHom agMuHucTpartope (GET /administrators/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTtca id agMuHUcTpaTopa, nHpopma-
LU0 O KOTOPOM HEOBXOAMMO NOYUYUTb

200 OK
MNonyyeHa nHpopmaumsa o6 agMUHUCTpaTope
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YpaneHue ponu agmuuucTpartopa. (DELETE /administrators/{id})

Tena 3anpoca HeT. B query-napameTtpax nepegaeTtcs id agMuUHUCTpaToOpa, KOTOPOro
HeobxogumMo yganmTb

200 OK
Ponb agMnHMUCTpaTopa yganeHa

404 NOT_FOUND
Ponb agMUHUCTpaTopa He HangeHa

Cynepgaiizepbl

YpaneHue cnucka nonb3oBaTtenei ponu cynepeainsepa (DELETE /supervisors)

ids": [ @

@ O6nsaTenbHoe none

200 OK
Ponb cynepBansepa yganeHa

404 NOT_FOUND
Ponb cynepsansepa He HangeHa

Mony4yeHune cnucka cynepeaitzepos (GET /supervisors)

200 OK
[Mony4yeH cnUCoOK cynepBansepoB

HasHauyeHue nonb3oBaTeso ponu cynepeaitzepa (POST /supervisors)

"data": {
"supervisor": "Nobody" @

@ OGs3aTenbHoe none

201 CREATED
Ponb cynepBaitzepa gob6aBneHa nosib3oBaTesnto
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YpaneHue nonb3oBaTtesto ponu cynepeainsepa (DELETE /supervisors/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetcs id cynepBaisepa, MHGopMaLuto o
KOTOPOM HE0o6X0AMMO NONyUYnThb

200 OK
Mony4deHa nHpopmauma ob cynepsansepe

MonyyeHune uidpopmauuu o cynepsaisepe (GET /supervisors/{id})

Tena 3anpoca HeT. B query-napameTtpax nepegaeTtcsa id cynepsaisepa, KOTOPOro
HeobxoAuMOo yaannTb

200 OK
Ponb cynepsaisepa yaaneHa

404 NOT_FOUND
Ponb cynepBansepa He HangeHa

ConpoeoXpalouwue

YpaneHue cnucka nonb3oBaTenei ponu conposoxxpatouwero (DELETE /maintainers)

ids": [ @

@ O6Gs3aTenbHoe none

200 OK
Ponb conpoBoyaroLLero yaaneHa

404 NOT_FOUND
Poflb CONPOBOXAaloLLEero He HaaeHa

MonyuyeHune cnucka conposoXxpatowmnx (GET /maintainers)

200 OK
[Mony4eH CNMCOK COMPOBOXAaroLLMX

HasHaueHue nonb3oBaTteso ponu conpoeoXxpaawowero (POST /maintainers)

"data": {
"media_server": "hostname", @

161 ns 249




REST API

"maintainer": "username" @

@ O6#nsaTenbHoe none

201 CREATED
Ponb agMuHMUcTpaTopa pobaBneHa Nonb3oBaTesto

YpaneHue nonb3oBaTtesio ponu conpoeodxxpatwero (DELETE /maintainers/{id})

Tena 3anpoca HeT. B query-napameTpax nepefaeTcs id CONpoBOXAarolLero, MHGop-
MaLMO O KOTOPOM HEOBXOANMO yaanuThb

200 OK
Ponb conpoBoxaroLlero yaaneHa

404 NOT_FOUND
Pofnb CONPOBOXAaloLLErO HE HalaeHa

MonyuyeHne nupopmauum o conposoxpawwwem (GET /maintainers/{id})

Tena 3anpoca HeT. B query-napameTpax nepenaeTcs id CONpOBOXAaroLLero, MHGop-
MaLM0 O KOTOPOM Heo6X0AMMO NONYyUYnTb

200 OK
[MonyyeHa MHpopMaLma O CONpPoBOXaaroLWEeEM

AypauTtopbl

Ha3HaueHue nonb3oBaTtento ponu aygutopa (POST / auditors)

"data": {
"auditor": "username" @

@ OGs3aTenbHoe none

201 CREATED
Posib ayanTopa pobasneHa Nosb3oBaTesNto

Monyuyenune nudpopmauum o6 ayautope (GET /auditors/\{id})

200 OK
nonyyeHa uHdopmMaumsa o6 ayautope
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Ypanenue ayautopa (DELETE /auditors/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTtcs id ayauTopa, KOTOPOro Heo6xo-
AVMO YAanuTb

200 OK
ponb ayauTopa yganeHa

404 NOT_FOUND
POSib ayANTOPa He HalaeHa

MonyuyeHune cnucka ayputopoB (GET / auditors))

200 OK
MoslyYeH CNMCOK aygmuTopoB

YnaneHue cnucka aygutopoB (DELETE / auditors)

ids": [ @

@ OGs3aTenbHoe none

200 OK
ponb ayauTopa yaaneHa

404 NOT_FOUND
ponb aygutopa He HalaeHa

Monb3oBaTenu

YpaneHue cnucka nonb3oBaTtenend (DELETE /users)

"ids": [ @

@ OGs3aTenbHoe none

200 OK
Cnuncok nonb3oBaTenen yaaneH
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404 NOT_FOUND
[Monb3oBaTenb He HanaeH

MonyuyeHune cnucka nonb3oeatenent (GET /users)

200 OK
[Mony4eH CNUCOK nosnb3oBaTenen

Ao6aeneHue nonb3oBartena (POST /users)

Takxe B query-napamMeTpax nepegarorcs:

e pOJSib NOMb30BaTENA (AAMUHUCTPATOP, CynepBansep, CoONpPOBOXAAOLLNIA)
e VIMSA rpynnbl KIMEHTOB (4719 af4MUHUCTPaTOPOB)

e XOCTHEeNM MeanacepBepa (47159 CONpoBOXAAMLLMX)

"data": {
"group_id": "Nobody", @

“fullname" : ,

"address": ,
"tel": "",

"office": ,

"email": "", @
"username": "", @
"user_password": "" @

@ OGs3aTenbHoe none

201 CREATED
Monb3oBaTenb co3gaH

UsmeHeHune napons nonb3oBatens (PATCH /users/change_password)

"new_password": "" @

@ O6nsaTenbHoe none

200 OK
Maponb nonb3oBaTeNs NUSMEHEH
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404 NOT_FOUND
[Monb3oBaTenb He HanaeH

PepaxkTupoeanue nonb3opartenet (PATCH /users/{id})

Takxe B query-napamMmeTpax nepepaetcsa id nosnb3oBaTens, MHGoOpMaLuMo O KOTOpPOM
HeobXxo0aAMMO N3MEHUTb

"data": {
"group_id": "Nobody",

"fullname" : ,

"address": ,
“tel": "",

"office": "",

"email": ,

"new_password" :

200 OK
MapamMeTpbl NONb30BaTENSA USMEHEHDI

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca

404 NOT_FOUND
Monb3oBaTenb He HanaeH

YnaneHue nonb3oBatens (DELETE /users/{id})

Tena sanpoca HeT. B query-napameTpax nepepgaeTca id nonb3oBaTens, KOToOporo
HeobxogumMo yganmTb

200 OK
[MNonb3oBaTenb yaaneH

404 NOT_FOUND
[Monb3oBaTenb He HangeH

MonyuyeHune nupopmauum o nonb3oBarene (GET /users/{id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaeTtcs id nonb3oBaTens, MHGOPMaLUIO O
KOTOPOM HEe0o6X0AMMO NONYyUYnNTh
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200 OK
MHbopmauunsa o nonb3oBaTene nojayyeHa

404 NOT_FOUND
[Monb3oBaTenb He HanaeH

Mony4yeHune cnucka npae nonb3oBaTtens (GET /users/permissions)

200 OK
MNMony4yeH cnncok npas nosb3oBaTtenen CPK ¢ pasHbiMu ponsmum

8.2.3. C60p cBepgeHun

JinueH3umn

MonyuyeHune cnucka Tunos nuueH3um (GET /license_types)

200 OK
[Mony4yeH CNUCOK TUMOB NULEH3UN

MonyuyeHune nupopmauumn o Tune nuueHsumn (GET /license_types/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id Tuna nuueHsun, MHoopmaLluko
O KOTOPOW HEOBXOAMMO NOSYUYUTb

200 OK
MNony4yeHa HPopMaLns O TUMNE NULEH3IUN

404 NOT_FOUND
Twvn NMUEeH3nn He HanaeH

UnPpopmauums o cepeepe

Mony4yeHue unpopmayum o cepeepe (GET /server_hello)

200 OK
MonyyeHa nHpopmauma o Bepcum rubackup cepsepa

CeefieHNA 0 COCTOSIHUU NPUJIOXXKEHUA

MonyyeHune nipopmavum o coctoaHuu npunoxxeHus (GET /server_state)

Bo3BpallaeT CNMCOK HeaBTOPU30BAHHbIX KJIMEHTOB U MeanacepBepoB, NPOCPOYEHHbIX
npaBwua cTpaTernm v rnobanbHoOro pacnmncaHnAd, KNnMeHTCKnxX 3anpocoB Ha nobasneHune
v yganeHune npasun

200 OK
MonyyeHa HPopMaLmsa O TEKYLLEM COCTOAHUM MPUNOXKEHNS
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Tunbl pe3epBHOro KONMPOBaHUS

MonyyeHue cnucka fOCTYNHbIX TUNOB pe3epBHOro konuposaHus (GET /backup_types)

Tena 3anpoca Her.

200 OK
[onyyeH CNNCOK TUMOB Pe3epPBHOro KONMPOBaHUA

Tunbl c)xaTua

Mony4yeHune cnucka pocTynHbiX TUNOB cXxaTua (GET /compression_type)

200 OK
I'Ionyqu CMNMNCOK TUMNOB C>XXaTuA

AnrOpMTMbI 3aluThbl AaHHbIX

MonyuyeHue cnucka pocTyNHbIX Kpuntoanropmtmos (GET /crypto)

200 OK
[Mony4eH CNUCOK AOCTYMHbIX KPUMNTOANrOPUTMOB

AnropuTMmbl geaynnukawuum

MonyuyeHune cnucka focTynHbIX anropuTMoBs xew-PyHKuuii (GET /deduplication_hash_algorithm)

OK 200 - nony4eH cnncok anropuTMoB xell-QyHKLWA

Mouck MeguacepeepoB

Mouck knueHTa mepuacepsepa no HWID cepeepa (GET /servers_hw_id_tmp)

200 OK
[Mony4yeH cnncok MeguacepsepoB ¢ MHPopMaumen o Hux, ux HWID v nuueHsnu

Mony4yeHune nHpopmayum o cepeepe u nuueH3um (GET /servers_hw_id_tmp/{id})

Tena 3anpoca HeT. B query-napameTtpax nepegaetca id meguacepsepa, MHGopMaLno
0 KOTOPOM HeOobXo4ANMO MONy4YnTb

200 OK
NonyyeHa nHGopmMaLmsa 0 cepBepe 1 NTNLEH3NN

404 NOT_FOUND
NHpopMaLma o MeanacepsBepe 1 NULEH3UN He HaleHa

[locTynHble TUMNbl peCcypcoB
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MonyuyeHune cnucka pocTynHbiX TUNOB pecypcoB (GET /resource_types)

200 OK
Mony4YeH CrmncoK TUNoB pecypcos

MonyuyeHne nupopmauum o Tune pecypca (GET /resource_types/{id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaetcsa id Tvna pecypca, MHGOpPMaL o O
KOTOPOM HEeOo6X0AMMO NONYyUYnNTh

200 OK
[MonyyeHa nHpopmMauma o Tune pecypca

404 NOT_FOUND
Tun pecypca He HangeH

ﬂOCTyI‘IHbIe onepauyunoHHblie CUCTEMbI

Mony4yeHune cnucka fOCTYNHbIX onepaunoHHbix cucteM (GET /os_types)

200 OK
[Mony4yeH CNUCOK OOCTYMNHbIX TUMNOB ONepaLMoOHHbIX CUCTEM

CtaTtycbl Bepudpuxkayum

Mony4yeHne cnucka foCTYNHbIX cTaTycoB Bepudukauum (GET /verification_status)

200 OK
Mony4yeH CNNCOK OOCTYMHbIX CTAaTyCOB Bepudukaymm

CTtaTtycbl npaBun

Mony4yeHne cnucka poCTynHbIX cTaTycoB npaeun (GET /status_of_rule)

200 OK
[MonyyeH CNNCOK CYLLLECTBYHIOLMX CTaTyCcOB Npasun

Pecypcbl moaynei

Mony4yeHune cnucka pocTynHbix pecypcoB moaynsa (POST /module_resource_list)

Hanpumep, ona PostgreSQL Universal ato Bepcusa PostgreSQL (Hanpumep, PostgreSQL
16.3)

{
"data": {
"client_hwid": "525a99154f3505a2", @
"resource_type": "LVM logical volume", @
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"secret_method": @

@ O6#nsaTenbHoe none

200 OK
MonyyYeH CnmMcoK AOCTYMHbIX PeCypcoB Moays

MeTpuku (cTaTUCTUKA)
Mony4yeHune ctaTucTukm rno yeegomneHusm (GET /metrics/notifications)

200 OK
Mony4yeHa cTaTUCTUKA yBELOMEHNI

MonyyeHne cTaTUCTUKMU NO 06beKTaM peno3utopust (GET /metrics/repository)

200 OK
MonyyeHa cTaTUCTUKA Peno3nTopus

Mony4yeHue cTaTUCTUKM MO oyepeaun 3apad o6nakoB (GET /metrics/s3_cloud_task_queue)

200 OK
Mony4yeHa cTaTUCTMKa oYepean 3aaay obnakos

Mony4yeHue cTaTUCTUKM Mo ouepeau 3agad (GET /metrics/task_queue)

200 OK
Mony4yeHa cTaTUCTMKa ovepean 3aaau

MonyyeHne cTaTUCTUKMU MO ouepeam 3agad NeHToUYHbIx 6uM6nuotTek (GET /metrics/tl_task_queue)

200 OK
Mony4yeHa cTaTUCTUKa oyepenmn 3agay NeHTOYHbIX ornbnmnoTek

8.2.4.I'nob6anbHaa KoHPUrypauyusa

PepakTupoBaHue napameTpos rino6anbHoil KoHpurypauyum (PATCH /global_configuration)

{
"data": {
"file_transfer_block_size": 16384,
"data_spred_into_pool": "sequentially",

"emergency_storage_local_catalog":
"/tmp/rubackup_emergency_storage_local_catalog",
"done_tasks_remove_period": 1440,
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"error_tasks_remove_period": 10080,
"broken_tasks_remove_period": 10080,
"killed_tasks_remove_period": 10080,
"obsoleted_backup_notification_period": 1440,
"rule_validity_end_notification_period": 1440,
"strategy_validity_end_notification_period": 1440,
"rule_storage_capacity_reserve": 0,
"strategy_storage_capacity_reserve": 0,
"rule_storage_capacity_notification_period": 1446,
"strategy_storage_capacity_notification_period": 1440,
"service_window_start": "00:00:00",
"service_window_end": "23:59:59",
"pool_storage_capacity_reserve": 2000000000,
"tape_library_mount_point": "/opt/rubackup/mnt",
"suspended_task_restart_period": 1,
"unload_tape_cartriges_whes_media_server_starts": "yes",
"ltfs_umount_timeout": 50,
"max_system_monitoring_records": 3600,
"monitoring_period": 1,
"digital_signature_public_key_obsolence": 1440,
"rb_key_hash": "",

"verify_archive_after_creation": "no",
"kill_task_of_offline_client": "yes",
"create_new_task_if_client_offline": "create new task",

"auto_delete_archive_from_broken_chain": "no",
"consolidating_tape_library_tasks": "yes",
"clean_tape_drives_period": 30,

"auto_clean_tape_drives": "no",
"dedup_clean_unused_blocks": "yes",
"dedup_clean_period": 30,
"dedup_provide_common_hash_table_for_client": "yes",

"dedup_provide_common_hash_table": "yes",
"dedup_verify_only_meta_data": "yes",
"mandatory_storage_time": 0,
"clients_capacity_limits": false,
"global_schedule_capacity_limits": false,
"backup_strategies_capacity_limits": false,
"immutable_archives": true,
"delete_archives_with_zeroing": true,
"dont_delete_last_gs_rule_archive": true,
"dont_delete_last_strategy_rule_archive": true,
"wrong_auth_attempts_count": 5,
"wrong_auth_block_period": 30,

"repository_remove_chain": "yes",
"filesystems_clean_period": 30,
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"show_previous_login_attempts_after_logging_in":
"search_backup_in_cluster_group": true,

"bandwith_limit_advantage": "client",
"bandwith_client_limit": "minimum",
"bandwith_rule_limit": "minimum"
}
}
200 OK

MNapameTpbl rNobanbHON KOHOUTYpaLUmM N3MEHEHDI

400 BAD_REQUEST
HekoppeKkTHOe Teno 3anpoca

MonyyeHue napameTpos rino6anbHoi KoHPurypauum (GET /global_configuration)

200 OK
MapamMeTpbl rnobanbHON KOHGUIypaL My Noay4YeHsbl

BxoueHue u BbikovyeHne cepeucHoro pexxuma (PATCH /global_configuration/service_mode)

"service_mode": false @

@ O6#nsaTenbHoe none

200 OK
CTaTyc CepBUCHOro pexmmMma nsmMeHeH

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca

8.2.5. KnueHTtbl

KnueHTtbl
Mony4yeHune cnucka knueHtoB (GET /clients)

200 OK
[MonyyeH CNMCOK aBTOPU30BaHHbIX KIIMEHTOB

YpnaneHue HecKonbkux knmeHToB (DELETE /clients)
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"ids": [ @
1

@ OGs3aTenbHoe none

200 OK
Cnuncok aBTOPM30BaHHbIX KNTIMEHTOB yaaneH

404 NOT_FOUND
ABTOPWN30BaHHbIN KIIMEHT HE HaNOeH

ApTtopusauus knueHToB (POST /clients/authorize)

{
"data": {
"clients_ids": [ @
1
]
}
}

@ O6nsaTenbHoe none

201 CREATED
KnueHT aBTOpPM30BaH

MonyuyeHue pepeBa knneHToB (POST /clients/tree)

{
"data": {
"clients": [
{
"client_group_id": 1, @
“clients_limit": 20,
"clients_page": 1 @
}
1,
"client_groups_page": 1,
“client_groups_limit": 20,
"filter_clients_hostname": "rubackup-client”
}
}
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@ O6nsaTenbHoe none

200 OK
[MonyyeHO oepeBO KNMEHTOB

404 NOT_FOUND
ABTOPW30BaHHbIN KNIMEHT HE HangeH

PepaxkTupoBaHue cyuwiectBylouero knmeHta (PATCH /clients/{id})

Takxe B query-napameTpax nepegaeTtcs id KnvMeHTa, MHGOPMaLMIO O KOTOPOM Heob-
XOAMMO U3MEHUTb

"data": {
"group_id": "No group",
"1sf_flag": false,
"ls_pool": "Default",
"1lrl_flag": false,
"storage_capacity": 10,
"description”: "Client description”,
"centralized_restore": false,
"client_side_backup": false,
"client_side_restore": false

200 OK
MapaMeTpbl KIMEHTA U3MEHEHDI

400 BAD_REQUEST
HekoppekTHoe TeNo 3anpoca

404 NOT_FOUND
ABTOPU30BaAHHbIN KNIMEHT HE HalaeH

MonyuyeHune knueHTta (GET /clients/{id})

Tena 3anpoca HeT. B query-napamMmeTpax nepepaeTca id KAWeHTa, MHoOpMaLUo O
KOTOPOM HEOBXOANMO NONMYyYNTb

200 OK
Mony4deHa nHPopmaLma O KIIMEHTe
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YnaneHue knuenta (DELETE /clients/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTca id KAMeHTa, MHOOpPMALUO O
KOTOPOM HE0o6X0AMMO NONyUYnThb

200 OK
KnneHT yaaneH (nomelleH B HeaBTOPU3OBaHHbLIE)

404 NOT_FOUND
ABTOPWN30BaHHbIN KNIMEHT HE HaNgeH

MonyyeHne [OCTYMNHbIX TUMOB pecypcoB Ansa cos3paHua konuu (GET /clients/{id}/resource_type)

Tena 3anpoca HeT. B query-napameTpax nepegaeTca id KAMEHTa, MHPOPMALUO O
TUMax pecypcoB KOTOPOro KOTOPOM HEO6X0AUMO MONYYMTb

200 OK
Mony4yeHa nHdopmaLma o TMNax pecypca Ana KNMeHTa

Fpynnbl KIMEHTOB

Mony4yeHune cnucka rpynn knueHtoB (GET /client_groups)

200 OK
MNonyyeHa nHPopmMaLmsa o rpynnax KIMeHToB

YpaneHnue cnucka rpynn knmeHToB (DELETE /client_groups)

ids": [ @

@ Ob6s3atenbHoe none

200 OK
Cnu1cok rpynmn KAMeHTOoB yaaneH

404 NOT_FOUND
['pynna KINeHTOoB He HanaeHa

Ao6aeneHue rpynn knueHtoB (POST /client_groups)

"data": {
"name" : "group_name", @
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"shared": false,

"clustered": false,

"description”: "some description”,
"launch_attempts_limit": 1

@ OGs3aTenbHoe none

201 CREATED
['pynna KNNMeHTOoB co3faHa
UsmeHeHue rpynnbl KnueHToB (PATCH /client_groups/{id})

Takxe B query-napamMmeTpax nepegaetcs id rpynnbl KINEHTOB, MHOOPMALUKO O KOTO-
pon HeO6X0aMMO N3MEHUTDb

{
"data": {
"name": "group_name",
"shared": false,
"clustered": false,
"description”: "some description”,
"launch_attempts_limit": 1
}
}
200 OK

MapaMeTpbl Fpynnbl KIIMEHTOB U3MEHEHbI

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca

404 NOT_FOUND
pynna KIMeHTOB He HalgeHa

MonyuyeHune nupopmauum o rpynne knmeHToB (GET /client_groups/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id rpynnbl KIMEHTOB, HPopMa-
LUK O KOTOPOMN HEOBXOAUMO MOMYUYNTb

200 OK
MonyyeHa MHGOPMaLMA O rpynne KINEeHTOB
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YpaneHnue rpynnbl knneHToB (DELETE /client_groups/{id})

Tena sanpoca HeT. B query-napameTpax nepegaetcs id rpynnbl KIMEHTOB, KOTOPYH
HeobxogumMo yganmTb

200 OK
['pynna KNMeHTOoB yaaneHa

404 NOT_FOUND
pynna KINeHTOB He HanaeHa

OrpaHuyYeHus NPONYyCKHOWM COCOGHOCTU K/INEHTa

MonyuyeHne cnucka orpaHUYeHU NPonyckKHoi cnoco6HocTu kKnneHTa (GET /client_bandwidth)

200 OK

Mony4yeH CANCOK orpaHNYeHnin NPonyCcKHOM CNOCOBHOCTH

YpaneHue cnucka orpaHu4eHui nponyckHoi cnoco6HocTu knueHTta (DELETE /client_bandwidth)

ids": [ @

@ OGs3aTenbHoe none

200 OK

CnMCcoK orpaHnYeHnin NponyCcKHOM CNOCOBHOCTN yaaneH

404 NOT_FOUND
OrpaHnyeHne NPonycKHom crocobHOCTN He HaNLEHO

Co3pgaHue orpaHuYeHus NponyckKHon cnoco6HocTu knueHTa (POST /client_bandwidth)

"data": {
"client": "rubackup-client (525a99154f3505a2)", @
"backup_bandwidth": @,
"restore_bandwidth": 0,
"window_start": "14:33:31",
"window_end": "14:33:31"
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@ O6nsaTenbHoe none

201 CREATED
OrpaHnyeHne NPonycKHom crnocobHOCTN CO34aHO0

U3meHeHMe orpaHnyeHUs nponyckHoi cnoco6HocTu knueHta (PATCH /client_bandwidth/{id})

Takxe B query-napameTpax nepenaetcs id orpaHvyeHus, MHGOPMaLMIO O KOTOPOM
Heo6Xo04UMO U3MEHUTL

{
"data": {
"client": "rubackup-client (525a99154f3505a2)",
"backup_bandwidth": @,
“restore_bandwidth": 0,
"window_start": "14:33:31",
"window_end": "14:33:31",
"id": 1,
"client_hwid": "525a99154f3505a2"
}
}
200 OK

MapameTpbl OrpaHNYeHnst NPOMYCKHON CMOCOBHOCTN N3MEHEHDI

400 BAD_REQUEST
HekoppekTHoe TeNo 3anpoca

404 NOT_FOUND
OrpaHnyeHne NponycKHom crocobHOCTN He HaNLEHO

Mony4yeHune nHpopmaymm 06 orpaHuYeHMU NPONYCKHON cnoco6HocTu knueHTa (GET /client_bandwidth/{id})

Tena 3anpoca HeT. B query-napamMeTpax nepefaetca id orpaHMyeHus, nHpopmaumo o
KOTOPOM HEOBXOANMO NONMYyYNTb

200 OK
Mony4yeHa MHGopMaLmMa 06 orpaHNYEeHNM NPOMYCKHOM CMNOCOGHOCTY

YpaaneHue orpaHuyeHus nponyckHoi cnoco6HocTu knueHta (DELETE /client_bandwidth/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTcs id orpaHu4eHusi, KOTopoe Heob-
XOAMMO YAannTb

200 OK
OrpaHuyeHmne NponycKHom cnocobHOCTN yaaneHo
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404 NOT_FOUND
OrpaHnyeHne NponycKHoM cNoCObHOCTU He HangEeHO

HeaBTOpM3OBaHHbIe KJ/INeHTbI

YpaneHue cnucka HeaBTopu3oBaHHbIX KNUeHTOB (DELETE /unauthorised_clients)

ids": [ @

@ Ob6s3atenbHoe none

200 OK
Cnncok HeaBTOPM30OBaHHbIX KJIMEHTOB yaaneH

404 NOT_FOUND
HeaBTopun3oBaHHble KITIMEHTbI HE Ha4EHbI

MonyuyeHue cnucka HeaBTOpU3oBaHHbIX KNUeHTOB (GET /unauthorised_clients)

200 OK
[Mony4yeH CNUCOK HEABTOPU30BaAHHbIX KITMEHTOB

YpaneHue HeaBTopusoBaHHOro knuneHta (DELETE /unauthorised_clients/{id})

Teno 3anpoca oTcyTCcTByeT. B query-napameTpax nepegaetca id HeaBTOPU3OBAHHOIMO
KNMeHTa, KOTOPOro HeobxoanuMo yaanunTb

200 OK
HeaBTOpM30OBaHHbIN KNNEHT yaaneH

404 NOT_FOUND
HeaBTOPM30BaHHbIN KITIMEHT HEe HaWaeH

MonyuyeHune nupopmauum o HeaBTopusoBaHHOM KnneHTe (GET /unauthorised_clients/{id})

Teno 3anpoca oTcyTCcTBYyeT. B query-napameTpax nepegaetca id HeaBTOPU3OBAHHOIO
KNNEHTa, UHPOPMaLMKO O KOTOPOM HEOBXOAUMO MONYYUTh

200 OK
MNonyyeHa nMHPpopmaL A 0 HeaBTOPM30BaHHOM KIIMEHTE
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8.2.6. XpaHunuwua

Mynbl 1 ux rpynnbi
AOCTyl'IHbIe TUMNbl NyyIOB

MonyuyeHune cnucka pgocTynHbixX TUNOB NynoB (GET /destination_storage_types)

200 OK
[Mony4eH CNMUCOK OOCTYMHbIX TUMOB NynoB

Mynbi

YpaneHue cnucka nynos (DELETE /pool_list)

ids": [ @

@ OGs3aTenbHoe none

200 OK
Cnucok nynos yganeH

404 NOT_FOUND
[Myn He HanpgeH

MonyyeHune cnucka nynos (GET /pool_list)

200 OK
I'Ionyqu CMNCOK CYLLEeCTBYHOLNX NYJIOB
Jo6aesnenue nyna (POST /pool_list)

Habop napameTpoB, KOTOpble HEO6XOAMMO NepeaaTh, 3aBUCUT OT TUNa nyna. B cnyvae,
€Cnv nepefaHbl NULIHME napameTpbl (KOTopble He MNoaxogAaT co3gaBaeMoMy Tumy
nyna), To Takne napamMmeTpbl UTHOPUPYIOTCS.

[MapamMeTp compression_type He HY>HO YyKasbiBaTb An4 nynos Tuna Block device wu
Client defined.

[NapameTpbl block_size, hash_length, algorithm yKasbiBaroTCA TONbKO 414 MY10B TUNa
Block device.
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"data": {
"pool_name": "my_pool_name", @
"pool_type": "Block device", @
"media_server": "rubackup-server", @
"compression_type": "None",
"description": "",
"retention_period": "1 year",
"ignore_free_space_check": false,
"algorithm": "streebog",

"block_size": 131072,
"hash_length": 256,
"meta_data_pool": "Default"

@ OGs3aTenbHoe none

201 CREATED
[Myn co3paH

MonvyeHune cnucka AOCTVNHbIX AN NepeMeLLLeHns U KonuposaHus nynos (GET
/pool_list/available_for_copy_or_move)

200 OK
I'Ionyqu CMNCOK OOCTYNMHbIX And nepemMeleHna n KonnposaHMA rnysoB
PepaxkTupoBanue nyna (PATCH /pool_list/{id})

Takxe B query-napameTpax nepegaeTcs id nyna, MHGopMaLmo O KOTOPOM HeobXxo-
AVMO U3MEHUTb

{
"data": {
"pool_name": "my_pool_name",
"compression_type": "None",
"description": "",
"retention_period": "1 year",
"ignore_free_space_check": false
}
}
200 OK

MapameTpbl Nyna N3SMEHEHbI
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400 BAD_REQUEST
HekoppekTHoe TeNo 3anpoca

404 NOT_FOUND
[Myn He HanpgeH

Ypanenue nyna (DELETE /pool_list/{id})

Tena 3anpoca HeT. B query-napameTtpax nepepaetca id nyna, KOTOpbI HEOOBXO4UMO
yoanuTb

200 OK
Myn ypaneH

404 NOT_FOUND
[Myn He HanpeH

Mony4yeHune nipopmauyuu o nyne (GET /pool_list/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id nyna, uHGopMaLno O KOTOPOM
HeobXo4MMO NONYYNTb

200 OK
Mony4yeHa nHpopmauma o nyne

MoameHa nynos

YpaneHue cnucka nogmenbl nynos (DELETE /pool_substitution)

"ids": [ @

@ OGs3aTenbHoe none

200 OK
Cnncok HacTPOEHHbIX MOAMEH NYJOB yAaneH

404 NOT_FOUND
MNogMeHa nynoB He HangeHa

Monyuyenune cnucka nogmexbl nynoB (GET /pool_substitution)

200 OK
[Mony4eH CNUCOK HaCTPOEHHbIX NOgMEH MynoB
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[No6aeneHue nogmMmeHbl nynoB (POST /pool_substitution)

{
"data": {
"pool": "Default", @
"substitution": "Default2" @
}
}

@ O6nsaTenbHoe none

201 CREATED
CospaHo npaBuno NogMeHbI Nynos

Ypanenue nogmMenbl nynoB (DELETE /pool_substitution/{id})

Tena sanpoca HeT. B query-napameTpax nepepaetca id npaBwia NoAMeEHbl NMynos,
KOTOpOe HeOBXoaMMO yaanuTb

200 OK
MpaBnio NogMeHbI NyI0B yaaneHo

404 NOT_FOUND
MogMeHa NynoB He HangeHa

MonyuyeHune nupopmauumn o nogmeHe nynoB (GET /pool_substitution/{id})

Tena 3anpoca HeT. B query-napameTtpax nepepaetca id npaswuna nogMeHbl Mynos,
NHGOPMaLMO O KOTOPOM HEOBXOAMMO NOSYUYNUTb

200 OK
MNMonyyeHa nHPopmMaLms 0 NPaBuIo NOAMEHbI Ny0OB

[AnHaMmuueckue rpynnbi nynoe

MonyuyeHune cnucka guHamnuyeckux rpynn nynos (GET /dynamic_pool_groups)

200 OK
MonyyeH cnncok rpynmn nynos

YpaneHue cnucka guHamuyeckux rpynn nynos (DELETE /dynamic_pool_groups)

ids": [ @
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@ OGs3aTenbHoe none

200 OK
[pynnbl NyfOB yAaneHsbl

404 NOT_FOUND
['pynna nynoB He HanfgeHa

[Jo6aBneHue gpuHamuyeckoii rpynnbi nynoB (POST /dynamic_pool_groups)

{
"data": {
"name": "", @
"max_pool_tasks": 10,
"max_media_server_tasks": 10,
"max_cpu_usage": 80,
"max_in_block_operations": 0,
"max_out_block_operations": 0,
"calculation_period": 10,
"description": ""
}
}

@ O6nsaTenbHoe none

201 CREATED
"pynna nynoB co3faHa

UsmeHeHne puHamuyeckoi rpynnbi nynoB (PATCH /dynamic_pool_groups/{id})

Takxe B query-napamMmeTpax nepegaetcs id rpynnbl Nynos, MHGOPMaALMO O KOTOPOM
Heo6Xo4ANMO N3MEHNUTDb

"data": {
“name”: "",
"max_pool_tasks": 10,
"max_media_server_tasks": 10,
"max_cpu_usage": 80,
"max_in_block_operations": @,
"max_out_block_operations": 0,
"calculation_period": 10,

"description”:
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200 OK
pynna nynoB nsamMeHeHa

400 BAD_REQUEST
HekoppeKTHoe Teno 3anpoca

404 NOT_FOUND
['pynna NynoB He HangeHa

Mony4yeHune uudpopmayum o guHamuyeckom rpynne nynos (GET /dynamic_pool_groups/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTcs id rpynnbl Nynos, MHGOPMALIUIO O
KOTOPOI HE06X0AMMO MONYYUTb

200 OK
MonydyeHa HGopmaLmsa o rpynne nynos

YpaneHue auHamuueckoii rpynnbi nynoe (DELETE /dynamic_pool_groups/{id})

Tena 3anpoca HeT. B query-napameTtpax nepegaetcs id rpynnbl NynoB, MHGOpMaLUO O
KOTOPOW HEOBXOOAMMO yaoanuTb

200 OK
CTpaTeruvsa yganeHa

404 NOT_FOUND
['pynna nNynoB He HangeHa

Mynbl B AUHaAMUYECKUX rpynnax

Mony4yeHune cnucka po6aBneHHbIX B AUHaMuyeckyto rpynny nynos (GET /dynamic_pool_groups_records)

200 OK
[Mony4eH cNKUCOK NynoB AMHAMUYECKOW rpynnbl

YpaneHue cnucka po6asneHHbIX B AuHaMuyeckyio rpynny nynos (DELETE /dynamic_pool_groups_records)

ids": [ @
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@ O6nsaTenbHoe none

200 OK
CnuncoK NynoB ANHaAMMYECKOM rpynnbl yaaneH

404 NOT_FOUND
[MynoB gMHaMM4yecKoun rpynnbl He HaN4EHO

[Jo6aBneHue nyna B guHaMmuyeckyto rpynny nynoB (POST /dynamic_pool_groups_records)

{

"data": {
"dynamic_pool_group": 1, @
"pool": "Default", @
"enabled": true

}

}

@ OGs3aTenbHoe none

201 CREATED
MNyn pobasneH B rpynny

MonvuyeHune nHdonmaumnm o no6aBsIeHHOM B AMHaMUYecKylo rpynny nyne (GET
/dynamic_pool_groups_records/{id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaeTtcs id nyna u3 rpynnbl NynoB, MHGop-
MaLM0 O KOTOPOM Heo6X04MMO MNONYyUYnTb

200 OK
MNony4yeHa nHdopmauma o nyne gUHaMM4eCcKomn rpynnbl

YpaneHue po6aBneHHoOro B guHamuyeckyio rpynny nyna (DELETE /dynamic_pool_groups_records/{id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id nyna, KOTOpbI HEOOXO4UMO
yoanuTb U3 rpynmnbl NynoB

200 OK
Myn yaaneH us gMHamMm4eckom rpynnei

404 NOT_FOUND
[Myn B AMHAMU4YeCKOW rpynne He HangeH

JloxkanbHblie ¢paitnoBbie XxpaHunui,a
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YpaaneHne HeCKONbKUX NoKasnbHbIX PpainoBbix XxpaHunuwy, (DELETE /storage_local_catalogs)

"ids": [ @

@ O6nsaTenbHoe none

200 OK
CnnCcoK NoKasbHbIX GannoBbiX XPaHUNULL yaaneH

404 NOT_FOUND
JlokanbHbIN $annoBbIN XPaHUIULLE HE HANLEHO

MonyuyeHune cnucka nokasnbHbIX ¢aiinosbix xpaHunuuy, (GET /storage_local_catalogs)

200 OK
[MonyyeH CNUCOK NokasnbHbIX GanoBbIX XPaHUNLL,

Jo6aBneHue nokanbHoro ¢aiinosoro xpaHunuuia (POST /storage_local_catalogs)

{
"data": {
"path": "", @
"pool": "Default",
"description”: ""
}
}

@ O6s3atenpHoe none

201 CREATED
JlokanbHoe ¢pannoBoe xpaHunuuie gobaBneHo

PepaxkTupoBaHue cyLLecTBYoLLero iokanbHoro ¢pannosoro xpaHunuuia (PATCH /storage_local_catalogs/{id})

TakXe B query-napamMeTpax nepegaetcs id fokanbHOro ¢amnoBoro XxpaHunuuia, Koto-

prVI HeO6X04MMO NBMEHUTb

"data": {
"description”:
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200 OK

MapaMeTpbl NOKanbHOro ¢pannoBoro XxpaHuInw,a N3MeHeHb.I

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca

404 NOT_FOUND

JlokanbHOe ¢annoBoe XpaHunuLLe He HangeHo

YpaneHue nokanbHoro ¢aiinosoro xpauunuuw,a (DELETE /storage_local_catalogs/{id})

Takxe B query-napamMeTpax nepegaetca id nokanbHoro ¢pansoBoro xpaHuauuia, KoTo-
poe HeobXxoaAMMO yaannTb

200 OK
BnoyHoe ycTponcTBo yganeHo

404 NOT_FOUND
JlokanbHOe ¢annoBoe XpaHunuLLe He HangeHo

MonyuyeHne nHpopmaLum o nokasbHoM Ppanosom xpanunuuie (GET /storage_local_catalogs/{id})

Takxe B query-rnapamMeTpax nepepgaetcsa id okanbHOro ¢annoBoro XpaHwnuviwia,
NHGOPMaLMO O KOTOPOM HEOBXOAMMO NOJSYUYUTb

200 OK

NHPopmauma o nokanbHOM GpannoBOM XpaHUIULLLE NOJyyeHa

404 NOT_FOUND
JlokanbHOe ¢annoBoe XpaHunumLLe He HangeHo

BnouHble ycTpoiicTBa

YpaneHue cnucka 6510o4Hbix ycTpocTB (DELETE /storage_block_devices)

"ids": [ @

@ O6nsaTenbHoe none
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200 OK
CnncokK B/I0YHbIX YCTPOMCTB yaaneH

404 NOT_FOUND
BnoyHoe yCcTponcTBO He HanAeHo

MonyyeHune cnucka 6nouHbIX ycTponcTs (GET /storage_block_devices)

200 OK
Mosly4YeH CNMcoK 6/1I04YHbIX YCTPONCTB

Jo6aBneHue 6noyHoro ycrpoinctea (POST /storage_block_devices)

{
"data": {
"device": "", @
"pool": "Default", @
"overwrite_file_system": false, @
"description": ""
}
}

@ O6nsaTenbHoe none

201 CREATED
BnoyHoe ycTtponcteo gobaBneHo
PepaktuposaHue 6noyHoro yctpoictea (PATCH /storage_block_devices/{id})
Takxe B query-napameTpax nepepaetca id 6no4Horo YCTPONCTBA, KOTOpOe Heobxo-

ONMO USMEHUTDb

{

"data": {
"description": "",
"parallel_workers": 2

}

}
200 OK

MapameTpbl 6,T0YHOrO YCTPOMCTBA UBMEHEHDI

400 BAD_REQUEST
HekoppeKkTHOe Teno 3anpoca
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404 NOT_FOUND
BnoyHoe yCcTpoNUCTBO He HangeHo

YpaneHue 6noyHoro ycrtpoictea (DELETE /storage_block_devices/{id})

Takxe B query-napamMeTpax nepegaetca id 6/104YHOro YCTPOMCTBA, KOTOPOe HeobXo-
AVMMO YOanuTb

200 OK
BnoyHoe ycTponcTBo yganeHo

404 NOT_FOUND
BnoyHoe yCcTponcTBo He HanAeHo

MonyuyeHne nupopmauum o 65104HoM yctpoiictee (GET /storage_block_devices/{id})

Takxe B query-napamMeTpax nepepaetcsa id 6/104HOro yCcTpomcTBa, MHPOPMaLMUIO O
KOTOPOM HEOBXOANMO NONMYyUNTb+

200 OK
NHbopmMaumns o 67104HOM YCTPONCTBE NONYYEHA

404 NOT_FOUND
BnoyHoe yCcTponcTBo He HaNMAEeHo

JlIeHTOoYHbIe XpaHumLLLa
JleHTOuUHbIe 6UGNNOTEKN

YpaneHue cnucka neHTouHbix 6u6nuotek (DELETE /tape_libraries)

"ids": [ @

@ OGs3aTenbHoe none

200 OK
CnuCcoK NeHTOYHbIX BUBNMOTEK yaaneH

404 NOT_FOUND
JleHTo4YHasa 6ubnMoTeKka He HanaeHa
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MonyuyeHune cnucka neHTouYHbIx 6u6nuotTek (GET /tape_libraries)

200 OK
[Mony4eH CNNUCOK NNEHTOYHbIX 6mnbnmoTek

[Jo6aBneHue neHTouyHoU 6MGNMoTekn (POST /tape_libraries)

"data": {
"pool": "tape_pool", @
"media_server": "rubackup-media", @

"description”: ,
"medium_changer_candidate_id": 1, @
"tape_drives_candidates_ids": [ @

1

@ O6nsaTenbHoe none

201 CREATED
JleHTo4yHasa bubnnoTeka gobasreHa

YpaneHue neHto4yHol 6u6nuoteku (DELETE /tape_libraries/{id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id NEHTOYHOW OUBUNNOTEKM,
NHGOPMaLMO 0 KOTOPOW HEOBXOOMMO MONYyYnUTb

200 OK
JleHToYHasa bubnnoTeka yganeHa

404 NOT_FOUND
JleHTo4YHasa 6ubnnoTeKka He HanaeHa

Mony4yeHune uHpopmavmm o neHTouHon 6ubnuorteke (GET /tape_libraries/{id})

200 OK
NHpopMaLmns O NeHTOYHOM BUBNMoTeKe nony4yeHa

404 NOT_FOUND
JlIeHTo4YHasa 6ubnnoTeKka He HanaeHa

Mony4yeHne cnucka fOCTYNHbIX As Ao6aBneHus po6otos u npusofoB (GET /tape_libraries/candidates)

Tena sanpoca HeT. B query-napameTpax nepepaeTcsa MMsa Megunacepsepa, KOTOPOMY
npeseHToBaHa 6MbNMoOTeEKa, a TakXe crnocob gobasneHus
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200 OK
I'IonyueH CMNCOK OOCTYNHbIX OndA nobasneHuns pO6OTOB n rnpmneogoB

MonyuyeHune uupopmavum o po6ote n cnotax (POST /tape_libraries/candidates/info)

{
"data": {
"media_server": "rubackup-media-server", @
"medium_changer_sg_path": "/dev/sg4"
}
}
200 OK

MNonyyeHa nHpopmaumsa o poboTe 1 croTax

MonyuyeHune aepeBa NeHTOUYHbIX 6M6NMMOTEK (POST /tape_libraries/tree)

B cnuncke otobpaxatoTtcs: 1. JleHTouHble 6UbnnoTekn, nx poboTbl, nx Nnpmeogbl. CNMCoK
CNOTOB A0/MKEH BbITb NYCTbIM BCerga. 2. JIeHTo4YHble Nyfbl, aCCOLUMPOBaHHbIE N Heac-
coummpoBaHHble ¢ BUBNMOTEKON

{
"data": {
"pools": {
"limit": 50,
"page": 1
}
}
}
200 OK

MonyyeHo AepeBo MHPopMaLmusa o poboTe U crnoTax

CUHXpOHU3aLUs AaHHbIX IeHTOYHOM 6ubnnoTeku (POST /tape_libraries/{id}/sync)

Tena 3anpoca HeT. B query-napameTtpax nepegaetca id 6mbnuoTteku, nHdopmauuo o
KOTOPOW HEOBXOAMMO CUHXPOHU3NPOBATb

200 OK
CUHXPOHM3aLUsA 6U6IMOTEKM NpoLlsia yCrnewHo

422 Unprocessable Entity - cuHXpOHM3auua 3aBepweHa c owubkon, bubununmorteka
COLEPXUT He3apEerucTPUPOBaHHbIN KapTpraxX
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Tunbl KapTpupKen
Mony4yeHne cnucka poCTYNHbIX TUNOB KapTpupxei (GET /tape_types)

200 OK
[Mony4yeH cCNUCOK AOCTYMHbIX TUMOB KapTpuaxen

KapTpupgxm

YpaneHue cnucka kaptpupyxeit (DELETE /tape_cartridges)

{
"ids": |
1
]
}
200 OK

Cnuncok KapTpuaXXen yganeH

404 NOT_FOUND
KapTpupgXx He HangeH

Mony4yeHune cnucka pocTynHbix KapTpuaxein (GET /tape_cartridges)

200 OK
Mofly4eH CNMCOK AOCTYMHbIX KapTpuaxen

Jlo6aBneHue neHTo4yHOro KaptTpug)xa (POST /tape_cartridges)

{
"data": {
"type": "LT0-9", @
"pool": "tape_pool", @
"volume_tag": "RB10001L9", @
"description": ""
}
}

@ OGs3aTenbHoe none

201 CREATED
JIeHTOYHbIN KapTpuax gobasneH

192 ns3 249




8.2. Bepcusa 1 (v1)

PepaxkTupoBaHue kaptpuaxa (PATCH /tape_cartridges/{id})

Takxke B query-napameTpax nepepaeTcsa id SIEHTOYHOro KapTpuaxa, MHpopmMauuo o
KOTOpPON HEOBXOAMMO U3MEHUTb

{

"data": {
"volume_tag": "",
"description": ""

}

}
200 OK

I'IapaMeprl KapTpug>Xa UsMeHeHbI

400 BAD_REQUEST
HekoppeKkTHOe Teno 3anpoca

404 NOT_FOUND
KapTpuoXx He HangeH

MonyuyeHne nHpopmMaLumn o NeHToYHOM KapTpuaxe (GET /tape_cartridges/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id kapTpuaxa, MHGOpMaLMo O
KOTOPOM HEOo6X0AMMO MONyUYnNTh

200 OK
MNonyyeHa HPopMaLUsa O TEHTOYHOM KapTpuaxe

Onepaquu C JIEHTOYHbIMU NPpUBOAAMMU

MonyuyeHune cnucka neHTouYHbIX npuBopaos (GET /library_tape_drives)

200 OK
MonyyeH Cnmncok NPUBOA0B NEHTOYHON BUBNNOTEKN

MonyuyeHune nupopmauum o neHtoyHom npueope (GET /library_tape_drives/{id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id npuBoga, MHboOpMaLUo O
KOTOPOM HEOBXOANMO MOSYUNTb

200 OK
Mony4yeHa nHpopmauma o NpUBOLE NNEHTOYHON ONBINOTEKN

[Oo6aeneHue npusopa (POST /library_tape_drives)
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"data": {
ids": [ @
4,

6,

9

1,
"tape_library_id": 5 @

@ O6s3aTenbHoe none

201 CREATED
HoBbin npusoA gobasrneH K bubnuorteke

YpaneHue cnucka neHTouHbix npusoos (DELETE /library_tape_drives)

{
"ids": [ @
2,
6,
9
]
}

@ O6nsaTenbHoe none

200 OK
MpvBog NEHTOYHOM BUBUNNOTEKMN yaaneH

MonyuyeHne cnucka JIEHTOUYHbIX NPUBOAOB, AOCTYMHbIX Ana fo6aBneHusn (GET /library_tape_drives/candidates)

Tena sanpoca HeT. B query-napameTtpax nepepgaetca cnocob gobasneHus npusopga
(py4Hom nnn aBToMaTMyeckunin), hosthame meguacepsepa, Ha KOTOPbIA NMpe3eHToBaHa
6mnbunmnoTeka n sg_device_path poboTa 6ubnnoTekn

200 OK
MHbopMaumns o A4OCTYNHbIX A9 fobaBneHus npueogax nosyyeHa

PepaxkTupoBaHue neHTtouyHoro npusopga (PATCH /library_tape_drives/{id})

Takxe B query-napameTpax nepegaetca id npvBoaa, MHPOPMALMO O KOTOPOM Heob-
XOAMMO U3MEHUTb

"data": {
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"scsi_path": "[6:0:0:0]",
"device": "/dev/sgl",
"sys_transfer_element": 3
}
}
200 OK

MapamMeTpbl NPUBOAA U3MEHEHDI

400 BAD_REQUEST
HekoppeKkTHOe Teno 3anpoca

OuucTtka neHrouyHoro npusopa (PATCH /library_tape_drives/{id}/clean)

Tena 3anpoca HeT. B query-napameTpax nepegaeTtca id npumBopga, KOTOPbIN HEOHXO-
AVMO OYUCTUTb

200 OK
3apayva Ha OYNCTKY NMpmBoa Co3faHa

KapTpupxmu
MonyuyeHune cnucka cnotoB (GET /library_slots)

200 OK
[Mony4yeH CNMUCOK CMOTOB IEHTOYHOW BUBNNOTEKN

MonyyeHune nupopmauum o cnote (GET /library_slots/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaerca id cnoTa, MHpopMaumo 0 KOTO-
PO HEOOXOANUMO MOSYUNTb

200 OK
MNonyyeHa MHPopMaLnsa O CNOTE NIEHTOYHOM BUBIMOTEKM

Mpoeepka Itfs Ha kapTpug)xe (PATCH /library_slots/check_1tfs)

{
"data": |
{
"library_id": 5, @
"volume_tag": "ACS512L9" @
}
]
}
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@ O6nsaTenbHoe none

200 OK
CospaHa 3agaya Ha npoBepKy Hannuus Itfs Ha kapTpuaxe

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca

CTtupanue kapTpupxa (PATCH /library_slots/erase_cartridge)

{
"data": [
{
"library_id": 5, @
"is_long_erase": false,
"volume_tag": "ACS512L9" @
}
]
}

@ O6#nsaTenbHoe none

200 OK
CospaHa 3afada Ha CTUpaHue KapTpuaxa

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca

AxcnopT kapTpuaXxa (PATCH /library_slots/export_cartridge)

{
"data": {
"library_id": 5, @
"volume_tag": "ACS512L9" @
}
}

@ OGs3aTenbHoe none

200 OK
Co3faHa 3aava Ha 3KCMopT KapTpuaka

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca

196 ns3 249




8.2. Bepcusa 1 (v1)

UmnopT kaptpupxa (PATCH /library_slots/import_cartridge)

{
"data": {
"library_id": 5, @
"pool_name": "Tape libraries" @
}
}

@ O6nsaTenbHoe none

200 OK
MMnopT KapTpuaxka npoLuen ycnewHo

400 BAD_REQUEST
HekoppekTHoe TeNo 3anpoca

dopmaTuporaHue kaptpupxa (PATCH /library_slots/format_cartridge)

{
"data": |
{
"library_id": 5, @
"volume_tag": "ACS512L9" @
}
]
}

@ Ob6s3atenbHoe none

200 OK
Co3paHa 3afava Ha bopMaTupoBaHme KapTpuaxa

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca

Mepemew,eHune kaptTpugxa B gpyroi cnot (PATCH /library_slots/move_cartridge)

{
"data": {
"library_id": 5, @
"volume_tag": "ACS512L9", @
"slot_id": 6 @
}
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@ OGs3aTenbHoe none

200 OK
Co3faHa 3aava Ha nepemelleHne KapTpuaxa

400 BAD_REQUEST
HekoppeKTHoe Teno 3anpoca

Po6oTbI

Mony4yeHune cnucka po6oToB (GET /medium_changers)

200 OK
[Mony4yeH cnncok poboToB
MonyyeHune uidpopmayum o poé6ote (GET /medium_changers/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTcs id po6oTa, MHopMaLMO O KOTO-
POV HEOBXOAMMO NMONYUYNTh

200 OK
Mony4yeHa nHpopmauma o poboTte

404 NOT_FOUND
PoboT He HanaeH
U3smeHeHue po6ota (PATCH /medium_changers/{id})

Tak>e B query-napameTpax nepegaetcsa id poboTa, MHGOPMaLLMO O KOTOPOM HEOBXO-
ANMO N3MEHUTb

{
"data": {
"scsi_path": "[8:0:0:0]",
"device": "/dev/sg2"
}
}
200 OK

MapameTpbl po60Ta M3MEHEHDI

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca
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404 NOT_FOUND
PoboT He HanpgeHa

O6nayHble XxpaHunuia
O6nayHoe xpaHunuue

YnaneHue cnucka o6nakos (DELETE /s3_clouds)

204 NO_CONTENT
yOaneH cnncok obnakos

MonyuyeHune cnucka pocTynHbix o6nakoB (GET /s3_clouds)

200 OK
NONyYeH CNMCcoK obnakos

Jo6aBneHune HoBoro o6naka (POST /s3_clouds)

{
"data": {
"name": "my_s3_cloud", @
"pool": "cloud_pool", @
"access_key_id": "", @
"secret_key_access": "", @
"region": "ru-1",
"endpoint_override": "https://192.168.222.197:9000",
"proxy_host": "",
“proxy_port": "",
"proxy_username": "",
"proxy_password": "",
"bucket_name": "rubackup-server-5953bb5c71fc3bf8",
"allow_auto_bucket_creation": true,
“transfer_workers_number": 1
}
}

@ O6s3atenbHoe none

201 CREATED
obnako co3gaHo

MonyuyeHune cnucka foCTYNHbIX 6akeToB He Ao6aBneHHoro B CPK o6naka (POST /s3_clouds/buckets)

"data": {
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"access_key_id": "jkepwbubWUJpS@4vtmgm", @

"secret_key_access": "ROhjOGN7MjJ3iTvBBxw9dI1ez9jPd1wDkMuIQ4FuU", @
"region": "ru-1", @

"endpoint_override": "https://192.168.222.197:9000", @
"proxy_host": "",

"proxy_port": ,

"proxy_username” : ,

"proxy_password":

@ O6nsaTenbHoe none

201 CREATED
obnako co3gaHo
YpaneHue o6naka DELETE /s3_clouds/{id}

Tena 3anpoca HeT. B query-napameTpax nepegaeTcs id obnaka, KoTopoe Heo6XxoaUMo
yaanuTb

204 NO_CONTENT
yAaneHo obnako
Mony4yeHune uipopmayum o cyurecteytow,em o6nake (GET /s3_clouds/{id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaerca id obnaka, MHGopMaLno O KOTO-
POM HEeO6Xo4ANMO NONYyYNTb

200 OK
nony4yeHa nHpopmaums o6 obnake

404 NOT_FOUND
ob6Nnako He HanaeHo
PepaxkTupoeaHue napameTtpos o6naka (PATCH /s3_clouds/{id})

B query-napameTpax nepepaetcs id o6naka, MHGOpPMaLUO O KOTOPOM Heo6XoaMMo
N3MEHUTb

{

"data": {
"allow_auto_bucket_creation": false,
"bucket_name": ""

}

}
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200 OK
napameTpbl 0611aka N3MEHEHbI

404 NOT_FOUND
o6n1aKo He HanaeHo

Mony4yeHne cnucka pfoCTyNHbIX 6aKkeToB cylecTBylowero o6naka (GET /s3_clouds/{id}/buckets)

B query-napameTpax nepepaetcsa id obnaka, nHpopmaumio O AOCTYMHbIX H6akeTax
KOTOPOro HEO6X0AMMO NOYUYUTb

200 OK
nony4yeHa nHoopmMauuns o AOCTYMHbIX bakeTax cywecTByrouiero obnaka

CTaTyc 3apa4y o6/1a4yHoro XxpaHmnuiu,a

Mony4yeHne cnucka fOCTYNHbIX CTaTyCOB 3aa4y Ha o61ayHble xpaHunuw,a (GET /s3_clouds_task_status)

200 OK
NOJyYeH CNNCOK CTaTyCOB oYyepean 061aKoB

3apaumn 06navyHoOro XxpaHunuiy,a

MonyuyeHune 3apay ouepepu o6nakoe (GET /s3_clouds_task_queue)

200 OK
[Mony4yeH cNnUCoOK 3ajay B ovyepenn 3agad obnakos

MonyuyeHune nupopmauum o 3agave us ouepepnm o6nakoB (GET /s3_clouds_task_queue/{id})

200 OK
Mony4yeHa nHpopmauma o 3agade B ovepenmn sagad obnakos

404 NOT_FOUND
3aja4va He HanpeHa

YpaneHue cnucka 3apayd us ouepenm o6nakos (DELETE /s3_clouds_task_queue)

ids": [ @

@ O6nsaTenbHoe none
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204 NO_CONTENT
YpaneH cnucok 3agad ns oyepegmn 3agad obnakos

YpaneHue olum604HbIX 3agaJ us ouepeau o6naxkoe (DELETE /s3_clouds_task_queue/errors_deletion)

204 NO_CONTENT
YpaneH cnncok owmnboyHbIX 3agay n3 oyepenn 3agad obnakos

YpaneHue 3apgauu us oyepeam o6naxkos (DELETE /s3_clouds_task_queue/{id})

204 NO_CONTENT
YpnaneHa 3afava ns ovepenn 3agay o61akos

404 NOT_FOUND
3apava He HanpgeHa

KnueHTckue xpaHunuw,a

MonyuyeHune cnucka kNMeHTCKuX xpaHunuuy, (GET /client_defined_storages)

200 OK
[Mony4eH CANCOK KNMEHTCKUX XPaHUINLL,

Jo6aBneHune knueHTckoro xpaHunuw,a (POST /client_defined_storages)

{
"data": {
"pool": "Default", @
"metadata_fs_pool": "Default2", @
"name": "", @
"description”: ""
}
}

@ O6nsaTenbHoe none

201 CREATED
KnueHTCcKoe XpaHunuuie co3gaHo

YpaneHue cnucka kKnmeHTckux xpanunuwy, (DELETE /client_defined_storages)

ids": [ @
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@) O6ssaTenbHoe none

200 OK
CnncoK KNNEHTCKNX XpaHUnnw, yganeH

404 NOT_FOUND
KnueHTcKoe XpaHunvL,e He HaliaeHo

UsmeHeHue knueHTckoro xpanunuuia (PATCH /client_defined_storages/{id})

TakyXe B query-napamMeTpax nepegaertcs id KAMEHTCKOro XpaHunuuia, nHbopmMaLuo o
KOTOPOM HEe06X0AMMO U3MEHUTb

"data": {
Ilnamell: Illl'
"metadata_fs_pool": "Default2",

"description”:

200 OK
I'IapaMeprl KITMEHTCKOIO XpaHunniuia NnaMeHeHbl

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca

404 NOT_FOUND
KnueHTCcKoe XpaHunvuie He HalaeHo

Mony4yeHue uHpopmaLum o KnueHTCcKoM xpaHunuuie (GET /client_defined_storages/{id})

Tena 3anpoca HeT. B query-napameTpax nepepaeTcAa id KAWEHTCKOro XpaHuniuua,
NHGOPMaLMO O KOTOPOM HEOBXOAMMO NOSYUYNTb

200 OK
MonydyeHa MHGopmaLmnsa 06 KIMEHTCKOM XpaHWunLLe

404 NOT_FOUND
KnueHTcKoe XpaHunvLe He HaleHo

YpaneHue knueHTckoro xpaHunuw,a (DELETE /client_defined_storages/{id})

Tena 3anpoca HeT. B query-napameTpax nepepaeTca id KAWMEHTCKOro XpaHunuua,
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NHPOPMaLMO O KOTOPOM HEOBXOAMMO YyOaNnTb

200 OK
KnneHTcKoe xpaHunulie yganeHo

404 NOT_FOUND
KnueHTCcKoe XpaHunuuie He HangeHo

KnueHTckue 6/10uHble yCTpOICTBa

MonyuyeHne cnucka fOCTYMNHbIX GJIOYHBbIX YCTPOMNCTB YKa3aHHOro KnueHta (POST /list_client_block_devices)

{
"data": {
"client_hwid": "525a99154f3505a2", @
"path": "/dev/" @
}
}

@ Ob6s3atenbHoe none

200 OK
[Mony4eH CNNUCOK OOCTYMHbIX 6104YHbIX YCTPOMNCTB K/IMEeHTa

KnueHTckue ¢dainosbie CUCTEMDI

MonyuyeHne cnucka foOCTYNHbIX AUPEKTOPUI YKa3aHHOro kimeHTa (POST /list_client_filesystem)

{
"data": {
"client_hwid": "525a99154f3505a2", @
"path": "/" @
}
}

@ O6#nsaTenbHoe none

200 OK
[Mony4yeH CNMUCOK AOCTYMHbIX AUPEKTOPUIA KITNEHTa

Mepuacepeepbl

YpaneHue Heckonbkux meauacepeepos (DELETE /media_servers)

ids": [ @
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@ O6#nsaTenbHoe none

200 OK
Cnuncok MegmacepBepoB yaaneH

404 NOT_FOUND
MepunacepBep He HanaeH

MonyueHune cnucka meguacepsepoB (GET /media_servers)

200 OK
Mony4yeH CN1cok MeanacepBepoB

AeTopusauusa meauacepeepa (POST /media_servers/authorize)

"data": {
"hostname": "my_hostname" @

@ O6nsaTenbHoe none

201 CREATED
MennacepBep aBTOPM30BaH

MonyuyeHue pepesa mepguacepeepoB (GET /media_servers/tree)

B cnncke oTobGpaxkatoTcss Megmacepsepbl, C NynamMu, MeguacepBepbl, Yy KOTOPbIX HeT
nyna. Takxe B fepeBe 0TO6paXkatoTCs BCe MyJibl MeAamacepBepoB N acCoLMMPOBaHHbIE
C HAMWU XpaHunuuwa (ampektTopuu, 6104YHble YCTPONCTBA, NIEHTOUYHbIE KapTpUOXK) u
nynbl 6€3 acCoLMMPOBaHHbIX YCTPONCTB

200 OK
Mony4yeHo AepeBoO MeanacepBepoB

MonvueHne cnucka meamacepsepoB, UMEKOLLLUX Ny TUNa JIeHTOYHaa 6ubnuoTteka (GET
/media_servers/filtered_by_tape_library_pool)

200 OK
Mony4yeHo JepeBo MeamacepBepos

205 ns3 249




REST API

PepaktupoBaHue meguacepeepa (PATCH /media_servers/{id})

Takxe B query-napameTpax nepegaetcsa id meauacepsepa, MHGOPMaALMIO O KOTOPOM
HeobXxoAMMO N3MEHUTb

{
"data": {
"description": "",
"local_service_mode": "no"
}
}
200 OK

I'IapaMeprl MeanacepBepa NUSMEHEHbDI

400 BAD_REQUEST
HekoppeKkTHOe Teno 3anpoca

404 NOT_FOUND
MepuvacepBep He HanaeH

YpaneHune meguacepsepa (DELETE /media_servers/{id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id mMeguacepsepa, KOTOPbIA
HeobXxo4nMO yaannTb

200 OK
MepaunacepBsep yaaneH

404 NOT_FOUND
MepownacepBep He HanaeH

MonyyeHune uipopmayum o meguacepsepe (GET /media_servers/{id})

Tena 3anpoca HeT. B query-napamMeTtpax nepepaerca id Megmacepsepa, MHGoOpMaL MO
O KOTOPOM HEeO6Xo4ANMO NONy4YnTb

200 OK
Mony4yeHa nHdopmauma o Megnacepsepe

HeaBTOpM3OBaHHbIe Meaunacepeepbl

YpaneHue cnucka HeaBTopusoBaHHbIX MeguacepeepoB (DELETE /unauthorised_media_servers)

ids": [ @
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@ O6#nsaTenbHoe none

200 OK
Cnuncok HeaBTOpPM3OBaHHbIX MeAnacepBepoB yaaneH

404 NOT_FOUND
HeaBTOpI/I3OBaHHbIe MeanacepBepbl HE HanaeHbl

MonyuyeHune cnucka HeaBTOpU30BaHHbIX MeauacepeepoB (GET /unauthorised_media_servers)

200 OK
[Mony4yeH CNUCOK HEABTOPU30BaAHHbLIX MeAnacepBepoB

YpaneHue HeaBTopusoBaHHoro mepguacepeepa (DELETE /unauthorised_media_servers/{id})

8.2. Bepcusa 1 (v1)

Teno 3anpoca oTcyTCcTBYeT. B query-napameTpax nepegaetca id HeaBTOPU3OBAHHOMO

MeamnacepBepa, KOTOPoro Heo6XxoAMMO yaanuTb

200 OK
HeaBTopun3oBaHHbIN MeanacepBep yaaneH

404 NOT_FOUND
HeaBTopun3oBaHHbIN MenacepBep He HanaeH

MonyuyeHne nupopmaLum o HeaBTopusoBaHHOM MepuacepBepe (GET /unauthorised_media_servers/{id})

Teno 3anpoca oTcyTCcTByeT. B query-napameTpax nepegaetca id HeaBTOPU3OBAHHOIMO

Megunacepsepa, MHGOPMaLMO 0 KOTOPOM HEOBXOAMMO NOSYUYNUTb

200 OK
[MonyyeHa nHpopmMaLma 0 HeaBTOPMU3OBaAHHOM Mefunacepsepe

Penosutopuit

Mony4yeHune cnucka 06 bekToB peno3utopus (GET /repository)

200 OK
[MonyyeH cNMCoK caenaHHbIX pe3epBHbIX KOMui

YpaneHue cnucka pesepBHbix Konuii s penosutopus (DELETE /repository)

ids": [ @
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@ O6#nsaTenbHoe none

200 OK
Cnuncok pesepBHbIX KONUA yaaneH

404 NOT_FOUND
PesepBHasa Konusa He HangeHa

MonyuyeHune cnucka saBUCUMOCTEN ANs HeCcKoJbKuX Lenoyvek (POST repository/deletion_reference_chain)

ids": [ @

@ O6nsaTenbHoe none

200 OK
[Mony4eH CNMCOK 3aBUCUMOCTEN AN1F LLENOYKN Pe3epBHbIX KOMUM

MonyuyeHne AONONHUTENbHbIX NapaMmeTpoB BoccTaHoBNeHUA (GET /repository/extension)

200 OK
[MonyyeH CNUCOK OO0MONMHUTENbHbIX NapaMeTpPOoB BOCCTAaHOBEHMUA

Mony4yeHune uipopmayum 06 o6bekTe penosutopus (GET /repository/{id})

200 OK
NonyyeHa nHoopmaLmsa o pe3epBHON KONUn

YpaneHue pe3epBHoii konuu us penos3utopus (DELETE /repository/{id})

200 OK
PGBGDBHaﬂ Konna yaaneHa

404 NOT_FOUND
Pe3epBHasa Konusa He HangeHa

U3smeHeHue nepuopa xpaHeHus pesepeHoil konuu (PATCH /repository/{id})
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"data": {
"store_until": "2024-09-07T22:06:09.801038"

200 OK
Mepuropg XpaHeHUss pe3epBHO KOMUN N3MEHEH

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca

404 NOT_FOUND
PesepBHasa konua He HangeHa

KonuposaHue nonHoii pe3epeHoii konuu (POST /repository/{id}/copying)

Tena 3anpoca HeT. B query-napameTpax nepenaetcsa id pesepBHON KONMUWU 1 Ha3BaHUA
nyna, B KOTOPbI HEO6XOAMMO NPOBECTU KONMMPOBaHUe

201 CREATED
3apada Ha KonmpoBaHue pe3epBHOW KONUK co3aaHa

404 NOT_FOUND
PesepBHasa Konusa He HangeHa

Mepemel,eHne nonHom pesepeHoit konuu (POST /repository/{id}/moving)

Tena 3anpoca HeT. B query-napameTpax nepenaetca id pesepBHON KONUU 1 Ha3BaHUA
nyna, B KOTOPbI HEOGXOAMMO NPOBECTU NepemelleHne

201 CREATED
3afaya Ha nepemMeLleHne pe3epBHON KoMK co3aaHa

404 NOT_FOUND
PesepBHas Konus He HangeHa

BoccTaHoBneHue pesepBHoiit konuu (POST /repository/{id}/restoring)

TakxXe B query-napameTpax nepefaeTcsa id pesepBHON KOMuu, KOTOPYK Heobxoammo
BOCCTaHOBUTb. [1N4 Lenoyek Konun nepegaetca id nocnegHen pa3sHOCTHOM KOMUK

"data": {
"restore_task": {
"target_client": "rsafin-primary (55e05458152af100)", @
"destination_path": "/for_restore/", @
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"data_deployment"”: false,
"granular_restore_files": [

]
}

"module_extensions": {
"parameters": {

"new_name" :

}
}

"common_modules_extensions": {
"parameters": {
"worker_parallelism": 8,
"memory_threshold": ©

@ OGs3aTenbHoe none

201 CREATED
3afaya Ha BOCCTaHOBMEHNE pe3epBHOW KONUN Cco3aaHa

400 BAD_REQUEST
HekoppekTHoe TeNo 3anpoca

404 NOT_FOUND
PesepBHasa konua He HangeHa

Bepuduxkauusa pesepeHoi konum (POST /repository/{id}/verification)

Tena 3anpoca HeT. B query-napameTpax nepegaetcsa id pe3epBHOW KOMUWU, KOTOPYHO
HeobXxo4MMOo BepUpULMPoBaTh

201 CREATED
3apava Ha BepudukaLmo pesepBHOW KONUK co3gaHa

404 NOT_FOUND
PesepBHasa Konusa He HangeHa

Conep)Kumoe Konuu and rpaHynsapHoro BocCtaHoBJIeHUA

MonvyeHune cnucka pecvnCoB, BKJIIOYEHHbIX B KONUIO ANA rpaHyisipHoro socctaHosnenus (GET
/repository_record_file_list)

Tena 3anpoca HeT. B query-napameTpax nepegaeTca id pesepBHON KOMWUW, CAUCOK
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$annoB KOTOPOM HEOHBXOAMMO NOYUYNUTb

200 OK
[MonyyeH CNMUCOK pecypCcoB, BKIKOYEHHbIX B KOMNUKO ON1A rpaHyNsapHOro BOCCTaHoOBe-
HUA

8.2.7. CtpaTterum

CTpaTerum pe3epBHOro KONMPOBaHus

UsmeHeHue cTtaTyca cTpaTterum (PATCH /backup_strategies)

{
"data": [
{
"strategy_id": 1, @
"status": "wait" @
}
]
}

@ OGs3aTenbHoe none

200 OK
CTaTyc cTpaTernm naMeHeH

400 BAD_REQUEST
HekoppeKkTHOe Teno 3anpoca

404 NOT_FOUND
CTpaTeruns He HangeHa

MonyuyeHune cnucka ctpaTteruii (GET /backup_strategies)

200 OK
[Mony4yeH cnucok cTpaTerumn

YpaneHue cnucka ctpaTteruii (DELETE /backup_strategies)

ids": [ @
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@ O6nsaTenbHoe none

200 OK
CtpaTteruv yganeHsi

404 NOT_FOUND
CtpaTerus He HangeHa

Cos3paHue ctpaterumn (POST /backup_strategies)

{
"data": {
"name": "my_backup_strategy", @
“status”: "wait",

"pool_id": "Default"”,

"“crypto": "nocrypt",

"storage_capacity": 50,

"description"”: "some text about backup strategy",
"validity_start_period": "2024-08-13T14:33:31.359954",
"validity_end_period": "2025-08-13T14:33:31.360035",
"verify_flag": true,

"verify_interval”: "1 day",
"auto_delete_obsoleted_copy_flag": false,
"inform_when_obsoleted_copy": "Nobody",
"client_delete_flag": true,

“"full_archive_enabled": false,

"full_periodic_launch": "1 min",
"full_storage_duration": "1 day",
"full_min": O,
“full_hour": o,
“full_dom": 1,
“full_mon": 1,
"full_dow": 1,

"full_move_copy_flag": false,
“full_move_copy_while": "1 day",
"full_move_copy_pool": "Default",
"inc_archive_enabled": false,
"inc_periodic_launch": "1 min",
"inc_storage_duration": "1 day",
“inc_min": 0@,

"inc_hour": 0,

“inc_dom": 1,

"inc_mon": 1,

“inc_dow": 1,
"inc_move_copy_flag": false,
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"inc_move_copy_pool": "Default"”,
"inc_move_copy_while": "1 day",
"diff_archive_enabled": false,
"diff_periodic_launch": "1 min",
"diff_storage_duration": "1 day",
"diff_min": O,

"diff_hour": @,

“diff_dom": 1,

"diff_mon": 1,

"diff_dow": 1,

"diff_move_copy_flag": false,

"diff_move_copy_pool": "Default",

"diff_move_copy_while": "1 day",

"notify_normal”: "Nobody",

"notify_normal_cc": "email@®http://domain.ru[domain.ru]",
"notify_exception”: "Nobody",

"notify_exception_cc": "email@http://domain.ru[domain.ru]",
"notify_verify": "Nobody",

"notify_verify_cc": "email@http://domain.ru[domain.ru]",
"notify_strategy_validity": "Nobody",
"notify_strategy_validity_cc": "email@http://domain.ru[domain.ru]",
"notify_end_storage_capacity": "Nobody",
"notify_end_storage_capacity_cc": "email@®http://domain.ru[domain.ru]"

@ O6nsaTenbHoe none

201 CREATED
CTpaTervm CO3aaHa
UsmeHeHune napameTpos cTpaTerun (PATCH /backup_strategies/{id})

Takxe B query-napameTpax nepegaetcs id cTpaTermum, MHGopMaLmo 0 KOTOPON Heob-
XOAMMO U3MEHUTb.

{
"data": {
"name": "my_backup_strategy"”,
“status": "wait",

"pool_id": "Default",

"“crypto": "nocrypt",

"storage_capacity": 50,

"description"”: "some text about backup strategy",
"validity_start_period": "2024-08-13T14:33:31.359954",
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"validity_end_period": "2025-08-13T14:33:31.360035",
"verify_flag": true,

"verify_interval”: "1 day",
"auto_delete_obsoleted_copy_flag": false,
"inform_when_obsoleted_copy": "Nobody",
"client_delete_flag": true,

"full_archive_enabled": false,

"full_periodic_launch": "1 min",
"full_storage_duration”: "1 day",
“full_min": @,
“full_hour": @,
"full_dom": 1,
“full_mon": 1,
“full_dow": 1,

"full_move_copy_flag": false,
“full_move_copy_while": "1 day",
"full_move_copy_pool": "Default",
"inc_archive_enabled": false,
"inc_periodic_launch": "1 min",
"inc_storage_duration": "1 day",
"inc_min": @,

"inc_hour": 0,

“inc_dom": 1,

“inc_mon": 1,

“inc_dow": 1,
“inc_move_copy_flag": false,

"inc_move_copy_pool": "Default",
"inc_move_copy_while": "1 day",
"diff_archive_enabled": false,
"diff_periodic_launch": "1 min",
"diff_storage_duration”: "1 day",
"diff_min": 0,

"diff_hour": @,

"diff_dom": 1,

“diff_mon": 1,

“diff_dow": 1,

"diff_move_copy_flag": false,

"diff_move_copy_pool": "Default",

"diff_move_copy_while": "1 day",

"notify_normal": "Nobody",

"notify_normal_cc": "email@http://domain.ru[domain.ru]",
"notify_exception"”: "Nobody",

"notify_exception_cc": "email@http://domain.ru[domain.ru]",
"notify_verify": "Nobody",

"notify_verify_cc": "email@http://domain.ru[domain.ru]",
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"notify_strategy_validity": "Nobody",

"notify_strategy_validity_cc": "email@http://domain.ru[domain.ru]",
"notify_end_storage_capacity": "Nobody",
"notify_end_storage_capacity_cc": "email@http://domain.ru[domain.ru]"
}
}
200 OK

CTpaTeruna nsmeHeHa

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca

404 NOT_FOUND
CTpaTeruns He HageHa

Monyuyenune nupopmauum o crparterumn (GET /backup_strategies/{id})

Tena 3anpoca HeT. B query-napameTtpax nepepgaetca id cTpaTerum, MHGopmaumo o
KOTOPOMN HEOBXOAMMO MONMYUYNTb

200 OK
MonyyeHa HGOpMaLMa O cTpaTernm

YpaneHuu opgHoi ctpaTerum (DELETE /backup_strategies/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id cTpaTerum, KOTopy Heobxo-
AVMO YAanuTb

200 OK
CtpaTterunsa yganeHa

404 NOT_FOUND
CTpaTerus He HangeHa

I(cn1urn:3aru4ee3|1y:|nc»c11oa11;rusuw

MonvyeHne cnucka HaCTPOEHHOI 0 KONMPOBaHUA pe3epBHbIX Konuii no ctpateruam B nyn (GET
/backup_strategies_replication)

200 OK
I'IonyueH CMMCOK MnpaBui KonnmpoBaHmA

YnaneHue cnucka HaCTPOEHHOr 0 KONMPOBaHUA pe3epBHbIX Konui no ctpateruam (DELETE
/backup_strategies_replication)
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ids": [ @
1

@ OGs3aTenbHoe none

200 OK
MpaBnio KONMPOBaHUS yaaneHo

404 NOT_FOUND
[MpaBnno KONMpoBaHUA He HangeHo

Co3snaHue npaeBuia KONUPOBaHUSA pe3epPBHbIX Konuii no ctpateruam B nyn (POST
/backup_strategies_replication)

"data": {
"client": "rubackup-client(525a99154f3505a2)", @
"backup_bandwidth": @,
"restore_bandwidth": ©,
"window_start": "18:10:20",
"window_end": "18:10:20"

@ O6ss3aTenbHoe none

201 CREATED
[MpaBnno KoNnupoBaHUA CO34aHO

MonvyeHne nHdoPMaLMK 0 KONMPOBaAHUMU pe3epPBHbIX Konui no cTtpaterun B nyn (GET
/backup_strategies_replication/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id npasuia KONMpOBaHUSA, KOTO-
poe HeobXoaAMMO yaannTb

200 OK
Mony4yeHa nHpopmaLma o NpaBuie KONMpPoBaHUA

YnaneHne HacTPOEHHOro KONUPOBaHUA pe3epPBHbIX Konuii no ctpateruam (DELETE
backup_strategies_replication/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTcs id NpaBuiia KOMMPOBaHWS,
NHGOPMALNKO O KOTOPOM HEOBXOAMMO MONYUNTb
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200 OK
MpaBnno KONMPOBaHWUSA yOaNeHo

404 NOT_FOUND
[MpaBnnoO KONMPoOBaHUA He HangeHo

U3MeHeHUe napaMeTPOB NpaBusna KONMUPOBaHUA pe3epBHbIX Konuii no ctpateruv B nyn (PATCH
backup_strategies_replication/{id})

Takke B query-napameTpax nepegaetcsa id npasBuia KONMPOBaHUA, MHPOpMaLUKO O
KOTOPOM HEODOXOANUMO USMEHUTb

{
"data": {
"backup_bandwidth": @,
"restore_bandwidth": 0,
"window_start": "18:10:20",
"window_end": "18:10:20"
}
}
200 OK

MpaBnno KONMPOBaHWUSA yaaneHo

404 NOT_FOUND
[MpaBuno KONMPOBaHUA He HangeHo

MpaBuna cTpaTeruii

YpaneHue cnucka npasun ctpaterum (DELETE /strategy_rules)

ids": [ @

@ OGs3aTenbHoe none

200 OK
Cnuncok npasun cTpaTternu yganeH

404 NOT_FOUND
[MpaBuno cTpaTernm He HangeHo
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MonyuyeHune cnucka npaeun ctpateruit (GET /strategy_rules)

200 OK
[Mony4eH cNMCOK NpaBufa cTpaTerum

[No6aBneHue npaeuna B cTpateruio (POST /strategy_rules)

"data": {
"strategy_rule": {
"client_id": "rubackup-client (525a99154f3505a2)",
"strategy_id": "Default"”,
"resource_type": "File system", @
"resource": "/home/", @

"normal_execution_script":

"exception_execution_script":
"priority": 100,
"restore_script":

}I

"module_extensions": {

]

"parameters”: {
"file_list": true,
"numeric_owner": false,
"use_snapshot": false,

"ignore_errors_snapshot

"snapshot_type": )
"snapshot_size": 10,

. true,

"script_before_snapshot

"script_after_snapshot"”:

"script_error_snapshot":
}
H
"common_modules_extensions": {
"parameters”: {
"worker_parallelism": 8,
"enable_multithreading": false,
"enable_flexible_dedup": false,
"network_parallelism": 8,
"memory_threshold": @,
"deny_memory_exceed": false
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@ O6nsaTenbHoe none

201 CREATED
MpaBnno nobaBneHo B CTpaTErunko

Mony4yeHue pononHUTENIbHbIX NapaMeTpoB npasuna cTpaterum (GET /strategy_rules/extension)

Teno sanpoca OTcyTcTByeT. B query-napameTpax nepenaeTcs HasBaHMe pecypca
(resource_type) Unu Ha3BaHWe pecypca 1 id npasuna, MHGOPMaLMIO O AOMONHUTENb-
HbIX MapameTpax KOTOPbIX HEOBXOAMMO MONYyUYNTb

200 OK
NHdopmaLma o 4ONONHUTENBbHbIX NapamMeTpax nonyyeHa

UsmeHeHue npasuna ctpaterun (PATCH /strategy_rules/{id})

Takxe B query-napameTpax nepegaeTca id npasuna, MHGOPMaALMIO O KOTOPOM Heob-
XOAMMO U3MEHUTb

"data": {
"strategy_rule": {
"client_id": "rubackup-client (525a99154f3505a2)",
"strategy_id": "Default",
"resource_type": "File system",
“resource": "/home/",

"normal_execution_script": )

"exception_execution_script": "",
"priority": 1600,

"restore_script":
o
"module_extensions": {

"parameters": {

"“file_list": true,
"numeric_owner": false,
"use_snapshot": false,
"ignore_errors_snapshot": true,
"snapshot_type": "",
"snapshot_size": 10,

"script_before_snapshot”: ,

"script_after_snapshot": ,
"script_error_snapshot": ""

}
}

"common_modules_extensions": {
"parameters"”: {
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"worker_parallelism": 8,
"enable_multithreading": false,
"enable_flexible_dedup": false,
"network_parallelism": 8,
"memory_threshold": 0,
"deny_memory_exceed": false

200 OK

I'IapaMeprl npaBuia CTpaTernmm UaMeHeHbl

400 BAD_REQUEST
HekoppeKkTHOe Teno 3anpoca

404 NOT_FOUND
[MpaBuno cTpaTernm He HangeHo

YpaneHnue npaesuna ctpaterum (DELETE /strategy_rules/{id})

Teno 3anpoca oTcyTcTBYeT. B query-napameTpax nepegaetca id npaBuna, KOTopoe
HeobXxo4nMO yOannTb

200 OK
MHbopmauunsa o npaBuse cTpaTernm nonyyeHa

404 NOT_FOUND
[MpaBwuno cTpaTernm He HangeHo

Mony4yeHune uidpopmavuu o npasune ctparterum (GET /strategy_rules/{id})

Teno 3anpoca oTcyTCTBYeT. B query-napameTpax nepegaertca id npasuna, uHbopma-
IO O KOTOPOM HEO6XOANMO NONYUYNTb

200 OK
MpaBuno cTpaTterun yaaneHo

404 NOT_FOUND
[MpaBwuno cTpaTternn He HangeHo

ApMuHUCTpaTOpbl CTpaTeruin
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MonyuyeHune cnucka agMuUHUCTpaTopoB Ansa ctpaterum (GET /strategy_administrators)

200 OK
Mony4eH CNMCOK aAMUHUCTPATOPOB 1A CTpaTerum

MonyuyeHne nupopmauum o6 agmMmuHucTpatope crpaterum (GET /strategy_administrators/{id})

Tena 3anpoca HeT. B query-napamMmeTtpax nepegaetca id agMUHUCTpaTopa cTpaTeruu,
NHGOPMaLMO O KOTOPOM HEOBXOAMMO NOSIYUYNTb

200 OK

MonyyeHa nHpopmMaunsa 06 agMUHUCTPATOPE ANsA CTpaTernm

404 NOT_FOUND

NHbopmaumnsa 06 agMUHUCTpaTope AN CTpaTernm He HangeHa

HasHauyeHue agpMuHucTpaTopos ansa cTpaterum (POST /strategy_administrators)

{
"data": {
"strategy": "Default", @
"administrator": "Nobody" @
}
}

@ O6nsaTenbHoe none

201 CREATED
AOMUHUCTpATOpP AN1A cTpaTermm HasHayeH

YpaneHue cnucka agMuHucTpatopos cTpaTterun (DELETE /strategy_administrators)

ids": [ @

@ OGs3aTenbHoe none

200 OK
Cnncok agMMHUCTPaTOPOB CTpaTerun yganeH

404 NOT_FOUND
A,D,MI/IHI/ICTpaTOp CTpaTternnm He HangeH
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YpaneHue agMmuHucTpartopa ctpaterum (DELETE /strategy_administrators/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTtcs id agMUHUCTpaTOpa cTpaTeruu,
KOTOPOro Heo6XxoAMMO YaanuTb

200 OK
AQMUHUCTpPATOpP CTpaTernn yganex

404 NOT_FOUND
AOMUHUCTPATOP CTpaTernm He HaaeH

8.2.8.N'nob6anbHoe pacnucaHue

I'IpaBuna rno6anbHoOro pacnucaHunsa

U3smeHeHue cTaTyca npasuna rno6anbHoro pacnucanuusa (PATCH /global_schedule)

{
"data": |
{
"id": 1, @
"status": "wait" @
}
]
}

@ OGs3aTenbHoe none

200 OK
CTtaTyc npasuia U3MEHeH

400 BAD_REQUEST
HekoppeKkTHOe Teno 3anpoca

404 NOT_FOUND
MpaBwuno rnobanbHOro pacnnucaHna He HaM4EHo

Mony4yeHune cnucka npasun rno6anbHoro pacnucaHus (GET /global_schedule)

200 OK
MapamMeTpbl NpaBuna rnobanbHOro pacnnMcaHns NoayyeHsbi

YpaneHue cnucka npaesun rno6anbHoro pacnucaHus (DELETE /global_schedule)

"ids": [ @
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@ O6s3atensHoe none

200 OK
MpaBuno rnobanbHoro pacnmncaHna yaaneHo

Jo6GaBneHue npasuna rno6anbHoro pacnucaHusa (POST /global_schedule)

{
"data": {
"global_schedule": {
"name": "global_schedule_name", @
"client_id": "rubackup-client (525a99154f3505a2)", @
"resource_type": "File system", @
"resource": "/home/", @

"backup_type": "full",

"pool_id": "Default",

"storage_capacity": 10,

“priority": 100,

"crypto": "nocrypt",

"validity_start_period": "2024-09-02T15:40:01.208623",
"validity_end_period": "2025-09-02T15:40:01.208636",
"periodic_launch": "1 min",

"“min": @,

“"hour": 0,

"dom": 1,

“mon": 1,

"dow": 1,

"verify_flag": true,

"verify_interval”: "1 day",

"storage_duration": "1 day",

"move_copy_flag": false,

"move_copy_pool": "Default",

"move_copy_while": "1 day",
"auto_delete_obsoleted_copy_flag": false,
"inform_when_obsoleted_copy": "Nobody",
"client_delete_flag": true,

"notify_normal": "Nobody",

"notify_normal_cc": "email@http://domain.ru[domain.ru]",
"notify_exception”: "Nobody",

"notify_exception_cc": "email@http://domain.ru[domain.rul]",
"notify_rule_validity": "Nobody",
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"notify_rule_validity_cc": "email@http://domain.ru[domain.ru]",
"notify_verify": "Nobody",

"notify_verify_cc": "email@http://domain.ru[domain.ru]",
“status”: "wait",

"notify_normal_script": ,
"notify_exception_script": "",
"notify_end_storage_capacity": "Nobody",
"notify_end_storage_capacity_cc": "email@®http://domain.ru[domain.ru]",

"restore_script":
o
"module_extensions": {

"parameters": {

“file_list": true,
"numeric_owner": false,
"use_snapshot": false,
"ignore_errors_snapshot": true,
"snapshot_type": "",
"snapshot_size": 10,
"script_before_snapshot”: "",

"script_after_snapshot": ,

"script_error_snapshot":

}
}

"common_modules_extensions": {
"parameters"”: {

"worker_parallelism”: 8,
"enable_multithreading": false,
"enable_flexible_dedup": false,
"network_parallelism": 8,
"memory_threshold": 0,
"deny_memory_exceed": false

@ O6nsaTenbHoe none

201 CREATED
MpaBuno rnobanbHoro pacnmncaHma co3naHo

MonvyeHue nonoNHUTEsIbHbIX NapaMeTpoB rno6anbHoro pacnucaHua no id npasuna (GET
/global_schedule/extension)

Teno sanpoca OTCyTCcTByeT. B query-napameTpax MepenaeTcs HasBaHMe pecypca
(resource_type) WM HasBaHWe pecypca 1 id npasBuna, MHGOPMALMO O AOMONHUTENb-
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HbIX MapameTpax KOTOPbIX HEOH6XOAMMO NONYYNTb

200 OK
NHpopMaLmMsa O ONONHUTENbHbBIX NapaMeTpax nosy4yeHa
UsmeHeHue npasuna rno6anbHoro pacnucauusa (PATCH /global_schedule/{id})

Takxe B query-napameTpax nepegaeTca id npasuna, MHGOPMaALMIO O KOTOPOM Heob-
XOAMMO U3MEHUTb

{
"data": {
"global_schedule": {
"name": "global_schedule_name",

"pool_id": "Default",

"storage_capacity": 10,

"priority": 100,

"validity_start_period": "2024-09-02T15:40:01.208623",
"validity_end_period": "2025-09-02T15:40:01.208636",
"periodic_launch": "1 min",

"min": @,

"hour": @,

“dom": 1,

"mon": 1,

“dow": 1,

"verify_flag": true,

"verify_interval": "1 day",

"storage_duration": "1 day",

"move_copy_flag": false,

"move_copy_pool": "Default",

"move_copy_while": "1 day",
"auto_delete_obsoleted_copy_flag": false,
“inform_when_obsoleted_copy": "Nobody",
"client_delete_flag": true,

"notify_normal": "Nobody",

"notify_normal_cc": "email@http://domain.ru[domain.ru]",
"notify_exception": "Nobody",

"notify_exception_cc": "email@http://domain.ru[domain.ru]",
"notify_rule_validity": "Nobody",
"notify_rule_validity_cc": "email@®http://domain.ru[domain.ru]",
"notify_verify": "Nobody",

"notify_verify_cc": "email@http://domain.ru[domain.ru]",
“status”: "wait",

"notify_normal_script": ,

"notify_exception_script": ,
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"notify_end_storage_capacity": "Nobody",

"notify_end_storage_capacity_cc": "email@http://domain.ru[domain.rul]",

"restore_script": ""

o

"module_extensions": {

"parameters”: {

"file_list": true,
"numeric_owner": false,
"use_snapshot": false,
"ignore_errors_snapshot": true,
"snapshot_type": "",
"snapshot_size": 10,
"script_before_snapshot": "",

"script_after_snapshot": ,

"script_error_snapshot":

}
}H

"common_modules_extensions": {
"parameters”: {

"worker_parallelism": 8,
"enable_multithreading”: false,
"enable_flexible_dedup": false,
"network_parallelism": 8,
"memory_threshold": 0,
"deny_memory_exceed" : false

200 OK
MapamMeTpbl NpaBuna rnobanbHoOro pacnmcaHmna MaMeHeHbl

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca

404 NOT_FOUND
MpaBwuno rnobanbHOro pacnnucaHnsa He HangeHo

Mony4yeHune uipopmavuu o npasune rno6anbHoro pacnucanus (GET /global_schedule/{id})

Teno 3anpoca OTCYyTCTBYeT. B query-napamMeTpax nepegaeTca id npaswuna, MHpopma-
LINKO O KOTOPOM HEOBXOANMO MONYUYUTb
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200 OK

MHd)OpMaLI,I/IFI O npasune rnobanbHOro pacnmncaHna noJsiy4yeHa

404 NOT_FOUND

MpaBnno rnobanbHOro pacnnucaHnsa He HaMgeHo

YpaneHue npaesuna rno6anbHoro pacnucanusa (DELETE /global_schedule/{id})

Teno 3anpoca oTcyTcTBYyeT. B query-napameTtpax nepefaetca id npasuna, KoTopoe
HeobXxoauMO yaanunTb

200 OK

MpaBuno rnobanbHoro pacnmncaHna yaaneHo

404 NOT_FOUND

MpaBnao rnobanbHOro pacnMcaHns He HangeHo

Co3naHue NoJsiHOM be3epBHOW KOMWUM Mo npaBuily rno6anbHoro pacnucanus (POST
/global_schedule/{id}/execution)

Teno 3anpoca oTcyTcTBYeT. B query-napameTpax nepepaetca id npasuia, KOTopoe
Heob6X0ANUMO BbINOAHUTDL ("MPUHYANTENBHO")

200 OK

MpaBuno rnobanbHOro pacnncaHuns BbIMOTHEHO

404 NOT_FOUND

Mpasuno rnobanbHOro pacnucaHnsa He HaNA4eHo

PennuxaquanpaBMnrno6aanoropacnucaHuﬂ

MonvuyeHne cnucka HaCcTPOEHHbIX pernauKaLuuii npasun rno6anbHoro pacnucauusa (GET
/global_schedule_replication)

200 OK

I'Ionyqu CMMCOK MNnpaBu KonnmpoBaHmMA

HacTpoiika pennukauuu npasun rno6anbHoro pacnucanua (POST /global_schedule_replication)

"data": {
"rule": 1, @
"pool": "Default", @
"capacity": O,
“capacity_enabled": false,
"period": "1mon",
"period_enabled": false,
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"work_window_start": "00:00:00",
"work_window_end": "00:00:00"

@ OGs3aTenbHoe none

201 CREATED
npaBunio KoNnmMpoBaHUAa Co3aaHOo

YnaneHue cnucka HacTPOEHHbIX pennuKaLuii npasun rnoéanbHoro pacnucanusa (DELETE
/global_schedule_replication)

ids": [ @

@ O6nsaTenbHoe none

200 OK
npaBunio KoNmMpoBaHMA yaaneHo

404 NOT_FOUND
npasuo KONMPOBaHNA He HangeHa

MonvyeHne UHdGODMaLIMU 0 HACTPOEHHON pensMKaLum npasuna rno6anbHoro pacnucauua (GET
/global_schedule_replication/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetcd id npasuia KONMPOBAHUA, KOTO-
poe Heob6XoaANUMO yOoannTb

200 OK
nonyyeHa nHoopmMauuns o npasusie KONMpPoBaHUs

YnaneHue HacThOEHHO bennuKauum npasuna rno6anbHoro pacnucaHus (DELETE
/global_schedule_replication/{id})

Tena 3anpoca HeT. B query-napameTtpax nepepaetcAa id npaswuna KoOMMpOBaHUA,
NHGOPMaLMIO O KOTOPOM HEOBXOAMMO NOSYUYNUTb

200 OK
npaBnIO KONMPOBaHUA yaaneHo

404 NOT_FOUND
NpaBuIO KONMPOBaHWS HEe HaaEeHO
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UsmeHeHne NnapaMeTHOB bennkKauuu npasun rno6anbHoro pacnucanus (PATCH
/global_schedule_replication/{id})

Takxe B query-napamMeTpax nepegaetca id npaBuna KONMUpoBaHusA, MHPOPMALMIO O
KOTOPOM HEO6X0AMMO U3MEHUTb

"data": {
"capacity": 0,
"capacity_enabled": false,
"period": "Tmon",
"period_enabled": false,
"work_window_start": "00:00:00",
"work_window_end": "00:00:00"

200 OK
npaBunio KoNmMpoBaHMA yaaneHo

404 NOT_FOUND
npasuao KONMPOBaHNA He HangeHa

3anpocb|Han06aBneHuenpaBunrnoGaanoropacnucaHuﬂ

MonvueHune cnucka 3anpocoB K/IMeHTa Ha fo6aBieHne npaBuna rno6anbHoro pacnucanus (GET
/new_rule_requests)

200 OK

Mony4YeH CNUCOK 3anpocoB KNMeHTa Ha Aob6aBneHne npasuna rnobanbHoro pacnuca-
HUA

Ono6peHue 3anpoca KNueHTa Ha flo6aBieHue npaesusa rno6asnbHoro pacnucauusa (POST
/new_rule_requests/approve)

ids": [ @

@ OGs3aTenbHoe none

200 NO_CONTENT
3anpocbl KNMEeHTa Ha pobasneHne npaBunna rnobanbHoro pacnmncaHnA O[J,O6peHbI
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207 MULTI_STATUS

YacTb M3 cnucKa 3anpocoB KineHTa Ha gobasneHne npasuna rnobanbHOro pacnmca-
HMA ogobpeHa, YaCcTb HET

404 NOT_FOUND
3anpocbl KIMEHTa Ha pobasneHne npasuna rnobanbHoro pacnucaHna He HangeHbI

OTKJ/IOHEeHMe 3arnpoca KMeHTa Ha f,o6aBneHue npasuna rno6anbHoro pacnucauusa (DELETE
/new_rule_requests/decline)

ids": [ @

@ OGs3aTenbHoe none

200 NO_CONTENT
3anpocbl KNIMEHTa Ha pobasneHne npaBunna rnobanbHoro pacnmcaHma OTKIOHEHDbI

207 MULTI_STATUS

YacTb 13 cnmncka 3aripocoB K/IMEHTAa Ha pobasneHne npasuia rnobanbHOro pacnunca-
HUNA OTKJTIOHEHa, YaCTb HET

404 NOT_FOUND
3anpocbl KIMEHTa Ha pobasneHne npaBuna rnobanbHoro pacnucaHna He HangeHbl

MonvuyeHne nHdopMaLUK O 3anpoce KJMEeHTa Ha flo6aBneHue nNpaBua rnob6anbHoro pacnucaxuusa (GET
/new_rule_requests/{id})

Tena 3anpoca HeT. B query-napameTpax nepepaetcAa id 3anpoca, MHopmMauuto o
KOTOPOM HEOBXOANMO NONMYyYnNTb

200 OK

Mony4yeHa nHdopMaLMsa O 3anpoce KNMeHTa Ha AobaBneHne npasuna rnobanbHOro
pacnucaHuns

:3aﬂFN)CbIHElyFﬁiﬂeP“del1paEH4ﬂIT“)GaIHDHOTCDpa(H1MC£H1Mﬂ

MonvueHne cnucka 3anpPoOCoOB K/IMEHTa Ha yaaneHue npasuna rnobanbHoro pacnucaHua (GET
/delete_rule_requests)

200 OK
[Mony4yeH 3anpocoB KINeHTa Ha yaaneHne npasunia rnobanbHoro pacnmncaHnA
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Ono6neHune 3anpoca KJIMeHTa Ha yaaneHue npaeuna rno6anbHoro pacnucanus (POST
/delete_rule_requests/approve)

ids": [ @

@) O6ssaTenbHoe none

200 NO_CONTENT
3aI'IpOCbI KITIMEHTa Ha yaaneHune npasuna rnobanbHOro pacnmncaHunA Oﬂ,06peHbI

207 MULTI_STATUS
YacTb M3 cnucka 3anpocoB KINEHTa Ha yaaneHne npasuna rnobanbHOro pacnmncaHnA

o,u,o6peHa, 4YaCTb HET

404 NOT_FOUND
3anpochbl KNMEeHTa Ha yganeHue npasuna rnob6anbHOro pacnucaHusa He HageHbl

OTKNOHeHue 3anpoca KIMeHTa Ha yaaneHue npaeusa rno6anbHoro pacnucanua (DELETE
/delete_rule_requests/decline)

ids": [ @

@) O6ssaTenbHoe none

204 NO_CONTENT
3aI'IpOCbI KITIMEHTa Ha yaaneHune npasuia rnobanbHOro pacnmncaHnAa OTKJIOHEHDI

207 MULTI_STATUS
YacTb M3 cnucka 3anpocoB K/IMEHTa Ha yaaneHne npasuna rnobanbHOro pacnmncaHnA

OTKJ/1IOHEHa, 4YaCTb HeT

404 NOT_FOUND
3anpochbl KNMEeHTa Ha yganeHue npasuna rnob6anbHOro pacnucaHusa He HangeHbl

MonvuyeHne nHdopMaLUK O 3arnpoce KJIMEHTa Ha yaaneHue npaesuna rno6anbHoro pacnucauus (GET
/delete_rule_requests/{id})

Tena 3anpoca HeT. B query-napameTtpax nepepaeTtcda id 3anpoca, MHPopMaLuo o
KOTOpOM Heobxognmo nony4ynTb
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200 OK

MonyyeHa MHPOPMaLIUA O 3anpoce KIMEeHTa Ha yaaneHne npasuna rnobanbHoOro pac-
nMcaHus

OrpaHuyeHus NPonycKHOM COCOGHOCTHU

MonvyeHue cnucka orpaHN4eHUi NPONYCKHOW CNOCO6GHOCTH NpaBuna rnob6anbHoro pacnucanusa (GET
/rule_bandwidth)

200 OK

MOlyYeH CANCOK OFpaHMYEHN NPOMNYCKHON CMNOCOBHOCTU

YnaneHue cnucka orpaHu4yeHuii NPonycKHoOM cnoco6HOCTU npasusa rno6anbHoro pacnucaHus (DELETE
/rule_bandwidth)

ids": [ @

@ OGs3aTenbHoe none

200 OK
CMNCOK OrpaHnYeHuin NPONyCKHOM CNOCOBHOCTU yaaneH
404 NOT_FOUND

orpaHnyeHne NpPonycKHoOM cnocobHOCTU He HanaeHo

OrpaHu4yeHue NPonyCcKHON CNOCOGHOCTU NpaBuna rno6anbHoro pacnucaHus (POST /rule_bandwidth)

{
"data": {
"rule": 1, @
"backup_bandwidth": @,
"restore_bandwidth": 0,
"window_start": "00:00:00",
"window_end": "00:00:00"
}
}

@ O6nsaTenbHoe none

201 CREATED

OorpaHnyeHne NpPonycKHom CNOCOBHOCTN CO3[aHOo
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U3MeHeHne orpaHnYyeHus NponycKHOM CocoGHOCTU NpaBuna rnoéanbHoro pacnucanus (PATCH
/rule_bandwidth/{id})

Takxe B query-napameTpax nepenaeTtcs id orpaHvyeHus, MHGOPMaLMIO O KOTOPOM
Heo6X0aUMO U3MEHUTL

"data": {
“rule": 1,
"backup_bandwidth": @,
“restore_bandwidth": @,
"window_start": "00:00:00",
"window_end": "00:00:00",
"id": 1

200 OK
napamMeTpbl OrpaHNYeHns NPONYCKHON CNOCOBHOCTM N3MEHEHDI

400 BAD_REQUEST
HEKOPPEKTHOE TEJ10 3alpoca

404 NOT_FOUND
orpaHnyeHne NponyckKHom CNOCOBHOCTU HE HaNOEHO

YnaneHue orpaHu4yeHusi NponycKHoOW cnoco6HOCTU NpaBua rino6anbHoro pacnucaHusa (DELETE
/rule_bandwidth/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetcs id orpaHMYeHus, KoTopoe Heob-
XOAUMO yOannTb

200 OK
OorpaHuyeHne NPonyCcKHoON cnocobHOCTM yaaneHo

404 NOT_FOUND
orpaHnyeHne NpPonycKHon cnocobHOCTU He HalaeHo

MonvyeHune nidonmalmm 06 orpaHu4eHUN NPONYCKHON CNOCOGHOCTHU NpaBuna rnobéanbHoro pacnucanusa (GET
/rule_bandwidth/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id orpaHuyeHus, nHoopmauymo o
KOTOPOM HeO6XOANMO NONMyYnTb

200 OK
nonyyeHa nHdopMaumsa 06 orpaHMyYeHM NPONyCKHON CNOCOBHOCTH
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404 NOT_FOUND
orpaHnyeHue NponyckKHomn CNOCOBHOCTN HE HaNLEHO

8.2.9. 3apaum

3apgaum

YpaneHue HeckonbKux 3apad (DELETE /task_queue)

ids": [ @

@ OGs3aTenbHoe none

200 OK
CnuncokK 3afay U3 ouepeamn 3afad yganeH

404 NOT_FOUND
3apada He HangeHa B ouepean

MonyuyeHue ouepepnm 3apav (GET /task_queue)

200 OK
MonyyeH CNUCOK 3aaay 13 oyepeamn 3agay

Co3paHue cpo4Hoii nosiHoi pesepBHoi konuu (POST /task_queue)

{
"data": {
“task": {
"resource_type": "File system", @
"resource": "/home/", @

"client": "rubcp-client (525a99154f3505a2)", @
"backup_type": "full", @
"pool": "Default", @
"crypto": "nocrypt", @
"priority": 100, @
"storage_duration": "1 Years", @
"archiving": false @
o
"module_extensions": {
"parameters”: {
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"file_list": true,
"numeric_owner": false,
"use_snapshot": false,
"ignore_errors_snapshot

: true,
"snapshot_type": "",
"snapshot_size": 10,

"script_before_snapshot"”: ,

"script_after_snapshot": ,

"script_error_snapshot":

}
}

"common_modules_extensions": {
"parameters”: {

"worker_parallelism": 8,
"enable_multithreading": false,
"enable_flexible_dedup”: false,
"network_parallelism": 8,
"memory_threshold": @,
"deny_memory_exceed": false

@ OGs3aTenbHoe none

201 CREATED
CospaHa 3apada Ha cpoyHoe PK
MonyyeHne AONONHUTENbHbIX NapaMeTpPoB co3faHHoM 3apaun (GET /task_queue/extension)

Teno 3anpoca OTCyTCTBYeT. B query-napameTpax nepefaeTcs HasBaHME pecypca
(resource_type) nnu HasBaHue pecypca n id npasuna, MHGOPMaLKNO O AOMNONHUTENb-
HbIX NapaMeTpax KOTOPbIX HEO6XOAMMO MOYYnUTb

200 OK
MHbopMauuns 0 AONONHUTENbHbBIX NapamMeTpax nony4yeHa

Ypanenue 3apauun (DELETE /task_queue/{id})

Teno 3anpoca oTcyTcTByeT. B query-napameTpax nepefaetca id 3agaudn, KOTOPYH
HeobxogumMo yganmTb

200 OK
3apava yganeHa ns oyepegmu

23513 249




REST API

404 NOT_FOUND
3ajayva He HaleHa B ouepean

MonyuyeHune nupopmauum o 3agave us ouepepm (GET /task_queue/{id})

Teno sanpoca oTcyTCcTBYeT. B query-napameTpax nepepaetcsa id sapgadun, nHpopma-
LUK O KOTOPOM HEOBXOAMMO MOSNYUYNTb

200 OK
MHbopMaums o 3agade n3 oyepem noyyeHa

404 NOT_FOUND
3afaya He HangeHa B ovepenn

YpaneHue 3apgaum c onpeaeneHHbiM ctatycoM (DELETE /task_queue/{status})

Teno 3anpoca oTCcyTCTBYeT. B query-napameTpax nepefaeTcs cTaTyc, 3a4ayu ¢ KoTo-
PbIM HEOB6XOANMO YAanuThb

Bo3MoXHble cTaTycCbl: error, killed, obsoleted (obsoleted - ycTapeBlue, T.K. B CTa-
Tyce done).

200 OK

3apgauum ¢ Bbl6paHHbIM CTaTyCOM ypalieHbl N3 o4yepegn

404 NOT_FOUND
3apgaud ¢ BblbpaHHbIM CTaTyCOM He HaneHa B ouyepeaun

CTtaTtycbl 3apav

MonyuyeHne cnucka BO3MOXHbIX cTaTycoB 3apayd (GET /task_status)

200 OK
MonyyeH CNMcoK BO3MOXHbIX CTaTyCOB 3agau

Mepesanyck 3agau

Mepesanyck 3apaum (POST /restart_task)

"data": {
"tasks_ids": [ @
1
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@ O6nsaTenbHoe none

201 CREATED
3apava nepesanyuleHa

400 BAD_REQUEST
HekoppeKkTHoe Teno 3anpoca (3agayvy ¢ TakUM CTaTyCOM Helb3s NepesanycTuTb)

anOCTaHOBKa 3apad

MpuocTaHoBKa BbinosiHeHUA 3apgaum (POST /put_task_on_pause)

"data": {
"task_id": 1 @

@ O6nsaTenbHoe none

200 OK
3apada npmocTaHoBEHA

400 BAD_REQUEST
HekoppeKTHoe Teno 3anpoca (3agayvy ¢ TakMM CTaTyCOM Hefb3s NPMOCTaHOBUTD)

Bo306HoBNEeHME BbINONHEHUA 3aay

Bo3o6HoBNEeHNe npuocTaHoBsieHHoW 3apaum (POST /continue_task_working)

"data": {
"task_id": 1 @

@ OGs3aTenbHoe none

200 OK
3agadva BO30OHOBEHA

400 BAD_REQUEST
HekoppeKTHoe Teno 3anpoca (3agayvy ¢ TakMM CTaTyCOM HeNb3si BO3OOHOBUTD)
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MpuHyauTenbHoe 3aBeplUeHue 3afay

Yo6uiicTeo 3apaum (POST /kill_task)

"data": {
"task_id": 1 @

@ O6nsaTenbHoe none

200 OK
3apava ybuta

400 BAD_REQUEST
HekoppeKTHoe Teno 3anpoca (3agayvy ¢ TakUM CTaTyCOM Helb3s youThb)

Ouepepnb 3aay IGHTOYHbIX GUGNUOTEK

MonyuyeHne cnucka sapay U3 ouepeam NeHTouHbIX 6u6nuoTek (GET /tl_task_queue)

200 OK
[Mony4eH cNMUCOK 3a4ay U3 oyepenmn 3agad NEHTOYHbIX 6mnbnmoTek

MonyuyeHne nHpopmMaLumn o 3agayve U3 ouepeam NeHTouHbIX 6u6nuotek (GET /tl_task_queue/{id})

Teno 3anpoca oTcyTCcTBYeT. B query-napamMeTpax nepegaeTtcsa id 3agauyv ns odyepegu
3a7a4 TeHTOYHbIX 6UBNNOTEK, MHPOPMALNIO O KOTOPON HEOBXOANUMO NONYYUTb

200 OK
Mony4yeHa nHPopmMaLma o0 3agade N3 oyepenmn 3agad NeHTOYHbIX BUBINOTEK

404 NOT_FOUND
3apayda B oyepegmn 3agayd NeHTOYHbIX BUBNINOTEK HE HargeHa

8.2.10. YBepgoMmneHus

CTtaTtyc yBegoMneHuit

MonyuyeHue cnucka ctatycos yBepomneHuit (GET /notifications_status)

200 OK
[Mony4yeH CNMCOK CYLWECTBYIOLWMX CTaTyCOB 419 YBe4OMNEHUN
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YBepgomineHus

MonyuyeHune cnucka yeepomnenuit (GET /notifications)

200 OK
[Mony4eH CNNUCOK yBe4OMNEHUN

MonyuyeHune nupopmauum o6 ysepomneHum (GET /notifications/{id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaetcsa id yBegoMNEHUsA, MHPOPMALUIO O
KOTOPOM HE06X0AMMO NONyUYnTh

200 OK
Mony4yeHa nHpopmauma o6 ysegomMneHum

YBepomsieHus rpynn

YpaneHue cnucka rpynn ansa ysegomneHnuii (DELETE /user_groups)

ids": [ @

@ OGs3aTenbHoe none

200 OK
Cnvcok rpynn nofib3oBaTenen yaaneH

404 NOT_FOUND
['pynna nonb3oBaTenen He HanaeHa

Mony4yeHue cnucka rpynn ana yeegomnenuii (GET /user_groups)

200 OK
Cnuncok rpynn nosib3oBaTenemn nony4deH

Jo6aeneHue rpynnbl yeegomseHun (POST /user_groups)

{
"data": {
"groupname": "my_group_name", @
"description”: ""
}
}
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@ O6nsaTenbHoe none

201 CREATED
CospaHa rpynna nonb3oBaTenen
UsmeHeHue rpynnbl ansa ysegomneHunit (PATCH /user_groups/{id})

Takxxe B query-napameTpax nepepaetca id rpynnbl Nonb3oBaTenen, Hpopmaumo o
KOTOPOW HEOBXOAMMO USMEHUTb

{
"data": {
"groupname": "my_group_name",
"description”: ""
}
}
200 OK

MapameTpbl rpynbl NO/b30BaTENeN U3SMEHEHDI

400 BAD_REQUEST
HekoppekTHoe Teno 3anpoca

404 NOT_FOUND
['pynna nonb3oBaTesien He HangeHa

YpaneHue rpynnbl gns ysegomneHuin (DELETE /user_groups/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTtcs id rpynnbl Nonb3oBaTenen, KoTo-
Py He06X0AMMO yaannTb

200 OK
['pynna nonb3oBaTesnien yganeHa

404 NOT_FOUND
['pynna nonb3oBaTenen He HanaeHa

MonyuyeHune nupopmauum o rpynne yeegomsnenuit (GET /user_groups/{id})

Tena 3anpoca HeT. B query-napameTtpax nepepaeTcsa id rpynnbl Nonb3oBaTenen,
NHGOPMaLMO O KOTOPOW HEOBXOOMMO MONYyUYnUTb

200 OK
Mony4deHa nHpopmaLma o rpynne nosb3oBaTesnen
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404 NOT_FOUND
['pynna nonb3oBaTenen He HangeHa

8.2.11. XXypHanbl

XXypHan onepauuii KJiMeHTa

MonyuyeHune xypHana co cnMckom onepaumii knueHToB (GET /clients_log)

200 OK
[Tony4yeH CNUCOK 3annucen B XypHane onepauun KIMeHToB

MonyuyeHne ogHOM 3annUcu U3 XXypHana ¢ onepauuii KnueHToB (GET /clients_log/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetca id onepauuu KnveHTa, uHbopma-
LIMKO O KOTOPOI HEOBXOAUMO MONYYUTb

200 OK
I'IonyueHa 3arincCb B XXypHane OI'IGpE]LI,I/II7I KJIMEHTOB

404 NOT_FOUND
3anuncb B XYypHane onepauun KIIMeHToOB He HangeHa

XXypHan rno6anbHOro pacnmcaHuvs

Mony4yeHune cnucka 3anucemn B XkypHane rno6anbHoro pacnucanus (GET /global_schedule_log)

200 OK
I'Ionyqu CMWCOK 3arnncen B XYpPHarne rpasun rno6anbHoOro pacnmncaHnA

MonyuyeHune nudpopmaLum o 3anucu B XXypHasne rno6anbHoro pacnucauus (GET /global_schedule_log/{id})

Tena 3anpoca HeT. B query-napamMeTpax nepegaeTtcs id onepauun U3 xypHasna npasu
rno6anbHOro pacnucaHns, MHGOPMaLMo 0 KOTOPON He0BX0AUMO NONYYUTb

200 OK
[Mony4yeHa 3anncb B XXypHane npasun rnob6anbHOro pacnmncaHuA

404 NOT_FOUND
3anucoe B XYpPHarne rnpasui rnobanbHOro pacnncaHnA He HangeHa

XXypHan onepauuit Meguacepeepos

MonyuyeHue XxypHana co cNUCKOM onepauuini meguacepsepos (GET /media_servers_log)

200 OK
Mony4YeH CNMCOoK 3anucen B XypHane onepauuin MegmacepsepoB
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MonyueHune xypHana ¢ onepauuvein meauacepeepa (GET /media_servers_log/{id})

Tena 3anpoca HeT. B query-napameTtpax nepepgaetca id onepauyum mMepunacepsepa,
NHPOPMaLMIO O KOTOPOM HEOBXOAUMO NONYYNUTb

200 OK
MonyyeHa 3anuch B XYypHane onepauunin Megmnacepsepos

404 NOT_FOUND
3anucb B XYypHane onepauuii MegnacepBepoB He HalaeHa

XXypHan peno3utopus

MonyuyeHune cnucka sanuceii B XxypHane penosutopus (GET /repository_log)

200 OK
MonyyeH CNNCOK 3anucen B XXypHane peno3ntopus

MonyuyeHne nupopmaLum o 3anucu B XkypHane penosutopus (GET /repository_log/{id})

Tena 3anpoca HeT. B query-napameTpax nepefaeTcs id 3anucu B XypHane penosuTo-
pys, MHGOPMALLNIO O KOTOPOI HEOBXOAMMO MONYYUTb

200 OK
MNonyyeHa 3anncb B XypHarne peno3ntopus

404 NOT_FOUND
3anuncb B XYypHane penosMTopus He HalgeHa

XypHan 3apay

MonyuyeHne nupopmaLumn o 3anucu B XkypHane 3apad (GET /task_log/{id})

Tena 3anpoca HeT. B query-napameTpax nepepaetca id 3anucu B XypHane 3agad,
NHPOPMALIMIO O KOTOPOI HEOBXOAMMO NONYUYNTh

200 OK
Mony4yeHa 3anncb B XypHane 3agay

404 NOT_FOUND
3anuncb B XYpPHane 3agad He HangeHa

MonyuyeHue cnucka 3anucem B XxypHane 3agad (GET /task_log)

200 OK
Mony4yeH CNNCOK 3anncel B XypHane 3agad
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XXypHan onepauuit cepeepa
MonyuyeHue XxypHana cepeepHbIX onepauuit no sagade (GET /server_task_info)
AHaNOrM4YHoO NENCTBUAM:

1. TepenTn Ha BKNagKy odepeau 3agav

2. BbibpaTb 3agayy B cnuncke

3. HaxaTtb "XypHanb!"

4. BblbpaTb "CepBepHble XypHanb!"

Tena sanpoca HeT. B query-napameTpax nepepaetcs id 3agaunm M3 ovyepenum 3agad,
XYpHan KoTopoin He06X0ANMO NONYUYNTb

200 OK
MNonyyeH XypHan cepBepHbIX onepawuin no 3agave
XXypHan KNMeHTCKUX onepauumn

MonyuyeHune XypHana KNMEeHTCKUX onepauuii no 3agade (GET /client_task_info)

Tena 3anpoca HeT. B query-napameTpax nepegaetca id 3agauyv u3 oyepenm sapgad,
XXYPHan KOTopon Heo6X04MMO NONYyUYNTb

AHaNOrn4yHo OEencTBUAM:

1. TepenTn Ha BKNaaKy ovepeau 3agau
2. BblbpaTb 3agayy B Cnmcke

3. HaxaTtb "XXypHanbi"
4,

BbibpaTb "KnneHTtckue xypHanb!"

200 OK
[Mony4eH XypHan KIMeHTCKNX onepawuun no 3agave
YXypHan MOHUTOpPUHra cepeepa

Mony4yeHune cnucka 3anucemn B XkxypHasne MoHuTopuHra cepeepa (GET /rubackup_server_system_monitoring)

200 OK
[Mony4yeH CNUCOK 3anncen B XXypHane MOHUTOPUHra cepeepa

MonvuyeHne uHdobMaLMM O 3aNUCHU B XXVDHaNe MOHUTOPUHra cepeepa (GET
/rubackup_server_system_monitoring/{id})

Tena 3anpoca HeT. B query-napameTpax nepefaeTcsa id 3anucu B XypHane MOHUTO-
PUHra cepBepa, UHPOPMaL UKD O KOTOPOMN HEOOXOANMO MONYYNTb
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200 OK
MonyyeHa MHGopMaLMsA O 3aNnCK B XXypHare MOHUTOPUHIa cepeepa

404 NOT_FOUND
3anunch B XYpPHane MOHUTOPUHIa cepBepa He HangeHa

XXypHan co6biTuit UHpopmaLMOHHO 6e30NacHOCTH

YpaneHue cnucka sanucei us xxypHanos co6biTuii Ub (DELETE /security_audit_log)

ids": [ @

@ OGs3aTenbHoe none

204 NO_CONTENT
Cnuncok 3anucen ns xypHanos b yganeH

MpocmoTp xypHanoB co6biTnii Ub (GET /security_audit_log)

200 OK
Cnuncok 3anucen B XypHarne Ub nonyyeH

YpaneHue 3anucu U3 xypHana co6biTuil Ub (DELETE /security_audit_log/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaetcs id 3anucu, KOTopy Heo6Xxoanumo
yaanuTb

204 NO_CONTENT
3anucb 13 xypHana b ypaneHa

MpocmoTp 3anucu us xypHana co6biTuit Ub (GET /security_audit_log/{id})

Tena 3anpoca HeT. B query-napamMmeTpax nepegaerca id 3anmcu, MHpopmauuno o KoTo-
pon Heo6XxoaMMO NoNYy4YnUTb

200 OK
NHbopmMaums o 3annucu ns xypHana b nonyyeHa

8.2.12. OTyeThbl

UsmeHeHue cTaTyca oTueTa (PATCH /reports)
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{
"data": |
{
"id": 1, @
"status": "wait" @
}
]
}

@ OGs3aTenbHoe none

200 OK
CTtaTyc oT4yeTa U3MeHeH

400 BAD_REQUEST
HekoppeKTHoe Teno 3anpoca

404 NOT_FOUND
OTYeT He HanpaeH

YnaneHue cnucka otuetoB (DELETE /reports)

ids": [ @

@ O6+nsaTenbHoe none

200 OK
Cnucok oT4yeTOoB yaaneH

404 NOT_FOUND
OTYeT He HanpaeH

MonyuyeHune cnucka otyeToB (GET /reports)

200 OK
[Mony4eH CNUCOK OTYETOB

CospaHue otyeta (POST /reports)
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"data": {
"name": "my_report_name", @
"owner": "Nobody", @
"min": @,
“hour": 0,
“dom": 1,
"mon": 1,
“dow": 1,

"perpetually": true,

"start_period": "2024-09-07T22:06:09.809052",
"end_period": "2025-09-07T22:06:09.809067",
"status": "wait",

"notify": "Nobody",

"notify_cc": "email@http://domain.ru[domain.ru]",

"description”:

@ O6#nsaTenbHoe none

201 CREATED
OT4eT cos3paH
U3smeHeHune oTueTa (PATCH /reports/{id})

Takxe B query-napameTpax nepegaetcs id oT4yeTa, MHGOPMALINIO O KOTOPOM Heo6Xo-
AVMO U3MEHUTb

{
"data": {
"perpetually"”: true,
"start_period": "2024-09-07T22:06:09.809052",
"end_period": "2025-09-07T22:06:09.809067",
"status": "wait",
“notify": "Nobody",
"notify_cc": "email@http://domain.ru[domain.ru]",
"description": ""
}
}
200 OK

MapameTpbl 0OTYETA USMEHEHDI
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400 BAD_REQUEST
HekoppekTHoe TeNo 3anpoca

404 NOT_FOUND
OTYyeT He HanaeH

MonyyeHune nuupopmayum o6 otuete (DELETE /reports/{id})

Tena 3anpoca HeT. B query-napameTpax nepenaeTtcs id oTyeTa, KOTOPbIN HEO6XOAUMO
yaanuTb

200 OK
OTtyeT ypaneH

404 NOT_FOUND
OT4eT He HanpeH

YnaneHue otueTta (GET /reports/{id})

Tena 3anpoca HeT. B query-napameTpax nepegaeTca id oTyeTa, MHGoOpMaL Mo O KOTO-
POM HEOBXOAUMO MONMYUYNTb

200 OK
MNonyyeHa nHoopmauyma ob otyeTe

404 NOT_FOUND
OTYyeT He HanaeH

8.2.13. Microsoft Active Directory

HacTpoiika LDAP

YpaneHue coeguHeHun (DELETE /ldap/configuration)

200 OK
coeanHeHne C KOHTpOJJ1epoOM AOMEHa yaaneHo

HacTpoiika coeguHeHus ¢ Microsoft Active Directory (POST /1ldap/configuration)

"data": {
"domain_type": "MSAD", @
"protocol”: "ldap", @
"address": "", @
"port": 389, @
"client_cert": "",

"root_cert": ,
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"domain": "", @

"login": "", @
"password": "", @
"user_search_base": "", @
"group_search_base": "" @

@ O6#nsaTenbHoe none

201 CREATED
coenHeHne C KOHTpOJ/U1epoM OMEHa CO34aHO0

MonyyeHune napameTpoB HaCTpPoeHHOro coepguHeHus ¢ Microsoft Active Directory (GET /ldap/configuration)

200 OK
noNny4yeHbl NapamMeTpbl COEAUHEHUA C KOHTPO/IEPOM AOMEHa

Accouuayusa rpynn Microsoft Active Directory u poneit RuBackup

YnaaneHue accouyunauum rpynn Microsoft Active Directory u poneii RuBackup (DELETE /ldap/assosiations)

ids": [ @

@ OGs3aTenbHoe none

200 OK
Accouwvauuna rpynnbl Microsoft Active Directory n ponen RuBackup yaaneHa

404 NOT_FOUND
Accouwuauuna rpynnbl Microsoft Active Directory n ponei RuBackup He HalngeHa

MonyuyeHue cnucka accouyuaumii rpynn Microsoft Active Directory u poneii RuBackup (POST /ldap/assosiations)

{
"data": |
{
"domain_group": "Administrators", @
"rubackup_role": "auditor" @
}
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@ OGs3aTenbHoe none

201 CREATED
Accouwvauuna rpynnbl Microsoft Active Directory n ponei RuBackup co3gaHa

Accoumauus rpynn Microsoft Active Directory u poneit RuBackup (GET /ldap/assosiations)

200 OK
Mony4yeH cnncok accoumaummn rpynn Microsoft Active Directory n ponen RuBackup
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