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[na pesepBHOro konnposaHna obbekToB K CB «bpecTt» Bepcun 3.3, 3.3.2, 3.3.3 nnum
4.0.2 B CPK RuBackup focTynHbl MOy un:

e BupTtyanbHble  MalluvHbl —  pPe3epBHOE  KOMWpOBaHWe BUPTYyalbHbIX  MaluH
MK CB «bpecT»;

o [labrioHbl BUPTYarbHbIX MalluH — pe3epBHOe KOMMpoBaHue wabfoHOB BUPTYarsb-
HbIX MawwuH MK CB «bpecT».
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K CB bpecTt

naea 1. BupTyanbHblie MaLUUHbI

1.1. HazHauyeHue

PesepBHOE KONMPOBaHNE BKIKOYEHHbIX M BbIK/IKOYEHHbIX BUPTYasnbHbIX MalVH (ganee —
BM) K CB «bpecT» (ganee — nnatdopma BupTyanusauyum) sepcuin 3.3, 3.3.2, 3.3.3
nnn 4.0.2 n nx BOCCTaHOBJ/IEHME BbINOJIHAETCA C NOMoOLbO Moaynsa Brest VM, Bxoas-
wero B coctas CPK RuBackup.

1.2. Pe3epBUupyemblie flaHHble

BupTyanbHble MaLUUHbI.

1.3. Tunbl pe3epBHOro KONUpoBaHuA
Moaynb noggep>XunBaeT cnegyrolne TUnbl pe3epBHOro KonmposaHna BM:

¢ MOJIHOE,
¢ NHKpPeMeHTanbHoe,

e andpodepeHUManbHoe.

1.4. Tnbl BOCCTAHOBJIEHUA A aHHbIX

Moaynb nogaep>XuBaeT rnosiHoe BoccTaHoBNeHne BM U3 pe3epBHOM KONUU C pasBep-
TbiBaHWEM N 6e3 pasBepTbiBaHUSA Ha LLeNIeBOM pecypce.

1.5. Cnoco6bl pe3epBHOro KONUpPoOBaHUA
Mogynb noanep>XXuBaeT pesepBHoe KonnposaHme BM ¢ nomoLbto:

e MpUNoXeHnsa Tucana (pekoMeHayeMbln cnocob),
e npunoxeHna Mexexkep agMmuHucTpatopa RuBackup (RBM),
e npunoxeHuna Menexep knneHTta RuBackup (RBC),
e YTUINT KOMaHLHOW CTPOKMU.
B aTOM gOKYyMeHTe npueefeHbl MHCTPYKLMK No co3aaHnio PK ¢ noMoLLblo NprUNoXeHus

Tucana (cMm. PesepBHoe kKonupoBaHme B Tucana) U YTUAUTbl KOMaHOHOW CTPOKMU
rb_archives (CM. PesepBHOe KonnpoBaHWe U3 KOMaHOHOM CTPOKMN).

1.6. Cnoco6bl BOCCTAHOBJIEHUA A aHHbIX

Moaynb nopgepXvBaeT crefyrowme cnocobbl BOCCTaHOBMEHUA BM n3 pesepBHbIX
KOMNuin:
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https://docs.rubackup.ru/Terms/3.0.0.0.0/#fc083237-e9fb-4d45-b972-c94838989cbc
https://docs.rubackup.ru/Terms/3.0.0.0.0/#bb2e94c5-9e52-46b2-abdd-a83033816a9d
https://docs.rubackup.ru/Terms/3.0.0.0.0/#a3998f56-14a9-4bc9-84ed-03367722b527
https://docs.rubackup.ru/Terms/3.0.0.0.0/#fb0c58d7-e2f8-4f18-bb3f-7a2a8c5215e2
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/
https://docs.rubackup.ru/RBMManual/3.0.0.0.0/
https://docs.rubackup.ru/RBCManual/3.0.0.0.0/
https://docs.rubackup.ru/Cli/3.0.0.0.0/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/
https://docs.rubackup.ru/Cli/3.0.0.0.0/rb_archives/

1.7. HenpepbliBHas yganeHHas pennvkaymsa

e LleHTpann3oBaHHOe BOCCTaHOBMEHME C MOMOLLbHO:
o MPUIoOXeHnsa Tucana (peKkoMeHgyeMbl crnocob),
o ApunoxeHna MeHexkep agMmuHncTpaTopa RuBackup (RBM),
o YTUNUT KOMaHOHOW CTPOKMW.
e JloKkanbHOe BOCCTAHOBJ/IEHME Ha KJIMEHTE pe3epBHOro KOMMPOBaHMA C MOMOLLLbIO:
o npunoxeHna Mexegxkep knmerTta RuBackup (RBC),
o YTUINT KOMaHOHOW CTPOKMU.
B oaTOM OOKYMeHTe npuBeAeHbl MHCTPYKLMW MO BOCCTaHOBNEHUIO PK ¢ noOMOLLbO npu-
noxeHuna Tucana (cM. BoccTaHoBneHne pesepBHbIX Konumii B Tucana) U yTUNUTHI

KOMaHOHOW CTPOKN rb_archives (CM. BoccTaHOBNEHME pe3epBHbIX KOMUA N3 KOMaHL,-
HOM CTPOKMN).

1.7. HenpepbiBHaA yaaneHHaa pennuKkayua

MonynbnonnepxmsaeTHenpepbmHyK)ynaneHHyK)pennMKaumm.

1.8. KoMnnekT nocTaBKu

OvcTpnbyTB Moayna nocTtaenseTcs B Buge deb-naketa ¢ MMeHeM rubackup-
brest_<version>_amd64_signed.deb, rge <version> — HOMep BepCUM NOCTaBIAEMOro
Moayns.

MakeT AOCTYyMeH ans CcKaymBaHus Ha odunymanbHOM cante
https://www.rubackup.ru/go/.

1.9. OrpaHuyeHus

1. Moaynb nogaepXuBaeT pe3epBHOE KOMMPOBaHME U BoCCcTaHoBneHMe BM ans cne-
AYHOLLNX TEXHONOTNIN XPaHEHUS:

[e]

Filesystem c gpansepom qcow2,

o

Filesystem c gpansepom shared (NFS),

[o]

Ceph c gpaneepom ceph,

[e]

LVM c gpansepamu lvm_lvm, lvm_brest.

2. Mogynb noAanep>XXuBaeT HeNpepbiBHYKO yaaneHHy pennukauuio BM gnsa cnepyto-
LLNX TEXHOSIOMNIN XpPaHEHUS:

o Filesystem c gpariBepamu ssh, shared, qcow?2;

o LVM c gpansepamu lvm_lvm, lvm_brest.
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https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/
https://docs.rubackup.ru/RBMManual/3.0.0.0.0/
https://docs.rubackup.ru/Cli/3.0.0.0.0/
https://docs.rubackup.ru/RBCManual/3.0.0.0.0/
https://docs.rubackup.ru/Cli/3.0.0.0.0/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/
https://docs.rubackup.ru/Cli/3.0.0.0.0/rb_archives/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/remote-replication/
https://www.rubackup.ru/go/

K CB bpecTt

Ona pennukaynm BM Mexay pasHbIMU MHCTaNNAUMAMKM naaTeopmMbl BUPTYanusaynm
HeobxoaMnMblI:

o OAQMHaAKOBble I/I,D,eHTI/Id)VIKaTOpr yCTpOIZCTB (XpaHVIJ'II/ILLL, BI/IpTyaJ'IbeIX cetTem wm
T.4);

o XpaHuUnumuia oaHoro Tura, Ucrnojibdyemble B cpene BupTyain3aynn.

1.10. CucteMHble TpeboBaHUA

[ns pe3epBHOro KOMMPOBaHWA M BOCCTaHOBNEHMA BM ¢ nomolibto Moayna Heobxo-
AMMoO npefycTtaHoBneHHoe 0:
1. MK CB «bpecTt» (nnatdopma BupTyanusaumm) sepcum 3.3, 3.3.2, 3.3.3 nnmn 4.0.2.
2. FTocTeBoi areHT QEMU Guest Agent BHyTpu roctesoi OC pesepsupyemoin BM!.
3. ®poHTanbHaa MallMHa 1 NpPeayCcTaHOBNEHHbIMU:
a. 64-6utHon OC Astra Linux SE 1.7"";
b. knueHTtom CPK RuBackup;
c. yTunuTton rbd ™.
0 ECAn 1Cnonb3yeTcs HECKONbKO GPoHTanbHbIX' ! MallMH, TO MeXay HMKU A0N-

XeH B6bITb HacTpoeH gocTtyn rno SSH gnsa nonb3oBaTenis, YKasaHHOro B napa-
MeTpe platform_user KOHOUrypaLoHHOro Ganna MOAYyNA.

Ecnu ¢poHTanbHaa MaliMHa pacrnofnaraeTtca oTAeNIbHO OT y3na nnaTtdopmbl
BUPTyanusaumm, To MeXAy HAMU O0JKeH ObITb HAaCTpoOeH fgocTtyn no SSH ansA
nonb3oBaTens, yKasaHHOro B napameTpe platform_user KOHOUIypaLNOHHOIO
danna mopynsa. Ecnu npu aTom B nnatdopme BUpPTYyannsaumm MCnosib3yeTcs
XpaHunuwe Ceph, To 4OMONMHUTENBHO AOMKEH BbITb HACTPOEH AocTyn no SSH
K Ceph-knactepy (cM. [llogroTtoBka ¢GpoHTaNbHOM MalKWHbl Npu paboTe ¢
Ceph).

1.11. YcTaHOBKA

MNpenBapuUTenbHO Ha GPOHTaNbHOM MalMHE A0/KeH OblTb YCTaHOBMEH WU
HacTpoeH knueHT CPK RuBackup, nogkntoyeHHbIn K OCHOBHOMY cepBepy CPK
RuBackup.

[ns ycTaHOBKM Moayns Ha dpoHTanbHoi' MalmHe:

1. OcTtaHoBuTe cepsuc knneHTa CPK RuBackup:

systemctl stop rubackup_client.service
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reference-configuration-file.pdf
3.0.0.0.0@InstallationManual:client_linux:page$client-install-packages.adoc
3.0.0.0.0@InstallationManual:client_linux:page$client-configuration.adoc

1.12. HacTtponka

2. U3 nanku, rge pacnosio>kXeH naket Mmoayss, BbIMOJIHUTE!
dpkg -i rubackup-brest_<version>_amd64_signed.deb

roe <version> — HOMeEpP BeEpPCUUN MOAYNS.

Mocne yCcTaHOBKM BbINOIHUTE HAaCTPOKY MOAY IS,

1.12. HacTpouka
[Nocne YCTAHOBKW MOAY 1A BbIMOJIHUTE!

1. HacTpoiky napameTpoB Moayns.
2. [lonosHnTenbHble HAaCTPOMKN GPOHTaNIbHOM MaLUMHBbI.

3. MoaroToBKy ¢poHTanNbLHOM MawuHbl npu paboTte ¢ Ceph.

1.12.1. O6a3aTeNbHble HACTPOUKMU
HacTtpoiika mopgynsa
HacTpoiTe Mogynb Ha dpoHTanbHon" mawmHe.

1. MepeonpenennTe 3Ha4YeHNs NapaMeTpPoB B KOHOUrypaLnoHHoM darne Mmogyns.

2. Mepesanyctute cepsuc knneHta CPK RuBackup:

systemctl restart rubackup_client.service

[Jo6aBneHue nonb3oBaTens B rpynnbl

[Ons KoppekTHOM paboTbl Mofyns Heobxogumo, 4Tobbl Mofib3oBaTeNb, YKa3aHHbIA B
napameTpe platform_user KoHOUrypaunoHHoro darna mMopynsd, BXoawn B rpynnbl
astra-console, astra-admin, kvm, libvirt, libvirt-qemu, libvirt-admin, oneadmin Ha

y3nax ¢poHTanbHbIx MawunH n runepsmsopos.

Ha ¢poHTanbHbix!! MawmHax nonbsoBaTenb [o06aBnseTcas BO BCe HeOoHXoAMMble
rpynnbl aBToMaTudeckn (ecnu napameTp add_platform_user_to_required_groups B
KOHGUrypaunoHHom Ganne Mogynsa paBeH yes).

Ha ysnax runepeu3opoB fo6aBbTe N0Ab30BaTENSA B FPYNNbl BPYYHYHO.

lMpumep 1. Npumep gobasrieHNs Nob30BaTesNA B rpynny

sudo usermod -a -G astra-console <platform_user>

7 n3 46
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K CB bpecTt

1.12.2. lononHUTeNbHble HACTPONKU PPOHTANIbHON MALLUHDI

HacTpoiika poctyna no SSH

Ecnu ncnonbsyeTca Heckonbko GPoHTanbHbIX™ MallvH, To MeXAay HUMKU JOSXeEH BbiTb
HaCTPOEH AocTyn rno SSH ana nonb3oBaTens, ykasaHHOro B napamMmeTtpe platform_user
KOHGUrypaluroHHoro darnnia Moayns.

Ecnn ¢ppoHTanbHas MallmHa pacnonaraeTca OTAesIbHO OT y3/a nnaTthopMbl BUPTyanu-
3auun, To Mexay HUMK foKeH 6biTb HacTpoeH gocTtyn no SSH gna nonb3oBaTtens,
yKasaHHOro B napametpe platform_user KoHOuUrypaumoHHoro danna mogyna. Ecnu
npu 3TOM B Nnathopme BUpPTyanusaumm ncronbayetca xpaHmnuwe Ceph, To gONOAHU-
TeNbHO AO0MKEH ObITb HacTpoeH gocTtyn no SSH k Ceph-knactepy (cMm. lNogroToska
bpOHTanbHOM MaluMHbI Npu paboTe ¢ Ceph).

YTobbl Nnonb3oBaTesNb, yKasaHHbI B napamMeTpe platform_user KOHOUIypaLVOHHOIO
barna Mmogyna, men 6ecnaposibHbi focTyn no SSH K gpyrum ¢opoHTasbHbIM MaLlu-
HaM UK K y3ny naatoopmMbl BUPTYyannsaunm, HeobxoanmMo cosfaTtb KIKYEBYHO Nnapy w
[06aBUTb NY6AMYHBIA KKOY Napbl B AOBEPEHHbIE HA GPOHTANIbHON MalUMHe.

1. Ha NCXOAHOW  QPOHTaNbHOWM  MalUMHEe  CreHepupyute B  OUPEKTOpUMU
/home/<platform_user>/.ssh napy SSH-knouyen, ecnu oHM B HeW OTCYTCTBYHOT
(/home/<platform_user> — AOMAaLUHASA Nanka Nonb3oBaTens).

lpumep 2. MNpumep reHepaymmn SSH-kmro4ven

ssh-keygen -t rsa -P '' -f ~/.ssh/id_rsa

B aupektopun /home/<platform_user>/.ssh 6ygoyT co3gaHbl ¢annbl id_rsa.pub
(OTKpbITBIN KNOY) N id_rsa (3aKpbITbIA KMKOY).

2. [lob6aBbTe 3aKpbITbI KOY Napbl B areHTa SSH-ayTeHTudumnkayunu.

ssh-add ~/.ssh/id_rsa

3. [lnAa Kaxgon KOHeYHoW GpOHTanbHOW MalUMHbI UNU ONA KaXX[oro ysna nnatdopmel
BUpTyanusauum gobasbTe CO34aHHbIN NYONYHBIA KHOY B KayecTBe [OBEPEHHOro
ANA ayTeHTudunKaummn.

lMpumep 3. [JobasneHne nyban4yHOro Kiroda yepes ssh-copy-id

ssh-copy-id -i /home/<platform_user>/.ssh/id_rsa.pub
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1.12. HacTtponka

<home_platform_user>@host

lMpumep 4. [JobaBneHne ny6n4dHOro Kmao4ya 4yepes scp

scp /home/<platform_user>/.ssh/id_rsa.pub
<home_platform_user>@host:~/.ssh/

HaCTPOﬁKa CO3[,aHNA MOMEHTaNIbHbIX CHUMKOB COCTOAAHUS TOMOB BM

[na cosgaHnuss MOMEHTalbHbIX CHUMKOB COCTOSIHUA ToMoB BM pobaBbTe mnonb3oBa-
Tensd, ykasaHHoOro B napametpe platform_user KoHOUrypauunoHHoro dansia MOAYNS, B
rpynnbl astra-console, astra-admin, kvm, libvirt, libvirt-qemu, libvirt-admin,
oneadmin Ha y3nax ¢poHTanbHbIx ) MaWwmnH 1 rMnepsusopos:

Mpumep 5. Mpumep fob6aBneHUs NobL30BaTeNsA B rpynny

usermod -aG astra-console <platform_user>

1.12.3. MNoarotoBka GpoHTaNbHOW MaLUMHbI Npu pa6oTe ¢ Ceph

Ecnu ¢ppoHTanbHble!”! MalimHbl ycTaHOBAEHbI OTAENbHO OT Y3708 BUPTYanusauuv nnat-
dopMbl, @ BHYTpU nnathopMbl UCMNOMb3yOTCA XpaHunuwa Ceph, To Ana npasuibHOM
paboTbl MOAYA BbIMNONHUTE CreaytoLee.

1. Ha kaxxgon ¢poHTanbHON MaLUUHe:

a. CospanTe nonb3osaTena ceph-adm 1 fo6aBbTe ero B /etc/sudoers.d:

sudo -i
adduser ceph-adm
echo "ceph-adm ALL = (root) NOPASSWD:ALL" | tee /etc/sudoers.d/ceph-adm

[na nonb3oBaTens MUCMNOMb3ynTe MNapofb, 3afaHHbIA B KOHQUrypaumu
Ceph.

b. BbiganTte nonb3oBaTento ceph-adm npasa:

chmod 0440 /etc/sudoers.d/ceph-adm
pdpl-user -i 127 ceph-adm
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C. YcTaHoBUTe ceph-deploy:

apt install ceph-deploy

2. C ysna Ceph-knacrepa:

a. Ckonupynte SSH-knoun (Npn HEO6XOAMMOCTM Cco3hanTe UX) A5 Nonb3oBaTens
ceph-adm Ha Ka)ayro GPOHTaNIbHYIO MaLLUHY.

b. ABTOpu3ynTecb nofd nonb3oBaTtesnieM ceph-adm W 3anycTUTE YCTAHOBKY YTUIUT
Ceph gna kaxxkgon ¢poHTanbHOW MalUnHbI.

ceph-deploy --username ceph-adm install --cli <¢poHTanbHas_mawuHa>
ceph-deploy --username ceph-adm admin <¢poHTanbHas_mawnHa>

c. CkonupynTe CBA3KY KMtoYen libvirt Ha KaXgyro GpOoHTaNbHYO MaLUnHY.

scp /etc/ceph/ceph.client.libvirt.keyring \
<ppoHTanbHas_mawunHa>:/etc/ceph/

1.12.4. Pe3ynbTaTbl yCTAaHOBKMU U HACTPONKUN MO Y NA

CTpyKTypa yCTaHOBJ/IEHHOI0O NakKeTa

B pesynbTtaTe ycTaHOBKM Mopgyna B cuctemy 6yayT pobasnedbl ¢annbl ([lepeyeHb
yCTaHaBNMBaEMbIX B CUCTEMY dannos).

Tabnvya 1. lNepedyeHb ycTaHaBANBAEMbIX B CUCTEMY PaiioB

PacnonoxeHue HasHauyeHue
/opt/rubackup/etc/rb_module_brest_vm.conf KoHourypaumoHHblin dann
Mopayns
/opt/rubackup/modules/rb_module_brest_vm McnonHaemMblin dann moayns

MpoBepKa ycnewHOCTU YCTaHOBKM

[ns nposepkun paboTocnoCoBHOCTM MOAY A BbINOMHUTE Ha ppoHTanbHon ! MalumHe:

/opt/rubackup/modules/rb_module_brest_vm -t

O6 ycnewHom yCTaHOBKE M HaCTpoMKe MoAYNA CBUAETENLCTBYET 3aNncCb O €ro ycrew-
HOM MpoOBepKe KINEHTOM pe3epBHOro KonmpoBaHuA (.. module 'Brest VM' was
checked successfully) B XXypHane cobbiTUA /opt/rubackup/log/RuBackup.log.
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1.13. OCOBEHHOCTM pPe3EPBHOr0 KONMUPOBaHNA 1 BOCCTAHOBMIEHNS MPU UCNOMb30oBaHUK lvm_brest

Ecnn B XypHane cobbiTuin /opt/rubackup/log/RuBackup.log agmMuHucTtpatop CPK
BUANT OWNGKK, coobliatolwime O HenpaBuiibHOM KOHOUrypauum mMopyns, npoBepbTe
HaACTPOMKN B KOHOUTYpaLMoOHHOM danre mogyns.

Ecnn npobnemy pewnTb He yganocb, obpaTUTeCb B CEPBUC TEXHUYECKOWN MOALEPXKKU
RuBackup ¢ npegocTaBneHMeM Bcen Heobxoanmonm nHGopmMaumMm No BO3SHUKLLEN MPO-
6nemMe Ha opuumanbHOM canTe hitps://support.rubackup.ru/.

1.13. OCO06eHHOCTHU pe3epBHOro KoNnMpoBaHUs u
BOCCTaHOBJIEHUS Npu ucnosb3oBaHuu lvm_brest

Ecnn ponb y3noB BupTyanmMsauum COBMeELWEHA C pPOJSiblo  PPOHTaNIbHbIX MalUWH
MK CB «bpecT» u ncnonbsyeTca apaneep XpaHunuwa lvm_brest, pekoMmeHgyem foba-
BUTb PPOHTasbHble MallWHbl (Ha KOTOPbIX YCTaHOBMEH KNMEHT n moaynb CPK) B kna-
CTepHyto rpynny. 3To no3sonnT cepsepy CPK agpecoBaTb 3ajayn pe3epBHOro Konu-
poBaHMA BM MMeHHO Ha Ty ¢pOoHTanbHy MallnHy, Ha KOTOPOW pa3BepHyTa Takasa BM.

Ecnn 3apava Ha co3gaHue PK BM nocTynuna He Ha TOT y3en KneHTa (PpoHTanbHyr
MalLWHY), Ha KOTOpOM pa3sBepHyTa BM (BM pasBepHyTa Ha gpyron ¢GpoHTasbHON
MalinHe, NMbo y3nbl BUPTyanusaumum n GpoHTasbHble MalUMHbl ABAAKOTCA PasHbIMU
y35aMu), Ha KIneHTe, BbinofHsAweM PK, noTpebyeTcs ANCKOBOE NPOCTPaAHCTBO AN
BPEMEHHOro XpaHeHnA kKonuu guckos BM. [Insa konupoBaHua guckos BM c uenesoro
y3na (K KOTopoMy MogkmoyeHa pesepsupyemans BM) Ha ysen knuveHTa noTpebyeTtcs
AOMOSTHUTENbHOE BPEMA.

Ecnn o6bpas aucka BM nocTosHHbIA, TO npu co3gaHun BM Ha 6asze Takoro obpasa He
NPONUCXOAUT CO34aHuUA gucka B cucteMHoM xpaHunuuie K CB «bpecTt»: BM 6ygeTt
Mcnonb3oBaTb A8 AncKa obpas 13 xpaHunuwa obpasos.

Ecnn obpas aucka BM HenocTosHHbIA, TO Npu co3gaHum BM Ha 6ase Takoro obpasa
NPOUCXOAMT CO34aHNe ANCKA B CUCTEMHOM XpaHunuuie bpecT.

9T0 Ba)KHO 419 OLLEHKM pasmMepa AaHHbIX, KoTopble byayT AobasneHsbl B PK.

Ecnn  TOHKMe HacTpoMKM  pPe3epBHOro  KommpoBaHWA  backup_only_config w
backup_only_delta BbIKKOYEHbI, TO

e 0nA BM Ha HenocTofAHHbIX Auckax B PK ByayT coaepXaTbCs Kak 6asoBble obpasbl
OWNCKOB, TakK U caMmu auckmn BM;

e 0nsa BM Ha nocTosHHbIX anuckax B PK 6yayT cofepXXaTbCA TONbKO ANCKM BM.

1.14. Pe3epBHO€E KONUpoOBaHUe
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K CB bpecTt

1.14.1. Pe3epBHOe KonupoBaHue B Tucana

Bbibepnte cnocob BbIMOMHEHUA PE3EPBHOrO KOMUMPOBAHWUA B MPUIOXEHUMM Tucana w
Npoun3BegnTe HAaCTPOWMKY, Cneays ykasaHUsAM N3 COOTBETCTBYHOLWENO OKYMEHTa:

e CpoyHoOe pe3epBHOE KONMMpoBaHne

e [lobaBreHune rnobanbHOro pacnmcaHus

o CTpaTteruu
[na pesepBHOro konnposaHusa BM:

1. U3 cnncka KnmeHT BbibepnTe KAMEHTa, KOTOPbIN YCTaHOBNEH Ha GpoHTanbHyo'
MaLLUHY.

2. N3 cnucka Tun pecypca Bbibepute Brest VM. [Npn HeobxognmMocTu HaxmuTte [..] u
onpefennTe TOHKME HAaCTPOMKM Moayns (CM. TOHKME HaCcTPOMKM PE3EPBHOIO KOMN-
poBaHuA).

3. Haxmute [..] B none Pecypc u BbibepuTe BapuaHT B 3aBMCUMMOCTU OT 3agauu
pPe3epBHOro KONMpoBaHMs.

a. [Ins cpoYHOro pe3epBHOro KOMUPOBAHUSA U PE3ePBHOINO KOMUPOBaHUSA MO npa-
BUNY rnobanbHOro pacnucaHus BbiIbepuTe U3 crnmcka pesepsupyemyro BM.

b. [ns pes3epBHOro KonupoBaHUSA MO MpaBwuny cTpaTernn ms cnmcka Kareropwus
pecypca BbibepuTe:

Not choosen

KaTeropwus pecypca He Bbib6paHa.

Virtual machines

Cnuncok BUpPTYanbHbIX MalWWH Ha nnaTdopme BMpTyanusauun. Boibepute 13
cnvcka oaHy BM ona cosgaHus ctpaTerum.

Tags

Cnuncok Teroe Ha nnatdopme BUpTYyanmsaLum. Beibepute n3 cnmcka oamnH nnm
HECKOJIbKO TeroB A/ CO3[aHusA cTpaTeruun.

Groups

Cnuncok rpynn Ha nnatoopme BUPTyanusauun. Boibepute 13 cnvcka ogHy mnm
HEeCKONbKO rpynn A Co3AaHus cTpaTeruu.

Mpn BbIGOpE HECKONbKMX TEroB WAW rpynn, HacTponTe napameTp Jloruka
Bbl6Opa pecypcoB:

OR (WIH)

PK 6ygeT co3faHa TosbKO Ans Tex BM, KoTopble nMetoT nobon U3 ykasaHHbIX
TEroB WM KOTOpPble BXOAAT B /IOOYIO N3 YKa3aHHbIX rpynnm.
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1.14. PesepBHOE KOMMpoBaHue

AND (M)
PK 6ypmeT cosgmaHa Tonbko pna T1ex BM, y KOTOpbIX MNPUCYTCTBYHOT BCe
BblbpaHHble Tern ogHOBPEMEHHO. [1lapamMeTp HegOCTynNeH ANA rpynmn.

Ons npepoBapuTenbHoro npocMmoTpa cnmcka BM B Bbi6paHHOM KaTeropuu
pecypca Haxmute NMpeanpocmoTp BM.

4. N3 cnucka Tun PK BbibepuTe TN pe3epBHOMN KOMUN.

1.14.2. Pe3epBHOE KONUpoBaHUe U3 KOMaHAHON CTPOKHU
Onsa pesepsHoro konnposaHna BM Ha knneHTe CPK RuBackup:
1. NMony4ynTe CNUcoK ¢ naeHTudmnkaTopamm pecypcon (BM).

lMpumep 6. KomaHga nosay4YeHus crvcka pecypcos

rb_archives -t brest_vm

2. BbINONHMTE 3anpocC Ha co3gaHne pe3epBHOM KOMUMN.

lpumep 7. CosfgaHve rosHo pe3epBHOM Konum

rb_archives \
-c <id> \ @
-m brest_vm \ @
-e backup_only_config:true, .., <param_name_n>:<param_value_n> ©

@ VipeHTndukatop BM .

Mo>HO yKasaTb ngeHtuoukatop n uma BM B Buge JSSON-cTpoku: ' {"Name" :
"vm_name", "ID": "vm_id"}' (3HaueHMs permcTposaBUCUMDbI).

@) Vicnonbsyembiit Moay-b.
9 TOHKME HACTPONKKN Moayns (CM. TOHKME HACTPONKN PE3EPBHOIO KOMMPOoBa-
HUA).

lMpumep 8. CosgaHne NHKPEMEHTaslbHOU pe3epBHON KON

rb_archives -c <ID> -m brest_vm -i -e
backup_only_config:true, .., <param_name_n>:<param_value_n> @
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K CB bpecTt

lMpumep 9. CosgaHune angoepeHLmnanbHON pe3epBHON KONy

rb_archives -c <ID> -m brest_vm -D -e
backup_only_config:true, .., <param_name_n>:<param_value_n> @

1.15. BoccTaHOoBNEeHUe

1.15.1. BoccTaHoBneHue pe3epBHbIX Konuii B Tucana

B npunoxeHun Tucana npousBeguTe HaCTPOWKy, cnefysa ykKasaHuaAM M3 LOOKYMEHTa
BoccTaHoBeHMe pe3epBHON KOMUN.

[na BoccTtaHoBneHusa BM us PK:

1. '3 cnncka BoccTaHOBUTD Ha KJIMEHTE BblbepuTe KIMeHTa, KOTOPbIN YCTaHOBMEH Ha
dpoHTanbHyo! MaLwmHy.

2. B KaTtanor pacnakoBku Haxmute [...] N yKaxxuTe KkaTtanor gnsa pacnakoBku peseps-
HOW KOMuK Ha dppoHTanbHon™ malumHe.

Ecnn nnaHupyeTtcsa BoccTaHoBUTL PK ¢ pasBepTbiBaHMeM (dnar BoccTaHOBUTb Ha
LeneBoM pecypce), TO yKaxuTe KaTanor ans pacnakosku PK Ha ¢poHTanbHon'
MallnHe, KoTopasa Ha MOMEHT pacnakoBku PK aBnfeTca nuaepoMm KnacTtepa nnat-
$bopMbl BUpTYyanusauuu.

o Heobxogumo, 4Tobbl Nonb3oBaTesnto U3 napaMmeTpa platform_user KoHOM-
rypaumnonHoro daina Moayns 6biM BblgaHbl NpaBa Ha pPaboTy C AaHHbIM
KaTasfiorom.

3. B MapameTpbl BoccTaHOBNEHUA Ana moayna Haxmute [...] n onpepennte TOHKME
HaCTPOMKKN MoAyNsa (CM. TOHKME HAaCTPONKM BOCCTAHOBIEHWS PE3EPBHON KOMNUK).

4. Bknounte BoccTaHOBUTDH Ha LieleBOM pecypce /17 BoccTaHoBNeHunA PK Ha uene-
BOM pecypce. PesepBHas konusa BM byneT pacnakosaHa B KaTanor pacnakoBkm, a
3aTeM, Ha OCHOBe [aHHbIX pe3epBHOM KoMnuu, B nnatdopme BupTyanusaumm éypet
pa3BepHyTa HoBasA BM ¢ napamMmeTpamMu U3 TOHKUX HAacTpoeK (CM. TOHKMEe HacTpPOnKM
BOCCTaHOBNEHNA pesepsHOM korun). MNocne BoccTaHoOBAeHUA BM kaTanor pacna-
KOBKW ByaeT OUnLLEH.

Ecnn ¢nar BoccTtaHOBUTDb Ha LLe/IeBOM pecypce BKHOYEH U KNneHT PK:

o He HaxoguTcsa B obWen pasgensemMon rpynre n pacnonoXeH Ha GpoH-
TanbHoi'! MalmHe, KoTopas He ABnNAeTCs NWAEPOM KnacTepa nnat-
dopMbl BUPTyanusaumm, To 3afjaya Ha BoccTaHoBrieHne PK He bypert

3anylulleHa,
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1.15. BoccTaHoBneHne

o HaXoOWUTCA B obOLWen pasgensemMon rpynre, HoO PacnosioXXeH Ha GPOH-
TanbHon'! MalluHe, KoTopas He sABAAeTcs NUAEPOM KnacTepa nnaT-
dopMbl BUpTYyanmsauum, To CPK npegnoXxut npomsBecTu 3aMeHy Ha
KNMeHTa (ecnu Takom Cyw,ecTBYeT B pasfensemMon rpynne), KoTopbIn
pacrnonoXeH Ha ¢poHTanbHOM MalwmnHe-nngepe. HaxmuTe:

= [la, yTObGbLI NPOM3BECTN 3aMeHy. byaeT co3gaHa 3ajava Ha BOCCTa-
HoBNneHue PK c pasBepTbiBaHUEM;

= HeT, 4TOObI OTKa3aTbCA OT 3aMeHbl. 3aJa4va Ha BoccTaHoBieHne PK
C pa3BepTblBaHMEM He byaeT cosfaHa, oTo6pasnTca COOTBETCTBYHO-
Lee cooblieHmne.

Ecnu ¢nar BoccTaHOBUTD Ha Lie1IeBOM pecypce BbIK/IFOYEH, TO pe3epBHas
Konuna BM pacnakoBblBaeTCA BO BPEMEHHbIV KaTanor.

1.15.2. BoccTaHOB/IeHME pe3epPBHbIX KOMUA U3 KOMaHAHON CTPOKU
[nsa BoccTtaHoBnennsa BM 13 pesepsBHon Konum Ha knneHTe CPK RuBackup:
1. TlonyuunTe CNUCOK C ngeHTUdMKaTopamMm pesepBHbIX Konuin BM.

lMpumep 10. KomaHga nosyyYeHus crnvcka pesepBHbIX Konui BM ¢ ngeHTnpukaTtopamm

rb_archives -1 brest_vm

2. BbinonHMUTE 3anpoc Ha BocCcTaHoBNeHne BM.

lMpumep 11. BoccTaHoBeHne BM u3 pesepBHOW KONuu € pasBepTbiBaHWEM Ha LiesIeBOM pecypce

rb_archives \
-x <ID> \ @
-d <restore_path> \ @
-e restore_only_config:true, .., <param_name_n>:<param_value_n> &

@ VneHTndukaTop BoccTaHaBNMBaEMOW PE3ePBHOM KOMUK

@) MNonHblA NyTb A0 KaTanora pacnakoBKW Pe3epBHON KOMUN Ha GPOHTaNbHOM
“I'mawuHe.

€ ToHkve HacTpolku Mopayns (CM. TOHKME HacTPOMKM BOCCTaHOBNEHMUS
pe3epBHON Konun)

BoccTaHOBNEHNE C pasBepTbiBaHMEM BbIMOSHAETCA TOSIbKO Ha GpOHTanb-
Hyto'! MallMHY, KOTOpas Ha MOMEHT pacnakosku PK senseTcs nuoepom
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K CB bpecTt

KnacTtepa nnatdopmbl BUPTyanusaumu.
1. Onpegenute GpoHTaNbHY MallnHy-Nuaep.

KomaHpa nosnydyeHus cnncka GpoHTasibHbIX MalluH

onezone show ©

OTobpasnTcsa CnNUCOK ¢GPOHTasNbHbIX MalnH. PPOHTaNbHaaA MalunHa-
nmpgep nMmeeT cocTosiHne leader (cocTosHMe oTobGparkaeTcsa B cTonbue
STATE).

2. YKaxunTe nyTb [O KaTanora pacnakoBkym PK Ha aTon ¢poOHTanbHom
MalluuHe.

lpumep 12. BoccTaHoBeHne BM 13 pesepBHOM Konumn 6e3 pa3BepThiBaHUSA Ha Lje/IEBOM pecypce

rb_archives -X <ID> -d <restore_path> -e
restore_only_config:true, .., <param_name_n>:<param_value_n>

1.16. O6HOBNEHMUE

Mepen obHOBNEHVWEM Mopyna Ha ¢poHTanbHon

CPK RuBackup (cm. O6HoseHne CPK).

MalKnHe OBHOBUTE MakKeT KJ/IMEHTa

15 06HOBNEHMS MOAYNA Ha dpoHTanbHOM'! MalunHe:

1. OcTaHoBuTe cepsuc knneHTa CPK RuBackup:
systemctl stop rubackup_client.service

2. N3 nankuy, rge pacnofio>XeH naket MoAyJsiA, BbIMONMHUTE!
dpkg -i rubackup-brest_<version>_amd64_signed.deb

roe <version> — HOMEpP BEPCUUN MOAYNSA.

3. 3anyctuTte cepsuc knneHta CPK RuBackup:

systemctl start rubackup_client.service
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1.17. Ypanenve

MNMocne 06HOBMEHUA BbINONMHUTE HACTPOMKY MOLY .

Ecnu po o6HoBneHma moayna Obll U3MEHEH KOoHGUrypauuoHHbIN  daiis
MOAYNA, TO NMPW YCTaHOBKE HOBOM BeEPCUMU MOAYNA B KOHOUrypauMOHHOM
¢danne nponsongeT obbegUHEHME CTaPbIX HACTPOEK C HOBbIMU, NPU 3TOM:

e CyllecTBylLLME NapaMeTPbl COXPAHST CBOW 3HAYEHMS;
e HOBble 0653aTe/bHble NapaMeTpPbl HYXHO OyAeT 3anofHUTb;

e HOBble Heobs3aTeNbHbIe napameTpbl MOXHO 6yaeT 3anosiHUTb Npu Heob-
XO4MMOCTMW.

1.17. YpaneHue
0ns ynaneHns Moaynsa Ha ¢poHTanbHon'”! MalumHe:

1. OctaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. Bbinonuure:
dpkg -r rubackup-brest
3. 3anyctuTte cepsuc knneHTa CPK RuBackup:

systemctl start rubackup_client.service

1.18. KoHpurypauuoHHbin pann
Ob6s3aTenbHble K 3aM0JIHEHUIO napamMeTpbl 0603Ha4YeHbl CUMBOJIOM *

Tabnuya 2. NapamMeTpbl KOHPUrypaymnoHHoro ¢arna /opt/rubackup/etc/rb_module_brest_vm.conf
MapameTp OnucaHue
termidesk_url® Anpec xocTa ¢ Termidesk API

termidesk_api_version Bepcus Termidesk API

Bo3MOXKHbIe 3HaUeHuUst
draft, v1, v1.1, v2 nT.4.

[5]

termidesk_username JlornH agmMuHncTpaTtopa Brest gna Termidesk API

termidesk_password!”)  Maponb agmuHucTpaTopa Brest ana Termidesk API
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MapameTp

vim_state_timeout

enable_remote_backup

snapshot_path

free_to_total_storage
_space_ratio

18 us 46

Onucanue

Bpems oxunpgaHusa (B cekyHgax) Ao nepexofa co3gaHHON Npu BOCCTaHOBIe-
HuM BM B cocTtosHne POWEROFF.

TpebyeTca Ana BoccTaHoBMeHUA guckoB BM. Mcnonb3yeTcs TOMbKO npu
BOCCTaHOBJ/IEHMM C pasBepTbiBaHMEM Ha LeneBoM pecypce. Ecnum 3a yka-
3aHHOe BpeMA BM He nepenpet B coctosHne POWEROFF, 1o 3apgada Ha
pesepBHOE KOMMPOBaHWE 3aBepLUNTCHA C owmnbkon. Mogynb sadukcupyeT
NPUYNHY OLWMOKM B XXypHane.

[Anana3oH 3HayeHuii
OT 10 OO0 86400

Mo ymonuyanuio
300

YckopeHue npouenypbl pPes3epBHOro KonupoBaHusA. He pexkomeHpyem
MCcnosib3oBaThb NapamMeTp HaumHasa ¢ Bepcum CPK RuBackup 2.6

MyTb Ha y3ne BMPTyanusauum, no KOTOPoMy GyAyT co3gaBaTbCs MIHOBEH-
Hble CHUMKM COCTOSIHUS TOMOB MPU Pe3epPBHOM KOMUPOBAHMUN BKIIKOYEHHOWN
BM.

Mo ymonuyaHuio

vm_path. CHMMKM cCOCTOSIHUA TOMOB BM cospatoTca no nyTu
/var/lib/datastores/<id xpaHwnuwa>/<id BM>/ Ha y3ne BUpTYyanusa-
uumn, roe ata BM sanyuieHa.

Ecnu sHauyeHne napameTpa snapshot_path 6bI/10 USMEHEHO, TO He06X0AMMO
AOMNONHNTENbHO yKasaTb ero B ¢panne /usr/sbin/pdp-init-libvirt B nepe-
MeHHOM LIBVIRT_DIRS, a 3aTeM nepesanycTuTb cepBuc libvirt.

Ecnn B napameTpe ykasaH HecCyLleCcTBYOLWWA NyTb, TO 3ajayva Ha pe3eps-
HOe KOMuWpoOBaHWe 3aBepLUUTCA C OWKnbKoN. Moaynb 3adpukcupyeT NpUUMHY
OWNBKM B XypHane

Heobxogumas gona cBobogHOro NpocTpaHcTBa (B MpoLeHTax) Ha Tome Mo
nyT¥, B KOTOpOM OyAyT coO34aBaTbCA MIHOBEHHbIE CHUMKWM COCTOSHUA
TOMOB BKJ/IHOYeHHOM BM npu ee pe3epBHOM KOMUPOBaHUW.

Mo ymonuyanuio
30

Ecnun no nyTun, KOTOpbIN 3adaH NapaMeTpoM snapshot_path, fons csoboa-
Horo NpPOCTpaHCTBa MeHbLLe, yeM  YyKasaHo B napameTtpe
free_to_total_storage_space_ratio, TO 3ajadya Ha pe3epBHOe KOMNMposa-
HWe 3aBeplmnTCcA C owunbkon. Moaynb 3aduKCUpyeT MPUYMHY OLINOKU B
XypHare.




MapameTp

remove_old_snapshots_
if_found

commit_old_snapshots_
if_found

1.18. KoHoUrypaumnoHHbin dann

OnucaHue

Ypanenuve HeaKTyaJlbHbIX CHUMKOB COCTOAHNA TOMOB BM.

yes
Ecnn Ha MOMEHT BbINOSTHEHUA 3afa4n pe3epBHOro KonmposaHna BM ons
ToMoB BM o6HapyXeHbl HeaKTyasnbHble ¢aifibl CHUMKOB COCTOSAHWS,
co3faHHble MoAyfnieM, MOAYNb BbINOAHUT yaaneHne HeakTyanbHbIX ¢an-
OB CHUMKOB COCTOfIHWUSA; 3afiada Ha pe3epBHOE KOoMuMpoBaHwe MNpoaon-
XXWUT CBOE BbINOJSIHEHME.

no

Ecnn Ha MOMEHT BbIMNOSTHEHUA 3afa4n pesepBHOro KonmposaHna BM ons
ToMoB BM o06HapyXeHbl HeakKTyasnbHble ¢aifibl CHUMKOB COCTOSAHMS,
co3faHHble MoAyneMm, 3agaya Ha pe3epBHOe KONMMpoBaHWe 3aBEePLUMNTCA C
ownbkon. Moaynb 3aduKCcUpyeT NPUYMNHY OLLIMOKKM B XXypHane.

Mo ymonyaHuio

no

dnHanmsauma CHUMKOB COCTOSSHMS TOMOB BM.

yes
Ecnn Ha MOMEHT BbINOMHEHUA 3ajayn pe3epBHOro kKonuposaHwa BM
ObHapy>XeH HepUHaNN3NPOBAHHHLIA CHUMOK COCTOAHMA TOMOB BM,
CO34aHHbIN MOAYEM, MOOYNb BbINOSAHUT UHANN3aLMO CHAMKA COCTOA-
HWA; 3afa4a Ha pe3epBHOe KOMMPOBaHMe MpPoaoSIXXUT CBOE BbIMOJIHEHME.

no

Ecnn Ha MOMEHT BbINMOSIHEHMA 3aJayn pes3epBHOro KonvposaHua BM
ObHapy>XeH HepUHaNN3NPOBAHHHLI CHUMOK COCTOAHMA TOMOB BM,
CO34aHHbIN MogyneM, 3afaya Ha pesepBHOe KONMpPoBaHMe 3aBePLUMNTCA C
owmnbkon. Mogynb 3aduKcUpyeT NPUUYNHY OLLIMOKMK B XXypHane.

Mo ymonyaumio

no
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MapameTp

platform_user
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OnucaHue

MNonb3oBaTtenb, OT UMEHU KOTOPOro 6yayT BbIMOJHATLCA KOMaHAbl 415 B3a-
MMOLencTBmA ¢ nnaTtdopmMon BUpTyanusaumu.

Mo ymonuyanvio

root

Monb3oBaTenb OOMMKEH BXOAUTb B rpynnbl astra-console, astra-admin,
kvm, libvirt, libvirt-qgemu, libvirt-admin, oneadmin Hay3nax dpoHTasb-
HbIX MaLMH™ rMnepBuU3opPOB A1 KOPPEKTHOM paboTbl MOgYyIS.

Ecnn TpebyeTcs, 4Tobbl MOAYb B3aMMOAENCTBOBaN C NnaTGopMon BUPTY-
anusauum oT MMEHU cny>XebHoro nonb3oBaTens, CO34aHHOr0 U HaCTPOEH-
HOro B Mnpouecce YCTaHOBKWU MiaTGopMbl BUMPTyanusauuu, 170 U3IMEHUTE
3HayeHue Mo YMOYaHUIO.

Ha y3nax ¢poHTanbHbiX MalWH MNoNb3oBaTenb MOXeT 6biTb fobaBneH B
rpynnbl aBToOMaTU4eCcKun (onpepensietcs napamMeTpom
add_platform_user_to_required_groups ). Ha y3nax runepBmMsopoB Nosib30-
BaTeNb [06aBnseTCA B rpynnbl BPYYHYHO.

o Heobxogmmo, 4Tobbl y nonb3oBaTtens Obln npaBa Ha paboTy C
KaTanorom pacrnakoBKW, KOTOpbIA 6ygeT mMcnonb3oBaTbcA AN
BOCCTaHOBNEHUA MW ANA yAaNeHHON pennnKkaLnn,

lMpumep 13. Boigaya npas nosb3oBaTesio

chown -R <platform_user>:brestadmins
<rubackup_tmp_dir_path>
chmod -R 770 <rubackup_tmp_dir_path>

[0na nnatdopmbl BUpTYyanusaunm sepcum 3.3.3 Npu 3HaYEHUK:

e root He rapaHTupyeTtca BoccTaHoBneHne BM wun3 PK ¢
NCNOMb30BaHNEM napameTpa BOCCTaHOBJIEHUA
restore_on_current_node;

e oneadmin He rapaHTupyeTcs BoccTaHoBreHne BM uns PK ¢
pasBepTbiBaHNEM.
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1.18. KoHoUrypaumnoHHbin dann

MapameTp OnucaHue

add_platform_user_to_ ABTOMaTWyecku p[obaBuUTb NOSb30BaTeNs, YKasaHHOro B MapamMmeTpe

required_groups platform_user, B rpynnbl astra-console, astra-admin, kvm, libvirt,
libvirt-gemu, libvirt-admin, oneadmin Ha y3nax ¢ppoHTanbHbIX MawunH"
ONA KOPPEKTHOWN paboTbl Mogyns.

yes

Monb3oBaTens 6ypeT aBToOMaTuUyeckn pobasneH B Heobxogumble
rpynnebl.

no

Monb3oBaTesnb He 6yp,eT nobaBneH B rpynrbl aBTOMaTU4YECKN.

Mo ymonyaumio
yes
backup_vm_from_native [lapameTp onpefenseT, 6ygeT nvM 3agjadya pes3epBHOro KonuposaHus BM

_host HasHauyeHa Ha Ty e ¢poHTanbHyto mawuHy™ MK CB BpecT ¢ KIMeHTOM
RuBackup, Ha koTopo# pa3sepHyTa BM.

yes

3apayva byneT HasHauyeHa Ha ¢poHTanbHyto MawwnHy MK CB bpecT ¢ knn-
eHToM RuBackup, Ha koTopor pasBepHyTa BM. KnneHt CPK npu atom
OOMKeH 6bITb fobaBeH B KIaCTEPHYO rpynny BMeCcTe C ApYyruMun Kiun-
eHTamu CPK, pasmeLleHHbIMY Ha GpoHTanbHbiX MawwmnHax MK CB bpecT.

no

3apaya OyoeT HasHayeHa Ha y3nbl KnueHTa RuBackup, ncnonbsyemoro
npu co3faHuM nNpaBuia Pe3epBHOro KOMMPOBaHWUA WUAW NPW HacTponKe
CPOYHOr0 pe3epBHOro KOMMPOBaHUA.

o Ecnwn y3nbl BUpTYyanusaumnm cywecTBYOT OTAENbHO OT GpOHTaNb-
HbIX y350B [1K CB bpecT, ycTaHOBUTE 3HaUeHue no.

Mo ymonuyanvio

yes
[puMep nnucTuHra KoOHpUrypaumnoHHoro ¢avina /opt/rubackup/etc/rb_module_brest_vm.conf

KoHOUrypaumoHHbIn pann 3anosiHAeTCA MoSib30BaTeNeM BPYUHYI0

CumBon "#" B Hayane CTPOKWM BOCMPMHUMAETCS KaK KOMMeHTapui
"#" B cepefvHe CTPOKM BOCMPUHMMAETCS KakK 3HayeHMe napameTpa

C UMEHEM U 3Ha4YeHueM rnapameTpa

#
#
#
#
# Mo 3TOM MpUUYMHE He CTOMT [06aBNATbL KOMMEHTApUM Ha OOHOM CTPOKe
#
#
# XocT ¢ Termidesk API

#

#termidesk_url: ~
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K CB bpecTt

#

# Bepcus Termidesk api, Hanpumep draft, v1, v1.1, v2

#

#termidesk_api_version: ~

#

# YdyeTHble pgaHHble agMumHucTpaTopa Brest gna Termidesk api
#

#termidesk_username: ~

#termidesk_password: ~

#

# BpeMma oxmpaHus B ceKyHLaX C MOMeHTa 3anpoca Ha cos3paHue BM po ee nepexopa B
COCTOsIHNE

# "POWEROFF" (8) npwu BoccTaHoBneHuu us PK.

# 3HaydyeHne No yMmonyaHuw: 300 cekyHn

# MuHMManbHoe 3Ha4deHue: 10 CeKyH[

# MakcumanbHoe 3Ha4yeHue: 86400 ceKyH[

vm_state_timeout: 300

Onuusa akTyanbHa ecnu BM, Ona KOTOpPOW BLIMOJSIHAETCHA pe3epBHOE KOMUWPOBaHME :
- coOepxut ToMa Ha 6ase LVM-LVM xpaHunuua;
- pacnosioxeHa Ha XOoCcTe, OT/IMYHOM OT TOro, rpge 3anylueHa npouenypa 6skana.

#

#

#

#

# BO3MOXHble 3HAyeHUA: yes, no.

# 3HayeHMe MO yMOJNYaHMK: NO.

# Ecnn ycTaHoBneHo 3HayeHue "yes", To Toma BM oTnpaBnswTca B PK

# HernocpeacTBEHHO C XOoCTa, Ha KoTopoMm aTa BM pacnosnoxeHa, TO eCTb He
NpoMCXoAUT MPOMEXYTOYHOI O

#  konvpoBaHuMsa ToMmoB BM Ha ¢poHTanbHbA XOCT, rpe 3anyuweHa npouenypa 63kana.
# BaxHO OTMETUTb, YUYTO MPUM OTOM HEOOCTYMHb OMUUU 3aWUWLEHHOrO MNpeobpa3oBaHUA U
umdépoeon noanucu PK.

#

enable_remote_backup: no

#

# MNyTb 0O OMpeKTOpuUM Ha y3ne BUpTyanusauuu, B KOTOpPOW 6ynyT co3paBaTbcA
CHOMWOTH TOMOB MNpuU 63Kane BKJIWYEHHON BM.

# Ecnu ycTaHoBneHo 3HauyeHue "vm_path", cHanwoTe BM cospawTcsa B gupekTopumn BM
Ha ysne BupTyanusauuu: /var/lib/datastores/<id xpaHunuwa>/<id BM>/
snapshot_path: vm_path

#

# Heobxopoumas p[ons cBO60OLHOrO MpOCTpaHCTBa B MpoLeHTax Ha TOMe B JOUPEKTOpUM,
# B KOTOpoW 6YyAnyT cCO3[aHbl CH3MWOTH TOMOB BKJIWYEHHOM BM npu ee
pes3epBMpOBaHUM .

free_to_total_storage_space_ratio: 30

#

# Ecnu pgna onuuu 'remove_old_snapshots_if_found' ycTaHoBneHo 3HauyeHue 'yes',
# W Ha MOMEHT BbLIMNOSIHEHUA 3ajadn pesepBupoBaHuMa BM gnsa TomoB gaHHoM BM
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1.18. KoHoUrypaumnoHHbin dann

ob6HapyxXeHbl HeaKTyasibHble ¢annbl CH3MWOTOB,

# cos3pgaHHble OaHHbIM MOAYJIEM, HamnMpuMMep B ClyyYae HewTaTHOro 3aBeplueHus
npegbiayuen 3ajadn pes3epBUpoOBaHUSA,

# TO Ha Tekywen mtepauum 63Kana MoAysb BLINOJHUT yOasieHWe HeakTyasnbHbiX ¢$anios
CH3MWOTOB .

# B aHanmormyHom cuTyauuum MNpu 3HaA4YeHUMM 'nO' [aHHOrO nMapaMTepa 3agava
pesepBupoBaHMs BM 3aBepumnTCcs C OWWMOKON.

# BO3MOXHble 3HauyeHUs: yes, no

# 3HayeHMe MO yMmosYaHul: Nno

remove_old_snapshots_if_found: no

#

# Ecnu pgna onuum 'commit_old_snapshots_if_found' ycTaHoBneHo 3HauyeHue 'yes',
# 1 Ha MOMEHT BbLIMOJIHEHUA 3ajayn pesepBupoBaHus BM obHapyxeH
HedMHaNMN3MPOBAHHHLIN CH3aMNWOT BM,

# CO3[aHHbBIN [JaHHLIM MOLYJIEM, HaMpuMMep B Cllydae HeWwTaTHOro 3aBepleHus
npenpioywen 3agadn pesepBUpoBaHuA,

# TO Ha TeKkywen mTepauum 63Kana MoAyJib BbLIMOJHUT ¢MHANM3aLMI0 CHaMuwoTa.

# B cny4yae ycnexa 3apada pes3epBupoBaHuA BM MpogonxuMT CBOE BLIMNOJSIHEHME.

# Bo3MOXHble 3HauyeHUA: yes, no

# 3HayeHMe Mo yMmos4yaHui: no

commit_old_snapshots_if_found: no

#

# MNonb3oBaTenb, OT MMEHM KOTOPOro 6yAyT BLIMOJIHATLCA KOMaHmbl

# [ona B3auMmogencTBMA C nAaTGoOpMOM BUpPTyanmsauuu.

# B cnyuyae c MK CB bpecT, nonb3oBaTenb A0JXEeH BXoAUTb B rpynny "brestadmins”.
# 3HayeHMe Mo ymon4yaHuw: root

platform_user: root

#

Kpome "brestadmins" cnyxe6Hbii Mosib3oBaTeslb OO/KEH MPUCYTCTBOBaTb B rpynnax:
- astra-console

- astra-admin

- kvm

- libvirt

- libvirt-qgemu

libvirt-admin

- oneadmin

Ecnu ¢nar 'add_platform_user_to_required_groups' yCTaHOBJIEH, AaHHbLIA MOAYJb
no6aBUT MoNb30BaTeNIA, MMs KOTOpPOro 3agaHo napameTpom 'platform_user',

B TpebyeMmble Tpynmnbl, €CNiv 3TO YXe He chenaHo.

Bo3MOXHble 3HayeHuA: yes, ho

H OoH H O H OH OH OHF O H OHF O H OH B H
1

3HayeHne Mo yMONYaHWUK: yes

add_platform_user_to_required_groups: yes

#

# Ecnu pgna onuuuu 'backup_vm_from_native_host' 3apgaHo 3HauyeHue 'yes',
# wn knueHTh Pybakan, ycTaHOBNEeHHbie Ha ¢poHTanbHbLX yanax [K CB bpecT,
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no6aBJieHbl

# B KnacTepHyk rpynny PyBakan, 3amadm pe3epBHOro kKonupoBaHusa BM 6yanyT
HasHayaTbCH

# Ha BbiMONHEHWE Ha Te ¢poHTanbHble y3nbl K CB bpecT, Ha KOTOpbX 3Tn BM
pasBEepHYTHI.

# MNpn 3HadeHMn 'no' ONA OaHHOM OMuUMKM 3afadn pe3epBHOro KonvpoBaHusa BM 6ygyT
# HasHayaTbCA Ha Y3/ kaveHToB Pybakan (¢poHTanbHbie yanb K CB BpecT),

# [NA KOTOpbIX 6bII0O HACTPOEHO MpaBWUII0O PE3epBHOr0 KonmpoBaHusa BM.

# lpuMmeyaHne: ecnu y3nsl BUpTyanM3aumm CywecTBYWT OTOENbHO OT $pPOHTaNbHbIX
yanoB (K CB bpecT

# CTOUT yCTaHOBMTb 3HayeHue 'no' aonsa onuuu 'backup_vm_from_native_host'.
# Bo3MOXHble 3Ha4yeHUs: yes, no

# 3HayeHMe Mo ymosiyaHuw: yes

backup_vm_from_native_host: yes

1.19. TOHKMEe HaCTPOMNKMU pe3epPBHOro KonMpoBaHUNA

B Tabnuue onncaHbl TOHKME HAaCTPOMKKM MOAYNA ANA pe3epBHOro KonmposaHus BM (cm.
PesepBHoe KonvposaHue B Tucana).

Tabnuya 3. ToHkmne HacTponkn moayns Brest VM ans pesepBHOro KonupoBaHus

MapameTp OnucaHue
backup_if_shutdown BbINONHEHNE pPE3EPBHOrO KOMMPOBAHUS BbIK/IKOYEHHON BUPTYasbHOM
MaLLMWHbI.
true

Pe3epBHO€KOﬂMpOBaHMeBmeﬂHﬂeTC&

false

PesepBHOE KOMupoBaHMe He BblnonHaeTca. Ecnu 6ypeT 3anyuieHa
33,a4ya Ha pe3epBHOE KOMUPOBAHME BbIK/HOUYEHHONW BUPTYalbHOWN
MalUMHbI, TO OHa 3aBEPLUMTCS C OLLUMBKOWA.

Mo ymonyaHuio

true

dd_block_size Pasmep 6noka gna ytunntel dd npu onepaumsax pesepBHOro Konmposa-
HUA (B MerabanTax)

Mo ymonyaHuio
5
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MapameTp

script_before_snapshot

script_after_snapshot

execution_script_timeout

backup_only_config

1.19. TOHKME HaCTPOWNKM pPe3epBHOro KONMpoBaHUs

Onucanue

MonHbIN NMyTb K CKPUNTY Ha pe3epBMPYEMON BUPTYyanbHOW MalluHe,
KOTOpbIA ByaeT BbINOMHEH Nepef, Co3faHMeM CHUMKa COCTOSHUA AaH-
HOW BUPTYanbHON MaLUUHbI.

Ecnn BbiNONHEHWEe CKpUMTa 3aBepLUNTCA HEYLAUYHO UK MO YKa3aHHOMY
nyTn ckpunT 6ygeT oTcyTcTBOBaTb B rocteBon OC pesepBupyemon
BUPTYaNlbHOM MalUMHbI, TO 3afaya Ha pe3epBHOE KOMMPOBaHWE 3TON
BUPTYanbHOM MalUNHbI 3aBEPLUMNTCA C OLLIMOKON

[MonHbIM NYyTb K CKPUNTY Ha pe3epBUPYyeMON BUPTYyanbHOW MalUuHe,
KOTOpbIA 6yAeT BbIMNOSIHEH NOCNe Co3f4aHNA CHUMKA COCTOSHUA AaHHON
BUPTYaNbHON MalUUHbI.

Ecnn BbiNONHEHWe CKpUMTa 3aBeplUNTCHA HEYAAUYHO UNKU NO YKasaHHOMY
nyTn cKpunT 6yaeT oTcyTcTBoBaTb B rocteson OC pesepBupyemon
BUPTYyasibHONW MallMHbl, TO 3ajaya Ha pes3epBHOE KOMMpoBaHWe 3TOWn
BUPTYasibHOM MalUMHbI 3aBEPLUMNTCH C OWMOKOM

BpeMs B cekyHAax, B TedyeHne KoToporo moaynb RuBackup 6yget oxu-
0aTb BbINOJIHEHUA CKPUMNTOB BHYTPU BUPTYasibHOM MallMHbl 4O U nocre
CO3aHNA CHUMKA COCTOSHUSA BUPTYanbHON MaLUMHbI.

Ecnn Bpems, 3apaHHoe MapaMeTpoM execution_script_timeout
BbILLNO, HO BbIMOMIHEHWE cKpunTa B rocteson OC pesepBupyemMon Bup-
TyaJlbHOW MalUVHbl elle He 3aBeplunocb, TO 3agjayva Ha pesepBHoe
KONUpoBaHMe BUPTYaibHOW MalUMHbl 3aBEPLUNTCSA C OLLIMOKON.

Mo ymonyaHuio
&

BbINOMHATL pe3epBHOE KOMMPOBaHUE TONbKO KOHPUrypavumm BM.

true

bByaeT BbINOMHATHCA TOMILKO MOJSIHOE pe3epBHOE KOMUPOBAHME KOH-
¢urypauum BM, 3HauyeHme napameTpa backup_only_delta yunTbl-
BaTbCHA He byaerT.

false

ByneT BbINONHATLCA pe3epBHOE KonuMpoBaHue U KoHdurypauum BM,
N TOMOB, BXOOALWMNX B €& COCTaB.

Mo ymonyaHuio

false
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MapameTp OnucaHue

backup_only_delta BbINONMHATL pesepBHOE KOMUPOBaHME TOMbKO YacTHbIX AaHHbIX BM,
KOTOpble MOSIBUNUCH MOCNEe ee CO3a4aHus.

true

ByaeT BbINOMHATLCA pe3epBHOE KOMMPOBaHWE TOJIbKO YacCTHbIX OaH-
HbIX BM, KOTOpble NOABUANCH NOCcNe ee cosfaHuA. JaHHble u3 obpa-
30B B PE3EPBHYHO KOMWUIO He rnonagaroT.

false

PesepBHasa konus 6yaeT BbiMoSIHEHa B TOM 4ucne gnsa obpasos BM,
ncknovas CD-ROM.

Mo ymonyauuio

false

hew_name Mmsa BM, koTopoe ByaeT MCNONb30BaTbCA B COXpPaHAEMOWN KoHoUrypa-
unum BM npu cosgaHuu pesepBHOW Konuwu. Ecnu o9TOT nmapameTp nycT,
KoHourypauua BM bygeTt coxpaHeHa ¢ NpexXHUM UMEHEM

1.20. TOHKMe HaCTPOUKU BOCCTAHOBJIEHUSA pe3epBHOM
Konuu

B Ttabnvue onncaHbl TOHKME HACTPOMKW MOAYNA ANA BOCCTaHoBNeHUs BM ns peseps-
HOM Konun (cM. BoccTaHoBNeHME pe3epBHbIX KONui B Tucana).

Tabnuya 4. ToHkne HacTporkn Mogynsa Brest VM gns BocCTaHOBIEHUS pe3epBHOM KON

MNapameTp OnucaHue

Ucnonb3oBaTb HACTPOMKU /ICNOMb30BaHME 3HAYEHMIA NO YMOJSTYAHMIO.
Nno yMOJ14aHUIO
true

[ns napamMeTpoB UCNOJb3YOTCS 3HAUYEHNA MO YMOJSTYaHUIO.

false

3HayeHus napameTpoB MO>XXHO NUBMEHUTb.

Mo ymonyaumio

true
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MapameTp

restore_only_config

keep_cdrom

new_name

dd_block_size

1.20. TOHKMEe HaCTPONKN BOCCTaHOBNEHNSA Pe3EPBHON KOMUK

OnucaHue

BbINOMHUTL BOCCTAHOBJ/IEHME U3 PE3EPBHON KOMUU TOJNbKO KOHOUrypa-
umn BM, 6e3 BOCCTaHOBMEHMS aCCOLMNPOBaHHbIX C HEN TOMOB.

Bo3MoO)XHble 3HaUeHusA

true, false

Mo ymonyaHuio

false

3HauyeHne napameTtpa restore_only_config He yunTbiBaeTcs
Npw BbINOAHEHUW HEMPEPbLIBHOM yaaneHHon pennnkawmm BM.

BoccTaHaBnueaTb noakoveHHbin CD-ROM npu BoccTaHoBAeHUN BM 13
PK.

CeepieHusa o nogkoyeHHoMm K BM CD-ROM coxpaHstoTca B PK.

true

Mpn BoccTaHoBNeHUn BM OyaeT chenaHa nonbiTKa NOOKIHYUTb K
aTon BM CD-ROM, cBefeHnss 0 KOTOPOM coxpaHeHbl B PK. Ecnu Tpe-
byembln ISO-06pas oTCyTCTBYET BHYTPU NnaThopmMbl BUPTyanmsa-
Lun, TO 3aiaya Ha BOCCTaHOBJIEHNE 3aBEPLUNTCS C OLUNOKON.

false

K BoccTaHoBneHHon BM CD-ROM nopgkntoyeH He 6ygeT.

Mo ymonuyaHuio

false
Hosoe nma, ¢ koTopbiM BM 6ygeT cosgaHa npu BOCCTaAHOBMEHUU U3
pe3epBHON Konuu.

Mo ymonyauuio
McnonbayeTca numsa ncxogHom BM.

Ecnn BM ¢ TakMM MMeEHeM yxXe ecTb B CUCTEME, TO K UMeHWN byaeT
pobaBneH NnocTouKc

Pasmep 6noka gna ytuamTbel dd npu onepauusx BOCCTaHOBNeHMSs (B
MerabanTtax)

Mo ymonyaHuio
5
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K CB bpecTt

MapameTp

restore_on_current_node

keep_vm_uuid

28 u3 46

OnucaHue

PasBepHyTb BM Ha TOM Xe y3fie, Ha KOTOPOM BbIMOJ/IHEHa pacnakoBKa
PK.

MapaMeTp MOXHO MCMOMb30BaTb TOMbKO €CAWN BblIYUCIUTENbHbIE Y3bl
nnaThopMbl BUPTYanM3aLmMm pacrnonoxeHbl Ha dpoHTanbHbIX MalmHax
(ppoHTanbHaa MallMHa COOTBETCTBYET BbIYUCIUTENBHOMY Y3Y).

3afayva Ha BOCCTAHOBMEHME AOJIKHA 3anycKaTbCA Ha y3ne nnathopmbl
BUpTyanm3aynm co ctaTycomM leader.

true
MK CB «bpecT» onpenenut, Ha KakoM ysne BM 6ygeT cosgaHa B
npouecce BocCTaHoBEHUbIA U3 PK.

false
CPK 3apgaeT Tekywuin ysen (Ha KOTOpoM Obina BbINOSIHEHA pacna-

KoBka PK) kak y3en onsa passepTbiBaHMa BM.

Mo ymonyauuio

false

PasBepHyTb BUPTYyasnbHyO MaWnHy ¢ ucxogHbimM UUID.

true

BupTyanbHas MawunHa 6ygeT pasBepHyTa ¢ ucxogHbim UUID.

false

BupTyanbHasa MalwwmHa 6yaeT pasBepHyTa ¢ HoBbiM UUID.

Mo ymonyaHuio

true




1.20. TOHKMEe HaCTPONKN BOCCTaHOBNEHNSA Pe3EPBHON KOMUK

MapameTp OnucaHue

network 3afaTb BUPTYasbHYHO CeTb /18 BOCCTaHaBnmBaemon BM.

ORIGINAL

BoccTaHoBneHHaa BM 6ypeT nogknoyeHa K TOW Xe BUPTyasbHOWM
ceTn, YTo U CoXpaHeHHasa BM.

CyuwecTByow,as cetb K CB «bpecT»

BoccTaHoBneHHaa BM 6ygeT noakfouyeHa K BUPTyanbHOW ceTw,
3a,aHHOW NMpwn BoCcCTaHoOBNEeHUN BM us PK.

MopknioueHue 3HauyeHue napa- CywiecTBOBaHue PesynbTart
ucxopHoi BM k MeTpa network Tpebyemoii ceTn
cetun
HeT ORIGINAL He nmeeT 3HaueHna BoccTaHoBNeHHas
BM He nogkntoyeHa
K ceTu
Oa ORIGINAL Oa BoccTaHoBneHHas

BM nopgkntoyeHa K
MCXOAHOM ceTun

Oa ORIGINAL HeTt Owwubka BoccTa-
HoBNeHus PK

Het CyuwecTBytowias Oa BoccTaHoBneHHas
ceTb BM nopgkntoyeHa K

Tpebyemoim ceTun

Oa CyuwecTBytowias [a BoccTaHoBneHHas

ceTb BM nogkntoyeHa K

Tpebyemom ceTun

He nmeet 3HadyeHna HecyuiecTsyowas Het OwmnbKa BoccTa-

cetb HoBneHust PK
keep_group_id BoccTaHoBUTb BM B cxogHyto rpynny
true

BM BoccTaHOBUTCA B UCXOAHYIO rpynny. ECnn ncxogHom rpynnbl He
CyLLeCTBYeT Ha MOMEHT BOCCTaHOBJIEHWUs, 3afaya 3aBepLlunMTCcs CO
cTaTtycom Done_with_Defect, BM BoccTaHOBUTCA 6€3 rpynnbl.

false

BM BoccTaHoBuTCA 6€3 rpynnebl.

Mo ymonyaHuio

true
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MapameTp Onucanue

keep_tags BoccTaHoBUTb Tern BM

true

BM BOCCTaHOBUTCA C TEMWU Xe Teramu, KoTopble OblIN HA MOMEHT
co3panusa PK.

false

BM BoccTaHoBUTCSA 6€3 Teros.

Mo ymonuyaHuio

true

[1] TpebyeTca ana co3paHnsi CHAMKOB COCTOSIHUA M A5 3anycka CKpunToB B rocteBoit OC pesepBupyemoin BM.

[2] C6opka Mopyna co cTopoHbl RuBackup TecTupoBanacb Tonbko Ha OC Astra Linux SE 1.7. ObpaTuTe BHUMaHue, 4yto CPK
RuBackup He rapaHTupyeT KOppeKTHYt0 paboTy Moaynen Ha apyrux OC.

[3] Heobxopmnma, ecnu ans xpaHeHua 6a3oBbix 06pa3os BM ncnonbsyetca xpaHunuuie Ceph c gpaiisepom Ceph.
[4] MawwuHa, Ha KoTopoWt pasBepHyThbl kKNneHT CPK RuBackup n mogynb.

[5] Ncnonb3yeTca ANna BbINOMHEHUA PEe3ePBHOr0 KOMMPOBaHWA BUMPTYasbHbIX MalWH nnaTdopmbl BUPTYanusaLmm, KoTopble Haxo-
nAaTca B knactepe Termidesk.

[6] YKasaTb HecyLLeCTBYIOLLYIO CETb MOXHO TOMbKO NPW Nepefave TOHKOW HAaCTPOMKN yTUANTE KOMaHAHON CTPOKK rb_archives . B
rpaduyecknx uHTepderncax oTobpaxarTcsa ToNbKO cyulecTBytowme cetu MK CB «bpecT».
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2.1. HasHauyeHne

naBa 2. LLla6n10oHbI BUPTYasibHbIX MaLUUH

2.1. HasHauyeHue

PesepBHOE KONMpOBaHME N BOCCTaHOBMEHNE WabnoHOB BUPTYalbHbIX MallVH (ganee —
BM) K CB «bpecT» (ganee — nnatdopma BupTyanusauyum) sepcuin 3.3, 3.3.2, 3.3.3
nnn 4.0.2 BbINONHAETCA ¢ NoMoLblo Moayna Brest template, Bxogsawero B coctas CPK
RuBackup.

2.2. PesepBupyembie faHHble

LLla6noHbl BUPTYasbHbIX MaLLUUH.

2.3. Tunbl pe3epBHOro KONMpPoBaHUNA

Mogaynb NoAAEPXUBAET MNoSHOE pe3epBHOe KonmposaHue wabnoHos BM.

2.4. Tunbl BOCCTAHOBJ/IEHUA A aHHbIX

Moaynb noanepXunBaeT rnosHoe BoccTaHoBNeHNe WwabnoHos BM 13 pe3epBHOMN Konum ¢
pa3BepThbiBaHNEM 1 6e3 pas3BepTbiBaHUA Ha LleNleBOM pecypce.

2.5. Cnoco6bl pe3epBHOro KONMpoBaHusa
Mopaynb nogfep>XnBaeT pes3epBHOE KONMpoBaHme wabnoHos BM ¢ nomMouybto:

e NPUNOXEHNA Tucana (peKoMeHOyeMbIn Crocob),
e npunoxeHuna MeHegxkep agMmuHncTpaTopa RuBackup (RBM),
e npunoxeHuna Menexep knneHTta RuBackup (RBC),
e YTUINT KOMaHLHOW CTPOKMU.
B aTOM JOKYMeHTe npueefeHbl MHCTPYKLUMK NO co3ganmtio PK ¢ noMoLbio NprnoXxXeHus

Tucana (cM. PesepBHoe KkonupoBaHve B Tucana) U YTUNUTbl KOMaHAHON CTPOKWU
rb_archives (cM. Pe3epBHOe KOMMpPOBaHMEe U3 KOMaHOHOW CTPOKN).

2.6. Cnoco6bl BOCCTAaHOBJIEHUA AAaHHbIX

Mopaynb nogpepxusaeTt chnegyrolwme cnocobbl BocCTaHOBNeHUA wabnoHos BM us3
pe3epBHbIX KOMWUIA:

e LleHTpannsoBaHHOE BOCCTAHOB/IEHNE C MOMOLLbHO:
o MPUNoXeHnsa Tucana (pekoMeHayeMbln cnocob),

o npunoxeHna MeHekep agMmuHucTpatopa RuBackup (RBM),
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o YTUNT KOMaHOHOW CTPOKMW.
¢ JlokanbHO€ BOCCTaHOBJIEHNE Ha KIINEHTE Pe3epPBHOINo KOMMPOBaHNA C MOMOLLbHO:
o npunoxeHuna Menekep knneHTta RuBackup (RBC),
o YTUINT KOMaHLHOW CTPOKMU.
B 9aTOM OOKYMeHTe npuBefeHbl MHCTPYKLMN MO BOCCTaHOBNEHUO PK ¢ noMoLLbo npu-
noxenma Tucana (cM. BoccTaHoBMeHMe pes3epBHbIX kKonui B Tucana) M YyTUAUTbI

KOMaHAHOM CTPOKK rb_archives (cM. BoccTaHoBEHME pe3epBHbLIX KOMUIA N3 KOMaH,-
HOM CTPOKMW).

2.7. HenpepblBHaA yaaneHHas penaukKauusa

Mopaynb NoaaepXuBaeT HEMpPepbIBHYIO YaaNeHHY PennKaLuio.

2.8. KoMnnekT nocTaBKu

OncTpubyTnB Moaynsa noctasnseTcs B Buae deb-naketa ¢ umMeHeM rubackup-brest-
template_<version>_amd64_signed.deb, roe <version> — HOMep BepcCuUM NocTaBnse-
MOro Mogyns.

MNakeT AOCTYNeH ans CKayuMBaHUA Ha odumunansHOM canTe
https://www.rubackup.ru/go/.

2.9. OrpaHunyeHun
1. Mogynb nogaep>XunBaeT pe3epBHOE KOMMPOBaHME N BOCCTaHOBEHNe WwabnoHos BM
ANS Cnefyowmx TEXHONOMNA XPaHEHNS:
o Filesystem c gpariBepom gqcow2,
o Filesystem c gpaiiBepom shared (NFS),
o Ceph c gpariBepom ceph,
o LVM c gpansepamu lvm_lvm, lvm_brest.
2. Mopgynb noanep>XXmUBaeT HENPEPbIBHYH yOaNeHHY pernnkaumo wabnoHos BM ans
CNeAyroLNX TEXHOMOMNIA XPaHEHUS:
o Filesystem c gpaBepamu ssh, shared, qcow2;
o LVM c gpanesepamu lvm_lvm, lvm_brest.

Ona pennunkaymn wabnoHos BM Mex gy pasHbIMU MHCTaNnNAUMAMKM nnaTtoopMbl BUP-
Tyannsayum Heob6xogUMbI:

o OMHAKOBblE WAEHTUOUKATOPbLI YCTPOMCTB (XpaHUNULL, BUPTYasibHbIX CETel U
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2.10. CucTtemMHble TpeboBaHuUA

T.0);
o XpaHuUnunuia oaHoOro Turna, NcrnojibdyemMble B cpene BnpTyain3ayunn.

2.10. CucrtemMHble TpeboBaHUA

[nsa pes3epBHOro KONMpoBaHUA M BOCCTaHOBNEHUA WwabnoHoB BM ¢ nomMoLwbio Mogyns
Heobxoaumo npegycTtaHosreHHoe [10:

1. MK CB «bpecT» (nnatdopma BupTyanusauymm) sepcum 3.3, 3.3.2, 3.3.3 nnn 4.0.2.
2. ®poHTanbHaa MalnHa 1 ¢ NpefycTaHOBEHHbIMU:
a. 64-6uTtHoN OC Astra Linux SE 1.7V~ Brprvensiwe vawiiel.

b. knneHTtom CPK RuBackup;

C. YTUAWUTOW ANS ynpaBneHns o6pasaMu 60UHbIX YCTPONCTB rbd - #rmvaree waumel

[4 - BupTtyanbHble MalunHbI]

Ecnmn vcnonb3yeTcss HECKONIbKO (QPOHTasNbHbIX MalUWH, TO
MeXaY HUMU 0oMKeH BbiTb HACTPOeH AocTyn no SSH ana nonb3oBaTens, yka-
3aHHOro B napameTpe platform_user KOHOUrypaLMOHHOro Ganna MOAYNA.

Ecnn ¢poHTanbHaa MalmHa pacnonaraeTtcs OTAENIbHO OT y3na nnatoopmsbl
BUPTYannsaymu, To Mexay HUMKU 00JIKeH BbiTb HACTPOEH gocTyn no SSH gna
nonb3oBaTens, yKasaHHOro B napamMeTpe platform_user KOHOUrypaLNOHHOIO
danna momyna. Ecnm npu atomMm B nnatoopme BUpTyanmsaumm nUcnonbsyeTca
xpaHunuue Ceph, To LONONHUTENBHO AOMMKEH BbITb HAaCTPOEH aocTyn no SSH
K Ceph-knactepy (cM. [llogroTtoBka ¢poHTanbHOM MawKnHbl Npu paboTte ¢
Ceph).

2.11. YcTaHOBKaA

MNpenBapuTenbHO Ha QPOHTaNbHOW MalUMHE [O/KEH OblTb YCTaHOBIIEH U
HacTpoeH knueHT CPK RuBackup, noakntoYeHHbIn K OCHOBHOMY cepBepy CPK
RuBackup.

4 - BupTyasibHble MaLUnHbI

15 yCTaHOBKM MOAYAA Ha GPOHTaNbHOA! ' MawmHe:

1. OcTaHoBuTe cepsuc knneHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. N3 nanku, rae pacrnosioXXeH nakeT MOAY/SA, BbIMOSHUTE:

dpkg -i rubackup-brest-template_<version>_amd64_signed.deb
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K CB bpecTt

roe <version> — HOMeEpP Bepcun Moayns.

MNocne yCTaHOBKMW BbINOIHUTE HACTPOMKY MOLY IS,

2.12. HacTpouka
Mocne YCTAHOBKW MOAY1A BbIMOJIHUTE!

1. HacTpoiky napameTpoB Moayns.
2. [JononHUTENbHbIE HACTPOMKN GPOHTANIBHON MaALLUMHBI.

3. MoaroToBKy ¢poHTanbLHOM MawuHbl npu paboTte ¢ Ceph.

2.12.1. HacTpoika Mmoayns

YcTaHOBUTE 3Ha4yeHuUA napameTpoB B KoHOUrypaunoHHom danne mogynsa, pacnono-
YXEHHOM Ha GPOHTanbHON! ~PPrvaeree VAl paa ) ppe.

Mepesanyck knueHTa CPK RuBackup He TpebyeTcs.

2.12.2. lononHUTeNbHble HACTPONKU PPOHTANIBHON MALLUUHDI

[4 - BupTyanbHbie MalumHbi]

Ecnn ncnonbsyeTca HECKONbKO GPOHTaNbHbIX MalUWH, TO MeXAy HUMU
[OMKeH ObITb HAacTpoeH gocTyn no SSH ona nonb3oBaTensd, yKa3aHHOro B napameTpe
platform_user KoHOUrypaunoHHoro Garna mogyns.

Ecnu ¢poHTanbHaa MallnHa pacnonaraeTca OTAeNbHO OT y3na niatpopMbl BUPTYanu-
3aUuK, TO MexXay HUMMU Jo/mKeH OblTb HAacTpoeH gocTyn no SSH ans nonbsoBaTens,
yKasaHHOro B napametpe platform_user KoHOUrypauumoHHoro danna mogyna. Ecnu
npu aToM B Nnatdopme BUpPTyanusaumm ncrnonbayetca xpaHmnuwe Ceph, To ONOAHU-
TenbHO Ao/MmKeH b6biTb HacTpoeH pgocTyn no SSH k Ceph-knacTtepy (cm. lNogroTtoska
dpoHTanbHOM MaLwuHbl Npu paboTte ¢ Ceph).

YT0obbl MoNb3oBaTeNb, yKasaHHbI B napamMeTpe platform_user KOHGUIrypaLMOHHOroO
banna mopyns, umen 6ecnapofbHbin goctyn no SSH K gpyruMm ¢GpoHTanbHbIM MaLln-
HaM unu K y3ny nnatoopmbl BUpTyanusaumm, HeobxoAnUMO CO34aTb KIIOUYEBYHO napy u
A06aBUTb NYBNNYHbBIA KTKOY Napbl B AOBEPEHHble HAa GPOHTaNIbHOM MaLUUHe.

1. Ha ncxogHom bpoHTanbHoOU MalluHe  CcreHepupyunTe B  AUpeKTopuu
/home/<platform_user>/.ssh napy SSH-kno4yein, ecnu oHM B HeW OTCYTCTBYHOT
(/home/<platform_user> — AOMAaLUHASA Nanka Nonb3oBaTens).

Mpumep 14. Npumep reHepaumm SSH-kmoyYen

ssh-keygen -t rsa -P '' -f ~/.ssh/id_rsa
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2.12. HacTporika

B aupektopun /home/<platform_user>/.ssh OyayT cosgaHbl ¢annbl id_rsa.pub
(OTKpbITBIN KNKOY) N id_rsa (3aKpbITbIA KMKOY).

2. [lobaBbTe 3aKpbITbIM KOY Napbl B areHTa SSH-ayTeHTudumnkayunu.
ssh-add ~/.ssh/id_rsa

3. [Ana KaXgon KoHeYHoW GPOHTaNbHOM MallVHbl UNU OJ15 KaX[oro ysna nnatoopmsl
BUpTyanusaunm gobasbTe CO34aHHbIA NYOUYHBIA KHOY B KayecTBe [OBEPEHHOro
ANA ayTeHTudunKaummn.

lpumep 15. [JobasneHue nyban4yHoOro Kiroya yepes ssh-copy-id

ssh-copy-id -i /home/<platform_user>/.ssh/id_rsa.pub
<home_platform_user>@host

lpumep 16. [JobasreHne nybanM4YHOro Krya 4yepes scp

scp /home/<platform_user>/.ssh/id_rsa.pub
<home_platform_user>@host:~/.ssh/

2.12.3. NMoarotoeka ppoHTaNbHOMN MaLUUHbI Npu pab6oTe ¢ Ceph

[4 - BupTyanbHble MalumnHbI]

Ecnv ¢poHTanbHble MaLLWHbl YCTaHOB/EHbI OTAENbHO OT Y3/10B BUPTY-
anusauunn nnatoopmMbl, @ BHYTPU NNaTthopMbl MCMONb3YyOTCA XpaHunuwa Ceph, To ans
NpaBUIbHOM PaboTbl MOAYNSA BbIMNOMHUTE CReaytollee.

1. Ha kaxxpon ¢poHTanbHON MaLUUHeE:

a. CospanTe nonb3oBaTena ceph-adm 1 fo6aBbTe ero B /etc/sudoers.d:

sudo -i
adduser ceph-adm
echo "ceph-adm ALL = (root) NOPASSWD:ALL" | tee /etc/sudoers.d/ceph-adm

o [na nonb3oBaTena UCNoONb3ynTe naposb, 3ajaHHbIA B KOHOUrypauum
Ceph.

b. BbiganTte nonb3oBaTento ceph-adm npasa:
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chmod 0440 /etc/sudoers.d/ceph-adm
pdpl-user -i 127 ceph-adm

c. YcTaHoBUTe ceph-deploy:
apt install ceph-deploy

2. C ysna Ceph-knacTepa:

a. Ckonupynte SSH-knoumM (Npn HEOOXoAMMOCTU COo3danTe UX) Ana nonb3oBaTens
ceph-adm Ha Ka)XAayto GPOHTaNbHY MaLUUHY.

b. ABTOpusynTecb nof nosib3oBaTenemM ceph-adm W 3anycTuTe YCTAHOBKY YyTUNUT
Ceph gnsa kaxxgon ¢poHTanbHOW MalUnHbI.

ceph-deploy --username ceph-adm install --cli <¢poHTanbHasa_mawuHa>
ceph-deploy --username ceph-adm admin <¢poHTanbHas_mawuHa>

c. CkonupynTe CBA3KY KtoYen libvirt Ha KaXgyro GPOHTaNbHYO MaLUUHY.

scp /etc/ceph/ceph.client.libvirt.keyring \
<ppoHTanbHas_MmawunHa>:/etc/ceph/

2.12.4. Pe3ynbTaTbl yCTAaHOBKU U HACTPOMUKU MOAYNA

CTpyKTypa YyCTaHOBJ/IEHHOro NaKeTa

B pesynbTaTe yCTaHOBKM MOAyna B cucTeMmy OyayT pobasneHbl ¢annbl ([lepeyeHb
yCTaHaBIMBaeMbIX B cUCcTeMy ¢annos).

Tabnvya 5. lNepeyeHb ycTaHaBIMBaeMbIX B CUCTEMY ¢alisioB

PacnonoxeHue Ha3HauyeHue
/opt/rubackup/etc/rb_module_brest_template.conf KoHopurypaumoHHblin dann
Moayns
/opt/rubackup/modules/rb_module_brest_template McnonHaemMblin dann moayns

MpoBepKa ycnewHOCTU YCTaHOBKM

[ns npoBepkn paboTOCNOCOBHOCTM MOAYNAA BbINOAHUTE Ha GPOHTanbHoR! =~ Prmarere
MalLLHBbI) MaLllVHe:

/opt/rubackup/modules/rb_module_brest_template -t
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2.13. PesepBHOE KONMpoBaHue

06 ycnewHoOn yCTaHOBKE N HAacTPOMKe MOAYNA CBUOETENbCTBYET 3annUCb O €ro ycnewu-
HOM NPOBEPKE KIIMEHTOM pPe3epBHOro KonmpoBaHus (.. module 'Brest template' was
checked successfully) B )XypHane cobblTun /opt/rubackup/log/RuBackup.log.

Ecnn B XypHane cobbiTuin /opt/rubackup/log/RuBackup.log agmMuHucTtpatop CPK
BUANT OWNGKK, coobuiatowme O HenpaBuiibHOM KOHOUrypauum mMopaynsa, npoBepbTe
HaCTPOMKN B KOHOUTYpaLMOHHOM danre Mogyns.

Ecnu npobnemy pewnTb HE yaanocb, obpaTUTECh B CEPBUC TEXHNYECKOM MOLLEPXKKU
RuBackup ¢ npepgocTaBneHMeM Bcen HeobxoanmMon nHGopMaLmMnm No BO3HUKLLEN MPO-
6nemMe Ha opuumanbHOM canTe hitps://support.rubackup.ru/.

2.13. Pe3epBHOE KOnupoBaHue

2.13.1. Pe3epBHoe konuposaHue B Tucana

Bbibepnte cnocob BbIMNOMHEHUA PE3epPBHOrO KOMUPOBAHWUA B MPUIOXEHUMM Tucana u
npounsBeguTe HaCTPOWMKY, Cneays ykasaHUsAM N3 COOTBETCTBYHOLWLENO OKYMEHTa:

e CpoyHoOe pe3epBHOE KOMMpOoOBaHMe

e [lobaBreHune rnobanbHOro pacnmcaHus

o CTpaTteruu

[na pesepBHOro KoNnposaHuA WwabnoHa BM:
1. W3 cnncka KnneHT BbibeprTe KMEeHTa, KOTOPbIN YCTaHOBNEH Ha GppoHTanbHyo!  *7
TyallbHble MalLLHBbI] MaLUVlHy.

2. N3 cnnucka Tun pecypca BbibepuTe Brest template. [1pn HEOBXOAUMOCTU HAXMUTE
[...] n onpepennTe TOHKME HACTPOMKN MOAYNA (CM. TOHKME HACTPONKN PEe3epPBHOIO
KOMUpoBaHus).

3. HaxwmuTe [...] B none Pecypc 1 BbibepuTe n3 cnucka pesepsupyemMbin wabnoH BM.

4. N3 cnnucka Tun PK BbibepuTe TUN pe3epBHOM KONUK MonHas .

2.13.2. Pe3epBHOE KONMUpOBaHMNE U3 KOMaHAHOW CTPOKMU

[nsa pesepBHOro konnposaHua wabnoHa BM Ha knneHTe CPK RuBackup:

1. MonyunTe CNNCOK C ngeHTndmnkaTopamm pecypcos (wabnoHos BM).

lMpumep 17. KomaHga nonyvyeHns crnmcka pecypcos

rb_archives -t brest_template
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2. BbINONHUTE 3anpocC Ha co3faHne pe3epBHOM KOMUM.

lpumep 18. CosaaHue rnosiHown pes3epBHON KOMUN

rb_archives \
-c <id> \ @
-m brest_template \ ®
-e backup_only_config:true, .., <param_name_n>:<param_value_n> @&

@ VipeHTndukaTop wabnoHa BM.

Mo>HO yKasaTb ngeHtudukaTop n nms wabnoHa BM B sBuge JSON-cTpoku:
'{"Name": "template_name", "ID": "template_id"}' (3HaueHua peru-
CTPO3aBUCKMBbI).

@) VicnonbayeMbilit Mofyb.

€ ToHkue HacTpoiikn Mopynst (CM. TOHKME HacTPOWKN Pe3ePBHOI0 KOMMPoBa-
HUSA).

lpumep 19. CosaaHne MHKPEMEHTaIbHON pe3epBHOW KOMnuu

rb_archives -c <ID> -m brest_template -i -e
backup_only_config:true, .., <param_name_n>:<param_value_n> @

lMpumep 20. CospaHne anpoepeHymnarbHoON pe3epBHON KOMmn

rb_archives -c <ID> -m brest_template -D -e
backup_only_config:true, .., <param_name_n>:<param_value_n> @

2.14. BoccTaHoBNeHue

2.14.1. BoccTaHoBNneHue pe3epBHbIX Konui B Tucana

B NPUIIOXEHUN Tucana nponm3seanTe HaCTpOIZKy, cnegya ykasaHUaM U3 OOKYMEHTa
BoccTaHoBneHne pesepBHon KOrnu.

[ns BoccTaHoBNeHUa wabnoHa BM us PK:

1. N3 cnucka BoccTaHOBUTDb Ha KJINEHTe Bbl6epI/ITe KIMMEeHTa, KOTOprI7I YCTaHOBJIEH Ha
d)pOHTaanyPO[A - BupTyanbHbie MaLunHbI] MaLUMHy.

2. B KaTanor PacnakKoBKU Ha>XMNTe [..]wn YKaXWUTe KaTanor gnd pacnakoBKUN pe3epB-
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2.14. BoccTaHoOBEHNE

[4 - BupTyanbHble MallmHbI

HOW KOMnn Ha GPOHTaNbHOWN ' mawwmHe.

Ecnn nnanmpyeTtca BoccTaHoBUTb PK ¢ pasBepTbiBaHMeM (bnar BoccTaHOBUTb Ha
LLleNIeBOM pecypce), TO YKaxuTe KaTanor s pacnakosku PK Ha ¢poHTanbHon! %"
TyanetEe vaiiEl palinHe, KoTopas Ha MOMEHT pacnakoBku PK sBnseTca nMaepoM Kna-
cTepa nnathopmMbl BUPTyanmsauunm.

Heobxoanmo, 4yTobbl Nonb3oBaTesnto U3 napamMmeTpa platform_user KoHOU-
rypaumoHHoro danna moayna 6uinM BblgaHbl NpaBa Ha paboTy C AaHHbIM
KaTanorom.

3. B MapameTpbl BOCCTaHOBNEHUA AN Moayna HaxmuTte [...] 1 onpenennte ToHkue
HaCTPOMKK Moayns (CM. TOHKUE HACTPONKIM BOCCTaHOBIEHUS PE3EPBHON KOMUM).

4. Bknounte BoccTaHOBUTD Ha LiesieBOM pecypce 4719 BocCTaHoBNeHnA PK Ha uene-
BOM pecypce. PesepBHasa konua wabnoHa BM byaeTt pacnakosaHa B KaTtanor pac-
NaKoBKM, a 3aTEM, Ha OCHOBE [JaHHbIX pPe3epBHON Konuu, B nnatoopme BUpTyannsa-
Lumn 6yneTt pasBepHyT HOBbIN WabnoH BM ¢ napameTpamMm 13 TOHKUX HACTPoOeK (CM.
TOHKME HacTpouKn BOCCTaHOB/IEHUS pe3epBHOU koruu). FNocne BOCCTaAHOBEHMUSA
wabnoHa BM kaTanor pacnakoBku 6ygeT O4nLLEH.

Ecnn ¢nar BoccTtaHOBUTDb Ha LLefieBOM pecypce BKIHOUYEH U KNNeHT PK:

o He HaxoguTcsa B 06LLEN pasfensdeMoil rpynrne u pacnonoXeH Ha GpPoH-
TanbHon!" = PPTvaEre Mail \aal1MHe, KOTopas He ABNSETCA NMAEePOM Kna-
cTepa nnatdopMbl BUpPTyanusaumm, To 3agadva Ha BoccTaHoBneHne PK

He ByaeT 3anylieHa;

o HaxoguTcAa B obuwen pasnensgemMon rpynre, HO PacrosioXeH Ha QPOH-

TanbHop!" = BrPrvaneree uaiel v inHe, KOTopas He ABNSETCA NMAEePOM Kna-
cTepa nnatoopmbl BupTyanusaumm, 10 CPK npennoXxut npownsBecTun
3aMeHy Ha K/MeHTa (ecnv Takoun CylecTBYeT B pasgensemMon rpynne),

KOTOpPbIA pacnofioXeH Ha ¢poHTanbHOW MalwnHe-nngepe. Haxmute:

= [la, yTObGbI NPOM3BECTN 3aMeHy. byaeT co3gaHa 3ajava Ha BOCCTa-
HoBNneHue PK ¢ pasBepTbiBaHUEM;

» HeT, 4TOObI OTKas3aTbCsA OT 3aMeHbl. 3agada Ha BoccTaHoBneHne PK
C pasBepTbiBaHMEM He byaeT cosfaHa, oTobpasnTca COOTBETCTBYHO-
lwee coobLlieHmne.

Ecnu ¢nar BoccTaHOBUTb Ha LieIeBOM pecypce BbiK/IlOUEeH, TO pe3epBHas
Konua wabnoHa BM pacnakoBbiBaeTCHA BO BPEMEHHbIN KaTasor.

2.14.2. BoccTaHOB/IeHUe pe3epBHbIX KONMUA U3 KOMaHAHOW CTPOKU

[nsa BoccTtaHoBneHus wabnoHa BM 13 pesepsBHon konun Ha knneHTe CPK RuBackup:
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1. MonyuymTe CNNCOK C ngeHTUdMKaTopamm pesepBHbIX Konun wabnoHos BM.

lpumep 21. KomaHaa nosy4veHns cnvcka pesepBHbIX Konui WwabnioHoB BM ¢ ngeHTugukatopamm

rb_archives -1 brest_template

2. BbInonHUTEe 3anpoc Ha BoccTaHoBNeHMe WwabnoHa BM.

lMpumep 22. BoccTaHoBneHne wabsioHa BM 13 pesepBHOM KOnuu ¢ pasBepThbiBaHNEM Ha Lje/1eBOM
pecypce

rb_archives \
-x <ID> \ @
-d <restore_path> \ ®
-e restore_only_config:true, .., <param_name_n>:<param_value_n> ©

@ VipeHTndUKaTOp BOCCTaHABIMBAEMOW PE3EPBHON KOMUM

@ [MonHbIM NYTb 00 KaTanora pacnakoBKU pe3epBHOW KOMUX Ha GPOHTaNbHOM
[4 - BupTyasnbHble MallnHbI] MalluHe

eTOHKVIe HaAacTPOMKN Moaynsa (CM. TOHKME HacTpPOWKM BOCCTAHOBIEHUS
pe3epBHON KOMumn)

BoccTaHOBMEHVE C pa3sBepTbiBaHMEM BbIMONHAETCA TOMbKO Ha GPOHTaNb-
Hytol* ~ FIPTVaHEe MAIHEL \ )Y, KOTOPas Ha MOMEHT pacnakoBku PK aBnsi-
eTcs NIMAEpPOM KnacTepa nnaTtGopMbl BUPTYanusaLmu.

4 - BupTyasnbHble MalUUHbI

1. OnpegennTe GPOHTaNbHYIO! ! Mawwuny-nuaep.

KomaHpaa nonyyenns cnvcka ¢ppoHTanbHbix™ mawwmH

onezone show ©

OTobpasnTcsa CnNUCOK ¢GpPOHTasNbHbIX MawuH. OPOHTaNbHaaA MalunHa-
nuaep MeeT cocTosiHne leader (COCTOsiIHME OToGpaXkaeTcsA B cToNnbue
STATE).

2. YKaxuTe nyTb 40 KaTanora pacrnakosku PK Ha aToi ¢ppoHTansHon'  **

TyallbHble MaLUMHbI] M a LU VI He
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2.15. O6bHoBNEHNE

MNpumep 23. BoccTaHoBneHne wabnoHa BM n3 pesepBHo konun 6e3 pa3BepTbiBaHWSA Ha LeSIeBOM
pecypce

rb_archives -X <ID> -d <restore_path> -e
restore_only_config:true, .., <param_name_n>:<param_value_n>

2.15. O6HOBNEHMue

Mepen oBHOBREHMEM MOAYNA Ha GPOHTanbHoOW! = PPrvamkhe vael ) nHe 0BHOBUTE
nakeT knneHta CPK RuBackup (cMm. O6HoBneHne CPK).

05 OBHOBAEHNSA MOAYA HA GPOHTANBHOWN! ~#PITEHHE VAL \pa) ) 1MHe:

1. OctaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. N3 nankuy, roe pacnosioXXeH nakeTt MoAyJsiAa, BbIMOMHUTE!
dpkg -i rubackup-brest-template_<version>_amd64_signed.deb

roe <version> — HOMeEpP BEPCUUN MOAYNSA.

3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:
systemctl start rubackup_client.service

[Mocne 06HOBMEHUSA BbIMOSTHUTE HACTPOWKY MOLYIIA.

Ecnu po o6HoBneHna mopyna Oblnl U3MEHEH KOHGUrypauuoHHbIN  daiir
MoAynda, TO MpPU YCTaHOBKE HOBOW Bepcunm mMogyna B KOHOUrypauMoOHHOM
danne nponsongeTt obbeAnHEHNE CTapblX HACTPOEK C HOBbIMU, NMPU 3TOM:

e CYLLECTBYOLLME NapaMeTpPbl COXPAHAT CBOW 3HAYEHUS;

e HOBble 06A3aTeNIbHbIE NAapaMeTpPbl HY>KHO ByAeT 3anofHUTb;

e HOBble Heobs3aTeslbHble NMapaMeTpbl MOXHO 6yAeT 3anofiHUTb NpU Heob-
XOANUMOCTMW.
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2.16. YpaneHue

0na yaaneHns Moayna Ha GpoHTanbHon! 7P areiee vaiitl g pne:

1. OcTaHoBuTe cepsuc knmeHTa CPK RuBackup:
systemctl stop rubackup_client.service
2. Bbinonuure:
dpkg -r rubackup-brest-template
3. 3anycTtuTe cepsuc knmeHta CPK RuBackup:
systemctl start rubackup_client.service
MpunoxxeHue A: KoHdurypawumoHHbin pann

Ob6s3aTeNbHble K 3aN0SIHEHUIO napamMeTpbl 0603HavYeHbl CUMBOSIOM *

Tabnuya 6. NapamMeTpbl KOHPUrypaLmnoHHoro ¢asina
/opt/rubackup/etc/rb_module_brest_template.conf

42 n3 46




MpunoxeHue B: TOHKME HAaCTPOMKN pe3epBHOro KOMMpoBaHusa

MapameTp OnucaHve

platform_user MNonb3oBaTtenb, OT UMEHU KOTOPOro 6yayT BbIMOJHATLCA KOMaHAbl 415 B3a-
MMOLencTBmA ¢ nnaTtdopmMon BUpTyanusaumu.

Mo ymonuyanvio

root

Ecnun TpebyeTcs, 4TobblI MOAYb B3aUMOLENCTBOBA C NAaTGOPMOn BUPTY-
anusauum oT MMEHU CNy>XebHoro nosb3oBaTens, CO34aHHOr0 N HaCTPOEH-
HOro B npoLlecce YCTaHOBKM nnaTdoOpMbl BUPTyanusauuum, TO U3MEHUTe
3HayeHne No yMos4aHuo.

[Monb3oBaTenb AOMKEH BXOAUTb B rpynny brestadmins.

0 Heobxogmmo, 4Tobbl y nonb3oBaTensa Obiv npaesa Ha paboTy C
KaTasioroM pacnakoBKW, KOTOpblA OyAeT MCNonb3oBaTbCA AN1A
BOCCTAHOB/EHMA AN QN[ YOaNeHHON penankaLnm.

lpumep 24. Bbigadya npas nosib30BaTeNno

chown -R <platform_user>:brestadmins
<rubackup_tmp_dir_path>
chmod -R 770 <rubackup_tmp_dir_path>

lMpumep MMCTUHra KOHPUrypaLmoHHoro ¢avina /opt/rubackup/etc/rb_module_brest_template.conf

# KoHOurypaumoHHbIN pann 3anosiHAeTCA MoSib30BaTeNleM BPYYHYIO

#

# Monb3oBaTeNb, OT WMEHM KOTOPOro 6yAyT BLIMOJIHATbLCSA KOMaHQbl

# pna B3aumogencTBMA € nnaTdopMon BUpTyanmMsauuu.

# B cnydyae c {product-name}, nonb3oBaTeslb OOJSIXEH BXOAUTb B Fpynny
"brestadmins”.

# 3HayeHne Mo ymon4yaHuw: root

platform_user: root

NMpunoXxeHue b: TOHKUe HaCTPONKU pe3epBHOro
KONMUpPOBaHUA

B tabnuue onncaHbl TOHKNE HAaCTPOMKM MOAYNA ONA Pe3epPBHOro KonMpoBaHus wabno-
HoB BM (cM. PesepBHoe kKonupoBaHme B Tucana).

Tabnuya 7. TOHKue HacTpoviku Moy s Brest template Ans pesepBHOro KonupoBaHus

43 3 46



https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/remote-replication/

K CB bpecTt

MapameTp
dd_block_size

backup_only_config

new_name

OnucaHue

Pasmep 6510Kka gna yTunuTbl dd npu onepauunsx pe3epBHOro KoNMpoBaHusa (B
MerabanTax).

Mo ymonuyanvio
5

BbINONHATL pe3epBHOE KOMUPOBaHWE TOSIbKO KOHOWUrypaumm wabnoHa, 6e3
accoLMMpPOBaHHbIX C HUM 06pa3oB.

Bo3MoOXHbIe 3HaYeHusA

true, false

Mo ymonuyanuio

false

MmMsa wabnoHa BM, KoTopoe bygeT UCcnonb3oBaTbCA NpU CO3LaHNN pesepB-
HOW Konuu.

Ecnu aToT napameTp nycT, WwabnoH BM 6yaeT coxpaHeH C MpexHUM Ume-
Hem

NMpunoxxeHue B: TOHKMe HACTPOUKU BOCCTAHOBJIEHUSA
pe3epBHOU Konuun

B Tabnvue onncaHbl TOHKME HAaCTPOMKN MOAY NS ONA BOCCTaHOBNeHUA wabnoHos BM n3
pe3epBHOM Konun (cM. BoccTaHoBeHne pes3epBHbIX Konun B Tucana).

Tabnuya 8. ToHkne HacTPoOVkn Moay s Brest template g1 BOCCTaHOB/IEHUSA PE3EPBHON KOMUMN

MapameTp

OnucaHue

Ucnonb3oBaTb HACTPOMKU /ICNOMb30BaAHME 3HAYEHMIA MO YMOTYaHMIO.

no yMonyaHuio

new_name
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true
[ns napamMeTpoB UCNOJb3YOTCS 3HAUYEHNA MO YMOJSTYaHUIO.

false
3HayeHnsa NnapaMeTpPoOB MOXXHO N3MEHUTD.

Mo ymonyaumio

true

HoBsoe nms, ¢ KoTopbIM WabnoH 6yaeT co3naH Npyv BOCCTAHOBMNEHUN U3
pe3epBHON KOMUK.

Mo ymonuyaHuio
Mcnonb3yeTcs UMSA UCXOOHOro WwabnoHa.

Ecnn WwabnoH ¢ TakMM MMEHEM YyXe eCTb B CUCTEME, TO K UMeHn byaeT
nobaBneH NnocTpukc




MapameTp

set_images_persistent

restore_only_config

dd_block_size

MpunoxeHune B: TOHKME HAaCTPOWMKM BOCCTAHOBMEHUS PE3EPBHOM KoMK

OnucaHue
YcTaHoBUTbL A5 Bcex obpasoB wabnoHa napameTtp PERSISTENT= yes
npu BOCCTaHOBIEHUN

Bo3MoO)XHble 3HaUeHusA

true, false

Mo ymonyaHuio

false
BbINONHUTE BOCCTAHOBMEHME W3 PE3EPBHON KOMUN TONbKO KOHOUrypa-
LuKn WwabnoHa, 6e3 accounMnpoBaHHbIX C HUM 06pasoB

Bo3MoO)XHble 3HaUeHUnA

true, false

Mo ymonyaumio

false
o 3HauyeHne napameTtpa restore_only_config He yunTbiBaeTcs

MNPV BbINOMHEHUN HEMNpPepbIBHON YyAaneHHON pennukauum
wabnoHos BM.

Pasmep 6n0ka gns yTuauTbl dd npu onepauunsix BOCCTaHOBNEHUs (B
mMerabanTtax).

Mo ymonyauuio
5
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naBa 3. YcTpaHeHue npo6nem

3.1. Mpo6nembl Npu Ucnonb3oBaHuUM multipath B Brest
3.3.3

B Brest Bepcun 3.3.3 ana xpanmnuuwa lvm_brest MoOXeT BO3HUKHYTb npobnema akTuBa-
UMM brest-lvm 610KMPOBOK MpU UCMNOSb30BaHUN multipath. 3TO MOXeT NpuUBOLUTbL K
npobnemam B paboTe nnatdopmbl BUPTYyanusaumm B LLesIOM U CTaTb NPUYMHON OLINBOK
pe3epBHOro KONMpPoBaHUA 1M BoccTtaHoBneHns BM 1 wabnoHoB ¢ obpasamMu B XpaHu-
nvwe tTuna lvm_brest.

B onepaTtneHoM obHoBReHuu MK CB «bpecT» 3.3.3.UU1T npobnema npegnonoxutenbHO
ycTpaHeHa .

IAvnarHocTuka

Mpu obpaweHun Kk LVM-ToMy (Hanpumep, 4ToObl MPOBEPUTb aKTUBUPOBAH N OH)
KoMaHOon lvs --noheadings --options lv_active B BblBOAE KOMaHAbl lvs cofep-
XUTCA YyKasaHue Ha OTCYTCTBME BIOKNUPOBKM.

Reading VG <group> without a lock. @
0 <group> - UMA LVM-rpynnbl, K KOTOpon oTHocuTcAa LVM-Tom.

PelwmeHue

BbinonHUTe nepesarpysky cepsuca brest-1lvm Ha y3nax, K KOTOPbIM MNOAKJIFOYEHO Xpa-
Hunuwe lvm_brest.

systemctl restart brest-lvm

NMocne nepesarpyskn ysna npobrnemMa MOXeT noBTopuUTcA (MOXeT noTpeboBaTbCs
nepesarpysuTb CEPBUC NOBTOPHO).

[1] https://wiki.astralinux.ru/brest/3.3.3/byulleten-2025-0408br07md-srochnoe-operativhoe-obnovlenie-3-3-3-uul-
371791463.html
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