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Nnhasa 1. HazHauyeHue

Cuctema pesepBHOro konuposaHuma RuBackup un mogynb Mailion (gpanee - CPK
RuBackup), BXoaswmin B eé cocTaB, MO3BOMIAT BbIMNONHATbL pe3epBHOE KOMMPOBaHNE U
BOCCTAHOBJIEHME KOMIMOHEHTOB KOPMopaTUBHOM NOYTOBOW cucTeMbl Mailion.
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naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOE KOMMPOBAHWE BLIMOSHAETCA O/1A BCEX LaHHbIX TeHaHTa (yYeTHOW 3anucu
opraHmsayun):

e [OMEHOB;

e YYeTHbIX 3anncen Nonb3oBaTenen;

e pecypcos;

e MOYTHI;

e KaneHpapewu;

e A[PECHbIX KHUT;

e aBaTapoB;

e KOHTaKTOB.
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naBa 3. Tunbl pe3epBHOro KONUMpPoOBaHUSA

CPK RuBackup nogaep>uBaeT cnefyrouime Buabl pe3epBHOro KOnMpoBaHus:

e MOJSIHOE pe3epBHOE KonupoBaHue. Kaxx bl pa3 npu BbiNOSHEHUW 3a4ayn pes3eps-
HOrO KOMUPOBaHUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ATOT TUN
PEe3epPBHOIro KOMMPOBaHUA Hanbonee MeafieHHbINn 1 pecypcosaTpaTHbIi, HO obecne-
YyMBaeT HaMbBOMbLUYH MOMHOTY U TOYHOCTb COXPaHEHWUS AaHHbIX;

e WHKPEMEHTaNbHOE pes3epBHOE KOMMpOoBaHWe. ATOT TUM PE3EPBHOr0 KOMUPOBaHUSA
npeaHasHayeH A9 KOMMPOBaHMA TONbKO M3MEHMBLLMXCA AaHHbIX. CHavyana cosna-
eTcs nonHasa pesepBHasa Konus. MNMocnenyolne pesepBHble KOMUU cofepXXaT AaH-
Hble, N3MEHUBLUNECA C MOMEHTa Co3AaHuNsa NocneaHel pe3epBHoi Konun (A,06aBoy-
HOW MNW nonHom). ONs BOCCTaHOBNEHUS AaHHbIX NoTpebyeTcs NonHas pesepBHas
Konus, Ha 6a3e KOTOPOW co3faHa BOCCTaHaB/MBaeMas MHKPeMeHTalnbHas peseps-
HaA KonusA, U Bce A06aBOYHblE KOMUM, CO3OaHHble C MOMEHTA CO3[aHUSA MOJIHOM
pe3epBHOMN KOMUU A0 MOMEHTa CO3aHNA BOCCTaHaBIMBaeMOW pe3epBHO KOMUN.

513 38




Mailion

FnaBa 4. Cnoco6bl BOCCTAHOBJIEHUA AAAHHbIX

CPK RuBackup noppep>xuBaeT cnegyrouwme crnocobbl BOCCTAHOB/IEHMA MNOYTOBOW
cuctemMbl Mailion n3s pesepBHON KOMUN:

e LleHTpann3oBaHHOEe BOCCTAHOBMNEHME AaHHbIX TeHaHTa U3 pe3epBHOM Konuu. Boc-
CTaHOBJIEHME N3 pPe3epBHOM KOMUU BO3MOXHO MocpeacTtBoM MeHepXkepa agMUHU-
cTpaTtopa RuBackup nnu yTunmTbl KOMaHOHOM CTPOKN rb_repository. PekomMmeHay-
eTCsA UCMOMb30BaTb LEHTpanM3oBaHHOE BOCCTaHOB/IEHNE AaHHbIX.

e 5IOKasibHOe BOCCTaHOBMIEHME [aHHbIX U3 pe3epBHON Konuu Ha knneHTe PK. BoccTa-
HOBJIEHME W3 pPEe3epPBHOM KOMUM BO3MOXHO MNOCPeAcTBOM MeHep)xepa KIMeHTa
RuBackup vnu yTunnTbl KOMaHAHOW CTPOKMK rb_archives.
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FnaBa 5. Tunbl BOCCTAHOBJIEHUA ALaHHbIX

CPK RuBackup nogaep>xusaeT cneayroume Buabl BOCCTaHOBNEHUSA AaHHbIX N3 pe3epB-
HOW Konuu:

e MNOJSIHOE BOCCTaHOB/IEHMe. BoccTaHOBNEHNE N3 pe3epBHOW KonuWM mnogpasymeBaeT
TOJIbKO BOCCTAHOBNEHME yOaNEHHbIX U USMEHEHHbIX $pannoB 00 COCTOAHMUA, B KOTO-
POM OHUM OblIN HA MOMEHT CO3[aHuUA pPe3epBHON Konuu. Ecnn B OMpekTopumn ecTb
dannbl, KoTopble 6bINN Ao6aBneHbl yXXe Mocsie co3faHna Pe3epBHOW KOMUKU, OHU He
OyayT ygoaneHbl B TEHaHTE NPW BOCCTAaHOBNEHUN;

e rpaHynsipHOEe BOCCTaHOB/IEHWNE BbIGPaHHbIX MOYTOBbIX ALIMKOB U MUCEM U3 MOJTHOM
WM UHKPEMEHTAaNbHOMN pe3epBHOMN KOMuK.
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Nnaea 6. KoMnnekT nocTtaBKu

OnctpnbyTtme mogyns Mailion CPK RuBackup nocTtaBnseTtca B Buae deb-naketa ¢ ume-
HeM rubackup-mailion-<version>_amd64.deb, rge <version> - HOMep BEpPCUUN NOCTaB-

naemMoro Moayns.
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naBa 7. OrpaHuyeHun

e PesepBHble KOMUN KOMMOHEHTOB MOYTOBOM cuUCTeMbl Mailion Tekywien Bepcun He
MOryT ObITb BOCCTAHOB/EHbI B ByayLiMe BepCUmM NOYTOBON CUCTEMBI.

e BoccTaHOBEHME TeHaHTa BO3MOXHO TOJIbKO B UCXOLHbIN TEHAHT, pe3epBHasa Konus
KOTOpOro Oblna cospgaHa. I'IepeHarlpaBneHme npum BOCCTAHOBJIEHNUN B ,u,pyr0|7| TEeHaHT
HEBO3MO>XHO.

* B KayecTBe XxpaHuAuLLa pe3epBHbIX KOMUA MOYTOBOM cuCTeMbl Mailion MOXeT 6bITb
MCMONb30BaH TOMIbKO TUM XpaHunuwa «PanioBbie CUCTEMBbI».

e He npegycMoTpeHa BO3MOXHOCTb KOHTpoNns 3a 06beMOM CBOGOAHOrO MecTa B
KaTanore BpeMeHHOro XpaHuuLLLa pe3epBHbIX KOMuiA U KaTanore pacnakoBKM.

o ONuna pesepBUPOBaHMA AaHHbIX MO YaCTAM A8 MPOMEXYTOYHOro XpPaHeHUsa 3TUX
AaHHbIX Nepef nepefaden Ha Meguacepsep NOALEPXMBAETCA TONMbKO MNpu cospa-
HUW MOJSTHON Pe3epPBHOMN KOMUN.

o [1na noytoBon cuctembl Mailion Bepcum 1.9 BOZMOXHO BbIMOSIHEHNE TOJIbKO MOJSIHOTO
N rPaHyNAPHOro pe3epBHOro KOMMPOBaHUA.

e [1nA noytoBoi cucTtembl Mailion Bepcunm 2.0 BO3MOXHO BbINOSIHEHME MOJSHOTO,
NHKPEMEHTANIbHOrO U rPaHyISPHOro Pe3epPBHOr0 KOMMPOBaHUA.
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naBa 8. CucrtemMHble TpeboBaHUNA

8.1. NMNporpammuan cpepga CPK RuBackup

[nsa BbINONHEHUA pPe3epBHOrO0 KOMUPOBAHUA WM BOCCTaHOB/IEHUA MOYTOBOW CUCTEMbI
Mailion cpepctBamu CPK RuBackup Ha y3ne, BbinosHAOWeEM QYHKLNN KNUEHTa pe3eps-
HOro KOMWPOBaHMSA, Ha KOTOPOM npepfnonaraeTca pasBépTbiBaHWE MPOrpaMMHOro
Moaynsa Mailion CPK RuBackup, Heobxogmmo npefycTtaHOBEHHOE NporpaMmMHoe obec-
neyeHwue:
e 64-6MUTHaA onepauUVoOHHas cucTemMa:
o Astra Linux SE 1.7;
e K/IMEHT pe3epBHOro KonmposaHus RuBackup, BkAOYaOLWUn Mo4y Nu:
o rubackup-common;
o rubackup-client.
Onsa ynpaeneHna pesepBHbIM KOMUPOBAHWEM U BOCCTAHOBJ/IEHMEM MOYTOBOW CUCTEMbI
Mailion pekoMeH[,0BaHO:
e npunoxeHne MeHepxxep AgMuHncTpaTopa RuBackup (RBM);

e KOHCOJIbHble yTUnnUTbl RuBackup.

8.2. MNporpamMmMmHas cpepa Ha y3ne Mailion

Ha y3ne, pe3epBHYIO KOMUIO pecypca KOTOPOro HeobXo4MMO BbIMOSTHUTb, OOSIKHO ObiTb
pa3BEPHYTO criegyroliee nporpaMMHoe obecneyeHue:

e nioytoBas cuctema Mailion Bepcum 1.9 (nogaep>kka MOMHOrO M rpaHynspPHOro
pe3epBHOIro KOMUPOBaHUA);

e noyTtoBas cuctema Mailion Bepcum 2.0 (Nogaep>xKa NOSTHOr0, UHKPEMEHTaNbHOro u
FPaHyNsPHOro Pe3epBHOro KOMMpPoBaHus).
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9.1. MogroToBKa K ycTaHOBKE Moayns

NnaBa 9. YcTaHOBKaA

9.1. MoaroroBka K ycTaHOBKe MOAYNA

MpoBepbTe BbINONHEHNE TpeboBaHUN, YKa3aHHbIX B pasaene CucTeMHble Tpe-
6oBaHuUA.

e Ha ys3ne, Ha kKoTopoM 6ypgeT npousBefeHa yCTaHOBKa MOAYNA O/ pe3epBHOro
KOMMPOBaHNA faHHbIX NOYTOBOM cucTeMbl Mailion, pasBepHYyT WU HacTPOEH KIIMEHT
PK n nogkntoyeH Kk OCHoBHOMY cepBepy CPK.

o KnneHT PK n mogynb Mailion MoryT 6bITb yCTaHOBMEHBI HA NO6OM XOCTE — BUPTY-
afrlbHOM WX annapaTHOM, WMelWweM [AOoCTyn ANA NOAKNHYEeHUA K MNOYTOBOM
cuctemMe Mailion B COOTBETCTBMU C YKasaHHbIMWU MapaMeTpamMu B KOHPUrypaLnoH-
HoM ¢danne mogynsa Mailion.

* Ha knneHTe PK pekomMeHayeTcA akTUBUPOBaATb QYHKLMKO LLeHTPanM3oBaHHOIo BOC-
CTaHOBJIEHMA B TexX Cllyyasx, Korga npeanonaraeTca BOCCTAHOBMEHME MOYTOBOW
cucTeMbl nocpeacTBoM MeHeaxxepa agMuHucTpaTopa RuBackup (RBM).

o YnpaBneHne ¢yHKUMEN LEHTPaNN30BaHHOrO BOCCTAHOB/IEHMA AaHHbIX obec-
nevymBaeTCA 3Ha4YeHMeM napameTpa centralized-recovery KOHOUrypaumoH-
HOro ¢amna /opt/rubackup/etc/config.file TekyL,ero KnmeHTa pe3epBHOro
KonupoBaHua RuBackup.

o [lpegBapuTenbHO NosyynTe y agMUHUCTpaTopa No4YToBOn cuctemMbl Mailion cnegy-
towme gaHHble ona HacTPOMKKM noakntoveHmsa K APl noyToBoOM CUCTEMBI:

o YYETHble AaHHble Nosb30BaTeNs 419 aBTOpM3aLMn B CEPBUCAX PE3EPBHONoO KOnm-
poBaHus Mailion;

o FQDN v nopT gs1s nogknrodeHns K cnyxbam pesepBHOro konuposaHua Mailion;

o NYTU K cepTudmnkatam ANng ucnonbioBaHma TLS mMexay Moaynem u cepsumcamum
Mailion;

o ngeHtuéukaTop (ID) pernoHa TeHaHTa.

9.2. YcTaHOBKaA NaKkeToB

1. NMpounsseante yctaHoBky mopynsa Mailion CPK Rubackup rb_module_mailion wu3
nakeTa rubackup-mailion-<version>_amdé64.deb, BbINO/IHWB KOMaHAY:

sudo dpkg -i rubackup-mailion-<version>_amd64.deb

roe <version> — HomMmep Bepcun Mmogyns Mailion.
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2. lMocne 3anycka KoMaHAbl YCTAaHOBKM MOAY A BbIMONHAKTCA:
o YTeHue cny>xebHon 6asbl gaHHbIX (N0 ymonyaHuo uma b - rubackup);
o pacnakoBka naketa mogynsa Mailion;
o HacTpomka nakeTa rubackup-mailion.

3. B pesynbTaTe ycTaHOBKM nakeTa moayns Mailion CPK RuBackup cosgaHbi:

o ¢ann HacTpoeK AOoCTyna CUCTEMbI pe3epBHOro KonnposaHusa K APl ycTaHoBNeH-
Horo moaynsa /opt/rubackup/etc/rb_module_mailion.conf;

o WUCMONHAEMbIN MOAYNb /opt/rubackup/modules.

9.3. KoHdurypaumoHHbin pann

9.3.1. HacTpoika napameTpoB KOHIUrypaluuoHHoro ¢pana mogyna

1. OnpepenuTe 3HayeHUs NapamMeTpoB Moayna Mailion B KOHOUrypaunMOHHOM danne
opt/rubackup/etc/rb_module_mailion.conf, npuBefeHHbIX B [lapameTpbl KOHGUrypa-
LmoHHoro danna /opt/rubackup/etc/rb_module_mailion.conf. [1na aToro oTpenakTn-
PynTE KOHOUrypaLuMOHHbIN ¢ainn, BbINOSHNUB KOMaHAY:

sudo nano /opt/rubackup/etc/rb_module_mailion.conf

Tabnvya 1. lNapameTpbl KOHPUrypaynoHHoro gavina /opt/rubackup/etc/rb_module_mailion.conf

MapameTp KOHPUry-

- Onucaxmne dopmaT 3HauYeHuUnA
pauuoHHoro ¢gaiina

KombuHaumsa IP-agpeca nnm MMeHu xocTa ¢
url MOpTOM AN NOJKIHOYEHUA MOAYA K CepBUCaM <host:port>
Mailion (Hanpumep, Mailion-backup:5432)
JlornH yyeTHoOM 3anucu ons aBTopusauum B cep-

username .. <username>
Bmncax Mailion

Maponb y4€THOM 3an1cu ona asTopusauum B

password - <password>
cepsucax Mailion
region_id NoeHTGUKaTop pernoHa TeHaHTa
[MyTb 4O KOpPHEBOro cepTudMKaTa KIIMeHTa cep-
ca_file yie A P s P P <path>
BucoB Mailion B popmaTe .pem
MyTb A0 NPMBATHOrO KJKOYa K/IMEHTa CepBUCOB
private_key_file yTb ROTIP . P <path>
Mailion B popmaTe .pem
MyTb OO0 KJIMEHTCKOro cepTudukaTa B popmaTte
client_cert_file yTe A pTid op <path>
.pema
enoe umcno >0 (no
threads_num' KonmuecTso paboymx NoToKoB H (

yMOYaHuo - 4)
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9.3. KoHourypaumnoHHbin dann

MapameTp KOHPUry-

- OnucaHue dopmaT 3HaUEeHUA
pauuoHHoro ¢aina

OrpaHuyeHune BpeMeHn paboTbl KaXgoro
Bbl30Ba K nnatpopme. Heobxogmmo gna otcne-  Llenoe yucno >0 (no
>XUBaHWA 3aBUCaHMA MOLYA BO BPEMS YTEHUSA yMon4yaHuio - 120)
Wnn 3anmcm gaHHbix Mailion

. 1
deadline_sec

! - ncnonb3yitTe NnapameTpbl 4S8 HACTPONKN MHOFOMOTOYHOIO PeXnMa paboTbl MOAY A

2. [Ans npuMeHeHnsa HaCcTPoeK nepesanycTuTe cepBuUC knmeHTa RuBackup Ha MalumHe,
Ha KoTopon ycTaHoBneH KnneHT PK n mogynb Mailion CPK RuBackup, BbinosHuUB
KOMaHpay:

sudo systemctl restart rubackup_client

9.3.2. lNpumep nucTUHra KoHpurypaymoHHoro pamna moayns

lpumep nucTuHra KOHPUrypaymoHHoro ¢avina /opt/rubackup/etc/rb_module_mailion.conf

### Mandatory options ###

# Combination of address/hostname + port for connection to Mailion backup
services
url *hkhk  hhkkkhkhkhk  khkkk  kkkkx

# Credentials for authorization in Mailion backup services
username *hkkkkkk

paSSWOI"d kkhkkkkkhkhkkkhkhkkkhkhkkkkx

# Should be filled from the output of the command 'ministerium get_regions'
region_id d924fc65-b046-4dcc-9c5d-64875cB3ac12

# Paths to certificates for mTLS usage between the module and Mailion
services

ca_file /srv/tls/certs/mln.rubackup.local-main-ca.pem
private_key_file /srv/tls/keys/ministerium.infr.rubackup.local-main-
key.pem

client_cert_file /srv/tls/certs/ministerium.infr.rubackup.local-main-

client.pem
# Number of worker threads (default is 4). The number can't be negative or be

equal to ©
threads_num 4

# Number of seconds allowed to every stream for working. The number can't be
negative or be equal to ©
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deadline_sec 120

9.4. Kputepuit ycnewHoOCTU YCTAaHOBKU

Kputepuem ycrewHocTu yCTaHOBKM 1 HAacTporku moayna Mailion Ha KnueHTe PK 6ypeTt
ABMNATLCA 3anMcb 06 ycrnewHonm ycTaHoBKe («.. module 'Mailion' was checked
successfully») B )XXypHane cobblTun /opt/rubackup/log/RuBackup.log.

B cnyvae, ecnn B XypHane cobblTun /opt/rubackup/log/RuBackup.log AAMUHUCTpPA-
Top CPK BMguUT owmnbKy O HenpaBubHOW KOHOUrypauum mogyna Mailion, To Heobxo-
ANMO npoBepuUTb HaCTPONKMU KOHPUrypaumoHHOro danna
/opt/rubackup/etc/rb_module_mailion.conf M BbINOMHUTb aBTOpMU3aUUO KneHTa PK
Ha cepBuCe MOYTOBOM cucTeMbl Mailion B py4yHOM peXkmMme, BbINOMHMB B TepMuUHane
Knuenta PK komaHgy:

/opt/rubackup/modules/rb_module_mailion -t

Ecnn owmnbka He nopgpaeTcs aHanusy, To agmuHucTpatopy CPK cnepgyet cosgatb
WHUNOEHT B cCepBuCe TexHu4deckon nogpepxkm RuBackup ¢ npepocTaBneHMeEM BCeW
HeobxooumMon wuwHPoOpMaLMM MO BO3HUKWEN npobrneMe Ha odpuuMmanbHOM canTe
https://support.rubackup.ru/.
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10.1. OnucaHune paboTbl ¢ AaHHBIMK

FnaBa 10. Pa6oTa ¢ paHHbIMMU

10.1. OnucaHue pa6oTbl ¢ AaHHbIMU

MNpepBapuTenbHO ANA YCMNELWHOro BbIMOMHEHNA Pe3epPBHOro KONMpoBaHMUs U BOCCTaHOB-
neHnsa noytoBor cucteMbl Mailion passepHuTe knmeHT PK RuBackup 1 mogynb Mailion
Ha y3/e pe3epBupyeMbIX JaHHbIX UNU OPYrOM Yy3/ie, KOTOPbIM MMeeT ceTeBOor AO0CTYN K
y3ny pesepBupyemoro pecypca n CPK RuBackup.

ObecneybTe CBOOOAHOE MECTO Ha ANCKE ANA BPEMEHHOIO XpPaHEHUS pe3epPBHON KOMUH,
KOTOpOEe COOTBETCTBYET 00bEMY pe3epBMPYEMbIX AAHHbIX.

Co3panTe 3agayvy pe3epBHOro KONMMpoBaHUA TeHaHTa nocpeacTsoM MeHeaxxepa agMu-
HucTpaTopa RuBackup Ha y3ne, nMmerolemM ceTeBom AOCTYN K Y31y OCHOBHOIO cepBepa
CPK RuBackup, npegBaputenbHO akKTUBUPOBaB QYHKLMIO LLleHTpanmM3oBaHHOro BocCcTa-
HOBNeHWA. YrpasneHne ¢oyHKLUMEN LLeHTpanM30BaHHOro BOCCTAHOB/IEHUA AaHHbIX obec-
neymMBaeTCsH 3HaYeHNeM napameTpa centralized-recovery KOHPUrypauymoHHoro ¢amnna
/opt/rubackup/etc/config.file.txt TeKyLWero KinMeHTa pe3epBHOro KOMMPOBaHUA
RuBackup.

Mpwn 3anycke 3agadn Ha co3faHue pesepBHOM Konuu TeHaHTa Moayb Mailion oTnpas-
NnsAeT 3anpoc K cepBmcamM NovYTOBOW CUCTEMbI MO url-agpecy, yKasaHHOMY ANA 3Haye-
HUA napameTpa url KOHPUrypaLumMoHHOro ¢danna MoAayns
/opt/rubackup/etc/rb_module_mailion.conf. [JOCTYynHO pAgna Mo4YTOBOM CUCTEMDI
Mailion: Bepcuu 1.9 - nonHoe n rpanynspHoe PK, Bepcun 2.0 - NonHoe, UHKpEMeHTasb-
HO€ UM FrpaHynaApHOe pe3epBHOE KONMPOBaHME TEHAHTA.

MNpw BbIGOPE MHKPEMEHTANIbHOro TUMa Pe3epPBHOro KONMPOBaHMA HeO6XoAMMO Hannumne
MONHOM pe3epBHOM KOMUU BbIGPAHHOTrO TeHaHTa, B Cclyyae €€ OoTcyTcTBus 6GyaeT
BbINOJIHEHO MOJIHOE Pe3epPBHOE KOMMPOBaHME TEHAHTA.

PesepBupoBaHMe faHHbIX MOXET ObiTb BbIMO/IHEHO MO YaCTAM C LEefIbl0 YMEHbLUEHUS
3aHMMaeMoro obbEMa gucka ANA MNPOMEXYTOYHOrO XpaHeHuUA 3TUX AaHHbIX nepeq
nepegayvyen nx Ha Mmeguacepsep. [na aToro HeO6XogMMO NPOU3BECTN HACTPOKMKY Mapa-
MeTpa Moayna iterational_backup, akTUBMpOBaB NepeksovaTenNb.

CospgaHue NoNHOM pesepBHOM Konun 6onee gnnTeNibHOE, YEM CO3[aHUE WHKPEMEH-
TanbHOW pe3epBHON KOMUN TEHaHTa.

B kauecTBe XxpaHunuwa pesepBHbIX KOMUA NOYTOBOM cuctembl Mailion MoXeT ObITb
MCMONb30BaH TOJIbKO TUM XpaHunuwa «PaisioBbie CUCTEMBI».

CxeMa npoLuecca pe3epBHOr0 KOMWPOBAHWS M BOCCTAHOBMEHUS LaHHbIX MOYTOBOW
cucteMbl Mailion npuBegeHa Ha CTpyKTypHas cxemMa PesepBHOro KOMMpoBaHusa 1 BoC-
CTaHOB/IEHMA JAHHbIX U3 PE3epPBHON KONUW.
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l ‘ JlaHHbIe nouToBod cucTemsl Mailion ‘ ‘

- 1

YCnoBHEIE 0B03HAUSHNA:

- thyHELMoHan REM

Pe3epEHOE KONMPOEaHUE

‘ ‘ Pe3epBHOe KONMPOBaHKHe ‘

CpouHoe Mo pacnucaHuio
! ! OpuH TeHaHT Tpynna TeHaHToR

———

co3faHie CTpaTerin

co3faHKe MpaBuna rMoBankHoro PacnucaHna

coaganme Mpasuna cTpaTerim

TeHaHT 1 TeHaHT M

i

l BoccraxoBnesue n3 |

PezepEHoi KonuK

T

PucyHok 1. CTpyKTypHasi CXxeMa pe3epBHOro KOMMpPOoBaHMA U BOCCTaHOBIEHMA AaHHbIX U3 pe3epBHOM
Konuu

MonHoe Unu rpaHynapHoe BOCCTaHOBMNEHME TEeHaHTa BbIMOMHAETCS U3 UHKPEMeHTalb-
HOM WM MOJIHON Pe3epBHON KOMUU AaHHbIX BO BPEMEHHYHO BbIGPAHHYO OUPEKTOPUID
AnA pacnakosku PK 1 3aTeM BoCCTaHaBNMBAETCA B TEHAHT Ha Yy3/e K/IMeHTa, Ha KOTo-
poM 6blla co3gaHa BOCCTaHaBMBaeMas pe3epBHasn Konus.

[Mpn BOCCTaAHOBNEHUN WMHKPEMEHTanbHOW pPe3epBHON KOMUM MPOUCXOAUT pacrnakoBKa
apXMBOB B HECKO/IbKO UTepauuil, HaumHas C NOJIHOW pe3epBHOM KOMuu, MO3TOMY Ha
y3ne, rge ycrtaHosneH Mogynb Mailion, fomkHO 6biTb [OCTaTOYHO CBOBOAHOIO MecTa
OS5 pacnakoBKU KaXX40M N3 pe3epBHbIX KOMUMN.

Ecnn TeHaHT Ha MOMEHT CcOo34aHNA MHKPEMEHTANIbHOM Pe3epBHON KOMUN NMMeET pasmep
5 Tb, To B KaTanore gssa pacnakoBKW LO/KHO O6bITb He MeHee 5 Tb+10% cBobogHOM
namMmsTn.

BoccTaHoBNeHWe JaHHbIX N3 pe3epBHOW KOMUU BO3MOXHO TOJIbKO B TEHAHT ¢ ID, COOT-
BETCTBYHOLWMM UCXOAHOMY. BOoCcCTaHOBNEHME B TEHAHT C APYrnM ID HEBO3MOXXHO.

10.2. KpaTkue cueHapum pa6oTbl ¢ AaHHbIMU MOYTOBOM
cuctembl Mailion
e PK ons ogHOro TeHaHTa no pacnucaHuto. 18 BbIMOSHEHNA Pe3epBHOro KonupoBsa-

HWUA AaHHbIX XPaHUMLLa NOYTOBOro KAneHTa Mailion ana ogHoro TeHaHTa no pacnu-
CaHUO HEOBXOANMO:

o 3anycTutb MeHepxep AgmuHucTtpaTtopa RuBackup (RBM) (cm. 3anyck MeHe-
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10.2. KpaTkune cueHapum paboTbl ¢ AaHHbIMW NOYTOBON cnucTeMbl Mailion

mxkep AoaMunHucTpaTtopa RuBackup (RBM));

o aBTOPM30BaTbCA C NpaBaMu agMUHUCTpaTopa ANna paboTbl C AaHHBIMWU MOYTO-
BOro KnmeHTa Mailion (cM. AyTeHTudunkaumsa nons3osatena 8 RBM);

o npoBepuTb ctaTyc KnueHta PK, Ha KOTOpOM pasBépHyT mMopynb Mailion (cm.
CTaTyC KNIMEeHTa pe3epBHOro KONMpoBaHus);

o CO3[aTb M HacTpouTb NpaBuno (cM. CosnaHne npasuna rrnobansbHOro pacnmuca-
HISA) MOMHOrO PEe3epPBHOr0 KOMUPOBAHWUS O/ CO3[aHWUSI MIaHOBbLIX Pe3epPBHbIX
KOMWIA BO3MOXHO ABYMS Cocobamum:

» B pasgene «lnobanbHoe pacnucaHume», HaXaB KHOMkKy «[ob6aBuTtb» ©
HacTpouB co3fasaemMoe [1paBuno;

» B pasgenie «O6bekTbl», BblOpaB BkNagky «lpasuna» n Ha)xaB KHoMky «Jloba-
BUTbY;

o panee B pa3gene |V 3apgaum aBTOMaTuU4yeckn 6ygeTt cos3gaHa COOTBETCTBYHOLLAS
3afiaya Ha BbIMOJIHEHME PEe3epPBHOr0 KONMPOBAHUA COrlacHO HAaCTPOEHHOMY pac-
nnucaHuno (cMm. NpocmoTp ovepean 3anad);

o B pesynbTaTe BbINOMHEHNS 3a4a4n PesepBHasa Konus 6yaeT nepemellieHa B Xpa-
HUNMLLE, a eé MeTaaHHble JOCTYNHbI B pa3aene «Peno3nTtopuin».

e PK onsa rpynnbl TEHAHTOB NO pacnncaHuto. [Na BbIMNOSIHEHUS Ppe3epBHOro KONMpoBa-
HUA OaHHbIX XpaHUAULWa NOYTOBOro KnmeHTa Mailion rpynnbl TEHAHTOB NO pacnuca-
HUKO HEOOXOAUMO:

o 3anycTuTtb MeHeaxep AgMnHucTpaTopa RuBackup (RBM);

o aBTOPM30BaTbCA C NpaBaMu agMUHUCTpaTopa Nna paboTbl C AaHHBIMWU MOYTO-
BOro knmeHTta Mailion;

o npoBepuTb cTaTyc KnmueHTa PK, Ha KOTOpoM pasBE&pHYT Moaynb Mailion;
o €CO30aTb W HAaCTPOUTb NOCNeA0BaTENbHO:

= CTpaTEermio MOSIHOrO PEe3epPBHOIrO KOMUPOBaHMA [NA CO34aHMA MIaHOBbIX
pe3epBHbIX KOMWI B pasaene «CTpaTernmy», Haxas KHOMKY «[J06aBUTbY;

= MPaBWO CTpaTernn ANs Ka)aoro TeHaHTa B pa3sgene «CTpaTerumn», Bblaenvs
HY>KHYIO CTpaTeruo n Haxas KHonky «[pasuna». MoBTOpUTb cosfgaHue npa-
BWNa AN KaX[0ro TeHaHTa;

o panee B pasfene [7] 3agaum aBTOMaTMYeCKN ByAeT co3faHa COOTBETCTBYHOLas
3a/,a4a Ha BbINOJIHEHNE PE3epPBHOro KOMMPOBaHUA COrNacHO HaCTPOEHHOMY pac-
MUCaHWIO B CTpaTeruu;

o B pesyJ/ibTaTe BbINOJIHEHUA 3aa4YnN pe3epBHble KOMMNMN TEHaHTOB 6ynyT nepemMe-
LW EeHbl B XpaHunnumue, a nx MetTagaHHble JOCTYMHbl B pa3fgenie <<Pen03|/|Top|/||7|».

e CpouHoe PK. CpouHOoe pesepBHOE KOMMPOBaHWE BbIMNOMHAETCA A1 OAHOMO TeHaHTa:

o 3anycTuTb MeHepxep AaMunHucTpaTopa RuBackup (RBM);
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o aBTOPM30BaTbLCA C NpaBaMu agMUHUCTpaTopa ANna paboTbl C AaHHbIMWU MOYTO-
BOro KnmeHTta Mailion;

o npoBepuTb cTtaTyc KnueHTa PK, Ha KOTOpoM pa3BE&pHYT Moaynb Mailion;
o BbIMOJIHUTb CPOYHOE pPe3epPBHOE KOMMPOBaHWE BO3MOXHO ABYMS criocobamu:

= ObICTPbIN AOCTYMN K QYHKLMN CPOYHOIO PE3EePBHON0 KONMMPOBAHUA MO HaXXaTuUko
Ha KHonky «CpoyHoe PK» Ha BepxHen naHenn RBM;

» B pasgene «O6bekTbl», Bblgenus KnueHta PK, KoTopbil ocyuwecTeBnseT
yrnpaBneHne pesepBHbIM KOMMWPOBaAHMEM TeHaHTa, M HaXxaB MNOSBUBLLYHOCSH
KHoMKy «CpoyHoe PK»;

o fianee B paspesie 3apaum aBToMaTUYeCKun 6yu,eT Cco3faHa COooTBETCTBYHOLWAA
3a4a4a Ha BbINOJIHEHNE CPOYHOI O pe3epPBHOIro KONMMpoBaHUA,

o B pe3ysibTaTe BbINOJIHEHNA 3aa4un pe3epBHaa KoOnma TeHaHTa 6yp,eT nepemMe-
LLeHa B XpaHnnuuie, a eé MeTafaHHble OOCTYIMHbI B pa3aerne «PeI'IO3I/ITOpI/IVI».

e BoccTaHoBneHnme ns PK. [N BbINONHEHNA BOCCTAHOBNEHUA AaHHbIX MOYTOBOIrO K/n-
eHTa Mailion 13 pesepBHOMN KONUN HEOBXOANMO:

o 3anycTuTb MeHepxep AaMunHucTpaTopa RuBackup (RBM);

o aBTOPM30BaTbCA C NpaBaMu agMUHUCTpaTopa ANna paboTbl C AaHHBIMWU MOYTO-
BOro KnueHTta Mailion;

o npoBepuTb cTaTyc KnmueHTa PK, Ha KOTOpoM pasBE&pHYT Moaynb Mailion;
o B pasgene «Penosmtopuin» BblbpaTb PK 1 HaXkxaTb KHOMKY «BOCCTaHOBUTbLY;

o panee B pasfene [7] 3agaum aBTOMaTMYeCKN ByaeT co3faHa COOTBETCTBYHOLas
3a/,a4a Ha BbINOJIHEHME BOCCTAaHOBMIEHUA PE3EPBHON KOMUN;

o B pe3ylsibTaTe nponssegeHo BOCCTaHOBNEHUE YOaNNEHHbBIX N NSMEHEHHbIX ¢annos
0O COCTOAHNA, B KOTOPOM OHM OblNIM HA MOMEHT CO34aHunA p63€pBHOI71 KOonuun.

10.3. Pe3epBHOE KONUpoBaHue

10.3.1. Co3paHue pe3epBHOM KONUU TeHaHTa No pacnucaHuio

3anyck MeHep)xep AgMmuHucTpaTtopa RuBackup (RBM)

OKOHHOe npunoxeHne MeHeaxep AaMuHucTpaTtopa RuBackup (RBM) npegHasHayeHo
ANa agMUHUCTPUPOBaHUA cepBepHOU rpynnnpoBkn RuBackup, Bknko4yasa ynpasBneHue
KNMeHTaMun, rnobanbHbIM pacrnmcaHneM, XpaHunmwamMm pesepBHbIX KOMUN U ApYrumMu
napameTpamu CPK RuBackup.

Ona 3anycka MeHepxepa AgMuHucTpatopa RuBackup cnepyet BbINOSHUTL B TEPMU-
Hane KoMaHgy:
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10.3. PesepBHOE KONMpoBaHue

/opt/rubackup/bin/rbm&

AyTeHTudukayua nonb3oeartensa 8 RBM

[locTyn K cUCTeME pPe3epBHOro KOMMPOBAHNSA OCYLLECTBNSAETCS Ha OCHOBE MHOIOMo/ib-
30BaTENbCKON MOAENN ynpaBneHns 4OCTYMNOM.

[ns ynpaBneHus pe3epBHbIM KOMMPOBaHNEM AaHHbIX MOYTOBOro KnmeHTa Mailion nonb-
30BaTeNb AOMMKEH BblTb aBTOPM30BaH C NpaBaMu cynepnosb3oBatena (AQMUHUCTpaAToOP
CPK) nnu agmuHuctpatopa (MonbsosaTtens CPK).

Mpwn 3anycke RBM BamMm notpebyeTca NpoONTU ayTEHTUGUKALWIO B [MANOrOBOM OKHE,
AOCTYNHOM nocne 3anycka RBM, ana atoro BeeauTte ([lnasnoroBoe OKHO Ha cTpaHuLe
aBTOpu3saLmm RBM):

« B rnone Umsa cepeepa RuBackup - ip-agpec nam nMmsa xocta, Ha KOTOPOM Pas3BEPHYT
OCHOBHOW CcepBep pes3epBHOro konuposaHma RuBackup;

« B nonsa Uma nonb3oBaTtens 1 NMaponb — y4éTHble AaHHble AOMUHUCTpaTopa CPK nnu
Monb3osaTtena CPK (norvH n naponb);

e B none Tun ayTeHTUPUKaLum — BbibepnTe 6a3sy AaHHbIX A1 Bepudukaumm yYeTHbIX
AaHHbIX : RuBackup DB (6asa paHHbix Postgresgl (C UMeHeM no yMonyaHuo
rubackup), cosgaHHasa rnpu pasBeépTbiBaHUK cepBepa RuBackup, roe xpaHATCca y4eéT-
Hble fJaHHble nonb3oBaTenen RuBackup, wam Domain Controller ona sepudumkauumm
YYETHbIX AaHHbIX cnyx6on kaTanoros MS Active Directory nnu ALD PRO.
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RuBackup Manager

WmMs cepeepa RuBackup

localhost|

MmAa nons3oeaTtena

rubackup

Mapons

Tun ayTeHTUdUKaunn
RuBackup DB

BoiTtun

PucyHok 2. [ilnanorosoe okHO Ha CTpaHuue aBTopmusaunum RBM

CTa'ryc KJ/INeHTa pe3epBHOro KonmposaHus

[ns BbINOMHEHUA pe3epBHOro KonMpoBaHWUA KMeHT PK pgonkeH 6biTb aBTOpPM30BaH
afAMUHNCTPATOPOM Ha OCHOBHOM cepsepe CPK RuBackup.

[Mocne ycnewHon ayTeHTUdMKaumm B RBM gna onpeneneHna ctatyca KnvMeHTa Peseps-
HOro KOMUPOBaHUA OTKPOWTe pasfen «AgMUHUCTpUpoOBaHMe», B none «O6bekTbl»
BblbepuTe KHOMKY = «KnneHTbI».

B oTkpbiBWEMCA OKHe ByayT oTobpaXKeHbl BCe aBTOPU30BaHHble KneHTbl PK 1 BbiBe-
AeHO coobleHne O HeaBTOPWM3OBaHHbIX KnMeHTax PK, ecnn Takue CyWecTBYHT B
NHPPACTPYKTYpPE pes3epBHOro KonupoBaHusa (OkHO «KnueHTel» pasgena «AOMUHUCTPU-
pOBaHVe»), C BbIBOLOM CNefyroLWNX gaHHbIX B TabNMYHOM BUAE:

e ID —npeHTudunkaTop knneHta PK B cTpykType CPK RuBackup;

* IMA — MA XOCTa, Ha KOTOPOM PasBEPHYT KINEHT PK;

¢ Tun OC - HanmeHoBaHMe OC, ncnonbsyemon Ha knmeHTe PK;

« EMKoOCTb XpaHunuwa — o6Wwmit pasmep xpaHunuwa B 'b;

* LleHTpanusoBaHHOe BOCCTaHOBJMEHUE — BKOYeHa (1) nnum BbikoyeHa (0) yHKLMSA
LeHTpPasIM30BaHHOIr0 BOCCTAHOBNEHUS AaHHbIX KNneHTa PK;

+ Bepcumsa — Homep Bepcum yctaHosneHHoro MO knueHTa PK RuBackup.

Mpy HanuumMm B MHOPACTPYKType PK HeaBTOPU30BaHHOrO KNMeHTa 6yaeT aKTUBHA
KHOMKa (x HeasTopusosanHbie kmenTsl | BhIBEA,EHO YBEAOMJIEHNE O KONMMYECTBE HeaBTOPM30-
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10.3. PesepBHOE KONMpoBaHue

BaHHbIX K/IMEHTOB Ha SIEBON 60KOBO NaHe N [ e

Bl RuBackup manager @amarkova-rubackup-maillion.rubackup.local — 0 X

-
¢ Ru

KnueHTsl

98 NaHens MOHUTOPUHra
oo P [ AobapuTe £ HeaeTopW30BaHHLIE KNUEHTHI

I;:l O6beKTh ¥IiD Wma Twun OC CraTyc EMKOCTB XpaHuauwa UeHTpanusosaHHOe BOCCTaHOBAEHNWE Bepcua

CrpaTterumn 4 infra-mailion2.rubackup.local Linux 10 true 2.1.0.43015a3
2 amarkova-rubackup-maillion.rubackup.local Linux 10 true 2.1.0.43015a3

[El rnobansHoe pacnucaHne
YnanéuHas penamkauus
& PenozuTopwii

] O4epenb 3apna4

{5 Cepsepwl RuBackup

[=] XKypHanet

& AoMWHUCTpUpOBaHKE

8  rubackup@localhost

£ 1 HeasTopM3OBaHHLIX KNMEHTOS

PucyHok 3. OKHO «KnueHTbl» pasgena «AGMUHUCTPUPOBaHNE»

Bce HOBble KMeHTbl JOKHbI 6bITb aBTOPM30BaHbl B CUCTEME PEe3epPBHOIro KONMpoBsa-
Hua RuBackup.

ABTOpM3aI.lVIH KJ/INeHTa pe3epBHOIro KonmpoesaHus

Ons astopusaunm Knnenta PK HaxkmuTe B okHe «KnuneHTbl» (OkHO «KnneHTel» pasgena
«AOMUHUCTPUPOBaHMEY) HA BEPXHEN NaHenn KHOMKY WM Ha yBeAoOMIIeHMe O Konnye-
CTBe HeaBTOPM30BaHHbIX KIMEHTOB Ha NIeBON BOKOBOW NaHeNM.

B oTkpbiBLEMCA OKHe «HeaBTopu3oBaHHble KnneHTbl PK» BblBEAEH CMUCOK BCEX KIN-
eHToB PK, oxupatowmnx astopusauymmn (OxkHo «HeaBTopumsoBaHHble KnuneHTbl PK») ¢
BbIBOLOM CliefyroWmX gaHHbIX B TabNMYHOM BUAE:

e ID —npeHTudunkaTop knneHta PK B cTpykType CPK RuBackup;

e IMA — MA XOCTa, Ha KOTOPOM PasBEPHYT KINEHT PK;

e Tun OC - HanmeHoBaHMe OC, ncrnonb3yemMon Ha ysne KnneHte PK;

e AucTtpubblotTop OC — KoMnaHnA-paspaboTunk OC, yCTaHOB/IEHHOM Ha y3Ne KIMeHTa
PK;

e MAC - ngeHTndMKaToOp CeTEBOWN KapThbl, UCMOSIb3yeMOn KNneHToM PK;

e Ipv4 - ip-agpec xocTa knneHTa PK, ncrnonb3yemMbln npu rnepegaye gaHHbIX no npo-
Tokony lpv4;

* Ipv6 - ip-agpec xocTa knneHTa PK, ncnonbsyembln npu nepegade AaHHbIX no npo-
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ToKkony Ipve;
o HWID - yHuKanbHOe annapaTHOe MMS MalUWHbI, HA KOTOPOW pasBEPHYT KNNeHT PK;
» NMocneaHAA aKTUBHOCTb — NOCNEAHAA aKTUBHOCTb KneHTa PK;

o Bepcus - HoMep Bepcun yctaHoBneHHoro N0 knueHTa PK RuBackup.

RuBackup manager @amarkova-rubackup-mailion.rubackup.local _ox
p manag; p P.

-
¢ Ru & 8 @

& 1 HEaBTOPM30BaHHbIX KIMEHTOB

23 Manensb MoHUTOpMHra B

J ObbekThl vID Wms Cratyc Tun OC AuctpubeioTop OC MAC 1Pv4 IPv6 HWID MocneaHss akTMBHOCTL Bepcus
Crpaterun 3 infr Linux astra 52:54:00:22:40:a6  10.177.32.138  feB0:5054:ff cf8678f5d832cel 2024.06.07 17:01 2.1.0.43015a3
[E rnobansHoe pacnucatHue
YaanéHHas pennukams
& PenosuTopuin

O4epeas 3apay

B Cepsepbl RuBackup

[=] XKypHans!

£ AnmuHncTpupoBatrmne

B  rubackup@localhost

& 1 HeaBTopU30BAHHbIX KNMEHTOB

PucyHok 4. OkHo «HeaBTOpu3oBaHHble KnneHTbl PK»
1. Bbibepute HY>XHOro HeaBTOPWU3OBaAHHOIO KJIMEHTA WU Ha>XMWUTe CTaBLUYO aKTUBHOW
KHOMKY & Aetopusosate « ABTOPWU30BATbY.

2. B nosBuBlIEMCH OKHE MOATBEPXAEHUS HaXMuUTe KHomnky «[a» ona npofoskeHus
aBTopusaumn knueHTa PK.

3. MNocne ycnewHon aBTopmn3aLmnm HOBbIN KneHT PK BygeT oTobpaXKéH B okHe «Knn-
eHTbI» pasgena «AOMUHUCTPUPOBaHME» N B OKHe pasgena «O6bekTbl» (OkHO pas-
pena «O0beKTbI»).
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10.3. PesepBHOE KONMpoBaHue

o & ECLENVM Mpasuna  Mpaswna cTpateruw  PenoanTopwit  YaanéHHas penavkaurs  [naw BOCCTAHOBAGHWA

MaHens MOHUTOPUHIa v Neo group
g (@ markevaznibackup-mailliogy i Tun Wma knnenTa Cratyc Tun pecypca Pecypc ID npasuna cTparerum Wmsa nyna Tun PK CospaHo
@D

Crpaterum File system

L] O6vekThI

[E rnobansHoe pacnucaHue Mailion
» group
YaanéHHas pennukauns

& Penosutopuin

[] O4epenp 3apay

{9 Cepsepbi RuBackup

=] XKypHans!

£ ADMUHWCTPUpPOBaHWe

(@]

8  rubackup@localhost

PucyHok 5. OkHo pasgena «O6beKTbl»

Co3paHue npaBunia rno6anbHOro pacnucaHus

[ns BbINOMHEHUSA PErynsapHOro pPesepBHOro KOMMPOBaHME KOMMOHEHTOB MOYTOBOWA
CUCTEMbI, HE06XO0AMMO CO34aTb NPaBMIO B rnobanbHOM pacnucaHun. B cnydae rpyn-
MOBbIX OMepaLuin MOXHO TaK Xe UCMNOoNb30BaTb CTPaTErnn pe3epBHOro KONMMPOBaHMS.

[na cosgaHma npasuna rnobanbHoro pacnucaHua BbIMONHUTE cneayrowme oencTema:

1. Mepengnte B pasgen «O6bekTbl», BblbepuTe BKNaAKy «[lMpaBuna» U HaXXMUTe Ha
KHOMKY «[JobaBnTtb» (OKHO BKNagku «Mpasuna» B pasgene «O6beKTbI»).
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‘“Ru & 8 &

= 3apaqn Mpaewnna Mpaewna cTpaTeruv PenoznTopuia YnanéHHan pennvkauna MnaH BoCCT:

28 MaHens MOHUTOPUHTA > No group &2

= qQroup

WMmA rnoGansHOro pacnucaHng CraTyc WNmA knneHTa HWID Wma nyna EEEY

L] O6bekThl

CrtpaTerum

E rnobansHoe pacnucaHue
YpanéHHana pennukauna
& PenozuTopuMii

Ouepenb 3anad

£ Cepeepbl RuBackup

[=] XKypHans

AQMUHUCTPUPOBaHNE

(O]

B  rubackup@localhost

PucyHok 6. OkHo BKnagku «Mpaeuna» B pasgene «O6beKTbI»

2. B oTkpbiBWEMCA OokHe (OkHO cospaHusa rnpasuia rnobansHoro pacnmcaHmsa peseps-
HOro KonmpoeaHusa) Ana HacTponku PK no4ytoBoro knueHTa Mailion BbinonHuTe
HaAaCTPOMKM co3gaBaeMoro npasuvna wn wabnoHa rnobanbHOro pacnucaHus,
HaACTPOMKM KOTOPOro pacrnpoCTPaHAOTCA Ha BCe npasuna rnobanbHOro pacnuca-
HKA.

& 8 &

[106aBUTL NPaBUAO rN06aNLHOrO pacUcaHms v NpumernTs Y

HENlb MOHUTOPMHIa
MpaBitna r106a/LHOTO PACTUCAHMS:

] O6vekTh!

CrpaTerum MapameTpsi npasnna JlononkuTentHsle napameTpsl Npasuna

B TnobansHoe pacnucanue Hazeanne npaswnna EmKoCTb xparunmwa Inf e
Knnent infr (cf8678f5d832ceb9) v EMKOCTb XpaHmava KnneHTa Inf r6

anéHHas pennukauns
Tun pecypca Mailion v MpuopuTeT 100

nosuTopuit
Pecypc * d2ffafa3-b52e-4c9a-a34b-0c19c07 2e4fe - 3awmTHoe Npeobpasosarine nocrypt

Yepelb 3a4ay
pedbi3an Tun PK Nonwan v CKPANT MPY HOPMANLHOM BLINOAHEHNM

+
[ Cepeepsl RuBackup CKPUNT MPY BBINOSIHEHNIA C OLWMGKA MM -

[=] XKypHansi CKPUNT NPK BOCCTaHOBNEHMNA

Raasirs npasuno s waton

LLiaB1oH rno6ansHOro pacnucakis

£ ABMVHACTpUpOBaHNe

HacTpoitku Pacnmcatine

BKAIO4MTS NOCNE CO3AAHNA [ @) BLIGPaHO: KpOH-BuipaxeHie 00 1 * =

Miyn Default v Meproauseckuii 3anyck

Hayano neprioga aeicrens 10.06.2024 13:02 (] MunyTa 0 +

OkoH4aHve nepuoaa aeictens  10.06.2025 13:02 ] Yac

OBLyue HacTpoIKM MOy N DeHe MecsLa H
Mecsu @ :

ololo

Benb Heaenm

Mposepka Cpok xpaHeHus

R —— @D vewms peseponuic xonwn s Tevenne «©

A rubackup@locaihost

PucyHok 7. OkHO cospaHuma npasuna rnobanbHoOro pacnucaHmsa pes3epBHOro KONMpoBaHus

o BbIMNOMHNUTE HACTPOWKM cO34aBaeMOro npasuia pe3epBHOro KONMpPoBaHUA:
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10.3. PesepBHOE KONMpoBaHue

= B 6510Kke MapameTpsbl npaBuna (OkHO co3paHmna npasuna rnobansHoro pacrm-
CaHuA pes3epBHOro KonupoBaHuA. HacTponka npasuna - [lapameTpbl npa-
BUNa):
MapameTpel Npaevna

HazeaHwe npaswna

Knuent infr (cf8678f5d832ceb9) v
Tun pecypca Mailion v

Pecypc * d2ffafa3-b52e-4c9a-a34b-0c19c972edfe -
Tun PK NonHan v

PucyHok 8. OKHO co3paHus npaBmnaa rnobanbHOro pacnmcaHns pesepBHOro KONMpoBaHKS.
HacTponka npasuna — NapameTpbl NpaBuna

B none KnueHT — KIMeHTa, y KOTOPOro ecTb AOCTYM MO CeTU K pecypcam
NOYTOBOro KnneHTta Mailion;

= B nofe Tun - TN pecypca u3 BbiNagarowero cnucka «Mailion»;

= B rnosie Pecypc HaXXMuTe KHOMKY U BblbepnTe B pasBepHyBLUEMCSH CNUCKEe
pecypc pe3epBMpyeMOro TeHaHTa, UMA KOTOPOro COAEPXUT naeHTuduka-
Top TeHaHTa ID n umsa TeHaHTa display_name;

» B nosie Tun PK BbiGepunTe NOMHOE NN MHKPEMEHTalIbHOE Pe3epBHOE KOMu-
poBaHue. [lone cogepXWT AOMNOSIHUTENIbHO TOHKWE HACTPOMKW MOoAynA,
KOTOpble MOXHO W3MEHUTb HaXaTUeM KHOMKU ! NoppobHee o
HaCTpoMKax cCMOTpu B [IpuioxeHne 1.

» B 6/10Ke JlononHUTeNbHble NapaMeTpbl NpaBuna (OKHO co3faHus npasuna
rno6anbHOro pacrnucaHna pPesepBHOro KonvpoBaHWs. HacTpoiika npasuna -
[lononHuTenbHble NapamMeTpbl NpaBuna):

JononHWTensHLIE NapaMeTpsl Npaewna

EMKOCTBL XpaHunuwa Inf re
EMKOCTBL XpaHunua KnneHTa Inf re
MpuopuTeT 100

JawmnTHoe npecbpazosaHue nocrypt

CKpWNT NpY HOPMAaNbHOM BbINOMHEHWUW
CKkpvNT NpW BeINOAHEHWK C OWWBKaMK

CKpuNT NPy BOCCTAHOBNEHWMA

PucyHok 9. OkHO cosfaHuns npasuna rnobanbHOro pacnucaHusa pesepBHOro KONMpoBaHUS.
HacTpoiika npasuna — [JononHUTEeNbHble NapamMeTpbl Npasuna
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B none EMKOCTb XpaHUIMLLa YKaXXUTe MaKCuUManbHbIM pasMep nyna ans
XpaHeHnA PK, cosgaHHbIX No OaHHOMY npaBuny. 3HayeHue o YMOJTHaHUIO,

B nofe EMKOCTb XpaHUNMLLA K/IMEHTa YKaXXWUTe MaKCUMasbHbIii pasMep
XpaHunuuia Tekyuwero Knuenta PK;

B nosie MNMpuoputeT MOXeT cofepXaTb 3HavyeHnme oT 100 go 1000. YHem
BbllLie 3HAYEHNE, TEM BbILLE NPUOPUTET BbINOJIHEHUA NPaBuna;

B nofe 3awuTHOe npeo6pasoBaHue MO YMONYaHUIO BbIBPaHO 3HaYeHue
«nocrypt» - 6e3 ucnosnb3oBaHUsa 3aWMTHOro npeobpasosaHusa PK. B cnyyae
BblboOpa anropmuTmMa 3aWnTHOro NpeobpasoBaHnsa CMOTpU Tabnuuy:

Tabnuya 2. AIropuTMbl 3aLMTHOro rnpeobpasoBaHuns, 4OCTYrHbIE B yTuanTe rbfd

Anroputm MopnepxuBaemasa aonvHa [MpumevaHue
KJlova, ouTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCK1N HaLMOHasbHbIR
cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccuinckuim HaumoHannbHbIN
cTtaHgapT NOCT P 34.12-
2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntanckmm HauMoHanbHbIn
CTaHAapT gna 6ecnpoBof-
HbIX CETEN

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

= B nosie CKpUNT NpuU HOPMaNbHOM BbINMOJIHEHUU YKaXNTE MyTb pPacnosio-
XXEeHUA cKpunTta npuv HOpMaJsibHOM BbIMNOJIHEHUU PK
/opt/rubackup/scripts/Bawi_ckpunt.sh. CKpUNT He BXOOUT B KOMMJEKT
NOCTaBKM N ABNAETCHA LOMOMHUTENBbHON OMUMOHANbHOM BO3MOXHOCTbHO,
cosfiaHne KoTopomn obecrneymBaeT 3akasuuk. [logpobHoe onucaHue apry-
MEHTOB CKpuUnTa npuBegeHo B PyKoBOACTBE CUCTEMHOro agMUHUCTpPa-
TOopa;
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10.3. PesepBHOE KONMpoBaHue

= B rosie CKpUNT NPU BbINOJIHEHUU C OLUMOGKAMM YKaXXUTe Ny Tb pacnosioxe-
HUA cKpunTa npw BbIMOSIHEHUM PK C OLLNBKOWN
/opt/rubackup/scripts/Baww_ckpunt.sh. CKpUNT He BXOAUT B KOMMIEKT
NOCTaBKM N ABNAETCHA LOMNONHUTENBbHOW OMUMOHANbHOM BO3MOXHOCTbIO,
cosfaHne KoTopon obecrneymBaeT 3akasuuk. [logpobHoe onucaHue apry-
MEHTOB CKpuUnTa npmBegeHo B PyKoBOACTBE CUCTEMHONo agMUHUCTpPa-
Topa;

= B Nosie CKpUNT NpPU BOCCTAHOBJIEHUU YKaXXUTE MyTb pPaACMONOXEHUS
ckpunta BoccTaHoBneHna PK  /Jopt/rubackup/scripts/Bali_ckpunT.sh.
CKpuUNT He BXOAUT B KOMMJSIEKT MOCTaBKM W ABNAETCHA AOMNOSHUTENbHON
ONUMOHaNIbHOW BO3MOXHOCTbIO, CO3f4aHne KOoTopon obecneymBaeT 3akas-
yuk. NoapobHoe onmncaHme apryMeHTOB CKpunTa npuBeneHo B PykoBop-
CTBE CUCTEMHOr0 agMUHUCTPATOpPa;

o BbIMOMHUTE HACTPOMKKM WabnoHa rnobanbHOro pacnucaHus, NPUMeEHAeMble KO
BCEM npasuiaM rnobanbHOro pacrnmcaHus:

= B 6510ke HacTpoiku (OkHO cosfaHus npasuna rnobanbHoro pacrnucaHms
pes3epBHOro KonnpoBaHuA. HacTponka wabnoHa — HacTponku):

HacTpoiku
Bknio4MTh Nocne co3faHuA ()
Nyn Default v
Ha4vano nepvoaa aerncTenA 10.06.2024 16:40 ﬁ
OKoHYaHWe nepvoaa OercTBUA 10.06.2025 16:40 ﬁ

Obwme HaCTpoONKK Mogyns

PucyHok 10. OkHO cosfaHus npasuna rnobanbHOro pacnncaHusa pesepBHOro KONMpoBaHus.
HacTpoWika wabnoHa — HacTpoinku

= BkouuTb nocne cospgaHusa. [py aKTUBaLMM nepekoYyaTens co3gaHHoe
npasuno 6yget uMMeTb CcTaTyc run (3anyweHo). Ecnu nepekntovaTenb
NepuoAMNYECcKOro 3arnycka AeakTUBMPOBaAH , TO CO34aBaeMoe MpaBuio He
CO34acCT 3afa4 pe3epBHOro KONMpoBaHus 1 6yaeT nMeTb CcTaTyc wait;

= B nosie Myn BbibepuTe AOCTYMHbIA Ny A5 XpaHeHnsa konuin PK;

= B nosie Hayano nepuoga pecTBuA yKaxuTte Hayano nepuoga AencTBUS
CO3[aBaeMoro npaBuia pPe3epBHOro KOMUPOBaHWUS, HaXaB KHOMKY W
Bbl6paB B OTKPbIBLIEMCH KaleHgape AaTy M BpeMs Havana nepuojaa
3anycka co3gaBaeMoro npasusa pe3epBHOro KONMpoBaHus;

= B nosie OKOHYaHMe Nepuopa AENCTBUA YKaXUTE OKOHYaHMe nepuoaa
AEeNCTBMA CO3[aBaeMoro npaBuia Pe3epPBHOrO KOMUPOBaHWA, HaXas
KHOMKY U BblbpaB B OTKPbIBLUEMCA KaneHaape AaTy M BPeMsi OKOHYaHus
nepuvoda sanycka CO3[aBaeMoro npaeufia pe3epBHOro KonuposaHus. Mo
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YMOMYaHUO CPOK OencTBuA npasBuna cocTtaendeT 1 rogq ¢ MOMEHTa ero
CO30aHuA,

B 6noke Pacnucanue (OkHO co3faHus npasuia rnobanbHoro pacrnmcaHuns
pe3epBHOr0 KOMMpoBaHus. HacTpoiika wabnoHa — [ononHUTeNbHble napa-
MeTpbl Npasuia) B none Mepuoguyeckuii 3anyckK onpepennTte TUN 3anycka
co3gaBaemMoro npasuna. Mpu akTMBaumm Non3yHKa NepnogmMyeckoro 3anycka
YKaXuTe B MUHYyTax yepes Kakoe BpemMs byaeT BbIMOMHATHCSA CO3daBaeMoe
npasuno. Ecnv MNon3yHOK Nepuoanyeckoro 3anycka [eakTUBMPOBaH, TO
HaCTPOMTEe KPOH-BbIpaXeHne, ykasaB AaTy U BPeMSA UHTepBana BbiNOSHEHUS
co3[aBaemMoro npasuna;

PacnucaHue
Bei6paHo: KpoH-BeIpaXeHHe 0 0 1 * *
MNepuoavyecknin 3anyck
MuHyTa

Yac

AAA

[eHs Mecala
Mecsay

[eHs Hegenu

PucyHok 11. OKHO co3gaHus npasuna rnobanbHOro pacnucaHmns pes3epBHOro KONMpPoBaHUS.
HacTpowka wabnoHa — [lononHUTENbHbIE NapaMeTpbl Npasuna

B 6noke [MlpoBepka npu akTMBauum nepekovaTens (:) AOCTYynHa
HacTponka NepuoaUYHOCTU MPOBEPKU apXMBOB pe3epBHbIX Konun (OkHO
co3faHunA npasBwusa rnobanbHOro pacrnmcaHus pes3epBHOro KOMMPOBaAHUS.
HacTponka wabnoHa — NpoBepka PK).

Mpoeepka

MNpoBepKa pPe3epBHbIX KOMWA KaXIble ()

1 +  Mecsues v

PucyHok 12. OkHO cosfaHusa npasuna rnobanbHOro pacnmcaHnsa pesepBHOro KoNMpoBaHus.
HacTpoika wabnoHa — Nposepka PK

B none MNpoBepka pe3epBHbIX KOMUW YKaXUTe MNEepUOANYHOCTb MPOBEPKU
pe3epBHbIX KOMUW. 3TO AeNCTBME UHULMMPYET co3faHve 3afadu npoBepKu
pes3epBHOM Konuu — undposon nognucu n pasmepa ¢pamnos. Ecnn pesepBHas
Konma 6blna noanucaHa uUuMepoBOn nNognucbro, To ByAeT NPOBEPEH pasMep
¢dannoB pe3epBHON KOMUKU N caMa pe3epBHaa Konua. Ecnu pesepBHaa Konus
He 6blsia nognucaHa unepoBon NOANUCBID, TO ByaeT npoBepeH TOJSIbKO pas-
Mep ¢annoB pesepBHOW Konun. B cny4dae, ecnu npoBepka pesepBHbIX KOMUi




10.3. PesepBHOE KONMpoBaHue

He TpebyeTcs, TO AeaKTMBUPYTE NepeknoYaTesNb B TEKYLLEN CTpoKe

B 6n1oke CpokK XxpaHeHus (OkHO cosfaHusa npasusa rnobansHoro pacnucaHma
pes3epBHOro KonmpoBaHua. HacTporka wabnoHa — Cpok XpaHeHus PK) yka-
XXUTE CKOJIbKO LHEeW, HefeNb, MeCAUEB UNU JNIeT XPaHUTb pe3epBHble Konuu,
NOJIyYeHHble B pe3yNbTaTe BbINOMHEHUSA NpaBuna;

CpoK XxpaHeHWA

XpaHWTb pe3epeBHble KOMWKW B TEYEHUWE c

1 + INeTt v

PucyHok 13. OkHO cosfaHus npasuna rnobanbHOro pacnmcaHusa pe3epBHOro KONMpoBaHKWS.
HacTponka wabnoHa — Cpok xpaHeHusa PK

B 6noke PesepBHble Konuu(OKHO cosfaHna rnpasuna rrobansHoro pacrnmca-
HNUA pesepBHOro KonupoBaHusa. Hactponka wabnoHa — PK) npun akTuBauymm
nepekntovaTens @ Bo3aMOXHa HACTPOIKa NepeMeLLeHNst pe3epBHbIX KOMui,
NonyYeHHbIX B pe3ynbTaTe BbIMNOSIHEHUSA NpaBuna:

Pe3epBHbie KOMKWK

MNepeMecTUTe B NYN Yepes

PucyHok 14. OKHO co3paHusa npasunia rnobanbHOro pacnmcaHms pesepBHOro KOnMpoBaHus.
HacTpolika wabnoHa — PK

= C YKa3aHHOW NepuogunyYHOCTbIO;
= B Ny, 4OCTYMNHbIA N3 pacKpPbIBarOLLEroCHa CINCKa;

B 6/10Kke YcTapeBLuMe pe3epBHble KOMUU HEOOXOOMMO onpenennTb OeNcTBUA
nocrie NCTeYEeHNA CpoKa XPaHEHNA pe3epBHbIX KOMUKW, NONYYEHHbIX B pe3yib-
TaTe BbINONHEHUA npasunia» (OKHO cosgannsa npasuia rnobanbHoro pacnmca-
HUSA pe3epBHOro KoNMpoBaHusa. HacTporka wabnoHa — Yctapeswune PK):
YCTapeeWwWe pe3epEHBIE KOMKWK
ABTOMaTHYEeCKOS yaaneHne

Yeepomnate  Nobody (W

KNnWeHT MoXKeT yAaNuTeE pe3epeHble KoMK 3TOro Npasnna (:)

PucyHok 15. OkHO cosfaHna npasuna rnobanbHOro pacnucaHnsa pe3epBHOro KOMMpoBaHuS.
HacTporika wabnoHa — YcTapeswue PK

» B nose ABTOMaTUyecKoe ypaneHue aktmeupyinte nepeknovatens @
ONA yaaneHus pes3epBHbIX KOMWIA MO OKOHYaHWK onpeaenéHHoro B npa-

29 n3 38




Mailion

BUIE CPOKa XPaHEHUA WKW AeakTUBUPYMTEe nepeknroyaTesb , ecnu
y[aneHve pesepBHbIX KOMUI He TpebyeTcs;

= B MoJlie YBeAOMAATb HAaCTPOMTE Kakne agMUHUCTPaTUBHbIE TPynnbl OyayT
yBeAOMJIeHbl 06 UCTEYEHUN CPOKa AENCTBUA Pe3ePBHbIX KOMNUN;

= B rnone KAveHT MoXeT yaanuTb pe3epBHble KONUU 3TOro npaBuna akTu-
Bupynte nepekmodatens @) pna paspewenns Knnenty CPK ypanuTtb
yCcTapeBLUMe pe3epBHble KOMUU UNU AeaKTUBUPYNTE nepeknroyaTenb
ANA pas3pelleHns Ha yganeHue pesepBHbIX KOMUW TONbKO Ha CEpPBEpPE;

= B 6n1oke YBepgoMmneHua(OKHO cosfaHua npasuna rnobanbHoro pacrnmcaHums
pe3epBHOro KonuposaHusda. Hactpornka wabnona — PK) ons ykKasaHHbIX cobbl-
TUA N3 BbliNafarolWero cnucka onpeaennuTe rpynny nonb3oBaTesnien, KoTopas
oyneT yBeoM/IeHa B cllyYyae npowusowegero cobboitusa. B none «E-mail CC»
MO>HO BBECTU MOOON afpec 3N1eKTPOHHOM MoYTbl A58 0Coboro yseaomse-

HUA;
YeenomneHusa

HopmaneHoe BeINONHEHWE Nobody v

BrinonHeHwe ¢ ownbroi Nobody v

MMpoeepka pe3epBEHOR KOMWK Nobody w

OkoHYaHVe OeRCTEWA NpasMna Nobody g

OkoHYaHve EMKOCTW XpaHunuwa  Nobody v

PucyHok 16. OkHO cosfaHus npasuna rnobanbHOro pacnncaHusa pes3epBHOro KONMpoBaHus.
HacTponka wabnoHa — PK

3. lMocne HaCTpOIZKI/I npaBua HAXXMNUTE KHONKY VAULIIEEEN 119 COXPaHEHNA HaCTpPOeK
npaBunna pe3epBHOro KONMpoBaHMA.

CospgaHHoe npasuno 6yneTt OOCTYNHO ANA pefakTUpOBaHUA U U3MEHEHUA cTaTyca
(«3anyweHo» nnmn «oxxngaeT») B pasgene «nobanbHoe pacnucaHme».

10.3.2. PesepBHOE KonupoBaHUe Mo npaeuny ¢ NPUHYAUTENIbHbIM 3aMyCKOM

B Tom cnyvyae, ecnu Heob6XoOMMO BbINOIHUTL CPOYHOE pPe3epBHOE KOMMPOBaHME MO
CO3gaHHOMY npasBuiy rnobanbHOro pacnnucaHus:

1. Mepengute B pasgen «nobanbHoe pacnucaHmne».

2. BblgenuTe Hy>KHOe npaBuio.

3. BbizoBuTE NpaBoM KHOMKOM MbIM KOHTEKCTHOE MEHKO U HaXMUTe «BbIMOMHUTL»
(3anyck pe3epBHOro KONMpoBaHMA NO NpaBuny rnobanbHOro pacnmcaHus ¢ NPUHY-
AVNTENbHbIM 3arMyCKoM).
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10.4. CpouHoe pesepBHOE KOMMpoBaHue

HNobasnTh

KnoHupoBaTb
PefakTUpOBaTb
MNprocTaHoOBUTL
BbINOMHUTH
Yaanute

MNepeiTH K...

PucyHok 17. 3anyck pes3epBHOro KONMpOoOBaHWA NO NMpaBuay rnobanbHOro pacnmcaHuns ¢ NpUHyan-
TeSlbHbIM 3anyCKOM

4. NMpoBepuTb XOA, BbIMNOJSIHEHUA PE3EPBHOr0 KOMUMPOBAHMUS MOXHO B pasgene
3apaum (OkHO ouepean 3agady).

[=] XKypHane v YouTh & Yaanuts v i)

HeNb MOHWUTOPMHIA Cratyc D ¢
= 772 Backuplo infr Mailion d2ffafa3-b52e-4c9a-a34b-t O o Default full 2024.06.19 17:24:22 0
HEKTI
= 771 Verify System Mailion o 6 Default full 2024.06.19 15:17:48 32
) Crparerun 770 Verify System Mailion o 6 Default full 2024.06.19 13:09:44 12
] FnobansHoe pacucarivie 769 Verify System Mailion ¢} 6 Default full 2024.06.19 13:04:44 11
768 Verify System Mailion o 6 Default full 2024.06.19 13:00:44 16
ya. HHas peninkauns
767 Verify System Mailion 5} 6 Default full 2024.06.19 12:41:43 15

ATOpUiA
Ouyepenb 3apay

peepbl RuBackup

& Aurctpuposarme

PucyHok 18. OkHO ouyepean 3agav

Mpn ycrnewHoM 3aBepLIeHUN Pe3epBHOr0 KOMMPOBaHMA COOTBETCTBYKOLWAA 3afada
nepenget B ctatyc «Done».

10.4. CpoyHoOe pe3epBHOEe KonupoBaHue

CpoyHOe pes3epBHOE KOMMPOBaHMe MO3BONAET eAMHOPa30BO CO3AaTb MOSHYHO pe3eps-
HYHO KOMUIO pecypca BbiBpaHHOro TeHaHTa, He HasHayas NpaBuiIo Mo PacmnCaHuio.

1. BbiNosIHEHNE CPOYHOro pes3epBHOro KonmposaHWsa B RBM BO3MOXHO OCYLLECTBUTb
ABYMSA cnocobamm:

o nepentn B pasgen «O6bekTbl», BblgeNUTb KnneHTa PK, ocyuwecTensowero
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yrnpaBneHne pesepBHbIM KOMUPOBaHMEM MOYTOBOM cucTeMbl Mailion, n HaxaTb

NOABMBLUYHOCA KHOMKY iz «CpoyHoe PK»;

o
Ha)xaTueM Ha KHOMKY Ha BepxHen naHenn RBM kHonky & «CpoyHoe PK».

2. B OTKpbIBLLEMCA OKHE NpousBeanTe HacTporky napamMeTpoB (OKHO HacTpOMKu
CpOYHOro pe3epBHOro KONMpPoBaHus):

o B none KnueHT BbibepuTe KIMEHTa pe3epBHOrO KOMMPOBAHUS, Y KOTOPOro ecTb
[,0CTYM MO CEeTU K pecypcaM NoyToBoro kKnveHTa Mailion;

o B None Tun pecypca BbibepnTe TUN pe3epBUpPYyEMOro pecypca 13 BbinagaroL,ero
cnucka «Mailiony»;

o B none Pecypc HaXMUTe KHOMKY - n BblbepuTe B pasBepPHYBLUEMCSH OKHe
pecypc pesepBUPYyEeMOro TeHaHTa, MMA KOTOPOro COLAEPXUT UOeHTUdMKaTop
TeHaHTa ID n Ma TeHaHTa display_name;

o B nosie Tun PK BbibepnTe NOMHOE NN MHKPEMEHTaNbHOE pe3epBHOE KONMpoBa-
Hue. lMone copep>XWUT [ONOMHUTENIbHO TOHKWME HACTPOMKW MOAYNA, KOTopble
MOXHO WU3MEHUTb HaXxaTWUemM KHOMKU - MogpobHee 0 HacTpoMKax CMOTPU B
lpunoxeHue 1.

o B nosne Myn n3 packpbiBaroLWErocsa Cnncka Bblibepute JOCTYMHbIN Nyn ANa coxpa-
HEHUA pe3epPBHON KOMNUK;

o B MNoJjle 3awWuTHoe npeob6pasoBaHMe MO YMOJIYAHUIO BbIOPaAHO 3HayeHWe «
nocrypt» - 6e3 ncnonb3oBaHWA 3aWMUTHOro npeobpasosaHua PK. B cnyuvae
BblOOpa anropmnTtMa 3almTHOro npeobpasoBaHNa CMOTPU Tabnuyy:

Tabnuya 3. AAropnTMbl 3alUTHOrO rNpeobpasoBaHuns, 4OCTYIMNHbIE B yTUANTE rbfd

Anroputm MopnaepxvuBaemas ANVHa MpumeyaHue
KJIloua, ouTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpanHCKUI HaLMOHanbHbIN
cTaHgapT ACTY 7624:2014

Kuznyechik 256 Poccumnckuin HaumoHannbHbIN
ctaHgapT NOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128
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10.5. BoccTaHOBMEHNE AaHHbIX

Anroputm Moppepxusaeman AonuHa Mpumeyanue
KJlova, ouTt

SM4 128 Kutanckuni HaunoHanbHbI
CTaHAapT 418 6ecnpoBOgHbIX
ceTen

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

o B rnone MNMpuoputet MoXeT ObITb ycTaHOBNEHO 3HayveHne oT 100 go 1000. Yem
BbllL€ 3HAYEHNE, TEM BblILLE NPUOPUTET BbINOSIHEHMA NPaBuna;

o B none CpoK XpaHeHUs YKaXNTe CKONIbKO AHEN, Hefenb, MecAaLleB unm neT xpa-
HUTb PE3ePBHYIO KOMMWIO, MONYYEHHYIO B pe3yfibTaTe BbIMNONHEHUS CpoYHoro PK.

£ a4 @

& CpoyHoe PK " MpUMEHNTE

KnunenTt infr (cf8678f5d832ceb9) v
Tun pecypca Mailion v -
Pecypc * d2ffafa3-b52e-4c9a-a34b-0c19c972e4fe -
Tun PK MonHas oW ]
MNyn Default v
3awmTHoe npecbpasoeaHrwe | nocrypt v
MprnopuTteT 100 +
Cpok xpaHeHwnA 1 +  Jler v

ObLuKMe HAacTpoRKK MOLyNA

PucyHok 19. OKHO HacTponku CpoOYHOro pesepBHOro KONMpoBaHus

10.5. BoccTaHoBNEeHUe faHHbIX

10.5.1. LleHTpanu3soBaHHOEe BOCCTaHOBJ/IEHME pe3epBHbIX KONMUMn

Cuctema pesepBHOro konmposaHus RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHMA PE3EPBHbIX KOMUI NONb30BaTeNIEM Ha Y3/1e KJIMEHTa Pe3epBHOro Konmpo-
BaHUA nnu agmMmHuctpatopomMm CPK RuBackup Ha nobom ysne ¢ ceTeBbIM JOCTYMNOM K
nHppacTpyktype CPK RuBackup. B Tex cny4yasax, Korga LeHTpanm3oBaHHOe BOCCTaHOB-
NeHVe pe3epBHbIX KOMUIA He XenaTeflbHO, HanpuMep, Korga BOCCTaHOBNEHNE OaHHbIX
ABMIAETCA 30HOW OTBETCTBEHHOCTW BNafesibla KIMEHTCKOW CUCTEeMbl, aTa ¢GYHKLMO-
HaNbHOCTb MOXET ObITb OTK/IKOYEHA Ha KNIMEHTE PEe3epPBHOro KONMpPoBaHUA (CM. «Pyko-
BOACTBO CUCTEMHOro agMUHUCTpaTopa RuBackup»).
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10.5.2. MNonHoe BOCCTaHOBJIEHUE A aHHbIX

[NnA LeHTpann3oBaHHOrO BOCCTAHOB/IEHMA TeHaHTa Ha KnneHTe PK:

1. B RBM nepenante B pa3gen Penosutopuii.

2. BblbepuTe B OTKPbLIBLUEMCH OKHE TpebyeMyr Pes3epBHYH KOMUKO, HAaXXMUTE Ha Hee
NpaBoM KHOMKOW MbIWN U BblbepnTe B KOHTEKCTHOM MeHo BoccTaHoBUTL (OKHO
pasgena Peno3utopuii. BocctaHosneHune PK).

BoccTaHoBWUTL
MposepnThb
KonupoBaTb
MNepeMecTuThb
XpaHuTb A0

Yaanute

NeperTH K...

PucyHok 20. OkHo pasgena Penosutopuii. BoccTaHoBneHne PK

B npouecce BOCCTaHOBNEHUSA MHKPEMEHTANIbHOW Pe3epBHOM KOMMUM aBTOMaTUYECKM
6yneT BOCCTaHOBMEHa BCA L,enoyYka pes3epBHbIX KOMWUA, HAYMHAsA C MocnefHen non-
HOW pe3epBHOM KOMUM AaHHOIO TEHaHTa, BK/OYas BCe MHKPEMEHTaslbHble pe3epBs-
Hble KOMWUW, caeNaHHble Nocne Heeé.

3. B OTKpbIBLLEMCA OKHE LEHTPam3oBaHHOIo BOCCTaHOBJ1EHNA (OkHO LleHTpanunso-
BaHHOIO0 BOCCTaAHOBNEHMA TEHaHTa) npeacTasfieHa cneayrwouwas nHpopmauma:
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10.5. BoccTaHOBMEHNE AaHHbIX

aHeb MOHUTOpUHra

WrchopmaLms o pesepsHoit konnu MecTo BoccTaHoBREHAS

) OfnexTsl
Wms xocTa infr BOCCTAHOBWTL Ha KAMeHTa: infr (cf8678f5d832ceb9) v

Crpaterum HWID: cf8678f5d832ceb9 KaTanor pacnakosku: * (D .
[El Fno6ansHoe pacnucative Tun pecypca Mailion

YaanénHas pennukauvsa Pecypc: 4e25e860-3741-4673-a8a1-2dd255662434

™ Nyn: Default
& Penozutopuii ) BoccTaHosuTs Ha Lenesom pecypee: (D

Tun PK: full -
E] Ouepeas 3aaau O6LLMe HACTPOFKI MOAYNA

Cosparo 2024.10.18 09:20:37

B Cepsepsi RuBackup

BoccTaHosuTL UenouKy y: 56
[ KypHansi Wms npasuna

& Agmunvcrpuposanve CraTyc PK Not Verified

[paHynApHOe BOCCTaHOBAGHNE
[lo6aBuTs 06 bEKTEI
Granular restoration is currently disabled.

In order to enable granular restoration, add the necessary objects from this backup by
clicking on the "Add items" button.

PucyHok 21. OkHo LleHTpannM3oBaHHOrO BOCCTAaHOBSIEHUSA TeHaHTa

o MHOOPMaLMSA O pe3epBHOM KOMUW. [daHHblA BNOK COAEPXUT HeUsMeHAEeMYyHo
NHOOPMALINIO O Pe3epPBHO KOMUU;

o MEeCTO BOCCTaHoBNeHuA. B gaHHOM 6n10Kke Heobxognumo onpeaennTb:

» B none KnueHT BbibepnTe M3 BbiNagarowero cnucka knmeHta PK, KOTopbIn
NMeeT CeTeBOW AOCTYN K No4YToBom cucteme Mailion, B kKoTopyto 6yaeT BoC-
CTaHOBJIEH TeHaHT. B cnyyae OTCYTCTBMA HYXHOro TeHaHTa, pe3epBHas
KOMMA KOTOPOro BbibpaHa gna BOCCTaHOBNEHUS, ByaeT co3aaH HOBbIAN TEHAHT;

= B nosie KaTtanor pacnakoBKU YKaXXUTe BPEMEHHbI KaTanor /s pacrnakoBKU
pe3epBHOW KoMuu;

» MOJIOXXEHME NepeknoyaTens B none BoccTaHOBUTb Ha LLefieBOM pecypce.
Mpun akTuBauum nepeknodatens €@ AaHHble TeHaHTa 6yayT BOCCTAHOB/EHbI B
MCXOAHbIN TeHaHT. Ecnn nepekntovaTenb geaktueuposaH @, To pesepBHas
Konusi 6yaeT BOCCTaHOBMIEHA TOMbKO B JIOKaNbHbIA KaTasnor.

BoccTaHOBNeHMe TeHaHTa BO3MOXHO TOJIbKO B UCXOLHbIN TEHAHT, pe3epB-
Haa Kornma KoToporo 6blna cosgaHa. [NepeHanpaBneHne nNpu BocCTaHoB/e-
HUW B OPYron TEHAaHT HEBO3MOXXHO.

o 0OCTYrMHbI O6LWMe HACTPOMUKU MOAYNA [/15 OnpefesieHNa 3HaYeHUa napameTpa
worker_parallelism — konuyectBa paboymx NOTOKOB, UCMONb3yeMbIX AN BbIMNOS-
HeHunA PK;

10.5.3. 'paHynsapHOe BOCCTaHOBJIEHUE faHHbIX

paHynsipHOe BOCCTaAHOB/IEHME MO3BONSAET BbIMOIHUTb BOCCTAHOB/IEHME TOJIbKO HEKO-
TOPbIX AWMKOB MU NUCEM TeHaHTa (OKHO HacTPOMKN rPaHyNAapPHOro BOCCTaHOBIIEHNS
pecypcos).
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paHynsapHOe BOCCTAaHOBNEHWNE
No6asuTb 06bLEKTHI

paHynapHOE BOCCTAHOBMIEHWE B HAaCTOALLEE BPEMA OTK/IIOYEHO.
YT106bl BKNIOYUTL rpaHyNspHoOe BoccTaHoBneHue, nobaebTe Heobxoaumsblie hainsl U3
haHHon PK, HaXumasn Ha KHonky "JobaBuTk 06beKThI".

PucyHok 22. OKHO HaCTPOWKW rpaHyIAPHOro BOCCTAaHOBMIEHNA PeCYpCcoB

[na Bbi6opa BOCCTaHaBIMBAEMbIX ALIMKOB U NUCEM U3 cneLndUKaLnum HaXXMUTE KHOMKY
(flo6aBUTb 06BEKTbl). B OTKPbIBIIEMCA OKHe BbibepuTe (BbloenuTte) AWUKU W”
NMCbMa, KOTOopble 6yAyT BOCCTaHOBNEHbI B UCXOAHbIA TeHaHT (OkHO Bbibopa pecypcoB
Mpv rpaHynsgpHOM BOCCTAaHOBNEHNN), U HAXXMUTE KHOMKY v MpUMEeHUTb.

Granular restoration entities list

W MpumernTs

aHe/lb MOHTOPUHTa

& OBwexi Email From Theme of letter

v V| test21_user2@test-domen21.com

Crpaterum

v | Inbox
[E rno6ansHoe pacnncanve
v Letter test21_user2@test-domen21.com  test21_useri@test-domen21.com  Marker mail 1
YjanéHHas pennvkaums V| Junk
S Penosuropwii /| Drafts
| Inbox
Quepesb 3aza4
» V| Trash
[ Cepeepbl RuBackup > v sent
| Archive

[=] XypHans

v W test21_useri@test-domen21.com
) AAMMHMCTPMPOBQHME
Sent

v B Inbox

Letter
v/ Letter
Letter
Letter

Letter

test21_user1@test-domen21.com
test21_user1@test-domen21.com
test21_user1@test-domen21.com
test21_user1@test-domen21.com

test21_user1@test-domen21.com

test21_user2@test-domen21.com
test21_user2@test-domen21.com
test21_user2@test-domen21.com
test21_user2@test-domen21.com

test21_user2@test-domen21.com

Marker mail 1
Marker mail 2
TONOBHOIA THICSUA YBENMUMBATHCS KyBHEL
Marker mail 3

[JbixaHue 6piraga MarasiuH1

Trash
Drafts
Archive
sent

Junk

PucyHok 23. OKHO BblbOpa pecypcoB nNpu rpaHynspHOM BOCCTaHOBNEHUN

B 6nok FpaHynspHoe BoccTaHoBNeHUe OyayT [06aBfeHbl BblOpaHHble SLWMKU U
nucbMa (OKHO pefakTUMpOoBaHMA Bbi6opa pecypCcoB rpaHyNspHOro BOCCTaHoBNeHMS). B
[aHHOM OKHe BO3MOXHO pefakTupoBaHMe Bblbopa — BblGpaHHble Pecypcbl MOXHO
yOanuTb N3 CMCKa BOCCTaHaBIMBaeMbIX 06beKTOB UMK 4,06aBUTb HOBblE 06bEKTHI.
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10.6. NMpocMoTp oyepenmn sagay

[paHynNApHOE BOCCTaHOBNEHWE
(4 PegakTuposate © O4MCTUTL BCE
Email From To Theme of letter

> test21_user2@test-domen2l.com

» test21_user]@test-domen2l.com

PucyHok 24. OKHO pefakTUPOBaHNA Bbibopa PecypCcoB rpaHyIsipHOro BOCCTaHOB/EHNS

MpoBepbTe XO4 BbINOSIHEHUA PE3ePBHOr0 KOMMPOBaHWA B pasfene 3apgauun. lpu
yCMNewHoOM 3aBepLUeHNM BOCCTAHOBNEHNS pe3epBHON KOMUKM COOTBETCTBYHOLW,as 3agadva
Ha BOCCTaHOBNeHMe nepengeT B ctaTyc Done (BbIMNOSTHEHO).

10.6. NMpocMmoTp ouepeau sapgayd
[ns oTCcneXxuBaHus BbIMOSIHEHUS NpaBun nepenante B pasgen «O4depeab 3agay».
[na oTcnexmnBaHUA BbINOMHEHUS NpaBua NepengnTe B pasnen 3apaum.

B paHHOM pasgene 3agava nosiBAAeTCA B MOMEHT BbIMOJSIHEHWUS CO3[aHHOro npaswuna,
BbIMO/IHEHUSA CPOYHOrO PE3epPBHOro KOMUPOBAHMA UMW BOCCTaAHOBMEHUSA [OaHHbIX U3
Pe3epPBHbIX KOMUIA.

Takke oTcnexmBaTb BbINOJIHEHWE 3ajay MOXHO npu nomMowm RBC wnn yTunmTbl
KOMaHAHOM CTPOKMU rb_tasks.

[Mocne ycnewHoro 3aBeplleHUsa 3afadn pe3epBHOro KOMMPOBaHUA pes3epBHasd Konus
OyaeT NoMeLleHa B XpaHWuLLLe pe3epBHbIX KOMUKM, a MHGopMaLus o Hel ByaeT pasme-
LLleHa B pasaene «PenosnTtopuiny.
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naea 11. MpunoxxeHue 1

11.1. TOHKMe HaCTPOUKU MOAY/IA B NpoLecce
pe3epBHOro KonupoBaHus

ToHkue HacTpoiiku moaynsa Mailion MOXHO M3MEHUTb HaXaTUEM KHOIMKW ! B none
Tun pecypca (OKHO TOHKMX HacTpoek moaynsa Mailion (3HayeHMs No ymMon4yaHuio)),
AOCTYMNHOM MPU MHKPEMEHTANbHOM TUME PE3ePBHOIro KOMMPOBaHUSA.

Mailian

iterational_backup

SHAYEHWA NO YOI HIAKD 0K

PucyHok 25. OKHO TOHKMX HacTpoek Moayns Mailion (3HaYeHUsA Mo yMONYaHmKo)
MNapameTpbl OCTYMHblE ANA HACTPOWKU:

e aKTMBUPYNTe nepeknovaTtens iterational_backup @) ons 3anpoca pesepsupye-
MbIX AaHHbIX MO YacTAM C Lefbl YMEHbLEHNA 3aHMMaeMoro obbéma aucka gns
NPOMEXYTOYHOIro XpaHeHUs 3TUX LaHHbIX Nepepn nepefaden ux Ha mepguacepsep.
Ecnu nepeknovyatenb geakTUBMPOBaH , TO ANA NPOMEXYTOYHOrO XpPaHeHUs
pesepBUpyeMbIX OaHHbIX Nepen nepefaden nx Ha meguacepsep notpebyeTcsa CBO-
604HOEe MEeCTO Ha AUCKe B MOSIHOM O06bEMe. [JaHHas onumsa UCNoNb3yeTcHa TOSbKO
npu Bblbope (co3haHnm) NONHOM pe3epBHOM Konun B none «Tun PKy»;

e KHOMKa BO3BpaLLaeT nepektoyatesls B COCTOAHUE AeaK-
TUBMPOBaH, KOTOPOE UCMOJb3YEeTCA MO YMONYaHWo. 3HaueHne napaMeTpoB MOAY NS

Takxe MOXHO YCTaAHOBUTb B KOHOUIypaLNOHHOM danne
/opt/rubackup/etc/rb_module_mailion.conf.
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