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MeHep>xep knneHTa RuBackup (RBC)

HacToslee pyKoBOACTBO NpeAHasHayeHo Ans:

o YMPOLWEHHOro JIOKanbHOro (Ha y3ne pasBEPTbiBAHUS) YMpaBIeHUA KIMEHTOM
pPEe3epPBHOIr0 KONMUPOBAaHWS;

e Nosib3oBaTesien, obnagarowmx npasamn goctyna K knneHty PK. [lpaBa poctyna
onpepensalTCca agMuHucTpaTtopom CPK.
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1.1. HasHa4yeHne

naBa 1. O6Lw e cBegeHun

1.1. HazHauyeHue

MpunoxeHne «MeHeayep knveHTa RuBackup» npegHasHayeHo [ON1S BbINOMHEHUS
PEe3epPBHOIr0 KOMMPOBaHUS M BOCCTAHOBMIEHUS AaHHbIX TEeKYLLEero KanMeHTa pes3epBHOro
KOMMPOBaHUS, Pa3BEPHYTOro Ha y3/e pesepBMpyeMoro pecypca.

[MpunoxkeHne npegHasHayeHo ANF YNPOWEHHOro BbINOMHEHUA rNaBHbIX ¢yHKUmMn CPK
RuBackup ntobbiM nonb3oBaTenemM, UMeLWMM LOCTYMN K pe3epBnpyeMoOMYy pecypcy.

1.2. PeXXumMbl paboThbl

MpunoxeHne «MeHepxep knneHta RuBackup» mMoxeT paboTaTb B CnefyrolWmnx pexu-
Max:

e KI/IMEHT-CEPBEPHbIN — pexXxnMm paboTbl KINEHTa pPe3epBHOr0 KOMUPOBaHUA C
ncrnonb3oBaHnemMm cepeepHon 4Yactu CPK RuBackup (oCHOBHOro, pes3epBHOrO,
MeguacepBepoB). KNMeHT pe3epBHOro KonMpoBaHUS NOAKIKOYEH K OCHOBHOMY cep-
Bepy CPK B COOTBETCTBMU C LOKYMEHTOM «CuUCTeMa pe3epBHOro KOnMpoBaHUA U
BOCCTaHOBJeHMA gaHHbiX RuBackup. PykoBoACTBO Mo yCTaHOBKE U OOHOBNEHUIO»;

e aBTOHOMHbIA — peXumM paboTbl KIMeHTa pe3epBHOro KonmpoBaHua 6e3 Mcnosb3o-
BaHWA cepBepa pe3epBHOro KoNMpoBaHMA ¢ COXpPaHEHMEM BO3MOXHOCTU UCMOMb30-
BaHUA JOObIX KIMEHTCKUX (YHKLMOHAsNbHbLIX MOAYNen ANna co3faHua pes3epBHbIX
KOMuNA.

1.3. OrpaHuyeHus

o [ns paboTbl NpunoxeHnss «MeHegyxep KnmeHTa RuBackup» B K/IMEHT-CEpBEPHOM
peXxume HeobXxoaMMOo NpeayCcTaHOBNEHHbIE:

o MpPeayCcTaHOBNEHHbIM KINMEHT pe3epBHOro KonmpoBaHus RuBackup Ha Tekyliem
yane;

o NPeAycTaHOBIEHHOE MNpuNoXeHue «MeHemXep agMuHucTpaTopa RuBackup» 2

Ha NtOO6OM y3se, UMEKLEM CEeTEBOM AOCTYMN K OCHOBHOMY CepBepy U Cny>XebHomn
6ase gaHHbIX RuBackup;

o B MeHepXxepe agMuHucTpaTtopa RuBackup gomxeH 6biTb geakTuBmpoBaH «Cep-
BUCHbIA PEXUMD.

e [1na paboTbl npunoxeHnsa «MeHepgxep knneHTa RuBackup» B aBTOHOMHOM pexunme
HeoOXoAUM NpefyCTaHOBMEHHbIN KIIMEHT pes3epBHOro KonuvposaHusa RuBackup Ha
TeKkyLieMm ysne.

[1] Danee no TekcTy — RBM.
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MeHep>xep knneHTa RuBackup (RBC)

naBa 2. CucteMHble Tpe6oBaHUA

2.1. TpeboBaHUA K NporpaMMHbIM cpeCcTBaM

Ona ¢oyHKUMOHMpPOBaHUA NpunoXxeHna «MeHepgyxep knueHTa RuBackup» Heobxoanmmo
cnepyrouiee nporpaMmMHoe obecrneyveHue:

e NpefyCcTaHOBMEHHbIN KIWEHT pPe3epBHOro KonuposaHuUsa RuBackup, BKAKOYaroLmi
nakeTbl:
o rubackup-common;
o rubackup-client;

e MNpefycTaHoOBNeHHOe TnpunoXeHne «MeHepXxep agaMuHucTpatopa RuBackup» B
cucteme CPK RuBackup, ecnu npepgnonaraetcsa ncnonbsosatb RBC B KneHT-cep-
BEPHOM peXxunume, Ans:

o aBTopuM3aunn KIMeHTa pe3epBHOro KOnMpoBaHUA,

o NOATBEPXOEHUA CO3[aHMA 3anpocoB Ha gobaBneHne npasun rnobanbHoOro pac-
NMMCaHnA n npoyee.

e OrfepauuoHHas cUCTeMa, ofgHa U3 cnegyroLmx:
o Astra Linux SE 1.7;
o Astra Linux SE 1.8;
o Ubuntu 18.04;

o Ubuntu 20.04;

o CentOS 7;

o CentOS 8;

o Red0S 7.3;

o RHEL 9;

o AnbT 10;

o Rosa Cobalt 7.9;
o Rosa Chrome 12;

e YCTaHOBJ/1IEHHbI€ 3aBNCUMOCTU NaKeTOB B COOTBETCTBUN C Tabnuuen Huxe.

2.2. 3aBUCUMOCTHU rubackup-rbc, rubackup-common-gui

Tabnuya 1. 3aBucumocT rubackup-rbc, rubackup-common-gui
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OnepauuoHHaA cucTema

Astra1.7

Astra1.8

CentOS 7

CentOS 8
Debian 12

RHEL 9
Red0S 7.3

Rosa Chrome 12

Rosa Cobalt 7.3

Rosa Cobalt 7.9

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

AnbtT 10

AnbT CepBep 10

2.2. 3aBUCUMOCTN rubackup-rbc, rubackup-common-gui

MakeTbl

gnupg2
libicu63
wget
xauth

gnupg?2
libicu72
wget
xauth

libicu50.2
libxkbcommon
libxkbcommon-x11
xkeyboard-config

libicu60.3

gnupg?2
wget
xauth

libicu67.1
libicu65.1

lib64icudata71
libxkbcommon-x11
qt5-gtbase-gui

libicu50.2
libxkbcommon-x11
libicu

libicu50.1.2
libxkbcommon-x11
qt5-qgtbase-gui

gnupg2
libicue0
wget
xauth

gnhupg?2
libicu66
wget
xauth

gnupg?2
wget
xauth

libicu69
libxkbcommon-x11
xauth

libicu69
libxkbcommon-x11
xauth
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MeHep>xep knneHTa RuBackup (RBC)

OnepaynoHHasa cucTema MakeTbl

AnbT CepBep 9 libicu65
libxkbcommon-x11
xauth

8 13 57




3.1. MNogroToBKa K yCTaHOBKe

naBa 3. YcTaHOBKaA

[na yctaHoBkuM MeHepxepa knneHTa RuBackup BbinonHuTe:

e [logroTtoBka K yCTaHOBKE;

e YCTaHOBKa NPUNOXEeHUA.

3.1. NMoaroToBKa K ycTaHOBKe

3.1.1. YcTaHOBKa 3aBUCUMOCTEN NakeToB

0 [aHHbIN War npefHasHayeH 018 yCTaHOBKM JIOKasNbHbIX NakeToB. Ecnn Bbl
yCTaHaB/MBaeTe NakeTbl U3 Peno3nTopus, To NPONycTUTe 3TOT LWar.

Ona ycnewHoro passépTtbiBaHMA RBC Heob6xoaMMO Hanmyme yCTaHOBMEHHbIX 3aBUCK-
MOCTEN NakeToB B COOTBETCTBUN C TabnuLen, ons aToro:

1. MpoBepbTe Hannyme ycTaHOBJIEHHbIX NaKeToOB 3aBucuMocTen B OC, Hanpumep:

Astra Linux, Debian, Ubuntu dpkg-query -1
AnbT apt list --installed
Rosa Cobalt, RHEL yum list ¢ onuuen installed

RedOS, CentOS, Rosa Chrome dnf list installed

2. Ecnu Bbl ncnonbayeTte onepaunoHHyro cuctemy CentOS 7, CentOS 8 nnm RHEL 9, 1o
nobasbTe penosuTopuii EPEL !, nmopmepxusaemMbiit B pamkax npoekta Fedora u
cofiep>Kallnn HeEKOTOpble NakeTbl, KOTOPble He BOWN B CTaHOapTHbIM Habop RHEL
(CentOS):

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

dann penosntopusa oyper aBTOMaTUYECKM 3arpy>xeH B KaTanor
/etc/yum.repos.d/epel.repo N aKTUBUPOBAaH.

3. Ecnu Bbl ncnonblyete onepaymoHHyto cuctemy CentOS 7 nnm CentOS 8, To Takxe
PEKOMEHAYETCA BK/IKOUYUTb pPernosuTopun PowerTools, MOCKONbKY MakeTbl EPEL
MOryT 3aBMCETb OT MaKeTOB U3 Hero:

sudo dnf config-manager --set-enabled powertools
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MeHep>xep knneHTa RuBackup (RBC)
4. Ecnu Bbl UCnonb3yeTe onepaymnoHHyto cuctemy RHEL 9, To TakXxe pekoMeHayeTcs

BKIKOUYMUTb pPenosnTopuin codeready-builder-for-rhel-8-*- penosnTopun rpm,
NMOCKOJIbKY NakeTbl EPEL MOryT 3aBUCETb OT NakeToB U3 Hero:

ARCH=S( /bin/arch )

sudo subscription-manager repos --enable "codeready-builder-for-rhel-8-
S$\{ARCH}-rpms"

5. O6HOBUTE PENO3UTOPUM NAKETOB B CUCTEME:

Astra Linux, Debian, Ubuntu sudo apt update
AnbT sudo apt-get update
Rosa Cobalt, RHEL sudo yum update

RedOS, CentOS, Rosa Chrome sudo dnf update

6. YcTaHoBUTe HegocTarowme 3aBUCUMOCTU NaKeToB U3 TabinLbl:

Astra Linux, Debian, Ubuntu sudo apt install <namepackage>
AnbT sudo apt-get install <namepackage>
Rosa Cobalt, RHEL sudo yum install <namepackage>

RedOS, CentOS, Rosa Chrome sudo dnf install <namepackage>

3.1.2. HacTpoika ny6/iIM4HOro peno3nTopusa

[aHHbIn war npegHasHayvyeH Ona yCTaHOBKW U3 I'Iy6J'II/Il-IHOFO peno3nTopu4.
Ecnu Bbl ycTaHaBnMBaeTe NoKasbHble MakeTbl, TO NPONYyCTUTE 3TOT LWar.

MopxnioyeHne ny6nuyHoro penosutopusi DEB-cuctem

1. CospanTte ¢pann c MHGopmMaumnen o Peno3nTOPUAX.

cat <<EOF | sudo tee /etc/apt/sources.list.d/rubackup_deb.list

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public @

deb https://dl.astralinux.ru/rubackup/repository-deb-main/ <0S-VERSION>
public-testing @

EOF

@ <0S-VERSION> —BepcusiOC (astra_1.7 | astra_1.8 | debian_12 | ubuntu_18.04
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3.1. NoaroToBKa K ycTaHOBKe

| ubuntu_20.04 | ubuntu_22.04).

2. [lobaBbTe K04 peno3mTopus:

sudo wget -qO-
https://dl.astralinux.ru/artifactory/api/security/keypair/gc-astra-
official-repo-key/public | sudo gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/rubackup-deb.gpg --import - && sudo chmod 644
/etc/apt/trusted.gpg.d/rubackup-deb.gpg

3. OBHOBUTE CNUCOK NaKeTOoB:

sudo apt update

MopxnioyeHne ny6nuyHoro penosutopuss RPM-cuctem
1. CospanTe ¢ainn c MHGoOpMaLMEN O Peno3nTopUsX.

MNoaknmroueHne penosntopusa ansa OC CentOS 7, CentOS 8, PEL] OC 7.3, PE[] OC 8, Red Hat Enterprise
Linux 9, ROSA Fresh Desktop 12, ROSA Enterprise Linux Server 7.9 (MeHef>ep naketos yum)

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/ @

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public/repodata/repomd.xml.key @

gpgcheck=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/ @

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-main/<0S-
VERSION>/public-testing/repodata/repomd.xml.key @

gpgcheck=0

EOF

@ <0S-VERSION> —BepcusaOC (centos_7 | centos_8 | redos_7.3 | redos_8 | rhel_9
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MeHep>xep knneHTa RuBackup (RBC)

rosa_12 | rosa_7.9).

lNoakmoyeHne penosutopus ansa OC ROSA Enterprise Linux Server 7.3

cat <<EOF | sudo tee /etc/yum.repos.d/rubackup_rpm.repo

[ rubackup-rpm-public-repository]

name=rubackup rpm public repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public/repodata/repomd.xml.key

gpgcheck=0

sslverify=0

[ rubackup-rpm-public-testing-repository]

name=rubackup rpm public testing repository
baseurl=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/

enabled=1

repo_gpgcheck=1
gpgkey=https://dl.astralinux.ru/artifactory/rubackup-rpm-
main/rosa_7.3/public-testing/repodata/repomd.xml.key
gpgcheck=0

sslverify=0

EOF

2. OBHOBUTE CNUCOK MaKeTOoB:

sudo yum update

3.1.3. HacTpoiika SSL coeauHeHun ¢c 6a30i faHHbIX

[MponycTuTe 3TOT War, ecnm He TpebyeTcA 3alMULEHHOE NOAKIHYEHNE KOM-
noHeHTOB RuBackup K cny>xebHon 6ase faHHbIX.

Ecnn HeobxogmMmMo ncrnonb3oBaTh 418 NOAKHOYEHUA K 6a3e gaHHbix PostgreSQL 3awum-
LWEHHOE COoeguHEeHne, TO BbINOMHUTE MPUBEAEHHbIE HUXE HACTPOMKM Ha XOCTax, Ha
KOTOpPbIX pa3BépHYTbl KOMNOHEHTbI CPK (postgres-KineHThbl):

1. MepeHecuTe U3 COOTBETCTBYIOLLEN postgres-KNMeHTy nanku Ha y3ne LleHTpa cep-
TUOUKALUM NOATrOTOBMIEHHbIE:

o ceptudukaTt LieHTpa cepTudmkaymm (ca.crt), 4tobbl knueHT CPK Mor npoBepuTs,
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3.2. YcTaHoBKa NpunoXxeHus

4YTO KOHEeYHbIN cepTuoumkaT cepBepa PostgreSQL 6bin nognucaH ero goBepeH-
HbIM KOPHEBbIM CepTUOMKATOM;

o cepTudukaT cepepa/knnenTta CPK (postgresql.crt);
o CreHepupoBaHHbIN 3aKPbITbIN KOY cepBepa/knneHTa CPK (postgresqgl.key).

2. [1na ¢annoB cepTudmMKaTa 1 3aKpbITOro Ko4va yCTaHOBUTE NOSHbIN OOCTYM Ha YTe-
HWe 1 3anncb TONbKO ANA BlagenbLes:

chmod 600 server.crt server.key ca.crt

3. Coenante Bnagenouem ¢annos rnosb3oBaTeNns, oT UMEHN KOTOPOro 6yaeTt 3anyLeH
KOMMNoHeHT CPK (postgres-knneHT):

chown suser:suser server.crt server.key ca.crt

3.2. YcTaHOBKa NPUIoXXEeHUs

YcTaHOBKY MakeToB NpPOU3BOAUTb CTPOro B NPUBELEHHON NocnenoBaTelbHO-
cTun!

YctaHoBuUTe MeHepxep knneHTa RuBackup ogHMM 13 crnocobos:

1. A3 nokanbHbIX NakeToB, HAXO4AChH B Nanke ¢ naketamu:

Astra Linux, Debian, Ubuntu sudo apt install ./<namepackage>.deb
AnbT sudo apt-get install ./<namepackage>.rpm
Rosa Cobalt, RHEL sudo yum install ./<namepackage>.rpm

RedOS, CentOS, Rosa Chrome sudo dnf install ./<namepackage>.rpm
2. N3 penosunTopus:
Astra Linux, Debian, Ubuntu  sudo apt install <namepackage>.deb

rae <namepackage> — yCTaHaBNMBaeMbli NakeT aKTyasllbHOM BEPCUM B NPUBEAEHHOMN
nocsefoBaTesIbHOCTHU:

a. rubackup-common-gui;

b. rubackup-rbc.

[1] BoinonHWTe yCTaHOBKY aKTyaslbHOW Bepcumn peno3utopus EPEL, ona npumepa npveefeHa ycTaHoBKa penosutopus EPEL 8
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naea 4. HacTpouka

BbINnoNHUTE HacTPOWKK s KOppekTHOM paboTbl MeHepxepa knueHTa RuBackup:

e [lOoNONHUTENbHbIE HACTPOWKU

o KOHUrypaunoHHbIN pann

4.1. lononHuTebHble HACTPONKU

BbinoNHMUTE AOMOMHUTENbHbIE HAaCTPOMKM Ha MallMHe, rae YCTaHOBMIEH M HacTpoeH
cepep CPK RuBackup.

4.1.1. HacTpo#ka nonb3oBaTenen

Monb3oBaTenu, OT UMEHN KOTOPbIX ByAeT OCyLWeCTBAATbCA 3anyCK YTUINT KOMaHLHON
CTpokn RuBackup wnn npunoxenma pna ynpasneHna CPK RuBackup (RBM, RBC)
AOMKHbBI:

e MMeTb NPaBUNbHO HAaCTPOEHHbIE NEPEMEHHbIE Cpeabl;

e BXOAMWTb B rpynny rubackup.

BbinosHWTe NpuBELEHHbIE HUXE HACTPOWKU [[N1A MOoNb3oBaTeNlie Ha BCeX
MalLMHaXx C pasBépHyTbIMN KoMMoHeHTamu CPK RuBackup.

4.1.2. HacTpoika nepeMeHHbIX cpepfbl

HacTpoinTe nepeMeHHble cpefbl A5 BCEX Nosb3oBaTesnien, KoTopble 6yayT paboTtaTb C
CPK RuBackup.

1. obaBbTe B pann /home/<uma nonbsosaTens>/.bashrc CTPOKM:

export PATH=SPATH:/opt/rubackup/bin
export LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/rubackup/1lib

2. MepesarpysunTte NepeMeHHble OKPYXEHUS:

source ~/.bashrc

[Jo6aBneHue B rpynny

pynna rubackup aBTOMaTU4yeCKMN CO30aéTCcAB npouecce yCTaHOBKW NakeTa rubackup-
common.
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4.2. KoHoUrypaumnoHHbin dann

1. JobaBbTe nonb3oBaTens B rpynny rubackup, BbINOMHUB KOMaHAY:

sudo usermod -a -G rubackup <umsa nonb3oBaTens>

2. Ecnn TpebyeTca 3anyck yTUAUT KoMaHgHon cTpoku RuBackup, RBM wunn RBC B
TeKkylw,eM ceaHce nonbaoBaTtens (6es nepesarpysku OC) BbINOSHUTE:

newgrp rubackup

4.1.3. HacTpoiika nocTyna K KJIMeHTCKUM cepTudukatam

HacTponTe AocTyn nosb3oBaTens, BXO4AWEro B rpynny rubackup, K KaTanoram c cep-
TUdukataMm p[Na 3anycka HEKOTOPbIX YTUAMT KOMaHOHOW CTPOKW, Hanpumep,
rb_clients.

Mo YMONYaHUO AO0CTYN K KaTaJsioraM eCTb TOJIbKO Y MoJib30BaTeNd root, ANnd AOCTyna
Opyroro rnoJjib3aoBaTen4:

1. UameHnTe Bnagenbua v rpynny ANa Katanoros, cogepXalmnx cepTudukaThbl:

sudo chown -R suser:rubackup /opt/rubackup/keys/client/
sudo chown -R suser:rubackup /opt/rubackup/keys/rootCA/

2. MNepesanycTuTe CEPBUCHI ANIA MPUMEHEHUA USMEHEHWIA:

sudo systemctl restart rubackup_client.service
sudo systemctl restart rubackup_server.service

4.2. KoHdurypaumoHHbin pann

4.2.1. MNapameTpbl painna
BbinonHnTe HacTpownky napamMmeTpoB MeHeaXepa knneHTa RuBackup:

1. OnpepgenuTte 3HaYeHusd napameTpoB KOHUrypaumnoHHoro ¢danna
~/.rbc2/.rb_gui_main_settings, NpuBeAEHHbIX B OnvcaHne napameTpos KoOHGUry-
pauum:;

sudo nano ~/.rbc2/.rb_gui_main_settings

Tabnuya 3. OnncaHue napameTpoB KOHYUrypawmm
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MeHep>xep knneHTa RuBackup (RBC)

MapameTp 3HaueHne no Bo3molHble OnucaHue
YMONYaHuio 3Ha4YeHus

ExitWithoutConfirmati false true, false Bbixog nonb3oBaTensa n3 RBM 6e3 nog-
on TBEPXAEHMUA
ExperimentallLogic false true, false DyHKLUMS aKCNEPUMEHTANbHOro pexmnma

(He NnpoTecTupoBaHHbIe AONONHUTENb-
Hble Bo3MOXHocTn RBC)

IdleTimeoutinMinutes 5 Llenoe uncno Bpems 6e3gencTBusa nonb3oBaTens ans
oT 500 29 aBToMaTn4yeckoro Bbixoaa 13 RBC (B
MWHYTax)
InfoHints true true, false lMokasbiBaTb CMpaBoOYHbIE NOLCKA3KM
Lang Ru Ru, En fA3bIk Ha aneMeHTax rpadpuyeckoro

nHTepoenca RBC

LogsLevel 5 YpoBeHb norn- Tabsumya 2. YpoBeHb JTI0rnpoBaHus
POBaHUA 0 HeT coobueHnn
1 Fatal
2 Critical | Fata
3 Warning | Critical | Fatal
4 Debug | Warning | Critical | Fatal
5 Info | Debug | Warning | Critical | Fatal
RecordPerPage 50 Llenoe HeoTpun- MakcumManbHoe KOIMYeCcTBO 3anncen B
uatenbHoe Tabnuue okHa RBM Ha ogHom cTpaHuue
4yucno
SessionlsBlocked false true, false ABTOMaTUYECKUA BbIXOL N3 CUCTEMBbI,

€CNN NoNb3oBaTeslb He aKTUBEH B Teye-
HUW BPEMEHMU, yKa3aHHOro Ans napa-
MeTpa IdleTimeoutinMinutes

Theme default_theme dark2_theme, HacTpoika BHelwHero suaa rpapude-
dark_theme, ckoro nHtepoeica RBC
default_theme,

pink_theme,
vtb_theme

UpdateTablePeriod 5 Llenoe uncno Tllepuopg BpeMeHU, Yepes KOTOpPbIN
oT 1[40 NHPopMaumsa Ha cTpaHuue bypeT
999999 obHoBNeHa (B cekyHAax)

2. CoxpaHunTe UsMeHeHuna B dpanne.

3. [na npumeHeHNA HacTpoek nepesanyctnute MeHeaxxep knmeHTa RuBackup:

/opt/rubackup/bin/rbc&
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4.2. KoHoUrypaumnoHHbin dann

4.2.2. lluctuur ¢panna

lpuMep nncTuHra KOHPUrypaLmnoHHoro ¢anna ~/.rbc2/.rb_gui_main_settings

ExitWithoutConfirmation=false
ExperimentallLogic=false
Hostname=1localhost
IdleTimeoutInMinutes=5
InfoHints=true

Lang=Ru

LogsLevel=0
RecordPerPage=50
SSLMode=allow
SessionIsBlocked=false
Theme=default_theme
UpdateTablePeriod=5
UseMsAdAuthByDefault=false
Username=rubackup
UsernameWithDomain=rubackup

17 n3 57




MeHep>xep knneHTa RuBackup (RBC)

naea 5. Pe3ynbTaTbl YyCTAaHOBKMU

Pes3ynbTaTbl yCTaHOBKMU:

e CTPYKTypa YCTaHOBJ/IEHHbIX MAaKETOB

o Kputepuin ycnewHoCcTn yCTaHOBKMU

5.1. CTpyKTypa YyCTaHOBJIEHHbIX NaKeToOB

B pesynbTaTe ycTaHOBKM MeHepxepa knmeHTa RuBackup nakeTbl 6yAyT pasBeEPHYThI B
AVPEKTOPUAX:

e /opt/rubackup;

e /home/<username>/.rbc2.

Tabnvya 4. CTpyKTypa yCTaHOB/IEHHOro naketa rubackup-common-gui
CTPYKTYpPHbIA 31EMEHT HasHaueHune anemeHTa

[opt/rubackup/keys/rbm/ Manka coaep>XunT cepTUdMKaT U 3aKpbITbI KIHOY
npunoxexHnsa RBC ana BHyTPEHHEro B3aMMoaen-
cTBMA KoMnoHeHToB CPK no npotokony SSL

fopt/rubackup/gui/plugins/ Manka coaep>XuT nnaruHbl

fopt/rubackup/gui/lib/ MNanka cogep>XnT BUBNNOTEKKN, UCNONb3YyeMble
rpadpunyecknum npunoxeHnem RBC

fopt/rubackup/gui/gml/ Manka cogepXnT QML-61MbnmnoTekun, ucnonbsye-
Mble rpadunyecknm npunoxeHmem RBM

/opt/rubackup/gui/rc/ MNanka cogep>XXUT HaCTPONKK rpaduyeckoro oTob-
paXxxeHus, B T.4. TEMbI, NEPEBOAbI AN MHTepdeica
npunoxexHns RBC

[opt/rubackup/gui/rc/themes/ Gannbl TeM npunoxerHna RBC

Tabnuya 5. CTpyKTypa yCTaHOB/IEHHOro rnaketa rubackup-rbc

CTPYKTYPHbIA aneMeHT HasHauyeHve anemeHTa
Jopt/rubackup/gui/rc/langs/ Gannbl ¢ TeKCTaMu NepeBofoB nHTepdenca npu-
noxexuns RBC
fopt/rubackup/bin/rbc NcnonHaembin dann npunoxeHna RBC
fopt/rubackup/gui/rc/info/ NHdopMaLMOHHble Nogckasky npunoxeHus RBC
/home/<username>/.rbc2/.logs XypHan cobbiTuin, cogepxallmin CobbITUA B COOT-

BEeTCTBUN C YCTAHOBJIEHHbIM YPOBHEM JIOTMpPOBa-
HUA, Ana CJ'Iy)Ke6HOFO MCNOo/1b30BaHUA

/home/<username>/.rbc2/.rb_gui_column_settings ®aiin HacTpPOKKN KONOHOK Tabnuy, B okHe RBC gns
3aNoMMHaHMA HAaCTPOoeEK nosnb3oBaTens (true —
nokasaTb KONOHKY, false — CKPbITb KOMIOHKY)
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5.2. Kputepuin ycnewHoCcT yCTaHOBKMU

/home/<username>/.rbc2/.rb_gui_main_settings KoHpurypaumnoHHbiit daiin, cogepxalinin nHdop-
MaL Mo 0 NapamMeTpax 1 HacTponkax RBC

5.2. Kputepui ycrnewHoOCTU YCTAaHOBKHU
KpuTepunem ycnewHocTn ycTaHOBKKM MeHeakepa knneHTa RuBackup asnsaertcs:

e OTCYTCTBME BbIBOAA COOOLEHMA 06 OWNOKe B KOHCONKM NMOSIb30BaTeNA NO 3aBepLle-
HUKO YCTAHOBKW NMakeToB rubackup-common-gui U rubackup-rbc;

e yCMeLLUHbIA 3anyCcK NPUIOXEeHNs.
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MeHep>xep knneHTa RuBackup (RBC)

naBa 6. Hayano pa6oTbl

e 3anyckK NpuioXxeHus

e VIHTepodenc npunoxxeHuns

6.1. 3anycK npunioXxXeHusa

3anyck MeHepgxepa knneHTa RuBackup ocyuw,ecTBnseTca OT UMEHU Nofib3oBaTensd, ans
KOTOPOro npenBapuTenbHO 6binn BbinonHeHbl xref:setup-user.adoc:

/opt/rubackup/bin/rbc&

[ns ypanéHHoro 3anycka MeHepyxepa knneHTa RuBackup, BbINOMHUTE KOMaHAy B Tep-
MWHane Ha yganéHHoMm ysne:

ssh -X username@rubackup_host

rpe username — MMA MOJIb30OBaTENIA, KOTOprIZ COCTOUT B rpynne rubackup n nMmeet
HaCTpPOEHHbIE NepeEMEHHbIE Cpebl.

6.1.1. NMNepBUYHbIA 3anyCcK

JocTyn K GyHKUMAM pe3epBHOro KONMpoBaHUA AaHHbIX OCYL,EeCTBAAETCA Nocne BBOAA
KOPPEKTHOro naposns nosbsoaTtens RBC, KoTopbin Heob6XxoaMMO 3agaThb Npu rnepBuY-
HOM 3anycke MeHepg)xepa knueHta RuBackup B none «llaponb» OKHa MNPUNOXEHUA
(OkHO nepBuYHOro 3anycka MeHepgxepa knmeHTa RuBackup).

o Tpe60oBaHMs K Naposio
Maposnb AOMKEH YAOBNETBOPATH CNEAYIOLLUM KPUTEPUAM:
e NNTNMHA HE MEHee 12 CMBOIJIOB,
e cofepXaTb OAHY 3arnaBHyto 6yksy unu 6onee;

e cOofepxaTb OAVH nnm oonee cneucumBOn: L"#S8%& "' () *+, -
<2010 A{] )
e cofepXaTb O4HYy undpy nnm éonee.

N3MeHNTb TeKyLMin Naposib BO3MOXHO B HACTPONKaX MPUIOXEHNS.
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6.2. HTepdenc NnpunoxeHuns

RuBackup Client

Napone

noYn

18KTPOHHOR NOANKCK

Bo#Ttn

PucyHok 1. OkHO nepBuYHOro 3anycka MeHegxxepa knueHta RuBackup
TakXe B JaHHOM OKHe AO0CTYMNHbl QYHKLMN:

e CO3[daHNA HOBOIro MacTep-KJiro4ya (cm. I\/IaCTep-anoq);

e CO3[aHNA UMGPOBON INEKTPOHHOW MOAMUCK Pe3epPBHbIX KOMUA (CM. SNekTpoHHasn
umMdpoBas NoANUCL).

6.2. UHTepdeinc npunoxxeHun

Ona HacTponku nHtepdenca npunoxenus RBC n 3agaHna naponsa nonbsosatena RBC
ncnonb3ynTe GyHKUMOHAN Ha BepxHel naHesnn. TakXe OOCTYMHa cnpaBka O TeKyLen
Bepcum CPK RuBackup.

[Ons rnobanbHoM HaBurauum NCnonb3ynte DOKOBYIO NaHeslb.

[lna HacTPOWKM OKHa O0ToGpaxeHus pasgena cMoTpute OkHa pasaenos.

6.2.1. BepxHasa naHenb

BepxHas naHenb MeHepXxepa knueHTa RuBackup 3akpenneHa M oTobpa)kaeTcs Ha
NBOM Ware unu nepexoge Mexay pasgenamm (BepxHaa naHens MeHepxkepa kneHTa
RuBackup) n npeaHasHa4yeHa Ansa HaBuraumm no cepBUCHBIM GYHKLMAM NPUTOXEHUS.

O
PucyHok 2. BepxHss naHenb MeHeaxepa knueHTa RuBackup

BepxHAs naHenb coaepXuT KHonky {2 (HacTpoMKmM), No HaxaTuo Ha KOTOPYIO B Bbina-
[alolWeM MeHIo AOCTYMHbl (BepxHas nadesb. Bbinagawollee MeHio 1o kHornke {ep
(HacTpomkm)):
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MeHep>xep knneHTa RuBackup (RBC)

e CMeHa napons nosnb3oBaTensa RBC, reHepupoBaHne MacTep KJo4va U 3NEKTPOHHOM
uuoposom nognmucu (cMm. CmeHa naponsa nossbsoBarterns);

e HaCTpoOWKa MHTepdenca NpunoxeHnsa (cM. Hactponka nHtepdeinca);

e CrpaBKa O TeKyL,en BepCun MNpUAOXeHUA (cM. MHbopmauma o Tekyllen Bepcun

NPUIOXEHWNS).

M3MeHWTE Naponk
HacTpoikwm oToBpaxeHWa

O RuBackup...

PucyHok 3. BepxHsasa naHenb. Boinagarolee MeHo No KHOMKe {E} (HacTpoikn)

CMeHa napons nosib3oBaTtens

Maponb nonb3oBatena RBC HeobXxo4AnM OnSa BbINOSIHEHUSA pe3epBHOro KonmpoBaHMAa U
BOCCTaHOBEHUNA AaHHbIX U3 pe3epBHOMN KOMUU.

o Tpe60oBaHMs K Naposio
Maponb AOMKEH YAOBNETBOPATL CNEAYIOLUM KPUTEPUAM:

e ONMHa He MeHee 12 CMMBOJIOB;
e cofepXxaTb O4HY 3arnaBHyro 6ykBy unm 6onee;

e copepxaTtb OAVIH nnm oonee cneucumBOn: L"#S8%&"' () *+, -
<2010 A{] )

e copepxaTb ogHy Umopy unu Gonee.

[Na nsmMeHeHNA TekyLero naposs nofib3oBaTensa NpUNoXeHus:

1. HaxmuTe kHonky {2 (HacTpoilkmn) v BbibepnTe B MEHIO NYHKT «CMeHa napons»;

2. B oTkpbiBWeMcA OKHe (BepxHaa naHens. MeHwo «HacTponkm» — OKHO CMEHbI
napons):

o B nose Tekywuit naponb BBEUTE TEKYLL NI NApOSib NOMb30oBaTeNS;
o B nosie HoBbi Naposib 3ajanTe HOBbIN MNaposib;
o MOBTOPUTE HOBbIN Naposb B nose NoBTopuTe HOBbIN NAPOb.

B cnyyae HEKOPPEKTHOro BBOAA Mapons COOTBETCTBYlee none byaeT Bbioe-
NEHO KPacHbIM LiBETOM U BblBEEHa COOTBETCTBYIOLLas NoAcKasKa.

o ONA reHepauuu HOBOrO MacTep-K/kuya noctaBbTe ¢nar B yek-6okce CospaTthb
MacTep-kKiou. [NogpobHee cMOTpU B MacTep-k/ioy;
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6.2. IHTepdenc npunoxeHuns

o ONA reHepauum aneKTPOHHON LMdpoBON NOLAMNUCK MOCcTaBbTe ¢iar B Yek-6okce
Co3paTtb KJOYM ANA 3NEeKTPOHHON nognucu. [ogpobHee CMOTPU B INIEKTPOH-
Hasa unoposas Nognuch;

3. [na npuMeHeHUs nsMeHeHUn HaxxmuTte KHonky OK.

CMEHA TEKYLUEro napana

Tekywnii napones

HoewliA Naponk

MoeTopWTe HOBLIA NaponkL
CozgaTte MacTep-KnoY

Co30aTe KNKDYW ANA INEKTPOHHOW NOOANKNCK

PucyHok 4. BepxHasa naHenb. MeHto «HacTponku» — OKHO CMeHbl napons

HacTpoiika uitepdeiica

[na nepcoHanusauum nHTepdenca:

1. Haxkmute kHonky e (HacTpoiiku) 1 BbibepnTe B MEHIO NyHKT «HacTpolku oTobpa-
XKEHUA»;

2. B oTKpbIBWIEMCS OKHe (BepxHaa naHens. MeHo «HacTtponkn» — HacTtponkn otobpa-
YKEHNS) BOZMOXHO MPOU3BECTU CreayoL e HaCTPOMKMU:

Hacrpoika
Tema  default_theme W
A3bik Ru w
Brixon Be3 noaTeEpXAEHWA
IKCNEPUMEHTANLHBIA PEXWUM
Mokas3biBaTh CNPaBO4HbLIE NOACKAE3KM ()

PucyHok 5. BepxHss naHenb. MeHo «HacTponkmn» — HacTponkn oTobpaxkeHns

o B nosne Tema BblbeputTe TeMy odopmMneHnsa nHTepodenca MeHepxepa KveHTa
RuBackup n3 npeponpenenéHHoro Habopa;

o B none #A3bIK 13 BbiNafaroLero cnmucka Bblbepute fA3blK HACTPOEK UHTepdenca
MeHepxepa knmeHTa RuBackup pycckun (Ru) nnu avrnnmnckmin (En);

o [eaKTUBUPYNTe nepekntovyaTens Bbixop 6e3 noaTBepxaeHua O /s BbiBOAA

23 n3 57




MeHep>xep knneHTa RuBackup (RBC)

OKHa noATBep>XAeHUA rNMpu BbiXoae U3 NpuIoXXeHn4|,

o aKTUBUPYWNTE MNepeknoyaTeb AKcnepuMeHTanbHbi pexxum © 1719 BKIOYEHNS

AKCNEPUMEHTAJIbHOIo peXuma, rnpn KoOTopom AoCTyneH OOMONTHUTENbHbIN CI)yHK-
LMOHaN co cneayrwumnmMmm orpaHn4YeHnamMmm:

= JaHHaa QyHKLMA He Bblna NpoTecTUpPoOBaHa;
= Ha HEE Henb3A 3aBecTu b6ar, XXanoby Unn MHUUOEHT;

» KOMMaHua RuBackup He HeceT OTBETCTBEHHOCTW 32 BO3MOXHbIN yuw,epb, npu-
YUHEHHbIM NPU UCMONb30BaAHUM 3TOr0 GYHKLMOHANa;

= KoMMaHua RuBackup rapaHTupyeT, 4TO faHHas QyHKUMA M30nmMpoBaHa N B
BbIK/TFOYEHHOM peXXMMe HUKaK He NoBnsAeT Ha paboTy CUCTEMbl Pe3epBHOro
KOMMPOBaHUS;

o aKTUBUPYNTe rnepeknoyatenb lMokKasbiBaTb cCnpaBoOuYHble NMOACKa3KU © ans

0TOBPaXEHNA CMPaBOYHbIX MOACKA30K — MOsABAEHME MHPOPMALMOHHOIO 3HaKa
(@ (MHPopmaLmsa o cTpaHuLe) Ha CTPaHNLAX, MMEIOLLMX CPaBOYHYO MHOPMa-
L.

3. [na npuMeHeHUs N3sMeHeHUn HaxxmuTe KHonky OK.

UHPpopmaLums o TeKylLeil BepCcUun NPUNodXKEeHUs

[na npocMoTpa CBeLEHNN:

1. HaxxmuTe kHorky ¢} (HacTponkm) 1 BbibepnTe B MeHio NyHKT O RuBackup;

2. B otkpbiBweMcs okHe (BepxHsas naHesnb. MeHwo «Hactponkn» — O RuBackup)
AOCTYMNEeH NPOCMOTP ClefyoLWwmxX CBEAEHUI:

[e]

MHPOpPMaLMA O NpaBax;
aBTope;

Bepcuu;

HOMepe cOopKu;

OTBETCTBEHHDbIX pa3pa60Tq|/|Kax.
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6.2. HTepdenc NnpunoxeHuns

Y
¢ Ru

= &« O RuBackup

& Tno6anbHule pesepeHbie KONUK

[El ro6ansHoe pacnucanme
rno6anbHble 3a4auu

[l NokansHoe pacnucarme
& OrpaHndermns

RuBackup

AsTOpckue npaea 2018-2024: 000 " PYB3KAI‘I
WcknounTensHble npasa NnpuHaanexat 000 "PYBIKAN"
AsTop: AHapen KysHeuos
Bepcus: 2.4.0

C6opka: HeT AaHHbIX

Client-server mode Han npoekTom RBC paboTanu

PucyHok 6. BepxHAasa naHenb. MeHo «HacTponkun» — O RuBackup

6.2.2. bokoBasi naHesb

BokoBas naHenb Beb-nHTepdenca RBC npegHasHavyeHa ans rnobanbHOM HaBUraunm u
oTobpaxkaeTcs Ha NO6OM LWare nnn nepexone Mexay pasgenamu.

PeXxumbl pa6oTbl NPUIIOKEHUS

o BHM3y 6GOKOBOWM NaHesn oTO6PaxEH peXxXnum paboTbl KTMEHTa pe3epBHOro KoNnpoBa-
HWA. BO3MOXHbIE PeXUMDbI:

o client-server mode — K/IMEHT-CEPBEPHBIN PEXUM pPaboTbl KIMEHTa pPe3epBHOro
KONMPOBaHUA C Mcnonb3oBaHMeM cepBepHon 4YacTu CPK RuBackup (ocHoBHOrO,
pes3epBHOro, MeguacepBepoB). KAMEHT pes3epBHOro KOMMPOBAHWUA MOAK/HOYEH K
ocHoBHOMY cepBepy CPK B cooTBeTCTBUM C AOKYMEHTOM «CucTemMa pesepBHOro
KONMMPOBaHNA N BOCCTaHOBNEHUA AaHHbIX RuBackup. PykoBogCTBO MO yCTaHOBKE U
OBHOBJ/IEHUIOY;

e autonomous mode — aBTOHOMHbIN pPeXnM paboTbl KNIMeHTa pe3epBHOro Konnposa-
HUA 6e3 UCnonb30BaHUA cepBepa Pe3epPBHOr0 KOMUPOBAHWA C COXpPaHeHWEM BO3-
MOXHOCTWU MWCMNOJIb30BaHUA JMHOObIX KIMEHTCKUX GYHKUMOHANbHbIX MoAynen Ans
CO30aHNA pe3epBHbIX KOMUNA.

Bup n onucaHne 60KOBOM NaHenu

BokoBasa naHenb COCTOUT U3 pasfesioB, OnpefensoWmnx CooTBETCTBYOWME GYHKLNN
MeHegnxepa knveHTa RuBackup, 1 cosfaHa os opraHM3auny yrnpasieHus pe3epBHbIM
KOMMPOBAHNEM N BOCCTAHOBIEHNEM [aHHbIX:

e pasgen «lnobanbHble pesepBHble KOMUW» MpefHasHayeH AN MPOoCMOoTpa BCeX
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MeHep>xep knneHTa RuBackup (RBC)

BbINMOJIHEHHbBIX PE3EePBHbIX KOMUI ANA TEKYLLEro ysna, KoTopble XpPaHATCA B penosn-
Topun RuBackup. [loCcTynHO:

o BbINOJIHEHME CPOYHOr0 PE3EPBHONO KONMPOBAHUA AAHHbIX;
o BOCCTaHOBIeHMe BbibpaHHoM PK Tekyuwero knmeHTa PK;
o BepuduumpoaHune PK Tekyuiero knmeHTta PK;

o ypaneHue PK Tekyuwero knneHta PK;

pasgen «nobanbHoe pacnucaHue» KIMEeHT-CEPBEPHOro pexuma paboTbl KIMEHTa
PK npegHasHayeH And NpPOCMOTpa BCeX MNpaBuil pPe3epBHOr0 KoOMMpoBaHUA ANA
Tekyuwiero knueHTta PK 1 cosgaHnusa 3anpoca Ha gobasneHne/yganeHvne npasuna rno-
6anbHOro pacnucaHma pPesepBHOro KOMUPOBaAHWUA flIOKasNbHbIX PECYPCOB TeKyLLero
KnmeHTa PK;

pasgen «JlokanbHble pesepBHble KOMUM» aBTOHOMHOIO peXxmma paboTbl KIMEHTa
npegHasHayeH O BbINOSHEHUA CPOYHOM PE3epPBHOM KOMUU NTIOKasNbHbIX PeCcypcoB
Tekywero knueHta PK, npocMoTpa/ypaneHna/BoOCCTaHOBAEHUA BbIMOSIHEHHbIX
pe3epBHbIX KOMUN TekyLero knueHTta PK;

pa3gen «lnobanbHble 3agayn» KIMEHT-CEPBEPHOro pexunma paboTbl KaneHTa PK
npegHasHayeH pas NpocMoTpa obuwero nepeyHs 3afad, co3faHHbIX B CUCTEME
pPEe3epPBHOIr0 KONUPOBaHMA AN TeKyLero knneHTa PK;

pasgen «JlokanbHble 3a4a4yn» aBTOHOMHOIO pexuma paboTbl KNMEHTa npeaHasHa-
YyeH A1 NPOCMOTpPa 3ajay TeKylero knmeHTa PK;

pasgen «JlokanbHOe pacnucaHve» npefaHasHayeH AN Co34aHUA  pacnucaHus
BbINO/IHEHNA PE3EePBHON0 KOMUPOBAHWUA JIOKaNIbHbIX PECYPCOB TEKYLLEro KJuMeHTa
PK;

pasnen «OrpaHl/lqume» npegHasHa4veH Anda onpegeneHnsda nokKalJibHbIX pPecypcoB,
BXOAAWMNX B OOBEKT, ANs KOTOpOro 6y,u,eT BbINMOJIHEHO pe3epBHOE KOMMpoBaHUeE.

B aBTOHOMHOM pexume paboTbl TakXe YyKasaHbl OObEM XpaHunuvLLa pPe3epBHbIX
KOMUn n % ncnonb3oBaHne ero oobema.

6.2.3. OkHa paspgenos

CTpanuubl pasgenoB MeHepgyxepa knneHTa RuBackup npeacTtaBneHbl B TabnmMyHOM
BUAae.

HacTpoiika Buga okHa pasgena

e N5 HaCTPOWNKM BUAA 3KPaHHbIX Tabnuw, ncnonbayinte kHonky HF (HacTpoiika kono-
HOK).

26 n3 57




6.2. HTepdenc NnpunoxeHuns

HacTpoMTe KonoH ki

D

ID 3apayn
Ccuinka

Twn pecypca
Pecypc

Tun PK

Wms nyna

@
@
O]
@
@
@
@
@)

Pasmep PK

CoxpaHWTh

PUCYyHOK 7. MeHIO HacTPOMKKN 0TOBpaXKeHnss KONIOHOK CTpaHuLbl pasgena

B oTKpbIBLIEMCA MEHIO BO3MOXHO:

CKPbITb BblBpaHHble KOMOHKW, 0EeaKTUBMPOBAB COOTBETCTBYHOLWMA NMepeknyaTesnb
Q;

0TO6pasnTb BblbpaHHbIE KOTOHKW, akTUBMPOBAB NepekstovaTeNb psaoM C 3arosoB-
KoM cTonbua tabnunubl ©;

NMPUMEHNTDb BHECEHHbIe M3MeHeHNA, Ha>XaB KHOTMKY COXpaHMTb.

[eicTBuA Hap, faHHbIMM

Hap Tabnuuen pacnonoXeHsbl:

« KHOMKa 4} (CpouHoe PK) (cpouHoe pe3epBHOE KOMVPOBAaHWE);

« kHonku peiicteuin (D) BoccTaHoBUTb, (D) FpaHynsapHoe BoccTaHoBnewue, () Mpo-
BepuTb, (1] YAaNuTb), NO3BONAIOLME B3aMOAECTBOBaTb CO CTPOKaMM Tabnuubl,
[OCTYMHblE TOMBKO MPW BblIGOpe CTPOKM Tabnuupbl (n1eMeHTbl AeicTBUi Hag, faH-
HbIMW).

¢ Ru @

= ﬁ CpounHoe PK BoccTaHoBUTh lpaHynApHOe BOCCTaHOBNEeHWe Mpoeeputs [4] Ypanute

Twun pecypca Tun PK

File system Ttest/ full Default 696 484

L [No6ankHsIE pe3epBHLIE KoMK Pecypc Wima nyna PaaMep MOMEHTaNLHOMO CHUMKA

[E rno6ansHoe pacnucarne

Itest/ Default

File system

[f] rnoBankheie 3apaun File system Ttest/ full Default 696 477

[El NokansHoe pacnucanve

(& OrpaHuyeHus

PucyHok 8. 3neMeHTbl 4eNCTBUI Ha OaHHbIMK
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MeHep>xep knneHTa RuBackup (RBC)

CopTuUpoOBKa flaHHbIX

« [1ns BbI30Ba CpeACcTB COPTUPOBKM HaXXMUTE Ha 3arofioBke cTonbLa, 3Ha4YeHNst KoTo-
pOro Heo6Xxo0AMMO YNoPSAOYNTD.

o CpeacTBa COPTUPOBKU AaHHbIX NpPefcTaBrieHbl afeMeHTaMn Bblibopa HanpaBneHUs
COPTUPOBKW B 3arosioBke Tabnmubl aKpaHHON GOpMbl (S1EMEHTLI COPTUPOBKM [aH-
HbIX).

o CopTupoBKa MOXeT ObiTb NponsBefeHa TOSIbKO NO OAHOMY napamMeTpy (cTonéuy
Tabnuubl), NPy HaXKaTUKW Ha 3arosIoBOK Tabnunubl.

n
* Ru ®

= it CpouHoe PK BOCCTaHOBMTE [ paHynApHOEe BOCCTaHOBNEHUE Nposepute [4] YaanuTs

Tun PK

¥mA nyna Paamep PK Pa3mep MOMEHTaNEHOro CHAMKa

£ TnoBanbHble pesepeHbie KON

Default

E rno6ansHoe pacnucamme

pst/ full Default 696 473

[£] rmo6ankHeie 3agaun 1 1 0 bstr full Default 696 417
E NokansHoe pamncahme

£ Orpannuerns

PucyHok 9. 3nemMeHTbl COPTUPOBKU AaHHbIX

¢Mﬂpral.wlﬂ AaHHbIX

o [1nA BbIBOPOYHOro NPOCMOTPA OaHHbIX Ha 3KpaHe pasfena BO3MOXHO MpUMeEHeHne
¢ounbTpa.

[Ona Bbl3oBa cpeactB ¢uNbTpauUuMM HaXMuTe Ha 3arofsioBke ctonbua JIKM u B
OTKpbIBLLEMCSH MeHI (DunbTpauma oaHHbIX) B none punbTpa BBEAUTE 3HaYeHne ansa
noucka.

e 3aronoBok ctonbua Tabnuubl, MO KOTOPOMY MpoussefeHa OunbTpauus AaHHbIX
OTMeYeH 3HaKOM COpPTUPOBKM Y .

e Bo3MoxHa ¢punbTpauns ToNbKO NO OAHOMY 3HAUYEHMIO B CTONOLE Tabnuubl.
o dUNbTPaLUO MOXHO NMPUMEHUTL Cpa3sy AN HECKOIbKMX CTONBL,0B Tabnmubl.

o [1nA oTMeHbl GUNbTpaLMn HaXXMuTe Ha 3aronoske ctonbua JIKM n B oTKpbIBLIEMCA
MEHIO HaXXMUTE KHOMKY & ANS CHATUS GUNbTpa No ogHOMY CTONBLY, UK KHOMKY &
A9 OTMEHbI dunbTpauum rno BcemM ctonbuam Tabnuubl pasgena.

Sy
¢ Ru ®

= LJ Cpo4Hoe PK BoccTaHoBnTe lpaHynApHoe BOCCTAHOBNEHWE MNposepnte [u] Yaanuts

Twun PK WmA nyna Paamep PK Pa3mep MOMEHTaNLHOro CHUMKa

£4 TnoBankHeie pesepeHbe KOnuM

Default

E rno6ansbHoe pacnucaHve
pst/ full Default 696 473

E] ro6anbhble 3aaaum 1 1 0 bst full Default 696 477

E NokanbHoe pacnucaHme

£ OrpaHmueHns

PucyHok 10. dunbTpaums gaHHbIX
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UHnPpopmauums o cTpaHule

MNpenBapuTenbHO ANA oTobpaxeHnsa cnpaBovyHOn MHGopMaL UM HEOBXOANUMO aKTUBUPO-
BaTb nepekntoyaTenb «llokasbiBaTb CrpaBOYHble MOACKA3KM» B MeHH «HacTpounku
oTobpaxeHus», 4OCTYMNHOEe B HAaCTPOMKaX.

ONns Kaxaoro pasgena B MNpPaBOM HUKHEM Yriy akpaHa no Haxatuo kHonku (@
(Mndopmauma o cTpaHuLe), KOTOpas OTKPbIBaeT BKMaAKy C OMMCaHMEM TeKYLLero
pasfgena, CoOAepXUT HeKoTopble cneunduyHble NOACHEHMA N CCbINIKY ONA nepexoja Ha
odpuymanbHbin canTt RuBackup B pasgen TexHMYeCKoOW AOKYMEHTauun gna nonyyeHus
6onee noapobHoM NMHPopMaLMm 0 paboTe ¢ NpunoxeHmem (CripasoyHas nHbopmaums).

Tun pecypca Pecypc Tun PK ID npaeuna ID cTpaterumn /i CospaHo
9 Backup local  File system fhome/  full 0 0 Default ( Done ) 2024-11-07 13:11:38+03
4 Backup local File system Itest/ full o 0 Default I: Done :\ 2024-11-07 08:58:53+03

{2 TnoBanbHble pesepeHble KoNun

[El rno6ansHoe pacnvcanme
[] rno6ancHele 33aaun

[E] nokans+oe pacnucarve

£ OrpaHuueHus

Client-server mode

PucyHok 11. CrnipaBoyHas nHoopmMauusa
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MeHep>xep knneHTa RuBackup (RBC)

naBa 7. KnueHT-cepBepHbIA peXXUM

OyHKUMM  npunoxeHna "MeHepxepa knMeHTa RuBackup" B KNMEHT-CEpBEPHOM
pexunme:

e [NobanbHble pe3epBHbIe KOMUK

[(nobanbHOe pacnucaHue

[nobanbHble 3aga4n

JlokanbHoe pacnmncaHmne

OrpaHunyeHus

7.1.Tno6anbHble pe3epBHble KONUU

B paspene «'nobanbHble pesepBHblie KOMMM» OTOOBPaXKeHbl BCe pe3epBHble KONUn Ans
TEKYLEero K/MeHTa pe3epBHOro KOMUPOBaHWSA, KOTOPblE XPaHATCA B PEno3snTopun
RuBackup (OkHoO pasgena «[nobanbHble pe3epBHble KOMUn»).

-
* Ru @

= {1 Cpouroe PK BOCCTaHOBUTL [ paHyNspHOE BOCCTAHOBAEHME MNposeputs [0 Yaanuts B

ID3agauw  Cewinka  Twn pecypca Pecypc ~ TunPK  Mmanyna = Paimep PK  Pasmep MOMEHTANLHOMO CHUMKA

£ MmoBansHsle pesepaHsie Konum

: 4 9 1] File system fhome/ full Default 216735576 758057 2024-11-0
E nobansHoe pacnucaHue
2 2 [1] File system ftest/ full Default 696 473 2024-10-2

[] FroGankHble 3agaum 1 1 0 File system ftest/ full Default 696 477 2024-10-2

[E NokanwbHoe pacnncaHue

£ Orpannderus

Client-server mode

PucyHok 12. OkHo pasgena «[nobanbHble pesepBHble KONUMU»

B naHHOM pasfgene BO3MOXHO BbIMOSIHUTb:

e CPOYHOE pe3epBHOE KOMUpoBaHWe pecypca Tekyuwero knueHta PK (CpouHoe
pesepBHOE KOMUPOBaHME);

e BOCCTAHOBJIEHME BbIOpPaAHHOW MOMHON, MHKPEMEHTasNIbHON Unn guddepeHumanbHoOm
pesepBHON Konun (BoccTaHoBEHME PE3EePBHOM KOMUK);

e BOCCTaHOBJ/1EHNE Bbl6paHHbIX KaTanoros unu ¢annos U3 NOMHOW, MHKPEMEHTAaNbHOM
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nnu anddepeHunanbHoON pesepBHOM Konun (IMpaHynspHoe BOCCTaHOBIEHNE);
e MPOBEPKY pe3epBHOMN Konuu ([posepka pesepBHON Konun);

e yaaneHue BblbpaHHOM pe3epBHOM Konun (YaaneHne pesepBHOM Konmm).

7.1.1. CpouyHoe pe3epBHOE KONMpoBaHue

[lp CPOYHOM pe3epBHOM KOMUPOBAHUW BbINOMHAETCA CO34aHUe TONbKO [OJIHOM
pe3epBHOW KOMUN.

[na cosgaHmna CPOYHOM pe3epBHOMN KOMUK:

1. HaxxmuTe kHonky 4 (CpouHoe PK).

2. B oTKpbIBLIEMCS OKHE (OKHO CPOYHOro pesepBHOro KOMMpoBaHus) 3anosiHUTe Nons:

-
* Ru @

& CpouHoe PK + MpUMeHnTL

& noBansHble pesepeHbie KonvKu
Tun pecypca File system v

Pecypc -

ApxuenposaHue

[El roBansHoe pacnncanve

] rnoBanksHuie 2apaun

[El NokankHoe pacnucanme

3awwTHoe NpeobpazoeaHke  nocrypt v

£ Orpannuenus

Client-server mode

PucyHok 13. OKHO CPOYHOr0 pe3epBHOro KonMpoBaHUs

o B none Tun pecypca BblbepuTe M3 BbiNagarowero crnucka (B 3aBUCUMOCTU OT
YCTaHOBJ/IEHHbIX MOAYEeN) TUMN Pe3epPBUPYEMOro Pecypca;

o B none Pecypc BbibepuTe N3 BbiNafatoLLLErO CMNCKA Pe3epBUPYEMbIE JaHHbIE;

o akTuBupynTe @ nepeknoyaTenbs ApXUBUPOBaAHUE OIS apXUBMPOBAHUS pesepBs-
HOW KOMUW pecypca 1 NocneayroLLero yaaneHms Lenesoro (McxogHoro) pecypca.
Mpy aKkTUBaLMKW JaHHOro nepekovaTens U NPUMEHEHUs BCEX HACTPOEK Cpouy-
HOrO Pe3epPBHOr0 KOMMPOoBaHWUA ByaeT BbiBEAEHO OKHO MOATBEPXAEHUA C Npeay-
npexaeHnem o6 yaaneHum L,eneBoro pecypca nocne apxmBnpoBaHus.

[laHHbI GYHKLMOHAN MnoneseH B CUTyauuW, Korga He Hy>eH 4acTblil JOoCTyn K
pecypcy (AoNnroBpeMeHHoe XpaHeHune);
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o B none 3awuUTHOEe npeob6bpasoBaHMe BLIOepMTe W3 BbiMagarolero crmucka
nocrypt, ecnu 3alnTHOE NpeobpasoBaHMe Pe3epBHON KOMUN He TpebyeTcs, nnu
anropuTM 3alWKMTHOro npeobpasoBaHnsa (ANrOpUTMbI 3alLLUMTHOroO npeocbpasoBa-
HUSA).

3. HaxmuTte kHornky v MpUMeHuTb /1 CO34aHUs pPe3epBHON KOMUN C BblGpaHHbIMM
napameTpamu.

7.1.2. BoccTaHOBJ/IEHUEe pe3epBHON KONUU

[OCTYNHO BOCCTaHOBMEHME W3 TMOJSIHOW, WMHKPEMEHTaNbHOW (BOCCTAHOBNEHWE BCEW
LLenoYKn pesepBHbIX KONun) nnn guddepeHumanbHON pesepBHON KOMUK.

[1ns BOCCTaHOBNEHUA AaHHbIX N3 p63€pBHOI7I KOrMuu:

1. Boigenute JIKM BOCCTaHaBNMBaeMyr pe3epBHYHO KOMUIO.
2. HaxxmuTe kHonky (D) BoccTaHOBUTb.

3. B cnyuyae, ecnn pesepBHasa Konua He npoBepeHa (umeeT cTtaTyc «Not verified»), B
NosIBMBLUEMCSA OKHe Mnofib3oBaTesNlb byaeT yBegoMNnéH 06 3TOM M 3anpoleHo noja-
TBEPXOEHNE Ha NPOOO/IKEHNE NPOoLEecCa BOCCTAHOBNEHUS AaHHbIX U3 BblGpaHHOM
pe3epBHOW KOMUN.

4. B OTKpbIBLUEMCS OKHE BOCCTaAHOBNEHUA npepctaBneHo (OKHO MoSIHOro BOCCTaHOB-
NEeHNA faHHbIX):

™
¢ Ru @

BoccTaHoBnexue u3 PK (id 4) " MNpumerHuTs

£ Tno6anbHble pesepsHbie KONuA

MH(OPMALWA 0 pesepsHoi KomnK

[E rno6anbHoe pacnucaHme 3
Twn pecypca: File system
[£] rno6anbHble 3aaaun Pecypc: /home/

[E nokansHoe pacnucaHue Nyn: Default

£ OrpaHuueHuns Tun PK: full
Co3zpaHo: 2024-11-07 13:11:48+03
Llenoyka BoCCTaHOBNEHWA: 4

CraTyc PK: Not Verified

MecCTo BOCCTaHOBAEHHA

HasHavenue: * @ -

BOCCTaHOBNEHWE C pa3BEPTbIBAHWEM

Napons *

Client-server mode

PucyHok 14. OKHO NOSTHOrO BOCCTAHOBEHNSA OAaHHbIX

o MHpoOpMaLUA O pe3epBHOW KonuU. [laHHbIN ONOK COOEPXUT HEU3IMEHAEMYIO
NHPOpPMaL MO O pe3epPBHON KONUu;

32un357
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o MeCTO BOCCTaHOBJIEHUA. B JaHHOM 6/10Ke Heo6X0aMMO onpenennThb:

o B nosne HasHayeHue Bbl6epI/ITe 13 BbiMagaroLuiero Crmcka BpeMeHHbIIZ KaTajor Ha
TEKYyWeEM y3Jie KJITMEHTa PK ons pacCnakKoBKK Bbl6paHHOVI pesepBHO|7| KOTMuu,

o aKTUBUPYNTE nepekntoyatesns BoccTtaHoBneHue ¢ pasBeprtbiBaHuem © [ans
pasBEPTbIBaHNA PEe3epBHOM KOMUM B KaTasor, ykasaHHbln B rnone «KaTtanor pac-
NakoBKU» 1 LeneBon (McxogHbln) KaTanor. [locne BOCCTaHOBNEHUA A BblOpaHHbIN
KaTanor pacrnakoBku bygeT ounuwieH. B cnyyae geaktuBauun nepeknovatens @
pesepBHaa Konusa 6yneT BOCCTAHOB/IEHA TOJSIBKO B Marnky, yKasaHHytO B nose
KaTanor pacnakoBku;

o B none Maponb BBeAUTe Naposb nofnb3oBatena MeHepXxepa knueHta RuBackup
A5 NOATBEPXAEHUSA NPaB Ha JaHHY0 npouenypy.

5. Haxmute kHonky « MpuUMeHuTb ANS BOCCTAHOB/EHUA BblOpPaHHOW pe3epBHOM
KOMUM C YKasaHHbIMW NapamMeTpamm.

6. o 3aBepLIeHNO BOCCTAHOBEHMS NOSib3oBaTe b OyaeT yBeAOMSIEH B NOSABUBLLUEMCS
OKHe 0 CO3[aHuN 3afa4n Ha BOCCTaHOBSIEHME C yKasaHuem eé ID.

7.1.3. paHynapHoe BOCCTaHOB/IEHUe

BoccTaHoBneHue BblIbpaHHbIX AaHHbIX (Garnnos, nanok 1 T. A4.) OCyLWeCcTBAAeTCA U3 Non-
HOWM NNN MHKPEMEHTAsIbHOW pe3epBHON KON (BOCCTaHOBEHME BCEN LLENOYKN pe3epB-
HbIX KOMNWK), ANA KOTOPOW Mpu pes3epBHOM KOMUPOBaHUW AaHHbIX 6blf BKAOYEH napa-
MeTp co3faHna ¢ann-nmcTa Unu BbINOIHEHHOW MoAyNeM C AOCTYMNHOMN GYHKLUWEN rpa-
HYNAPHOro BOCCTAHOB/EHMUA.

[lna BoCcCcTaHOBMEHUA Bbl6paHHbIX OaHHbIX:

1. Bbigenute JIKM npoBepsaeMyro pe3epBHYH KOMuHo.
2. HaxxmunTte KHonky (D) MpaHynapHoe BOCCTaHOBJ/IEHUE.

3.B OTKpbIBLLEMCA OKHE IpaHyndpHOro BOCCTaHOBJIEHUA NMpeacTaBNEHO (OKHO rpeaHy-
JIAPHOIo BOCCTaHOBJ1EHUA AaHHbIX):
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¢ Ru

£ TnobankHbie pesepeHbie KONUU
[E rnoBansHoe pacnucarivie

E] rnoBansHbie 3apaun

[E nokansHoe pacnucanve

& Orpaunyenuna

Tun pecypca:

Pecypc:

Myn:

Tun PK:

Cospawo:

Lienokka BOCCTaHOBNEHNA:

Cratyc PK:

T panynspHoe BoccTaHoBneHwe 3 PK (id 2)

MHAOPMaLMs: 0 pe3epBHOM Konuw
File system
frest/
Default
full
2024-10-28 16:51:34+03
2

Not Verified

&

W Tpumerus

MecTo BOCCTaHOBNEHMA

Hasavenme: * @ =)

Napone *

Wns daiina Npasa Bnajeney,  Pasmep  Jlata Bpems

test/testfile2 “PW-FeeFes root/root 14 2024-10-16 14:28:05

®

test/testfilel  -rwerer-- root/root 13 2024-10-16  14:26:26 {

test drwxr-xr-x root/root 0 2024-10-16 14:28:05

PucyHok 15. OKHO rpaHynspHOro BOCCTaAHOBIEHUA LaHHbIX
o I/IHd)OpMaI.I,I/ISI o pe3epBHOﬁ KOINMUN. ﬂ,aHHbII7I 6nokK COAEPXKXUT HEUIMEHAEMYIO
NHPOPMaLMIO O Pe3epPBHON KOMWUK;
o MeCTO BOCCTaHOBJIEHUA. B faHHOM 6/10Ke Heo6XoanMMOo onpenenunTb:

= B nosie HasHauyeHue BbIGepuTe U3 BbINaAaOLWLEro CMMCKA BPEMEHHbIV KaTanor
Ha TeKyLlleM y3ne KnveHTa PK ans pacnakoBKU BbIGpaHHON pe3epBHO Konuu;

= B nosie Maponb BBeAuTe MNaposib MNosb3oBaTens MeHemxepa KIMEHTa
RuBackup ons nogteepXXaeHus npas Ha SaHHYO Npouenypy;

o B OKHEe CMUCKa flaHHbIX pPe3epBHOM KOMNun BblbepuTe gaHHble ANA BOCCTaHOBe-
HuA. [na Bbibopa HECKONbKUX AaHHbIX yaoep>XusanTe knasuwy CTRL v BbigenuTe
JIKM BoccTaHaBnnBaeMble faHHble. Npun yaep>aHnn knasuwm CTRL AOCTYMHbI
kHoMKU [v] (BbigenuTb BCe) ¥ (CopocuTb BbipeneHue).

4. Haxxmute KHoMky < NMpUMeHUTb [ BOCCTaHOB/IEHUS BbIOPaHHbIX LaHHbIX U3
pe3epBHOW KOMUN.

5. Mo 3aBepLUeHMO BOCCTAHOBIEHNA NOb3oBaTeNb byaeT yBeAOMNEH B NOABMBLUEMCSH
OKHe O CO3[aHun 3af,a4m Ha BOCCTaHOBIEHME C ykasaHuem eé ID.

7.1.4. lNpoBepkKa pe3epBHON KONMUU

[na npoBepKn pe3epBHON KOMUK Ha LLeNOCTHOCTb AaHHbIX:

1. Boigenute JIKM npoBepsaeMyto pe3epBHYH KOMuHo.
2. Haxxmute kHonky |Y) NMpoeepuTb.

3. B OTKpbIBLLEMCS OKHE NoaTBepAuTe NPoBepKy BbIbpaHHOW pe3epBHOM KOMUK, HaXaBs
KHOMKY «[a».

4. o pesynbTaTaM NPOBEpPKM pe3epBHas Konusa byaeT UMeTb OAVH U3 CTaTyCcoB, Npu-
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BeAEHHbIX B Tabnuue CtaTyc NpoBepky pesepBHbIX Konuii B penosutopun. CtaTyc
6yaeT oTobpaxeH B cTonbue «CTaTyc NPOBEPKU» TeKYLLLEro pasaena.

Tabnuya 6. CTaTyc rnpoBEpPKn Pe3epBHbIX KOMWIA B PErosnTopumn

Not verified PesepBHas konusa He NpoBepeHa

Verification failed Pasmepbl pannos pesepBHOM KOMUN OTAINYAOTCA OT 3anucu B
penosnTopuun

Verified™ Pasmepbl ¢pannos pe3epBHON KONUM COOTBETCTBYIOT 3anucu B

pPeno3nToOpUmn, HO NMPOBEPKA 3NTEKTPOHHOM NOANMUCU pe3epBHON
KOMUWN He ocyLlecTBnANach

Unreliable [MpoBepKa aNeKTPOHHOM NOANMNCU Pe3ePBHON KOMNUK OCYLLECTB-
nanacb, HO, BOSMOXHO, NYBANYHBIN KIOY KITMEHTa Ha cepBepe
ycTapen

Mistrusted lMpoBepka 3NeKTPOHHOM MOANUCHK 3aKOHUYUIachb HeygayHo. Tak-

Ke OaHHbIN CTaTyC MOSABAETCA Ha NPOBEPEHHbIX Pe3epPBHbIX
KONUSAX, NOAMUCaHHbIX 31IeKTPOHHON LNGPOBOMN NOAMNUCHIO, B
cnyyae obHoBNeHUs kntoyen LM

Trusted [MpoBepka 3MeKTPOHHOW NOAMUCKU 3aKOHYMNAaCh ygayvyHo

Broken chain B uenouke oTCyTCTBYET Of1HA U3 PEe3EPBHbIX KOMNUIN, KOTOpas
OOJKHa NpeaLlwecTBoBaTb MHKPEMEHTaNbHOM nnn guddepeHun-
anbHOW pe3epBHON KoNuu

7.1.5. YaaneHue pe3epBHO KONUMn

e YpaneHwe pe3epBHON KONUN HEBO3MOXHO B Cliyyae, ecnu:

o pe3epBHas KOMuA ABNAeTCA NocnefHen ansa npasuna rrnobanbHOro pacnncaHusa u
aAMWHUCTPATOPOM akTueBMpoBaHa ¢yHKUUA «[lpepoTBpalleHne yaaneHus
nocnegHen PK npasuna».

e YpaneHune pesepBHON KONUN BO3MOXHO B OQHOM 13 HI/I)KeI'IpI/IBe,EI,éHHbIX clly4yaes:

o pesepBHasa KONMs cosfgaHa no npaswuny rnobanbHOro pacnucaHusa, oas KoToporo
agMUHUCTpaTopoM RuBackup paspelweHo ypaneHue KINEHTOM pPe3epBHbIX
KOMWI, CO34aHHbIX NO 9TOMY npasuny (B RBM B cekuum «YcTapesLlUMe pe3epBHble
Konum» npasuna rnobanbHOro pacrnmcaHus akTUBMPOBaH nepeksnyartens «Knn-
E€HT MOXEeT yAanuTb pe3epBHble KOMUK 3TOro npasuna);

o pe3epBHaA KOMWUA co3faHa NokKanbHO Mosib3oBaTeneM MeHepXkepa KaneHTa
RuBackup.

o [1Nna yfaneHns pesepBHON KONUK:
1. Boigenute JIKM ypanaemyro pes3epBHYHO KOMUIO.
2. HaxXmMnTte KHOmMkKy (m] Ypanute.

3. B oTKpblBWEMCA OKHe BBeguTe naposib nosib3oBaTens MeHep)xepa KIMEHTa
RuBackup ona nogreBepXXLeHUA npas Ha LaHHYHO npouenypy U HaXXMuUTe KHOMKY
OK pgna npogonkeHus. B cnyyae BBoLa HEKOPPEKTHOro napofif nonb3oBaTtesb
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6yaeT npenynpexnéH u npoueaypa yaaneHua 6ygeT npepsaHa.

4. B OKHe noAaTBepXAeHUA A58 NPOAOS/IKEHUA yhaneHus BblbpaHHOW pe3epBHOM
Konum Haxxmute «[a».

5. B pesynbTaTte pesepBHada Konua bygeT yganeHa us penosmtopus RuBackup.

7.2.T'no6anbHoe pacnucaHue

Pasgen «lnobanbHoe pacnucaHuve» nMpefHasHayeH pAJis MNpoCcMOoTpa W CO34aHuA
3anpoca Ha gobasneHne W ypaneHue npasun rnobanbHOro pacnmcaHusa, No KOTOpbIM
BbIMOSIHAETCA NepuoanyYeckoe pesepBHOE KOMUPOBaHME [aHHbIX TeKyWero KuMeHTa
pesepBHOro kKonnpoBaHua (OkHO paspena «[nobansHoe pacnucaHner).

Nobaeuts [0 Yaanute B

ID Wwma rnobansHoro pacnucaqna Craryc EMKOCTE XpaHunuwa, re MUH ac AeHB Mecala Mecsy AEHB Hepenu

o6anbHbie pe3epBHble KONUKA

1 test (wat | 0 0 0 1 . 999 2024-102

El rno6anbHoe pacnucamve

] rno6ansHbie 3agaun
[E] Nokansroe pacnucanme

£ OrpaHuueHus

©

Client-server mode

PucyHok 16. OkHoO pasgena «['nobanbHoe pacnmcaHme»

e Ecnn B rnobanbHOM pacnuncaHum gns ogHoOro U TOro Xe pecypca KaneHTa peseps-
HOro KOMMPOBaHMA B OQHO N TO Xe BpeMs A0/MKHbl 6biTb 3anyLieHbl 3agadyn co3ga-
HWSA NOJTHOW pe3epPBHOM KOMUM U Pa3HOCTHbIX PE3EePBHbIX KOMUK, TO ByaeT 3anyLieHa
TONbKO 3afa4a co34aHnA NOJSIHON pe3epPBHON KOMUU.

o [1ns Kaxporo npaeuna rnobanbHOro pacnucaHns oTobpaxeéH ero ctatyc (6es Bos-
MOXHOCTM U3MEHEHUs Nnofib3oBaTeneM). Bo3aMoXHble CTaTyCbl:

o wait (ocTaHOBNEHO) — npaBunno He CO30a€T 3ajauun pe3epBHOro KonnmpoBaHUA B
COOTBETCTBUN C 3aaHHbIM pacCrminCaHnewMm,

o run (3anyuieHo) — npaBWIO CO303ET 3ajauM Ha pe3epBHOE KOoMupoBaHue
BbIGpPaHHOro pecypca kKnnmeHTta PK B COOTBETCTBUM C 3a4aHHbIM pacnucaHmem.

e B gaHHOM pa3gene BO3MOXHO BbINOSHUTb:

o CO3OdaHune 3anpoca Ha pobasneHne npasuia rnobanbHoro pacnmncaHnA (Cospa-
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HWe rpaBuia rnobanbHOro paCI'II/IcaHI/IFI);

o CO3[0aHWe 3anpoca Ha ypaneHuwe npasuna rnobanbHoro pacnucaxua (Ypanedve
npasuna rnobanbHOro pacnmcaHus).

7.2.1. Co3paHue npaBuna rno6anbHOro pacnucaHusa

[ns cospaHma npaBuna rnobanbHOro pacnucaHns s pes3epBHOr0 KOMMPOBaHMA AaH-
HbIX TEKYLLErO KNIMEHTA Pe3epPBHOro KONMMPOBaHMUS:

1. Haxmute kHonky (4] (lo6aBuTb) AN CO3f4aHMA 3anpoca agMUHUCTPaATopy Ha
no6asneHve npasunia rnobanbHOro pacnucaHus.

2. B oTKpbIBLLEMCA OKHe pobasneHns npaBuna rno6anbHoOro pacnmcaHna yKaxumte
(OkHO cospaHus npaswuna rnobanbHOro paCI'II/IcaHI/IFI)I

-
" Ru @

[No6asuTk Npasuno rnoBansHOro pacnucaHua " MpamesuTs

(b nobankHele pesepsHbIe KoM Npasuna rNo6anLHOro PacnUcakus

[El ro6ankroe pacnucanve

MNapameTpul Nnpaeuna

[E] rno6anbHble 3agaun
Hassauwne npasuna * testl

[E] NokansHoe pacnucanme Tan pecypca File system -

£ OrpaHuuenns Pecypc * Ibig/ -

Tun PK | incremental < v |

3awwTHoe npeobpasosanue  nocrypt ~

JNo6aeuts npasuno e wabnoH ‘

WabnoH rnobansHOro pacnucasma

HacTpoitkn
NpeanoyTUTENBHLIA NepHoa daily v
Mpeano4TUTENLHOE BpEMSA 03:06:00 I““]

Havano nepuona neicrena 19.11.2024 03:06 ]

i
©

OkoH4aHwe nepwoga genctews  19.11.2025 03:06

KommeHTapwii

Client-server mode

PucyHok 17. OKHO cosfgaHua NpaBuna rnobanbHOro pacnmcaHus

o MapamMeTpbl npaBuna. B faHHOM 6noke Heo6xoaMMO ornpenennTb:

= B none HaseaHue npaBuna 3agarnite otobpaxaemoe Ha3BaHMe CO3[aBaeMoro
npaBuia pe3epBHOro KONMpPoBaHUA AaHHbIX KnveHTa PK. TpeboBaHus K CUM-
BOJIaM Ha3BaHWA He NMpeabABAITCS;

= B none Tun pecypca BbiGepuTe 13 BbiNagaroLlero cnmcka (B 3aBUCUMOCTU OT
YCTaHOBJIEHHbIX MOAYNel) TUN pe3epBMpYEMOro pecypca;

= B nosie Pecypc BbibepuTe 13 BbiNagarowero cnucka pesepsmpyembie AaHHble
KnueHTa PK;

« B none Tun PK OOCTYNHO MOJIHOE, UHKpeMeHTanbHoe n anddepeHunanbHoe
pe3epBHOE KONMMpoBaHue;

B none 3awuUTHOe npeobGpasoBaHMue Bbl6epV|Te M3 BblMagarowero cCrincka
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nocrypt, ecnun 3aWuUTHOe NpeobpasoBaHNe pPe3epBHOW KOMUK He TpebyeTcs,
UNU anropuTM 3alWMTHOrO nNpeobpasoBaHus (ANropUTMbl 3aLLUTHOrO Npeob-
pasoBaHuA).

= f06GaBUTb NpaBuo B WAGMOH. VICnoNb3ynTe AaHHYH KHOMKY ON19 CO34aHusA
HEeCKONIbKMX MpaBuil pe3epBHOro KOMUPOBaHUA PasfNYHbIX PecypcoB TeKy-
wero knueHta PK no opgHoMmy pacnucaHuto, BbibpaHHOMY B 0Oroke
«HacTponkn». Taknm obpasom B pesynbTaTe byaeT co34aHO HECKONbKO Mpa-
BUN (mobaBneHHbIX B LWAGMAOH) C OAWMHAKOBbIM pacnnCaHUEM pPe3epPBHOro
KONUpOoBaHus;

o HaCTPOWKW. B naHHOM 6110Ke onpepenaeTcs:

= B none MpeanouyTUTenbHbIN Nepuop, onpeaenseTcs NepuoanYHOCTb BbINOs-
HEHWs MpaBuna pPe3epPBHOr0 KOMMPOBAHUS BbIGPAHHOTO pecypca — exe-
AHEBHO, eXeHeeNbHO, eXXeMeCAYHO, eXEerofHo;

» B nosne MpepnouyTuTenbHoe BpeMs BbiGepuTe BpeMsi BbINOHEHUS NpaBuna B
dopmaTe YacCbl:MUHYThI;

= B Nnone Hayano nepuopna aencTBuA BbIOepuTe gaTy M BpeMA Hadana geun-
cTBmA npasuna. C ycTaHOBMEHHOW pAaTbl A8 BblOpaHHOro pecypca 6yayT
aBTOMaTUYeCKN CO3[aBaTbCH PEe3epPBHbIE KOMUK, MPU YCNOBUKU, YTO MNpaBuio
nuMeeT cTaTyc Run, KoOTopbIM onpegenseTca agMuHucTpatopom CPK
RuBackup;

= B Nosie OKOHYaHue nepuoaa AeNCcTBUA BbibepuTe JaTy U BPEMA OKOHYaHUA
AencTBuA npasuna. Nocne NCTeyeHns yCTaHOBIEHHOM faTbl ANA BbIOpaHHOro
pecypca aBToMaTuyecku 6onee He 6yayT co3faBaTbCA pe3epBHble KOMuu;

» nofle KomMmeHTapuin He ob6A3aTenibHO AN 3anONIHEHMA, NpeAHasHa4yeHo ans
nomMeweHna onnmcaHma Ballero ripasusia.

3. Haxmute kHonky v NMpuUMeHUTb 0718 CO3[aHUA 3anpoca Ha gobaBneHue npasuna
rno6anbHOro pacnucaHus.

4. [lobaBneHHOe NpaBuno byaeT oTNpaBfeHO agMUHUCTPaTopy A5 o406peHnsa ¢ BO3-
MOXHOCTbIO pefakTUPOBaHUA NapaMeTpoB (CM. JOKYMEHT «PyKOBOACTBO agMUHU-
CTpaTopa»).

5. Mocne ogobpeHna agMUHUCTPATOPOM NpaBuio rnobanbHOro pacnucaHus onsa Teky-
LLLero KnneHTa pes3epBHOro KonmposaHus 6ygeT aobasneHo B pasgen «lnobanbHoe
pacnucanue» npmnoxeHna RBC co ctaTtycom Run (3anyLieHo).

B cnyyae, ecnn agMuUHUCTPATOP OTKAOHWA 3anpoc Ha AobaBneHwe npaeuna rno-
6anbHOro pacnucaHnsa KNMeHTa pe3epBHOro KOMMPOBaHWUA, NpaBuno go6aBneHo He
oyper.

7.2.2. YpaneHue npaeuna rno6anbHoro pacnucaHus

[nsa yganeHus cyuwecTByroLWero npasunia rnobanbHOro pacnucaHns gns TekyLwero K-
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€HTa pe3epBHOro KONMpOoBaHUS:

1. Boigenute JIKM yganaemoe npasuso rnobanbHOro pacnmcaHus.

2. Haxxmute kHonky 0] (Y@anuTb) 418 CO34aHUA 3anpoca agMUHUCTPATOPY Ha yaane-
HWe npasBuna rnobanbHOro pacnucaHus.

3. B OTKpbIBLLEMCA OKHE noarBepauTe 3anpocC Ha ypgaleHune Bbl6paHHOI'O npasuia,
Ha)xaB KHOMKYy «[la».

4. CospaHHbI 3anpoc Ha yganeHue npasuna dygeT oTnpasfieH agMuHUcTpaTtopy CPK
RuBackup. 1o MOMeHTa MOATBEPXAEHUA yaaneHna agMUHUCTPaTOPOM MpaBwuio
rnobanbHOro pacnucaHus dygeTt GyHKUMOHUPOBaTb B COOTBETCTBUM C ero craTty-
COM.

5. MNocne opobpeHna 3anpoca Ha yganeHne agMUHUCTPATOPOM MNpaBuio rnodanbHoOro
pacnmncanus a8 TeKyLWero KfIMeHTa pesepBHOro KonnposaHma 6yaeT yaaneHo.

B cniyydae, eCnim agMUHNUCTPATOP OTKOHUN 3arnpocC Ha ygalieHUe rnpasunsia rnobanb-
HOro pacnmcaHma KnneHTa pe3epBHOro KonmpoBsaHumaA, npasmsio yaaneHo He 6y,u,eT “n
OCTaHeTCcs B rnobanbHOM pacrnncaHun.

7.3.no6anbHble 3apgaum

Pasgen «nob6anbHble 3agayn» NpefHasHauyeH Ans oTobpa)KeHWUs nokanbHbIX U To-
6anbHbIX 3af4ay Ha pe3epBHOE KOMUPOBaHME/BOCCTAHOBIIEHWME PECYPCOB TEKYLLEro
KNNEHTa pPe3epBHOr0 KOMWPOBAaHWS,, CO34aHHbIX B pe3yfbTaTe BbIMNOMHEHUS NpaBuI
rno6anbHOro pacnucaHns, CPOYHOTrO Pe3epPBHOr0 KOMUPOBAHMSA, MOSMIHOrO WUN rpaHy-
NAPHOro BOCCTAHOBNEHUSI AaHHbIX U3 PE3ePBHON KOMUN.
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3 MMoBanbHble pesepsHbie Konuu Tunpecypca  Pecypc | TwnPK  IDnpasuna D crpaterwm i Craryc Coszpano

Backup local File system /home/ full 0 0 Default ( Done ) 2024-11-07 13:11:38+03 4
[E rno6ansHoe pacnucanue —

Backup local File system ftest/ full 0 0 Default If Done | 2024-11-07 08:58:53+03 3
(] roBansHeie 3agaumn Backup local File system Thome/ full 0 0 Default Ii Done ) 2024-11-07 14:14:30+03 5

[E NokanbHoe pacnucaxme

£ OrpaHuuenus

Client-server mode

PucyHok 18. Pasgen [7] 3apaum

Ona kaxnon 3agaym oTobpaXkE€H cTaTyC e€ BbINOSIHEHUSA B COOTBETCTBMMN C Tabnuuen

CtaTychbl 3agau.

Tabnuya 7. Ctatycel 3agad

New

Assigned
At_Client
Execution
Done

Broken
Suspended
Error
Restarted
Transmission
Start_Transfer
Finish_Transfer
On pause
Killed

Done_with_Defect
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TONIbKO YTO NOCTaB/ieHHas 3afava

3ajavya nepefaHa Ha meguacepsep

3ajava oTnpaBsfeHa KINeHTy

3ajaya Ha UCMONHEeHUN

3ajaya 3aBepLUeHa yCrneLHo

3apayva 6blna npepBaHa CKPUNTOM

3ajayva 6blna NPUOCTaHOBIEHA CEPBEPOM
3ajaya OCTaHOB/EHA 13-3a OWNOKHK

3ajayva nepesanyLyeHa

nepefava faHHbIX Ha Meanacepsep

nepefava faHHbIX Ha MeanacepBep HavaTa
nepefava AaHHbIX Ha MeanacepBep 3aBeplueHa
3aja4ya NocTaBfeHa aAMUHUCTPATOPOM Ha nayasy
3agayva bbina ybuta agMMHUCTPaTOPOM

3afava BbIlNO/IHEHa C AONYyCTUMbIMU 3aMeYaHNAMU




7.4. JlokanbHoe pacnucaHue

7.4. JlokanbHoe pacnucaHue

Pasgen «JlokanbHOe pacnucaHme» npefHasHayeH Assa npocMoTpa U co3faHua rnpasun
NIOKanbHOro pacnucaHus, No KOTopbIM BbIMOSHAETCA Nepuoandeckoe pesepBHOe Komnu-
pOBaHMe BblIOpaHHbIX OaHHbIX TEKYLLEro KneHTa pe3epBHOro KonmpoBaHusa (OxkHo pas-
aena «JlokanbHoe pacnucaHue»).

Y
¢ Ru ®
= JNobaeuTs iE]

ID Tun pecypca MHMH wac AeHb MECALA MecaL AeHb Hegenn Pecypc Tun 3awmTHoe npeg

£ Mno6ankHele pesepeHLIe KON

1 filesystem 0 0 1 * * fhome/ nocrypt none

[E mobBansHoe pacnucarmne
E] rno6ansHbie 3aaaumn

B NokansHoe pacnucanve

& Orpanuuerva

Client-server mode

PucyHok 19. OkHO pasgena «JlokanbHoe pacnucaHme»

[nA BbINONHEHMA NpaBul OKaNbHOrO pacnucaHna agMMHUCTPATOpPy HeobXo-
OVMO aKTMBMPOBaTb COOTBETCTBYHOLWYHO GYHKLMKO B CBOWCTBax knueHTta PK
nocpencTtsoM MeHep)xepa agMuHmucTpaTopa RuBackup (cM. 4OKYMeEHT «PyKo-
BOACTBO CUCTEMHOro agMuWHUCTpaTopa», pasgen «HacTtponku gns paboTbl
MeHep)xepa knneHTa RuBackup».

e Ecnn pnsa Tekyllero KvMeHTa pesepBHOro KOMMPoBaHUS He Ao06aBfieHO HW OfHOro
NOKaNbHOro pacnucaHusi, To Npu Nepexone B AaHHbIA pasgen nonb3oBaTenb byaet
npeaynpexaéH Bo BCMIbIBAlOWEM OKHE O TOM, YTO dalin ¢ NoKanbHbIMU NpaBuiamMm
nycT.

e Co3pgaHHble NMpaBuia NoKanbHOro pacnucaHnsa AOoCTYNHbI ANS NPOCMOTPa U peaak-
TUPOBaHUA TONbKO B MeHeaxxepe knneHTa RuBackup Ha TeKkyleM KnneHTe.

e B gaHHOM pa3gene BO3MOXHO BbINOSHUTD:

o CO30aHue nNpaBuia NoKanbHOro pacnncaHnsa BbINOMHEHNA Pe3epPBHOIrO KONMpoBa-
HWA BbIGPaHHbIX OaHHbIX Tekyuwero knneHta PK (CospaHne npasuia fokansHoro
pacnmcaHus);

o pefaKTUpOBaHWe CYLLECTBYHOLLErO NpaBuia NOKanbHOro pacnucaHnsa BbiNoSHe-
HUA PEe3epPBHOr0 KOMUPOBAHUA BbIOPaHHbIX [AaHHbIX Tekyllero kKnneHta PK
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(Pe,ﬂ,aKTI/lpOBaHI/Ie npasuna J10KaJibHOI o paCI'II/IcaHI/lFI);

o yAaneHue CyLIeCcTBYHLLEro npasuna JOKanbHOroO pacrnmucaHnua BbINONHEHUS
PEe3epPBHOIr0 KOMMPOBaHUS BbIGpPaHHbIX AaHHbIX TeKylero knneHTta PK (YaaneHuve
npaBuna nokKanbHOro pacnucaHus).

7.4.1. Co3paHue npaBuna JIoKasibHOro pacnucaHus

[na cosgaHma npaBuia NoKanbHOro pacnucaHus Ass8 pes3epBHOro KONMpoBaHMA OaH-
HbIX TeKyLllero knneHTta PK:

1. HaxxmMunTe KHOMKy ([lo6baBnTb) 4NA CO30aHMA MpaBuia NoKanbHOro pacnmcaHms
BbIMNOJIHEHNA PE3EPBHON0 KOMUPOBAHUA [OaHHbIX TeKyLW,ero K/neHTa pes3epBHOro
KOMMpOoBaHUA.

2. B oTKpbiBWeEMCA OKHe pgobaBneHUA npaBwuna foKasbHOrO pacrnucaHua yKaxuTte
(OkHO co3gaHMs NpaBuna IOKanbHOro pacnucaHus):

o mapameTpbl npaBuna. B faHHOM 6110Ke HeobX0gMMO onpenennTb:

= B nosie HaseaHue npaBuna 3agaiTe oTo6pa)kaemMoe HasBaHWe Co34aBaeMoro
npaBuna pe3epBHOro KOMMPOBaHUS AaHHbIX kKnneHTa PK. Tpe6oBaHUs K CUM-
BOJIaM Ha3BaHWA He NpeabsABNAIOTCS;

= B none Tun pecypca BbiGepuTe 13 BbiNagaroLero cnmcka (B 3aBUCUMMOCTH OT
YyCTaHOBJ/IEHHbIX MOAYEeN) TUMN PE3EPBUPYEMOro Pecypca;

-
¢ Ru @

No6aB1TL NPaBUN0 NOKANLHOrO PacNUCaHKs v MpuMeHuTs

{4 TnoBansHble pesepsHbie KoMK
HDBBMJ'\B NOKaneHoOro pacnMcaHua
Bl rno6ansHoe pacnucanmne

FnobansbHble 334341 NapameTps npaeuna

Ha3eanue npasuna *

[ Nokansroe pacnucanmne

Twun pecypca File system ~

{4 OrpaHuueHua

Tun PK full ~
3awwTHoe npeobpasosanme | nocrypt ~
Ckpwunt -

MNobaenTe npasuno B wWabnox

LWabnoH NOKaNLHOTO PaCchMCaHWA

HacTpoiku

BoibpaHo: KpoH-Buipaxenue 00 1 * *
MuHyTb D 0 +
Dexb mecaua c 1 +

Mecsay

Client-server mode DeHb Hepenu

PuncyHok 20. OkHO co3gaHuAa npasuia NoKanbHOro pacnmcaHus

= B nosie Pecypc BbibepuTe 13 BbiNagarowero cnnucka pesepsmpyemble AaHHble
KnueHTa PK;

» B none Tun PK OOCTYNHO MNOJIHOE, MHKpeMeHTanbHoe u anddpepeHumnanbHoe
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pe3epBHOE KOMMPOBaHWe;

» B Nofe 3awuTHoe npeo6GpasoBaHue BbibepuTe M3 BbiNafarolWEero cnucka
nocrypt, ecnu salWnTHoe npeobpasoBaHMe pe3epBHON Konuu He TpebyeTcs,
WM anropuTM 3alMTHOro npeobpasoBaHus (ANropUTMbl 3aLUTHOrO rNpeob-
pasoBaHuA);

» B Nnosfie CKPUNT YKaXnTe CKpUNT (NpeaBapuTenbHO pasMecTUTe ero B narke
/opt/rubackup/scripts), KOTOPbIAi HEOOXOANUMO BbINOMHUTL 4O WAK nocne
PEe3epBHOr0 KOMMPOBAHUA MO CO3[4aHHOMY MpaBusly JIOKalIbHOrO pPacnucaHus.
CKpVNT NPMHMMAET Ha BXO[ [Ba aprymMeHTa:

<before | after | error> U <resource>

roe:

before — fencTBUSA, BbINOMIHAEMbIE Nepes Pe3epPBHbIM KONUPOBaHNEM;

after — OencTBUA, BbINOMIHAEMbIE NOCe Pe3epPBHOr0 KONUPOBaHUS;

error — 0EWUCTBUA, BbINO/IHAEMbIE NPU BO3HUKHOBEHUN OLINBOK BO BpeMA
pe3epBHOro KOnnMpoBaHUA,

» resource — 3HauYeHWe pecypca, onpeaenéHHoe B Npasune.

Ecnn ckpunT BepHeT Kof BO3BpaTa, OTNMYHbIM OT O, TO 3agayva He byaeT npe-
pBaHa;

o fO06aBUTb NMpaBuNO B WAGNOH. Cronb3ynte OaHHYKO KHOMKY ANA COo3haHusA
HECKONIbKMX MpaBui pe3epBHOro KOMUPOBaHUSA PasfiIMyHbIX PecypCcoB TeKyL,ero
KnneHTa PK no ogHoMy pacnucaHuto, BbibpaHHOMY B 6510Ke «HacTponkmn». Taknum
obpasoM B pesynbTaTe 6yaeT co34aHO HECKObKO nNpaBun (4ob6aBneHHbIX B Wab-
NTOH) C OQMHAKOBbIM pacrnncaHnemM pes3epBHOro KOMMPOBaHUS;

o HAaCTPOMKWU. B faHHOM 6i0Ke onpepenseTca NepmoanyHoOCTb 3arnycka perynsp-
HOro pe3epBHOro KONUPOBaHUA Mo NpaBuUNy NOKaNbHOroO pacrnmcaHusa, UCMosb3yro
crnepyrouime HaCTPONKU:

* MUHYTbI;

» yachl;

» [1EHb MecALa;
= Mecsl;

= [EeHb Heaenu.

[ns ncnonb3oBaHMsa HacTPONKKN akTuBnpynTe € COOTBETCTBYIOLWNIN Nepekoya-
Tenb.

3. Haxxmute KHoMky v MpUMeHnTb 417 Co3aaHns NpaBuia TIoKarbHOro pacnmcaHus.
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4.

CosfaHHOe nNpaBusio NOKanbHOro pacnucaHma 6ygeT 3anyLlweHo, ecnm agMuUHUCTpa-
TOPOM MpeABapuUTeNbHO aKTUBUPOBAHO «BkntoyeHWe foKanbHOro pacnucaHusa» B
MeHep)xepe agMuMHUCTpaTopa RuBackup B cBoncTBax Tekyl,ero KianeHTa peseps-
HOrO KOMNMPOBaHUA.

CosgaHHoe npaBwWIO JOKanbHOro pacnucaHua 6yget AOCTYnHO [gns  npo-
CMOTpa/pefakTupoBaHus/yganeHna ToNbKo B pasgene «JlokanbHoe pacnmcaHue»
npunoxeHns RBC Ha Tekyuw,eMm knneHTe PK.

7.4.2. PepakTupoBaHue npaeusa IoKasbHOro pacnucaHus

[na pepakTupoBaHMA MNpaBuia oKasibHOrO pacrnucaHus TeKyLero KJneHTa peseps-
HOIro KOnnpoBaHUA:

1.
2.

Bbigennte JIKM cywecTByroLee npaBuio NOKanbHOro pacnucaHus.

Haxxmute kHorky (4 (PemaakTupoBaTb) A/19 M3MEHEHWUA npasuna foKanbHOro pac-
nucaHus.

B OTKpbIBLLEMCA OKHe penakTUupoBaHUA JTOKa/lbHOro pacnmcaHmAa BHeCUTe Heobxo-
OnMble MpaBKW. OnuncaHwue HaCTpanmBaeMbIX NMNapaMeTpOoB rpaBnyia CMOTPUN B MYHKTE
5.4.1.

Haxmute kHonky v MpPUMEHUTb /15 COXpPaHeHUsi BHECEHHbIX MPaBOK B MpaBuio
NoKanbHOro pacnucaHus.

7.4.3. YpaneHue npaBusia 1I0KaJbHOro pacnucaHus

[na ypaneHus CyLLECTBYHOLLErO NpaBua NIOKanbHOro pacnucaHna TeKyLero KiameHTa
Pe3epPBHOro KOMUPOBaHMSA:

1.
2.

4.

Bbigennte JIKM cyuwecTByroLee npaBuio NOKanbHOro pacnnucaHus.
Haxxmute kHonky [n] (YaanuTtb).

B oTkpbiBLLEMCSH OKHE NoaTBepAUTe yaaneHue BblopaHHOro npasuna, Haxas KHOMKY
«[a».

B pesynbTaTe NpaBuo NIOKanbHOro pacnucanmsa yaeT yaaneHo .

7.5. OrpaHunyeHun

Paspgen «OrpaHunyeHunsa» npegHasHayeH Ons Bblbopa faHHbIX pecypca Tekywero Knu-
eHTa PK, pesepBHas KOMuUa KOTOPbIX He TpebyeTcs, Npu BbINOMHEHUU PE3epPBHOrO
KOMMPOBaHNA pecypca, cogepxalero ykasaHHoe orpaHuyeHue, no npasuny rnobanb-
HOro/noKanbHOro pacnucaHus unm cpoyHoro PK.
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#anchor-62

7.5. OrpaHuyeHus

_
¢ Ru

OoGaeuTe [7] Yaanute

ID Pecypc

£ TnoGansHele pesepeHkie KONWK

2 /home/suser/3arpyskm/rubackup-rbm_2.4.0~a.38-1_amd64_signed.deb
E rno6ansHoe pacnucaHue
1 /home/suser/3arpyskm/rubackup-pg-dump_2.4.0~a.40-1_amd64_signed.deb
[] rno6ansHele 3asaun

E NokansHoe pacnucaHue

£ Orpanuuerns

Client-server mode

PucyHok 21. OkHo pasgena «OrpaHudeHus»

Onsa pencteusa [obaBneHHbIX OrpaHUyYeHUn agMUHUCTPATOPY HeobXxoAumMo
aKTMBMPOBaTb COOTBETCTBYHOLWYO OYHKUMIO B CBOMCTBax KkKnveHta PK
nocpenctsoM MeHepxepa agMuHmucTpatopa RuBackup (cM. 4OKYMEHT «Pyko-
BOACTBO CMUCTEMHOrO agMUHUCTpaTopa», pasgen «HacTponku gns paboTbl
MeHepxepa knmeHTa RuBackup».

7.5.1. Co3paHune orpaHuyeHus

[na cosgaHma orpaHUYeHnsa pe3epBHOro KOMMPOBaHNA AaHHbIX TeKyl,ero knneHTta PK:

1. Haxkmnte KHOMky ([lo6aBuUTb) 018 CO30aHMUA OrpaHNYEHNA PEe3epPBHOro KOMmMpo-
BaHWA JaHHbIX TEKYLLEro K/IMeHTa pe3epBHOro KONMpoBaHUs.

2. B oTKpblBLWIEMCS OKHe A00aBneHUA orpaHnyeHns ykaxumTe (OkHO cospaHus orpaHm-
yeHus):
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_
¢ Ru ®

No6asuTe orpaHu4YeHus v NpUMeHnTL

nofanbHbie pe3epBHLIE KONUK
NapameTpol OrpaHU4eHHA

E rno6ancHoe pacnucaHue
Twn pecypca  File system

Pecypc * -
E NokansHoe pacnucaHmne

SA‘ OrpaHuyeHus LoGaBuTe OrpaHuyeHne

Tno6ansHele 3a8a4m

Client-server mode

PucyHok 22. OKHO co3gaHuna orpaHndeHuns

o B none Tun pecypca BblbepuTe M3 BbiNagarowero crnucka (B 3aBUCUMOCTM OT
YCTaHOBJ/IEHHbIX MOAYEeN) TUM PE3EPBUPYEMOrO Pecypca;

o B nosie Pecypc BbibepnTe M3 BbiNajarolero Crnucka pesepBupyemMble LaHHble
KnnenTta PK;

o MUCMNONb3yinTe KHOMKY Jlo6aBUTb OrpaHUYeHue /18 CO34aHUs HECKOJbKMX orpa-
HUYEHWUA B OQHOM OKHE.

3. HaxmuTe KHomky v/ MpUMeHUTb g1 CO34aHNsi OrpaHUYeHus.

4. Co3gaHHOe orpaHuyeHme 6ypeT 3anylieHo, ecnv agMUHUCTPaTOpPOM npeaBapu-
TeNbHO aKTUBUPOBaHO «BkoyeHWe crnmncka orpaHudeHnn» B MeHepyxepe agMUHK-
cTpaTopa RuBackup B cBOMCTBaXx TeKYyLEero KMeHTa pe3epBHOro KonnMpoBaHUA.

7.5.2. YpaneHue orpaHuyeHus

[ONna yoaneHns CcyLw,ecTBYHOLWEro orpaHNYeHns TekyLero KnmeHTa pes3epBHOro Konmpo-
BaHWUSA:

1. Boigenute JIKM cyuiecTByrollee OrpaHuyeHme.

2. HaxxmuTe kHonky [0 (YpanuTb).

3. B OTKpbIBLWIEMCA OKHE MNOATBEpPAMTE yOaneHue BblOPaAHHOro OrpaHUYeHus, HaXxas
KHOMKY «[a».

4. B pe3synbTaTe BbiGpaHHOE OrpaHnuYeHne 6yaeT yaaneHo.

[1] Mpwn npoBepke pe3sepBHOM KONUK, co3daHHo B Moayne PostgreSQL (universal) ¢ nynom Tuna «Client Defined», cTaTyc nposepku
6yneT oTobpaxaTbcs Kak «Verified», a He kak «Trusted».
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naBa 8. ABTOHOMHbDIN PEXUM

e [Mpunoxenne «MeHepnxep knmeHTa RuBackup» B aBTOHOMHOM peXXnume paboTbl Kn-
eHTa pe3epBHOro KoNMpoBaHuA paboTaerT:

o C JloOKanbHbIMU pe3epBHbIMU KOMUAMMU;
o C JIOKanbHbIMW 3aa4amu;

o C JIOKasbHbIM pacrnmcaHneM 1 orpaHUYeHUs Mu;

o 6e3 gocTyna K gpyrum komnoHeHTamMm CPK RuBackup;
o 6e3 Kakux-1mbo orpaHnyYeHnn agMUHUCTpaTopa.

o [Mpunoxenne «MeHepnxep knmeHTa RuBackup» B aBTOHOMHOM peXXnume paboTbl Kn-
€HTa Pe3epBHOro KOMMPOBaHUA UMeET Te Xe GYHKUUN, YTO N Npu paboTe B KIINEHT-
CepBEPHOM pexnme (KineHT-cepBepHbIn pexinmM), 3a UCKIIKOYEHNEM:

o HeT gocTyna K rnobanbHbiM 3agadvam CPK RuBackup (BO3MOXHO ynpaBneHue
TONbKO NOKaNbHbIMU 3a4adYaMn KIMeHTa pe3epBHOro KOMMPOBaHMUS);

o BO3MOXHOCTW CO3[laHUS 3anpoca Ha gobasneHne npasuia rnobanbHoOro pacnu-
caHuA (BO3MOXHO CO3[aHWe TOJNbKO JIOKaNbHOro npasuia pe3epBHOro KonuMpo-
BaHMA MO pacnucaHuio 6e3 Kaknx-nnbo orpaHnYeHnin aaMUHUCTpaTopa);

o BO3MOXXHOCTHU yCTaHOBI/ITb/CMeHI/ITb Maposib nosib3oBaTena gnd npuno>XXeHumq.

 MpunoxeHne «MeHeaxep kKnneHTa RuBackup» B aBTOHOMHOM peyuMe paboTbl Kn-
eHTa pPe3epBHOro KOMMPOBaHUA He NpeaycMaTpMBaeT YCTaHOBKY Maposis nosib3oBa-
Tens.
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naea 9. XXypHanupoBaHue co6bIiTUN

9.1. ®aitn XxypHana co6bITUA

B npouecce paboTbl MeHegxepa knmeHTa RuBackup cucTeMHble Cny>6bl NPUNOXEHUS
3anncbIBarOT NMpou3BoAuMble AencTBuA. [punoxeHne «MeHeaep knueHTa RuBackup»
OCHalleHO ¢yHKUMen cbopa AnmarHOCTUYeCKon MHPopMauuu, KoTopas akkKymynupyet
NX B OAHOM MecCTe AJ1a nocnefyrowero aHannsaa.

XypHan cobbiTu npegctasnaeT cobon Gann ¢ paclimpeHmemM .log, pacroflOXeHHbIV B
nanke /home/<username>/.rbc2/ (rge <username> — MOJIb30BaTeslb, OT MMEHU KOTO-
pOro NponsBefeHa yCTaHOBKa NPUIOXEHNSA).

[locTyn K nanke oOCyL,ecTBNsieTCA OT WMMEHW MoJfib30BaTenNs, KOTOpbIA MpovsBoaun
YCTaHOBKY NPUIOXeHus, unn agMuHnctpatopa OC.

®ann XypHana cobbITUM B TEKCTOBOM dopMaTe COAEPXKMUT 3annucm ob onpeneneHHbIX
COBBbITUAX MPUNOXEHUA C YyKasaHMEM [aTbl, BPEMEHN UX HACTYMNJIEHUS U KaTeropum
coobuweHun (WARNING, INFO, DEBUG, Critical, Fatal).

9.2. PaboTa C XXypHanom coobiTUin
[na HacTpOMKN U NCNofb3oBaHNA GYyHKLMKM cbopa AnarHocTnyeckom nHeopmaumun:

1. YcTaHOBUTE ypOBeHb NOrupoBaHUAa gna napameTpa LogsLevel B KOHUrypauMoH-
HOM danne NPUIOXEHNS «MeHepxep KNIMEHTa RuBackup»
/home/<username>/.rbc2/.rb_gui_main_settings (YpoBHM fnornposaHuns).

Tabnuya 8. YpoBHU nornpoBaHus

Bo3MmoXHble 3HauyeHus OnucaHue

0 HeT coobLeHnn

1 Fatal

2 Critical | Fatal

3 Warning | Critical | Fatal

4 Debug | Warning | Critical | Fatal

5 Info | Debug | Warning | Critical | Fatal

o Fatal — aTOT ypoBeHb UCMNOMb3yeTCcAa ANA BbiBOAa CBeAeHMn 06 0YEHb CepPbE3HbIX
owmnbKax, Hanmuyme KoTopbIX yrpoXaeT HOpMalbHOMY QYHKLNOHNPOBAHMIO BCEro
NPUNOXEHUA. ECnu He UCnpaBuUTb TaKyr OWUOKY — 3TO MOXET NPUBECTU K
TOMY, 4YTO MNpUoXeHne NpekpaTuT paboTy;

o Critical — aTOT ypoBeHb NOrMpoBaHMA NpegycMaTpuBaeT BbIBOA CBeAeHuUn 06
OWMbKax — O TOM, YTO YacTb MPUIOXKEHUA paboTaeT He TaK KaK OXugaeTtcs, o
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9.2. PaboTa ¢ XypHanom cobbITumn

TOM, YTO NporpamMmMma He CMoOrsa rnpaBuJibHO BbIMOJIHNTbCH,

o Warning — 3TOT YpOBEHb NNOrMpoBaHusa npefycMaTpuBaeT BbIBOL Npeaynpexae-
HWUI, OH NPUMEHSAETCA ONA 3anUCU CBELEHUN O COBbITUAX, HA KOTOpPbIE Nporpam-
MUCT 0BblYHO ObpallaeT BHUMaHMeE. Takme cObbITUA BMNOSIHE MOTYT MPUBECTU K
npobnemam npun paboTe NpunoxeHus. ECnu ABHO He 3afaTb YPOBEHb NlOrMpoBa-
HUA — MO YMOJTYaHUIO UCMONb3YyeTCHA MMEHHO warning;

o Debug — caMbll HU3KUI YpOBEHb NOrMpOBaHUA, NpefHasHaYeHHbIn ANnA oTna-
AOYHbIX COOBLWEeHN, oNA BbiBOAA AMArHOCTUYECKOW MHOOPMaLMM O NPUNoXe-
HUW;

o Info— 9TOT ypoBeHb NpefHasHayeH ANA BbiBOOA AaHHbIX O dparMeHTax Koaa,
paboTaroWmx Tak, Kak OXXngaeTcs.
2. XXypHan cobbiTuin 6ygeT co3gaH Npu NepBUYHOM 3amnycKe MPUIOXeHUsa nocne ero

YyCTaHOBKMW.

3. Bce npousBoauMble  OeNCTBUA duKCcnpyroTCA B XXYypHane  cobbiTui
/home/<username>/.rbc2/.1log B COOTBETCTBUN C YPOBHEM JIOTMPOBAHUSA.

4. na npocMmoTpa log-dparina MOXHO BOCMOMb30BaTbCA NPOCTbIM TEKCTOBbIM pefak-
TOPOM, TaknUM KakK «BNOKHOT» nnn BbIBECTU 3anucK CObbITUA B TepMUHanNe, Hanpu-
Mep:

cat /home/<username>/.rbc2/.log
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naBa 10. O6HOBNEHME NPUNOIKEHUSA

10.1. TUnbl O6GHOBNEHUN

O6HoBNEeHNe NpunoXxeHna «MeHepxep knneHta RuBackup» MoXxeT ObITb CrneaytoLwmx
TUMOB:

e KpuTn4yeckoe obHosrneHne (hot fix). Cogep>XnT ncnpasneHme KPUTUYECKNX OLNBOOK,
He CBfi3aHHbIX C 6e30MacHOCTbIO. akeT KPUTUYECKOro OBHOBMNEHUA He SBMAETCH
KYMYNATUBHBLIM N TpebyeT yCTaHOBKM Npeablaywmx nakeToB KpUTUYeCcKoro obHoB-
NEHVS, BbIMYLWEHHbIX A1 KOHKPETHOro onepaTMBHOrO 06HOBMAEHUS NN NyOANYHOrO
penusa;

e onepaTtuBHoOe oO6HOBEHNEe. COOEpPXUT uUcrpaBneHne owmnbokK, HangeHHbIX B MNpo-
AYKTe C MOMEeHTa rnocnegHero nyénanyHoro penusa;

e Ny6NYHbLIN penns. Bepcusa NpunoXeHnsa, cogepikallan HoBbiM QyHKLMOHAnN, ycTpa-
HeHVe OoWKnBOK N BCe UCMpaBfieHUs, BbiNyLWEHHbIe paHee B KPUTUYECKUX U ornepa-
TUBHbIX OBHOBNEHUSAX.

10.2. BepCUOHHOCTb OGHOBJIEHUM

O6HoOBMNEHNE NPUNOXEHUSA HEOOXOANMMO BbIMOMHATL MNocneaoBaTefIbHO NO BCEM Bep-
CUAM, HauyMHaA CO Clefyrollen BepCunM OTHOCUTENbHO TeKylen U A0 nocnegHen
AOCTYMNHOW BEPCUU, BKKOYAsA BCE MPOMEXYTOUHbIE.

10.3. Korga TpebyeTtcs OGHOBJIEHUE K/INeHTa
pe3epBHOro KonMpoBaHuUA

B cnydyae, ecnu Ma)xopHas U MUHOPHas Bepcum OBHOBMISEMOro (ycTaHaBNMBAEMOro)
naketa npunoxenusa «MeHepgxep knueHta RuBackup» He coBnagatoT, To TpebyeTtcs
TakXxe OOHOB/EHMEe MaKeToB KJIMEHTA PEe3epBHOr0 KOMUPOBAHUSA B COOTBETCTBMWU C

AOKYMEHTOM «PyKOBOACTBO MO YCTAaHOBKE U OOHOBMEHUIO CEPBEPOB PEe3epPBHOro KOMmn-
poBaHua n Linux-knneHTtoB RuBackup».

10.4. YcTaHOBKa OGHOBJIEHUSA NPUNIO)XEHUSNA

[Ons obHoBneHus npunoxeHusa «MeHepgyxep knueHta RuBackup» BbimonHuTE cnepyro-
e nencTeus:

1. Mepepn ycTaHOBKOW MO60ro 06HOBNEHNA O3HAKOMbTECH C BEPCUEN YCTAHOBJIEHHbIX
nakeToB, LaTOW BbIMyCKa U yCNoBMAMN o6paTHON COBMECTUMOCTMW.
2. 3akpounTte okHo RBC Ha TekyLlieM y3ne.

3. CkayvanTe aKkTyarsnbHble nakeTbl rubackup-common-gui v rubackup-rbc, ¢ opuymans-
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10.5. Kputepuin ycnewHoCcT 0bHOBMEHUSA

Horo camta www.rubackup.ru.

4. YcTaHOBUTE nakeT rubackup—common—gui, HaxogACb B Marike, rae pacnosio>XXeH
NakKeT, BbIMNOJIHNB B TEPMUNHaAlJIE KOMaHAyY C NMNpaBaMn Cynepnosib3oBaTeNnA:

5. YcTaHoBUTe nakeT rubackup-rbc, Haxogsacb B Manke, roe pacrnofioXXeH naker,
BbIMOSIHWMB B TEPMUHANE KOMaHAy C NpaBaMu cyneprnosib3oBaTens:

6. B pesynbtate o06HOBNEHUs OyaeT OOHOBNEH  KOHOUrypauWoOHHbIN  dann
/home/<username>/.rbc2/.rb_gui_main_settings C COXpaHeHMeM 3HayeHun napa-
MeTpOB.

10.5. Kputepuit ycnewwHocT O6HOBIEHUA

Y6egutecb, 4TOo npunoxeHne «MeHepxep knueHTa RuBackup» o6HOBMNOCL KOp-
PEKTHO:

1. MpoBepbTe, 3anyckaetca M RBC Ha Tekywem ysne, BbINOJHUB B TepMUHane
KOMaHAay:

rbc&

2. MpoBepbTe BEPCUIO MPUOXEHNS, HaXXaB B BEPXHEW MaHenn MPUAOXEHUS KHOMKY
{&> (HacTpoiikm) 1 BbIGPaB B MeHIo NyHKT «O RuBackup».
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naea 11. YaaneHue npuioXXeHus

ObpaTnTe BHMMAaHWE, YTO yAaneHue NMPUNOXKEHUs He NPMBOAUT K aBTOMaTUYECKOMY
yOaneHuo caenaHHbiX B HEM YCTaHOBOK M HAacTPOEK, a TakXe co3fdaHHbIX 3aaay. Mpu
nocnenyroLwen NOBTOPHON YCTAHOBKE MPUNOXEHUS BCe 3TU [aHHble 6yayT BHOBb
[OCTYMHbI NOSIb30BaTENHO.

11.1. YapaneHue nakeToB
YTobbl AenHCcTanIMpoBaTh (yaanuTb) npunoxeHne «MeHegxxep knveHTa RuBackup»:

1. OctaHoBuTe RBC: 3aKponTe OKHO rpaduyeckoro nHTepodemnca.

2. Ypanute nakeTt rubackup-common-gui, eCnn Ha AaHHOM Yy3/ie He YCTaHOBJEHbI ApY-
rne rpadpunyeckme npunoxeHna RuBackup, cnegys aencTemsaM B nyHkTe 2.1. B aTOM
Cnyyae BbINOJIHEHNE NMYHKTa 2.2 He TpebyeTcs.

B cnyyae, ecnu Ha TekyLw,eM ysne UCMoNb3yeTcsa gpyroe rpadunyeckoe npunoxeHme
RuBackup (MeHeaxep agMuHUCTpaTopa RuBackup), To yaanute ToMbKO NakeT npu-
noxeHusa RBC, B COOTBETCTBUN C MYHKTOM 2.2.

a. YpanuTe naket rubackup_common_gui, BbIMOJIHUB B TepMUHaNle KOMaHAy C Mnpa-
BaMu Cyrnepnosib3oBaTesia.

Astra Linux, Debian, Ubuntu

sudo apt remove rubackup-common-gui

AnbT

sudo apt-get remove rubackup-common-gui

Rosa Cobalt, RHEL

sudo yum remove rubackup-common-gui

RedOS, CentOS, Rosa Chrome

sudo dnf remove rubackup-common-gui
roe <version> — aKTyalibHaa BEPCUA MakeTa.

B pesynbTaTe yaaneHusa nakeTa rubackup-common-gui aBToOMaTU4YeCKMn
O6yayT yaaneHbl BCce yCTaHOBNEHHbIE NaKeTbl rpaduyecknx npuIoXKeHun
RuBackup: «MeHepxep knueHta RuBackup» (nakeT rubackup-rbc) n,
npu Hanuuun, «MeHegxep agMuHUCTpaTopa RuBackup» (naket
rubackup-rbm)!

b. Yoanunte nakeT rubackup-rbc, BbINONHMB B TepMWHane KomMaHgy C npasamu
cynepnonb3oBaTens:
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11.2. YoaneHue rpynnbl nofib3oBaTtenemn

Astra Linux, Debian, Ubuntu

sudo apt remove rubackup-rbc

AnbT

sudo apt-get remove rubackup-rbc

Rosa Cobalt, RHEL

sudo yum remove rubackup-rbc

RedOS, CentOS, Rosa Chrome

sudo dnf remove rubackup-rbc

roe <version> — YCTaHOBJ/IEHHAA BEPCUA MNaKeETa.

11.2. YpaneHue rpynnbl Nosib3oBaTesnien

1. Yoanute rpynny nonb3oBaTenen, ecnm Ha TekyLweM y3ne He UCNONb3YyrTCa gpyrme
rpagpmyeckne npunoxeHma RuBackup, B ToM u4ucne Beb-npunoxeHue Tucana,
BbINOJIHUB KOMaHAy B TepMUHasne c npasamu cyrnepronb3oBaTens:

sudo groupdel rubackup
2. MpoBepbTe, YTO rpynna yaaneHa, BbiNONHMB KOMaHAY B TepMUHane:

cat /etc/group | grep rubackup

11.3. Kputepuit ycnewHoOCTU YaaNneHUs NPpUnoXXeHus
I'IpOBepre, 4YTO NakKeTbl yaaJieHbl KOPPEKTHO, BbINOJIHNB B TEPMMHAJIe KOMaHAy:

Astra Linux, Debian, Ubuntu
dpkg -1 | grep rubackup

AnbT
-ga | grep rubackup

Rosa Cobalt, RHEL
dpkg -1 | grep rubackup

RedOS, CentOS, Rosa Chrome
-ga | grep rubackup

YOanéHHble nakeTbl [OJIKHbI OTCYTCTBOBAaTb B BbiIBOAE pe3yJibTaTa BbIMOSIHEHHOM
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KOMaHbl.
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MpunoxeHune A: MacTep-kno4

naBa 12. NMpunoXxeHusn

o MacTtep-knoy
e JNeKTPOHHasA unopposasa Noanmuchb

e ANropuUTMbI 3alMTHOro NpeobpasoBaHus

NMpunoxxeHue A: MacTtep-knoy

MacTep-Kkno4Y — 3TO NMaposib, UCMOMb3yeMbI ANA CO34aHUA Napbl KAYEN 3N1EKTPOH-
HOM LMNGPOBOM NOAMUCK U 3aLLUTHOIO NpeobpasoBaHnA pe3epBHbIX KOMUNA.

MacTep-kno4 xpaHuTca B ¢anne /opt/rubackup/keys/master-key.

MacTep-Kno4 3anpalnBaeTca y nonb3oBaTena MpuU BOCCTAHOBNEHUWM [AaHHbIX U3
pes3epBHON KOMUK, NOANNCAHHOW 3N1EKTPOHHON LUMdPOBON NOAMNCHIO NN 3aLLULLEHHON
KpunTorpapmnyeckmum npeobpasoBaHnEM.

12.A.1. Co3naHue n 3aMeHa MacTep-KJoya

e MacTep-kntoy 6yaeT aBTOMATUMUYECKM CO3[aH B MNPOLLECCE HACTPOMKU KIMEeHTa
PEe3epBHOro KONUPOBaHUS.

¢ [lepesanucaTb MacTep-KIKOY BO3MOXHO:

o B OKHE Npu NepBUYHOM 3anycke npunoxeHmsa «MeHegxep knneHTa RuBackup»,
npocTaBuB ¢niar B COOTBETCTBYOLWEM YeK-60Kce ([lepBnyHbIN 3anyck);

o B MpUNoXxeHnn «MeHeaxep knneHta RuBackup», Haxkas KHorKy {2 (HacTpoiikm),
BblIbpaB B MeHtO NYHKT «CMeHa naponsf» u npocTtaBuB ¢nar B COOTBETCTBYOLLEM
yek-6okce (CmeHa naponsa nons3oBaTens).

o MNocne reHepaumm MacTep-KtoYa PEKOMEHAYETCA CKONMPOBaTh €ro Ha BHELl-
HUA HOCUTENb, a TakXe pacnedyaTaTb OyMaXkHYH KOMUKO U MOMECTUTb 3TU
KOMWUWN B HaleXXHOe MeCTO.

Mpy 3aMeHe MacTep-K/o4ya crefyeT CreHepupoBaTb HoBble Kmoum LM u
COXPaHUTb 3HauyeHWe CTaporo MacTep-Koua O BOCCTAHOBMEHUS paHee
BbIMNO/IHEHHbIX PEe3epPBHbIX KOMUN C UCMOMb30BaHWEM 3alLUTHOro npeobpaso-
BaHUA.

12.A.2. [IpocMOTp MacTep-KJo4ya

[nA BbIBO4A MacTep-K/ko4va B TeEpMUHase BbINOHUTE KOMaHAY:

hexdump /opt/rubackup/keys/master-key
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MeHep>xep knneHTa RuBackup (RBC)

12.1. dnekTpoHHaa yuuppoBaa noanNUChb

12.1.1. HazHayeHue

dnekTpoHHas uudpoBasa noanucb (SUIM) pesepBHbIX Konui obecrnevymBaeT BO3MOXK-
HOCTb KOHTPONA Haf COOTBETCTBMEM BHELUHUX aTPUOYTOB pe3epBHOM KOMUU €€ BHYT-
PEHHEMY COOEepPXXUMOMY W MO3BONAET NPOoBepATb GaKT HEN3ZMEHHOCTU COLEPXUMOro
pe3epBHOW KOMUN.

B cocTaB aneKkTpoHHOM UndpoBON NOANUCK BXOLAT:

e OTKPbITbIN KNOY /opt/rubackup/keys/public-key.pem — cepTudmkaT, aBToMaTn4e-
CKW nepepasaeMbli OCHOBHOMY cepBepy RuBackup B MOMEHT MPOBepKU pe3epBHOM
Konuu, nognmncaHHomn 3L, Ha kKnueHTe pe3epBHOro KONMPoOBaHUS;

e 3aKpbITbIV KNOY /opt/rubackup/keys/secret-key.pem, 3aliMLiaeMblii MacTep-Knko-
4yoM (naponem).

12.1.2. TeHepupoBaHue

e [Mapa KOYENn aNeKTPOHHOM uudpoBor nognucu Oyaet cosgaHa B npouecce
HaACTPOMNKN KNIMEHTA PEe3epPBHOIro KOMMPOBaHMUA.

e [lepesanucaTb KI4UYM SNEKTPOHHOW LMdPOBON NOLNUCU BO3MOXKHO:

e B OKHe Npwv nepBUYHOM 3anycke npunoxeHusa «MeHepxep knueHta RuBackup»,
npocTaBme ¢nar B COOTBETCTBYHOLWEM YeK-60Kce ([1epBUYHbLIA 3arycK);

o B MpunoxeHun «MeHegxep knuneHTa RuBackup», Haxas kHorky { (HacTpoiikm),
BblbpaB B MeHK MyHKT «CMeHa napons» u npocTaBuB ¢siar B COOTBETCTBYIOLLEM
yek-6okce (CmeHa naponsa nons3oBaTens).

[Mpn ycTaHOBMIEHMN HOBOW Napbl Ko4Yen 9aN1eKTPOHHOM LMGPOoBOM NOANNCK BCe pe3epB-
Hble KOMWKW, NognucaHHble CTapbiMU KNKOYaMKU, NpuU nNpoBepke 6yayT nony4vaTb CcTaTycC
«HepocToBepHo» («Mistrusted»).

12.1.3. Ucnonb3oBaHue 3NIeKTPOHHOU uudppoBou nognucu

[na aBTOMaTU4YeCcKOoM 3NEKTPOHHOM MOLANUCK Pe3epPBHbIX KONUN HEeobXoaAnMO:

1. NMpoBepuUTb HanMune Un Npu Heo6Xo4MMOCTUN CreHepPUPOBaTb KU 31EKTPOHHOW
NOAMMCU N MaCTep-KJIIHoY.

2. BKNOUYNTb COOTBETCTBYIOLWYHO OMUMIO B  KOHPUrypauuMoHHOM ¢anne KIneHTa
pe3epBHOro KoOMnMMpoBaHUA /opt/rubackup/etc/config.file, pgna napameTpa
digital-signature YCTaHOBMB 3HA4eHMe yes W BblbpaB anropuTMm Xal-GyHKUUN
(blake2b512, blake2s256, gost, md4, md5, rmd160, shal, sha224, sha256, sha384,
sha512) pna napameTpa digital-sign-hash, 3HayeHne No ymon4yaHuo — shat.

3. lNMocne coBeplUeHns BbilleyKasaHHbIX HAaCTPOeK BCe pe3epBHble Konumn 6Yﬂ,yT aBTO-
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12.2. AnropuTMBbI 3alMTHOro npeobpasoBaHua

MaTU4eCKN noarnncbiBaTbCA LI,I/I(DpOBOVI noanncobro.

12.2. AnropuTtMmbl 3aLLUTHOro Npeo6pasoBaHUna

[Mpn BbINOSIHEHUM CPOYHOrO PE3epPBHOr0 KOMMPOBAHUA OaHHbIX U CO34aHUK NpaBuna
rnob6anbHOro pacrnmcaHnsa pes3epBHOro KONMPOBaHUA AaHHbIX 4OCTYMNEH BbIOOP GYHKLMN
3alWNTHOro npeobpasoBaHMA Pe3epPBHON KOMUK NO BbIBPAHHOMY afirOPUTMY B COOTBET-
CTBWUM C Tabnunuen .

Tabnuya 9. AIropnTMbl 3aLUTHOIro NpeobpasoBaHus

Anubis 128, 256 —_

Aria 128, 256 —

CAST6 128, 256 —

Camellia 128, 256 —

Kalyna 128, 256, 512 YKpanHCK1 HauoHasbHbIn
cTaHpapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuini HaunoHasnbHbIN
cTtaHgapT F'OCT P 34.12-2015

MARS 128, 256 —

Rijndael 128, 256 Advanced Encryption Standard
(AES)

Serpent 128, 256 —

Simon 128 —

SM4 128 Kntancknim HauMoHanbHbIA CTaH-
JapT ans 6ecnpoBogHbIX ceTen

Speck 128, 256 —

Threefish 256, 512, 1024 —

Twofish 128, 256 —
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https://docplayer.ru/67908042-Dstu-7624-2014-rasparallelivanie-blochnogo-simmetrichnogo-shifra.html
https://en.wikipedia.org/wiki/Kuznyechik
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Threefish
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