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CueHapum paboThbl

B pasgene onucaHbl oTAenbHble BOMPOCHI, C KOTOPbIMM BCTPEYaOTCA MONb30oBaTeNn
CPK.
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PeaepBHoe KonmnpoBaHune

Pe3epBHOe KonNMpoBaHWe U BOCCTaHOBJIEHUEe
MeTafaHHbIX 6JI04HOro geayniMLUMPoOBaHHOrO
nyna

MeTagaHHble 6/104HOrO AeAynINLUPOBAHHOIO Nyna XpaHATca B cnyxebHon b CPK
RuBackup B Tabnuuax:

e pool_list,

e pool_block_device_extention,

e storage_block_devices,

e deduplicated_block_device_<signature>.

Pe3epBHOe KonupoBaHue

PesepBHOEe KoOMMpoBaHME MeTafaHHbIXx 6JI04HOrO AefyrnanNUMPOBaHHOIO rMnysna BO3-
MOX>HO C MOMOLbKO CcKpunTa script_block_device_metadata.sh U C NMOMOLLbKO YTU-
NNTbl pg_dump.

Pe3epBHoe KonupoBaHue C NOMOLLbIO CKpUNTa

BbinonHute pe3epBHOE KornunpoBaHue Ta6nmu C MeTafaHHbIMU 6/104YHOro genynnmun-
POBaHHOIO Nyna c NOMoLWbIO CKpuUnTa script_block_device_metadata.sh.

1. BkntounTe CepBUCHBIN PEXUM C MOMOLLBIO YTUNNTLI rb_global_config.
rb_global_config -s service_mode=yes

2. BblganTe npasa Ha BbIMONIHEHWE CKpUNTa script_block_device_metadata.sh.
chmod 700 script_block_device_metadata.sh

3. Ykaxute B ckpunte script_block_device_metadata.sh 3HauyeHuUsA obA3aTeNbHbIX
napameTpoB:

o HOST — agpec xocTa ¢ 6a3oi faHHbIX,

o DBNAME — MMs 6a3bl JaHHbIX,

o USER — uMSA nonb3oBaTens 6asbl aHHbIX,

o PASS — naponb nosb3oBaTens 6asbl AaHHbIX,

o BACKUP_FILENAME — nMf ¢anna pesepBHON KON BbiGpaHHbIX Tabnuu,.

4. 3anycTuTte CcKpUNT script_block_device_metadata.sh ¢ napameTpomM dump.
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CueHapum paboThbl

./script_block_device_metadata.sh dump

B Tekylwem KkaTanore 6yget cosgaH ann rb_block_device_metadata_backup.sql C
Tabnuyamu.

5. BbIkntounTe CepBUCHbBIN PEXUM C NOMOLLbK YTUNNTBI rb_global _config.
rb_global_config -s service_mode=no

CoxpaHute ¢ann rb_block_device_metadata_backup.sql B HageXHOM MecCTe.

Pe3epBHoe KonupoBaHue C NOMOLLbIO YTUNINUTDI

BbinonHnTe pesepBHOE KOMMpoBaHWe Tabnuy, ¢ MeTagaHHbIMU 6/10YHOrO genynnmun-
POBaHHOIO Nnysa c NOMOLLLbKO YTUNNTbI pg_dump.

1. BKknrounTe CepBUCHBIN PEXUM C MOMOLLBIO YTUNNTLI rb_global_config.
rb_global_config -s service_mode=yes

2. MNepepanTte yTunute pg_dump HasBaHWUS TabnuL, B KOTOPbIX XPaHATCA MeTafaHHble.

lpumep 1. PesepBHOE KOoNupoBaHne MeTafaHHbIX n3 Tabnuy B gpain
rb_block_device_metadata_backup.sql

pg_dump -h localhost \
-d rubackup \ @
-U rubackup \ @
-t pool_list \ ©
-t pool_block_device_extention \
-t storage_block_devices \
-t deduplicated_block_device_<signature> \
> rb_block_device_metadata_backup.sql @

@ Vms cnyxebHoi B[.
@ Vmsa nonb3osaTens cnyxe6Hon B/.
© Hassanus Tabnuu,.

Ona tabnuuybl deduplicated_block_device_<signature> LOMOJIHUTENBHO YKa-
XWUTEe signature — YHUKANbHYKO NMOAMUCH ANA KaXAoro 6/104YHOro ycTpomncTea
(Hanpumep, deduplicated_block_device_7fbBb3bac69d4fa0).
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BoccTaHoBneHue

Mognucb 6N0YHOrO YCTPOMCTBA MOXHO MPOCMOTPETb C MOMOLbLIO YTUNTDI
rb_block_devices (rb_block_devices -v) WA c noMoLbO NPUAOXKeHNn Tucana
nnn Meneppkep agmuHucTpaTtopa RuBackup (RBM) B pasgene Xpauvmnuwa -
bnouHble ycTpoicTBa B cTo/16Le NMoanuck.

@) Vivs daina.

B Tekywem katanore 6yaet cosgaH ¢anmn rb_block_device_metadata_backup.sql C
Tabnuuyamu.

3. BbIK/IOUMTE CEPBUCHDBIN PEXUM C MOMOLLBIO YTUNUTLI rb_global_config.
rb_global_config -s service_mode=no

CoxpaHuTe ¢ann rb_block_device_metadata_backup.sql B HageXHOM MecCTe.

BoccTaHoBNneHue

BoccTaHoBneHMe MeTagaHHbIX 65104HOro penynnmumnpoBaHHOro nysjla BO3MOXHO C
noMoLLbko cKpunTa script_block_device_metadata.sh 1M C NOMOLWbIO YTUNUTBLI psql.

BoccTaHoBIeHue ¢ NOMOL,blO cKpunTa

BbInoNHMTE BOCCTaHOBEHNE Ta6ﬂl/ILl, C MeTafaHHbIMM 6/104YHOro genynnmumpoBaHHOro
nyna c noMoWbro ckpunTta script_block_device_metadata.sh.

1. BkntounTe CEPBUCHBIN PEXUM C MOMOLLBIO YTUNNTLI rb_global_config.
rb_global_config -s service_mode=yes

2. BoccTaHoBuTe Tabnuubl n3 ¢panna rb_block_device_metadata_backup.sql.
./script_block_device_metadata.sh restore

3. BbIK/lOUMTE CEPBUCHDBIN PEXUM C MOMOLLBIO YTUNUTLI rb_global_config.
rb_global_config -s service_mode=no

4. lMepesanyctute cepsep CPK RuBackup.

systemctl restart rubackup_server
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CueHapum paboThbl

MeTaﬂaHmme6ﬂOqHOH)ﬂeﬂyﬂﬂMMMpOBaHHOFOHyﬂa6yﬂyTBOCCTaHOBﬂeHH.

BoccTaHoBIeHMe C NTOMOLLbIO YTUIIUTDI

BblinonHNTE BOCCTaHOBMEHME Tabnuy, ¢ MeTagaHHbIMU B6/104HOro AenynanLUPOBaHHOMO
nyna c NOMOLLbH YTUANTLI psql.

1. BkntounTe CEPBUCHBIN PEXUM C MOMOLLBIO YTUNNTLI rb_global_config.
rb_global_config -s service_mode=yes
2. BoccTaHoBuTe Tabnuubl 13 ¢anna rb_block_device_metadata_backup.sql.

psgl -h localhost -d rubackup -U rubackup -f
rb_block_device_metadata_backup.sql

3. BbIKHOUYMNTE CEPBUCHDLIN PEXUM C MOMOLLBIO YTUANTLI rb_global_config.
rb_global_config -s service_mode=no

4. lMepeszanyctute cepsep CPK RuBackup.
systemctl restart rubackup_server

MeTagaHHble 6104HOrO AeAynNnMLMPOBaHHOIo Nyna éyayT BOCCTAHOB/EHDI.
JincTuHr ckpunTa script_block_device_metadata.sh

#!/bin/bash
set -e # Bbixon npu Nw60oM ownbke

# MapameTpbl NMOAK/YEHUA K 6ase gaHHbIX
HOST="localhost"

DBNAME="rubackup"

USER="rubackup"

PASS="12345"
BACKUP_FILENAME="rb_block_device_metadata_backup.sql"
PORT=5432

# Cnucok Tabnuy [Ons pe3epBHOr0 KOMUPOBaHUS
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JIncTuHr ckpunta script_block_device_metadata.sh

TABLE_LIST="-t pool_list -t pool_block_device_extention -t
storage_block_devices"
# 3anpoc Ha MosiyYyeHue [LOMOJSIHUTENbHbLIX Tabnuvy L7 pe3epBHOr0 KOMMPOBaHUS
QUERY_TO_GET_ADDITIONAL_TABLES="SELECT DISTINCT table_name

FROM information_schema.tables

WHERE table_name LIKE 'deduplicated_%"'"

if [ "S#" -eq 1 ]; then
if [ "S$1" = "dump" ]; then
echo "RuBackup script handler saving Dedup pool metadata started"

ADDITIONAL _TABLES=$(PGPASSWORD="S$SPASS" psql \
-h "SHOST" \
-d "SDBNAME" -U "SUSER" \
-p "SPORT" -qt -c "SQUERY_TO_GET_ADDITIONAL_TABLES")

for table in SADDITIONAL_TABLES; do
TABLE_LIST="STABLE_LIST -t Stable"
done

# CospaHMe pe3epBHOW KOMUW BCex Tabnuy B OOHOM ¢anne
PGPASSWORD="SPASS" pg_dump \
-h "SHOST" -d "SDBNAME" -U "SUSER" STABLE_LIST \
-p "SPORT" > "SBACKUP_FILENAME"

echo "A backup copy of the table is saved in a file SBACKUP_FILENAME"
exit @
fi

if [ "S1" = "restore" ]; then
echo "RuBackup script handler restores Dedup pool metadata started"
# BoccTaHoBeHue
PGPASSWORD="SPASS" psql \
-h "SHOST" -d "SDBNAME" -U "SUSER" -f "SBACKUP_FILENAME" \
-p "SPORT"
echo "RuBackup script handler restores Dedup pool metadata finished"
exit @
fi

echo "Incorrect argument. Type 'dump' or 'restore'"
exit 1
fi

echo "Argument required. Type 'dump' or 'restore'"
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exit 1
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HacTpouka XxpaHunuuia pesepBHbIX KONMUX

Ecnn B npouecce koHourypuposaHua knveHta PK mnu cepeepa CPK RuBackup npwu
NOMOLWM YTUAUTLI rb_init mnn rb_init_gui He 6blN Has3Ha4eH KaTanor Ana XpaHeHus
pe3epBHbIX Konun ang nyna Default, TO nocne KOHOUrypuposaHusa cepsepa RuBackup
B XXYpPHanbHOM ¢panne /opt/rubackup/log/RuBackup.log NOABATCA 3aMUCU O TOM, YTO B
nyne Default HeT HW ofgHOWN $aNIOBON CUCTEMbI ON1A XPaHEHUSA Pe3epPBHbIX KOMUNA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

HeobxognmMmo HasHaunTb gna nyna Default XOoTA Obl OAWMH KaTanor A XpaHeHUs
pe3epBHbIX KOMNUA. 3TO MOXHO caenaTb Npn NOMOLWN YTUANTbI KOMaHLHOW CTPOKN UK
MeHepyxepa agMunHUcTpaTopa RuBackup (RBM):

1. HacTpoika xpaHunuiia ¢ nomouwbto rb_local_filesystem:

MNonb3oBaTenn, OT UMEHU KOTOPbIX ByaeT OCyLWeCcTBAATLCA 3anyCK YTUINT KOMaHA-
HoW cTpokn RuBackup, oMmKHbI BXOAUTL B rpynny rubackup . YTo6bl 406aBUTH MNOMb-
30BaTenien B rpynny, BHECUTE U3MEHEHUA B paln /etc/group.

YToObl Ha3HAYNTb JIOKaNbHbIA KaTanor B KayecTse XpaHunuLia pesepBHbIX KOMUK,
cnenyetT BbINMONMHNTb KOMaHAY:

rb_local_filesystems -a /rubackupl -p 1

B aTOM npumMepe B KayecTBe XpaHunuw,a gobasnaeTca katanor /rubackup1.

HacTponka xpaHunuiia ¢ nomMmoubio RBM nponsBoanTCcs, eCnm XpaHunuiia He
HaACTPOEHbl YTUINTONW rb_init B Npouecce nepBoHavanbHON HACTPONKM.

MopAnoK HACTPOMKN XpaHUMMLLA U3M0XEH B AOKYMEHTe MeHemxep agMuHnCcTpaTopa
RuBackup (RBM).
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CueHapum paboThbl

Mopaynb sagpa Linux dattobd

dattobd — 9TO MoAynb Agpa Linux, KOTOpbIA UCMONb3yeTca AN CO34aHUA CHUMKOB
O©N0YHbIX YCTPONCTB.

Mogynb npumeHseTca B CPK RuBackup gns pesepBHOro KOMMPOBaHUA HEKOTOPbIX
pecypcoB 6e3 0CTaHOBKWU UX paboTbl.

B Linux cywecTBYOT BCTPOEHHble WHCTPYMEHTbl ON19 CO30aHUA MIHOBEHHbLIX KOMUNA
(cHUMKOB) pannoBOM CUCTEMbI, U3 KOTOPbIX Hanbonee mnssecteH LVM. OgHako, y HuX
€CTb OrpaHMN4YeHmns, KOTopble AenarT UX HeygobHbIMKN B paboTe € NOCTOAHHO paboTaro-
LWMMK cepBepaMin. PesepBrpoBaHne TOMa «Ha ropavyro» TpebyeT OTMOHTUPOBATb TOM,
chenaTtb ero CHUMMOK, NMPUMOHTUPOBATb CHUMOK U OTMAPaBUTb TOM Ha pe3epBHOE XpaHe-
Hue. NPOMBbILLNEHHbIN CepBEP PELKO MOXET BbITb OTK/IKOYEH Ha 3TO BPeEMS.

BnouHbin gpameep Datto (dattobd) npepocTtaBnsetT QYHUMOHANIBHOCTb, MOXOXYHK Ha
TeHeBoe KonupoBaHue Toma (Volume Shadow Copy, VSS) B Windows n nossonset
AenaTb MrHOBEHHbIE CHUMKMK ¢annoBbiXx cucteM. [lpanBep dattobd mMoxeT 6bITb ycTa-
HOoBMeH 6e3 nepesarpyskym MalwuHbl. dattobd co3pgaeTr CHUMOK no6oro 6A0YHOro
YCTPOMWCTBA, NOCNEe Yero OTC/eXMBaeT WHKPEMEHTallbHble U3MeHeHUA Ha 61104YHOM
YCTPOWCTBE U OBHOBNAET ero pesepBHble KOMUn, KOMUPYSA TONbKO N3MEHEHHbIe BJ10KN.

o dattobd paboTaeT Ha ypoBHe cnos 6NM0KOB, U NogaepXmnBaeT 60MbLUINHCTBO
aKTyanbHbIX dpannosbix cucteM (ext2, ext3, extd n xfs). @annosble cMCTEMbI C
COBCTBEHHOM peanusauumen ynpasneHmsa 6nokamn (ZFS, BTRFS) He nogpep-
XMBAKOTCH.

YcTaHOBKa

Ona yctaHoBkn Moaynsa agpa Linux dattobd Ha OC Astra Linux 1.7 nnu Astra Linux 1.8:

1. JobaBbTe GPG-kntoy penosntopusa Datto:

sudo apt-key adv --fetch-keys https://cpkg.datto.com/DATTO-PKGS-GPG-KEY

2. [JobaBbTe penosumTtopuin Datto:

Mpumep 2. [JobasneHne penosmntopus 414 OC Astra Linux 1.7

echo "deb [arch=amd64] https://cpkg.datto.com/datto-deb/public/buster
buster main" | sudo tee /etc/apt/sources.list.d/datto-linux-agent.list
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YcTaHoBKa

MNpumep 3. JobasneHne penosntopusa gnsa OC Astra Linux 1.8

echo "deb [arch=amd64] https://cpkg.datto.com/datto-deb/public/bookworm
bookworm main" | sudo tee /etc/apt/sources.list.d/datto-linux-
agent.list

3. OBbHOBUTE CMUCOK MNaKeTOoB:

sudo apt update

4. YcTaHOBUTE NakeTbl:

sudo apt install dattobd-dkms dattobd-utils

5. 3arpysuTte Moaysb B A4pPO:

sudo modprobe dattobd
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Odeapynnukayus

Cucrtema pesepBHOro KkonnposaHusa RuBackup nNo3BonseT UCMOoNb30BaTbh PeXum geny-
nAMKaumum Npu cosgaHnuy pesepBHbIX KOMNUW AaHHbIX.

B pexume pgepynnukauuu faHHble, KOTOPbIe LOJ/KHbI MOMAacTb B PE3EePBHYIO KOMMUHO,
pasfenalTca Ha 6/10KN paBHOrO pasMepa, U Ans Kaxgoro 650Ka BblYMCNAETCA Xell-
CyMMa no anropuTtMmy shail, sha2, blake2b, skein unu streebog. [lepen BbiNONHEHNEM
pPe3epBHOro KOMMPOBaHUA cepBep nepefaéT KIMEHTY Xew-Tabnvuy 6/10KOB, yXe pac-
NONMOXEHHbIX B AefyniuuMpOBaHHOM XpaHUNULLE M KOTOpPble C BbICOKOW CTEMNeHbH
BEPOATHOCTU MOTYT COLEpPXATbCA B WMCTOYHUKE [aHHbIX, Pe3epBHOE KOMMpoBaHue
KOTopbIX 6yaeT BbINONHATbCA. CepBepy nepefardTcA TONbKO YHUKaNbHble 610KK
pe3epBHOM KOMUW, KOTOpble pasMelarTcs B AefyrIMUMPOBaAHHOM  XpaHUNuLLe
pes3epBHbIX KOMWK, npeacTtasnsawowee cobon 6504HOE YCTPOMCTBO B OMepalMOHHON
cuctemMe (3To MoXeT 6bITb OANHOYHBIN AUCK, RAID MaccmB nnu LUN cucTemMa XpaHeHus
OAHHbIX).

Takum 06pasoM, Npu NepBOM Pe3epPBHOM KOMUPOBAHUM UCTOYHUKA AaHHbIX CepBepy
PEe3epBHOr0 KOMMPOBaHUSA 6yaeT nepenaH MOJNHbIA YHUKambHbIA Habop 610KOoB. MMpu
NOBTOPHOM pe3epBHOM KOMupoBaHMK ByayT nepefaHbl TONbKO M3MeEHMBLUMECA GNOKM
AaHHbIX. ATO NO3BONSET YMEHbLUNTL OKHO PE3EPBHOr0 KOMMPOBAHUS, CHU3UTb HarpysKy
Ha ceTb Nnepeaayun gaHHbIX U CIKOHOMUTb MECTO B XPaHWUIIMLLE Pe3ePBHbIX KOMUIA.

Mpy BOCCTaAHOBMIEHUN cepBep nepenaéTt KNNeHTy mMeTadainn, cogepyallmii BClo Heob-
XOAUMYKO MHGOPMALIMIO O PEe3epBHOM KOMUM U LIeIeBOM pecypce, KOTOopbin TpebyeT
BOCCTaHOBMNeHUA. ECnn BocCcTaHOBNEHME MHPOPMALMM MPOUCXOANT HEMOCPEeACTBEHHO
B UCTOYHUK OaHHbIX, Fae 6binn yTepsiHbl UM U3MEHEHbl Kakne-nmbo 610K faHHbIX, U
TpebyeTcsi BOCCTAHOBUTb LLE/TOCTHOCTb UCTOYHMKA AaHHbIX, TO cepBep nepenacT K-
EHTY TOJIbKO Te B/IOKWN AaHHbIX, KOTOpPble BblIN U3MEeHeHbI 1 TPebyoT BOCCTAaHOBNEHUS.
9T0 NO3BONSAET 3HAYUTENbHO YMEHbLUNTb BPeMsi BOCCTaHOB/EHUS.

Cuctema pesepBHOro KonuposaHua RuBackup nossonset obbeAuHATb gefynanumpo-
BaHHble 65104Hble yCTponcTBa B nynbl Tuna bnoyHoe ycTponcTsBo. Jlloboln cepsep B
cepBepHOM rpynnupoBke RuBackup MoOXeT ynpasBnfaTb HECKONbKUMW Mynamu Tuna
BnoyHoe ycTpoMncTBO. 3TO MOXET ObITb NOME3HO A1 UCNOJSIb30BaHUA Nyna TONbKO AN
onpefenéHHbIX gaHHbIX. HanpuMep, Bbl MOXeTe UCMOMb30BaTb OAUH NyN ANA XpaHEeHUs
pe3epBHbIX KOMWUM BUPTYyanbHbIX MalWWH C roCTEBOM onepaunoHHonm cuctemon MS
Windows, n gpyroun nyn gns pesepsHbix konuin BM ¢ OC Astra Linux. MNapameTpbl nyna
onpepnenaAlnT pasMep 6510Ka gefynnamkauum, anroputMm xew-oyHKUUN ONNHY XeLwla.

MpuHUUNbI geaynavKayum

[Mpw BbINOSHEHUM OefynvKaunum NPOUCXoauT BblYUCIEHNE Xela ANA Bcex 6/10KOB AaH-
HbIX, KOTOpPble OOJIKHbI MONacTb B Pe3epBHYO KONUIKO. Xel-anropnutMbl, nogaepxneae-
Mble RuBackup, npuBeaeHbl B TabnnLe.

12 n3 32




CospgaHune pesepBHON Konun

Tabnvya 1. AropuTMbl Xeww-pyHKUNIA, nogaepxmnsaembie RuBackup

Anroputm AnvHa xaw, 6uTt CcbliniKa Ha onucaHume
shal 160 https://en.wikipedia.org/wiki/SHA-1
sha2 256, 512 https://en.wikipedia.org/wiki/SHA-2
skein 256, 512 https://en.wikipedia.org/wiki/

Skein_%28hash_function%29

blake2b 256, 512 https://en.wikipedia.org/wiki/
BLAKE_%28hash_function%29#BLAKE2

streebog 256, 512 https://en.wikipedia.org/wiki/Streebog

Bbl MOXeTe onpenennTb NapamMeTpbl Aegynavkaunm npy cosgaHmm nyna tvna bnoyHoe
ycTpoiicTBo. K HUM OTHOCATCS:

o Pasmep 6noka geaynnmkaymmn (o1 16 Kb 0o 1 Mb),
o XewW-anropuTtm,

o [InuHa xew (rae nogaep>xxuneaeTtcs).

CnepyeT yuyuTbiBaTb, YTO YeM 6onblle AnnHA Xew-OYyHKUUN U YeM MeHblle pa3mMep
6noka gepynnunkaumm, TeM 605bLue NPOLECCOPHbIX PECYPCOB U BpeMeHn byaeT 3aTpa-
YeHO Ha BbIMOJIHEHME Mpouecca geaynnmkaunn. Ho yem MeHblle AnvHa xew-QyHKLUNn,
TeM 6onblle BEPOATHOCTb BO3HUKHOBEHUS KONNM3UKU. M yeM MeHblue pa3mMep 61oka
aepynnvkauum, tem 6onee adpdeKkTMBEH npouecc peaynnvkauun, T.K. BEPOATHOCTb
HaxoXJeHusi OAMHaKOBbIX 6/TOKOB BO3pacTaeT.

Mcnonb3oBaHue genynivkaumn LenecoobpasHo A1 TeX MCTOYHMKOB [ aHHbIX, KOTOpble
MOryT cogepxaTb B cebe nostopsowmeca 6/10KM gaHHbIX. 3TO GannoBble CUCTEMBI,
67104YHble YyCTpoOnCTBa (HanpuMep, ToMa LVM), BUpTYanbHble MallWHbI U T.N. HekoTopble
NCTOYHMKN OaHHbIX B Xo4e CBOEero QyHKLNOHMPOBAHUA MOTYT 3HAYNTENIbHO U3SMEHUTb
CBOE cogepxumoe, Hanpumep, CYB[ nocne nepenHaekcaunm tabnuy,. MicnonbsoBaHne
Aefynamkaumn ana Taknx pecypcoB MOXET BbITb 3HAaUYNTENbHO MeHee 3QPEeKTUBHO.

Co3paHue pe3epBHOMN KONUn

CucTtemMa ocyLLecTBASAET COo34aHne pes3epBHOM KOMUN C NPUMEHEeHMEM AenynnnkKauum
cnegyrouwmm obpasom:

1. CepBep pe3epBHOro KONMPOBaHUS:

3ar|yCKaeT 3agavy pe3epBHOro KonnmpoeaHumA, NpUHMMaeT OT KJNIMEHTa genynnnun-
poBaHHble [OaHHble, pa3MelaeT MUX B COOTBETCTBYyHLLEE XpaHUIuMe " co3faéTr
HeobxoanMble 3anucuy B 6ase JaHHbIX

2. KNnneHT pe3epBHOro KONMPOBaHUS:

3anyckaeT COOTBETCTBYHOLWNA MOAYNb N OXMOAEeT nepedady geaynianumpoBaHHbIX
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https://en.wikipedia.org/wiki/SHA-1
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https://en.wikipedia.org/wiki/Skein_%28hash_function%29
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https://en.wikipedia.org/wiki/BLAKE_%28hash_function%29#BLAKE2
https://en.wikipedia.org/wiki/BLAKE_%28hash_function%29#BLAKE2
https://en.wikipedia.org/wiki/Streebog

CueHapum paboThbl

610KOB OT YyTUNUTHbI rbfd.
3. Mopynb RuBackup:

[MogrotaBnnBaeT UCTOYHUK AAHHbIX K Pe3epBHOMY KOMUPOBAHUIO U 3amnyckKaeT yTu-
nuTy rbfd.

4. YTunuta rbfd:

BbinonHseT AeaynivMKauuio UCTOYHMKA AaHHbIX M nepefaét aenynnmuumpoBaHHbIe
6/10KN KIIMEHTY Pe3epPBHOIr0 KOMMPOBAHUSA.

BoccTaHoBJIeHMe pe3epBHOMU KONMUU

CucTemMa ocyLlecTBNsIeT BOCCTAHOB/IEHNE PEe3epPBHOM KOMUKU, CO3OaHHON C NMpuUMeHe-
HUEeM Aenynnukaumu, cneayrolmnmM obpasom:

1. CepBep pe3epBHOro KONMMpOoBaHUS:

[Mepena€T KNMeHTY HeobxogMMble ONA BOCCTAHOBNEHUSA 6/T0KN AaHHbIX.
2. KNMeHT pesepBHOro KONMpoBaHUS:

3anyckaeT COOTBETCTBYHOLWUN MOLYb N NPUHUMaET B6JI0KN faHHbIX OT cepBepa
3. Mopynb RuBackup:

3anyckaeT yTunuTy rbfd 1, nocne noflyyeHus Bcex HeobXoauMbIX OaHHbIX, MPu
HeoBXOANUMOCTH, PasBEPTbIBAET PE3ePBHYIO KOMUIO B MHPOPMALMOHHOM cucTeme.

4. YTunuta rbfd:

BHHOHHHGTC60pKyﬂaHWMXp63€pBHOMKOHWAMBAGAyHﬂMuMpOBaHHHX6HOKO&

HacTpoika
HacTpoika geaynnukaymm BkoYaeT B ceba cneagyrowme encTeus:

1. Ha cepBepe RuBackup BbigennTb 6/104HOE YCTPOWCTBO AJ1 XPaHEHUS.

2. Ha cepBepe RuBackup cospgaTb nyn Tuna bnoyHoe yCTPOUCTBO.

3. [Jo6aBuTb BblaeneHHOe 6/I04HOE YCTPOMNCTBO B CO34aHHbIN My,

4. [106aBNTb CO34aHHbIN Ny K NpaBuy Unu cTpaTernm pes3epBHOro KONMpoBaHUA.
[na ncnonbsoBaHuA genynnavkaunm Heobxogmmo, 4Tobbl MOAYNb Pe3epBHOro

KOMMPOBAHNA COOTBETCTBYIOLWLEro TUMa pecypca noaaepxusan geaynnvka-
LMHO.
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Brno4yHoe ycTponcTeo

BnoyHoe yCTpoOMCTBO

YT06bl MCcnonb3oBaTh AefynvKauuo B CUCTEME pe3epBHOro KonmposaHusa RuBackup,
HeoOXOANUMO Ha cepBepe Pes3epBHOro KOMMPOBaHUA BblennTb 6/104YHOE YCTPOMCTBO
(O4HO MM HECKONbKO) ANA XpaHeHUs AenynanuMpoBaHHbIX Pe3epBHbIX Konun. Bnoy-
HbIM YCTPOMCTBOM MOXET OblTb OObIYHbIA XECTKUA AUCK, RAID MaccuB mnu LUN
CUCTEMa XPaHEHUA OaHHbIX.

B OC Linux nonyuyntb MHbOpMaLMO O OOCTYMHbIX 6M0YHbIX YCTPOMCTBAX MOXHO C
NOMOLLLbKO KOMaHAabl 1sblk, Hanpumep:

# 1sblk
NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
sda 8:0 0 931,56 0 disk

sda’l 8:1 0 931,5G © part /rubackupT
sdb 8:16 0 931,5G 0 disk

sdb1 8:17 0 931,56 0@ part /rubackup2
sdc 8:32 © 1,8T 0 disk

sdcT 8:33 0 1,8T © part /rubackup3
sdd 8:48 © 3,6T O disk
nvmedn1 259:0 0 953,9G 0 disk

nvmednipl 259:1 0 512M © part /boot/efi

nvmedn1p2 259:2 0 953,4G @ part /

B aTOM npumepe Ha cepBepe pe3epBHOro KOMMPOBAHUA B KadyeCcTBe YCTpOWCTBa ANA
XpaHeHUsa aeaynimumMpoBaHHbIX pPe3epBHbIX KOMU MOXeT 6blTb MCMNOoSb30BaH OUCK
/dev/sdd.

Myn xpaHeHusa faHHbIX

YTo6bl MCNONb30BaTb AeAYNNMKALMIO Ha CepBepe pe3epBHOro KOMMPOBaHUA HEOBXO-
AVMO co3aaTb Nyn Tvna bnoyHoe yeTPoOMCTBO. 3TO MOXHO caenaTb nNpu NOMOLLN YyTU-
NNTbl KOMaHOHOW CTPOKU rb_pools WA npuv NOMOLLN MeHep)Xepa agMUHUCTpaTopa
RBM, cnepgyrowmm obpasom:

1. B rmaBHOM MeHO RBM oTkpbiTb NyHKT KoHurypauusa - Xpauunuw,a - lMynbl
(MyHKT Mynbl rnaBHoro meHto RBM).
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CueHapum paboThbl

MeHegxep agMMHWUCcTpaTopa RuBackup (on rubackup-server.local) - 0o &

GO EERTEN MpocmoTp  JencTews  AHanuTuka WHdopmayws

B330BaA KOHQUrypaLms...
BCMWCaHWE | YAaneHHas pennukauws — CepBepHas rpynnuposka RuBackup

Tpynnsl NonL3ceaTened. .. Onucarime Csoictea | HacTpoiku = MHdopmauus
MoNb30BATENN. . Tun OC Linux
Tpynnel KAUEHTOB. . OC aucTpubeioTep |ubuntu

| KnueHTsl...

NERRTES wip daddc50e1372c21c

Megana cepeepsl...

XpaHuinwa

CTpaTeruu... MoameHa Nynoe...
CepBUCHLIA PEXuM NokaneHeie dainoesle xpaHUAMLWA. .. 4:fF-fefg:ab67
Brixog, BNo4Hbie YCTPOACTEA...
0Obnaka...
CtpaTterna Tun pecypca Pecypc Normal execution script Exception execution script

CTPBTEI’MW I'Ipamma PEBEPHHhIE Konwuu ¥YnaneHHas pennykauunsa 3apaqun MnaH BoCCTaHOBNEHWA A 13

HangeHksl HEABTOPW30BaHHLIE KNWEHTHI HopManbHBIA pexuM

PucyHok 1. NyHKT Aynbl rnasHoro meHo RBM

2. B okHe Mynbl HaxxaTb KHonky Jlo6aBuTb (OxkHo Mynbl 8 RBM).

WmA Twn nyna Menowa cepeep Tun cxaTud Mecto ckaTtuAa Leet oHa LseT wpugTta OonucaHwe
1|Default File system  antares None Client L #000000 Default pool
2 |Dedup Block device antares - - L #000000
3|DED1  Block device antares - - #TTTT #000000

3aKpbITE Mowck... |OobaeuTs...

PucyHok 2. OkHo Mynbl B RBM

3. [1na HoBOro nyna ykasaTb UMSA U Tun nyna bnoyHoe ycTPoOMNCTBO, BbibpaTh pasmep
6noka pepynnavkauuu, anroputM xew-oQoyHKUUMKM U ONOUHY Xew-OyHKumn (ecnm
AOCTYMHO), a TakXe yKasaTb Meanacepsep, KOTOpoMy ByaeT npuHagnexaTb co3fa-
BaeMbIn Nyn (ecnu cepBepHan rpynnmpoBka RuBackup cogep>XnT HECKONbKO cepBe-
poB) ([Job6aBneHne HoBoro nysa 8 RBM).
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[obasneHne 6104HOr0 yCTPOMNCTBA B Ny

JAobaeuTk HoBLIA Nyn (on rubackup-server.local) x

WMa nyna Dedup & ok

Tun nyna Block device = X Cancel
Pazmepa bnoka gaHHeix | 131072 v
XIW-YHELMA sha2 -

InWHa 3w 256 -

Menua cepeep rubackup-server.local -

TWN CHaTUA

MecTo caTnA

Onucanune Block device storage pool for deduplication

LUeeT wWpudpTa

LieeT poHa

PucyHok 3. [JobaBneHne HoBOro nyna 8 RBM

lo6aBneHue 6s104HOro yctTpomcTea B nyn

B cospgaHHbIn nyn Tuna BnoyHoe ycTpoMcTBO HeobxoaAuMmMo [06aBUTb OAHO WK
HECKOJIbKO BblAeNEeHHbIX 6/104YHbIX YCTPOWUCTB. ATO MOXHO caenaTb NMpu rnOMOLUN YTK-
NNTbl KOMaHAHOW CTPOKWU rb_block_devices unu Npuv NOMOLWM MeHea)Xepa agMuHU-
cTpaTtopa RBM, cnepyrowmm obpasom:

1. B rmaBHOM MeH0 RBM oTKpbITb NYHKT KoHpurypauua -> Xpauuwnuuw,a -> bnoyHbie
yeTpoiicTBa ([TyHKT «B/10YHble YCTPONCTBa» rnaBHOro MeHo RBM).
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CueHapum paboThbl

MeHegXep afiMMHMcTpaTopa RuBackup (on rubackup-server.local) - o &

CCEGEEITEY MpocMoTp  JeficTenA  AHaquTHKa  WHgopMauus

5a30BaR KOHDNrypaLms. ..
BCMWCAHWE | YAaneHHas pennukaums — CepBepHas rpynnuposka RuBackup

Fpynnsl Nons3oeaTensd... Onucarue CeoitcTea | Hacrpoikn | WHdopmauna
Monb3oBaTenu... Tun OC Linux
TpynMbl KAKEHTOS... OC gucTpubsioTep ubuntu

1 KnueHTsl...

Primary RuBa...

HWID daddc50e1372c21c
Megua cepeepsl...
XpaHuanwa NyAbl... f8:ab:67
CTpaTerun... MogMeHa nynoe... 122.82
CepBUCHLIN peXum NokaneHeie afnoBele XpaHWINLLE... 54:ff fefg:ab67
Brixogn b blg po
Obnaka...
CtpaTterus Tun pecypca Pecypc Normal execution script Exception execution script

Crpateruu Mpaeuna PesepBHLIe KOMKK YnanedHHaa pennnkauua 3apaumn MnaH BocCcTaHOBNEHWA Nalr

HEIMJ'EHI:I HEaABTOPW30BaHHLIE KIWEHTHI Hopmanthm pexuM

PucyHok 4. NyHKT «bnoyYHble yCTPONCTBa» rnaBHoro meHto RBM

2. B okHe Mynbl HaxxaTb KHoMnky [lo6aBuTb (OxkHO «bnoyHble ycTponctea» B RBM).

Block devices &

Device Pool Blocks Shared Signature Description
1|/devjsda3 DED1 1486949 false 733e085d1888b5c4

2|/dev/sda2 Dedup 2047999 false bec64b63aeef7700

Close Search... Add...

PucyHok 5. OkHo «bnoyHble ycTponcTBa» B RBM

3. BoibpaTb co3gaHHbIn NyNn U BblgeneHHoe 6104YHOe YCTPOMCTBO XpaHeHus. Ecnm Ha
BbIbpaHHOM 6/104HOM YCTPOMCTBE YyXe cylecTByeT ¢annoBas cuctemMa, To, YTobbl
MCNONb30BaTb €ro A1 XpaHeHUa AeAynIMLMPOBaHHbIX Pe3epBHbIX KOMU, crepyeTt
nepesanuncaTb CYLECTBYHOLWYO GannoByd CUCTEMY, BKIIKOYUB MepeknovaTenb
Mepe3anucartb cyw,. PC (lobasneHne 610YHOrO YCTPOUCTBA B MYJ1 XpaHeHns gaH-
HbIX).
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MapaMeTpbl CUCTEMDI

BeibepuTe 604HOe YCTPOMCTBO Ha MeAua cepBepe: rubackup-server.local (on rubackup-server.local) X

Myn Dedup b & ok
MyTe Ha Meawa cepeepe |jdevfssd| | BribpaTs... X cancel

Mepezanucate cyw,.®C

Onwcadwne

PucyHok 6. [lobaBneHne 6N104YHOIr0 yCTPOMNCTBA B Ny XpPaHEHMA OaHHbIX

Mocne pobaBneHnsa 6/104YHOrO YCTPOMCTBA B CUCTEMY PE3EPBHOrO0 KOMMPOBAHWUSA, OHO
nosaBuTcA B KoHurypaumm RuBackup. lNpn aTOM B CUCTEMHbIN XYpPHanbHbIN Gann Ha
cepBepe pe3epBHOro KONMpoBaHUA ByaeT 3anucaHa nHoopmaumsa o gobasneHum 65104-
HOro YCTPOMNCTBA, Hanpumep:

Request to add block device as storage: /dev/sda2 in pool: 'Dedup' media
server: antares

RuBackup block device signature not found on the device: /dev/sda2. Try to
create it: ffc64b63aeef891C

Block device size: 14268435456000

without signature: 14268435451904

Total usable blocks: 82047999

Create table name: deduplicated_block_device_ffc64b63aeef891C for local block
device: /dev/sdd

Local block device: /dev/sdd was included in the pool: Dedup

Load meta data of deduplicated block device: /dev/sdd in memory...

Hash table of: /dev/sda2 loaded

YT06bl BbIMNONHATL PE3EpPBHOE KOMUPOBaHME C WCMONb30BaHMEM AefynnavKauum, Ans
COOTBETCTBYHIOLLErO NpaBuia UM CTpaTermm QomkKeH 6biTb BblOpaH nyn Tuna bnoyHoe
YCTPOMCTBO C Ha3HAYeHHbIM B Ka4yecTBe XpaHunuwa pesepBHbIX KOMuid 610YHbIM
YCTPONCTBOM. TakXXe HeobX0aAnMO, YTobbl MOAY /b PE3EPBHOIr0 KOMMPOBaHUSA COOTBET-
CTBYHOLLErO TUMNa pecypca nogaepxuean geaynnvkauuno. Ecnv moaynb He nogaepxu-
BaeT AefynavKauuo, To pe3epBHOE KONMpOoBaHMe 6yaeT 3aBepLUEHO C OLUNMOKOA.

Ona nonyyeHna OOMONMHUTENbHOM MHPoOpMaunUM o6 yTUnMTax KOMaHOHOW CTPOKU CM.
YTUNNTbI KOMaHAHOW CTPOKMW.

ﬂapameprl CUcTemMbl

HacTpoika rnobanbHblX MapaMeTpoB AeAyrnvKauunm OCyLWecTBNSeTCA B OKHe
HacTpoeK rnobanbHOM KOHPUrypaLmm cUCTEMBI.

Ona nonyyeHna poctyna K MeHo FnobanbHaa KOHPUrypauua HY>XHO MepeBecTu
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CueHapum paboThbl

CUCTEMY B CEPBUCHbIV pexnm. [INa 3Toro BKAKOUMTE NepeknoyaTtenb B MeHio KoHpu-
rypauus > CepBUCHbI peXuM ([lepekioyeHne CEPBUCHOTO pexnma).

LG ERNEY MpocmoTp  JedcTEWA  AHanuTuka W

Eazosas KoHDWrypauma...
acrnucaHue (
Cpynnsl Nons30BaTened...
Mone3oceaTenu...

Fpynnel KNWeHTOE...

KNUeHTHL...

Mefgwa cepBepkl...

XpaHunnwa 4

CTpaTeruu...

I CepeuncHBIR pexum

Brixom

PucyHok 7. NepekntoyeHne cepBUCHOIo pexuma

Mo 3aBepweHMn paboTbl C OKHOM «[nobanbHas KOHOUrypauus» cnegyet
OTKJIIOYNTb CEPBUCHBIN PEXUM.

HacTponku rnobanbHom KoHGUrypaumm 4ocTynHbl B MeHO KoHdpurypauusa - Fob6anb-
Hasa KOHurypauuma Ha Bknagke [MHOeaynnukauma ([lapamveTpbl pegynivkaunm B
HacTponkax rrnobansHon KoHourypaumm RuBackup). TamM Bbl MOXeTe HacTpPOUTb chne-
Ayoume napameTpsbl:

Fno6aneHble KoHdHrypauMoHHble NapaMeTpel (on rubackup-server.local) X

O6wee  Crpaterwu  Mpaeuna = 3apayw | Nynsl | JleHTouHble BubnwoTekwn | Oefynnukauwa | MoHuTopwHr | RuBackup key

OMMILATE HeWcnonb3yemules Bnokn V| Kaxase |30 |5 Ouen MocnenHee BpeMa: X Cancel

MNpoeepATE TONLKD METa-AaHHbIE yes -

PucyHok 8. MapameTpbl gegynnunkaumm B HacTponkax rnobanbHon koHourypaumm RuBackup
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OcobeHHOCTHN

o Kakune gaHHble 6yayT NpoBepeHbl Ha COOTBETCTBUE XeLla Npu NPOBEPKE pPe3epBHOM
konuu. Ecnu napameTp MpoBepaTb TONbKO MeTagaHHble MeeT 3HadyeHne yes (Mo
YMOJYaHU0), TO 6yAyT NPOBEPEHbI TONbKO MeTafaHHble. Mpy 3HaYeHnn 3Toro napa-
MeTpa no 6yAyT NPOBEPEHbI BCE UCMONb3yeMble Pe3epPBHOM KOMMe 6/10KU AaHHbIX B
6104YHOM YyCTpPONCTBE.

e BO3MOXHOCTb Mepnoanvyeckonm OYUCTKM B6NOYHbIX YCTPOMUCTB. OuncTKa O/IOYHbIX
YCTPONCTB ByAeT NPOBOAUTLCA TOIbKO B YCTaHOBIEHHOE CEPBUCHOE OKHO, KOTOPOE
HacTpauBaeTCH Ha BKNaake O6wee npu nomMmowm napameTpos Hayano cepBUCHOro
OKHa 1 OKOHYaHWe CepBUCHOro okHa (OOLme napameTpbl B HAaCTpoMKax rnobasb-
How KoHourypaumm RuBackup).

rnobankHele KOHGHUrypauMoHHele napameTpsl (on rubackup-server.local) x

Obuiee CrpaTteruum Mpaeuna 3apa4n Mynst JNleHTou4HbIE BUBIMOTEKK Jenynnukauwma MOHUTOPUHT RuBackup key 0 OK

Ha4ano cepBMCHOro OKHa 0:00:00 - x Cancel

OKOHYaHMe CepPBMCHOTO OKHA 23:59:59 -

YBefoMnATE 06 yCTapeBlWwnX pes.KoNMAX Yepes 1440 ~| MuH
ABapUiiHOE MECTO XPaHEHWA Pe3&PEHLIX KONUiA jtmpfrubackup_emergency_storage_local_catalog BrifpaTh...
Pasmep Bnoka npu nepefadye AaHHLIX 16384 * | baut
Mepuog o6HoBREHWA KNoYeR 3LMN 1440 | MuH

MpoBepATL pe3epBHLIE KOMWW NOCTE COZ0aHNA no

YpanaTe pesepeHbIe KOMWK CO CTATYCOM OﬁpblBa Ueno4ku | no

PucyHok 9. O6Lwmne napameTpbl B HaCTponKax rnobanbHom KoHourypaumm RuBackup

Mo 3aBeplweHun paboTbl C OKHOM [no6anbHaa KoOHPUrypauumsa crnenyet
OTKJIOUYNTb CEPBUCHBIN PEXUM.

Ocob6eHHOCTMH
|_|pl/1 MCNoJsib3oBaHUK geayninkaunm cnegyet y4nTbiBaTb ClieayroLline HIoaHChbI:

o [1nA wncrnonb3oBaHus Aefyrnivkauunm npu BbINOSIHEHUM PE3EPBHONO KOMUMPOBaHUA
Kaknx-nmbo OaHHbIX, HeobxoanumMo ybeamnTbCs, YTO MOLYJ/b PE3EPBHOr0 KonupoBsa-
HMUA 3TUX OaHHbIX noggep>xmBaeT pepynnukauwnto. lNMokasaTenem aToro ABNAeTcA
nogaepXka Moaynem napameTpa Bbi3oBa -D. [1pn ero BbisoBe C 3TUM NMnapaMeTpom
OyneT BO3BpaLWEH B, Hanpumep:

/opt/rubackup/modules/rb_module_filesystem -D
echo $§?
0
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CueHapum paboThbl

o MNepemelleHre M KOMMPOBaHME pPe3epBHbIX KOMWIA, CO3A4aHHbIX C MNPUMEHEHMEM
AenynnvKauumn, BOSMOXHO TONbKO B Nynbl Tuna BnoyHoe ycTpoicTBOo. Npn 3TOM
napamMeTpbl Nyna HasHayeHus (pasmep 6roKa Aenynnavkaumm, anropuTMm xew-oyHK-
UM 1 ONMHA Xew-QyHKLUMK) OOMKHbI COBMNagaTb C napamMeTpamMu nyna XpaHeHus
pe3epBHON KOMWMW.

e [pwn cospgaHnn genynnmumMpoBaHHON pe3epBHOM KOMUK co3faéTca MeTadann, KoTo-
pbi pa3MellaeTca B nyne tuna dannosas cucteMma cepsepa pe3epBHOro Konmpo-
BaHuA. B peno3suTtopum RuBackup oTOT ¢ann ykasblBaeTCA OAHOBPEMEHHO Kak
archive M snapshot pe3epBHON Konuu. [lpyn aTOM caMun AaHHble pe3epBHON Konuun
pacnonaratoTcsa B 6;104HOM YCTPONCTBE.

e [pn ypaneHun pesepBHON KOMUU U3 PENO3UTOPUA MPOUCXOLAUT yAaneHne TOJNbKO
MeTadanmna pesepBHOM Konuu M 3anucnm B 6ase fgaHHbiX RuBackup. Henocpeg-
CTBEHHO 6J10KM JaHHbIX U3 XpaHunvua He yaanatoTca. Ona ocBoboXOEeHUS XpaHU-
nvuia OT Heucrnonb3yemMblX 6/10KOB MOXHO MepUoANYEeCKM BbINOMHATL onepawuio
OUYMCTKWN. HacTporka aTon ornepayun ocyLecTBNSETCA B OKHe HacTpoek rnobanb-
HOW KOHUrypauunm cucTeMbl Ha BKNagke [lepaynnukaums.

e [1pn BbINOSIHEHUN ONepaLun 3NEKTPOHHOM NOANUCK pe3epBHOM Konuu ByaeTt noanu-
CaH TOJIbKO MeTadann pes3epBHON KOMUKU, HO He caMun genynnuunpoBaHHble 6110KK
AaHHbIX. [lpy npoBepke pesepBHOW konuu OypeT nposepeH MeTadawnn. B OkHe
HacTpoek rnobanbHOM KOHOUrypauum CUCTEMbl Ha BKnagke [eaynnaukauus Bbl
MOXeTe YCTaHOBUTb ON1A napameTpa MNpoBepATb TOJIbKO MeTafaHHble 3HayeHue
no. B TakomMm cny4ae Ha cOOTBeTCTBME Xelwa ByayT NpoBepeHbl BCE UCMOSIb3yeMble
pe3epBHON KoNnen 6/10KN AaHHbIX B 6JT0YHOM YCTPOMNCTBE.

e Ecnn B nyn po6aBneHo HECKONbKO 60YHbBIX YCTPOWCTB, TO Xew-Tabnuua yHuKanb-
HbIX 6/10KOB ByaeT co3sfaHa ANA KaXA4oro n3 yCcTponucTB. 3TO O3HaA4YaeT, uTo aeny-
nankauus paboTaeT B paMKax ofgHOro 6/104HOro ycTpomcTBa. PasHble yCTponcTBa
MOryT cofiep>aTb OgMHaKoBble 610KN JaHHbIX.

e Xew-Tabnuua 6104YHOro YCTPOMNCTBA 3arpy>aeTcs B onepaTMBHYIO NaMsAaTb cepBepa
pPe3epBHOro KOMMPOBaHWA. ITO O3HayaeT, YTo npu 60sbWoM 06bEMe 60YHOro
YCTPOWCTBa NoTpebyeTcsa yyeCTb HEOOXOAMMOCTb B BonbleM obbEMe onepaTuB-
HOWN MamMATHN.

e MaKkcuManbHO BO3MOXHbIN O6bEM MaMATU ONA OTAENbHOW onepauun pesepBHOro
KOMMUPOBaHUA WM BOCCTAHOBNEHUA onpefenseTca B KOHOUrypauumoHHOM daunne
/opt/rubackup/etc/config.file 3HayeHnemMm napameTpa deduplication-task-
memory . ECNin Ha cepBepe pe3epBHOro KONMPOBaHUA NpeanonaraeTca BbiNo/HEHNE
00/bLLIOro KoMnmyecTBa OHOBPEMEHHbIX Onepaunn ¢ UCNoNb30BaHNEM AeAynnKa-
LMK, HEOBXOAMMO y4ecTb 3TO B TpeboBaHMAX K 06 bEMY onepaTUBHON NaMaTu cep-
Bepa.

» B penosntopumn pesepBHOro KONMPOBaHMsA B KayecTBe 06bEMa geaynamumpoBaHHON
pe3epBHON KOMUK yKasbiBaeTCcA OObEM e€ MeTadanna.

e [pn BbINOSHEHMN AeAYNIMLUPOBAHHOIO pPe3epBHOr0  KOMMpoBaHUA ¢GanioBomn
cuctemMbl ¢ damnamm pasHoro pasmepa, ¢pamn pasmepom 6onblie, yemM pasmep
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OcobeHHOCTHN

AefynANUMPOBaHHOro 6/10Ka [OaHHbIX, 3alNMET HEeCKONbKO 6/I0KOB B 6G0YHOM
YyCTpOMCTBe (MO BO3MOXHOCTW, NocnegoBaTenbHo). dain pasMepoM MeHblle, Yem
pasMep AenynnmumMpoBaHHOro 6510Ka AaHHbIX, 3aNMET OAuH 60K.

B cnyyae BbINOMHEHNA NOMHOW pe3epBHOM KOMUU Ha CepBep NepenaroTcsa TONbKO Te
610K faHHbIX, KOTOPbIX HET B AeAyn/IMUMPOBaHHOM XpaHunimwe. 3To GakTuyecku
O3Ha4yaeT, YToO UcyesaeT MNPaKTUYECKUN CMbIC/ BbINONIHEHUA UHKPEMEHTANIbHOro U
anodepeHUnanbHOro pes3epBHOro KOMMpPoBaHUA, U BMECTO Pas3HOCTHOrO pesepB-
HOrO KOMUPOBaAHMA MOXHO BCerfga BbIMNOMHATL MOJIHOE pPe3epBHOE KOMMPOBaHMeE.
HecMoTpsa Ha 3TO, MOAYyNN Pe3epPBHOro KOMMPOBAHUA MOTYyT noggepXuBaTb pas-
HOCTHOE pe3epBHOE KOMMpOBaHWe 1 ANA gefyninkaunoHHOro pexuma paboTbl.
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CueHapum paboThbl

JIeHTOYHbIe OMOGNNoTEeKn

Cuctema pesepBHOro konmposaHus RuBackup nossonseTr paboTaTb C NEHTOYHbIMU
onbnmotekamu. JlIeHToUYHaa BubnmoTeka AomKHa 6bITb NOAKIKOYEHA K XOCTY, Ha KOTO-
pPOM PYHKLMNOHUPYET cepBep RuBackup (0CHOBHOW, pe3epBHbIN UM MeanacepBep).

JIeHTOYHble KapTPUAXKN AOMXKHbI OTHOCUTLCA K Nyny Tuna Tape library, LTFS nu6o
Tape library, Native. 1o ymonuaHuo B KoHdurypauumm RuBackup cospgaérca nyn
TUNa C Ha3BaHMeM TL pool, acCoOLUMNPOBaAHHbIN C OCHOBHbIM cepBepoM RuBackup. Kap-
TPUAXKWN MOTYT HAaXOAUTLCA B NIEHTOUYHOM BubnmuoTeke nnm 6biTb BbIFrPY>KEHbI U3 HEE.

Ecnu kapTpug)X BbIrpy>XeH M co3faHa 3ajava, KOTOpon HeobxoAuM AOCTYM K 3TOMY
KapTpuaxy (HaxogasawemMycs BHe NIeHTOYHOM BubnmuoTekn), aTa 3agava nepengéT B cta-
Tyc Suspended [0 TOro, NoOKka HeobXoAUMbIN KapTpUAX He ByaeT 3arpy>eH B OVH U3
CNOTOB JIEHTOYHOW BMBNNOTEKM.

[nsa XpaHeHUss pes3epBHbIX KOMUA Ha NEHTOYHbIX KapTpug)ax MOXeT OblTb co3faHa
¢anmnosasa cuctema LTFS mnu ncnonb3oBaTbCA HaAaTUBHOe XpaHeHwe. LTFS nossonseTr
NONyuYNTb OOCTYM K pe3epBHbIM KOMUAM BHE CUCTEMbl Pe3epBHOro KOMUPOBaHWUSA
RuBackup. HaTuBHOe XpaHeHue Mo3BOSAET COXPaHATb Pe3epBHYH KoMK 06beMoMm
bonblle, yemM 06BbEM OfHOro KapTpuaxa.

NMoaroroBka K pa6oTe ¢ IeHTOYHOM 6UGNMOTEKOMN

YcTtaHoBKa pononHutenoHoro MO

Ona KoppekTHOn paboTbl C NEHTOYHOM BUOBNNOTEKOM yCTaHOBUTE gpameep st. [Onsa
9TOro BBeAMTE KOMaHA4y:

uname -r

KomaHpa BbiBeAeT Bepcuto sgpa (Hanpumep, 5.15.8-91-generic).

YcTaHoBUTE AOMNONHUTENbHbIE Moaynwn gnd Balwlen Bepcuun dgpa:
sudo apt install linux-modules-extra-5.15.0-91-generic
MoarpyanTe moaynb st:
sudo modprobe st

Tak>xe Heo6xoaAnMO YCTaHOBUTb NaKeTbl AJj1a BCEX TUMOB MYyJ10B:
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MoaroToBka K paboTe ¢ NeHTOYHON BUBNNOTEKON

e open-iscsi — HyXeH gnsa paboTbl C yCTponcTBaMUM NOAKMKOYEHHBIMKM No ISCSI.

e lsscsi — BbIBOAUT cnUCOK SCSI-ycTponcTs (Um XxocToB), BbIBOOUT cnncok NVMe-
YCTPOMNCTB.

e sg3-utils — coOepXWUT YTUNUTY sg_reset, KOTopasa oTnpasnseT cbpoc SCSI-
YCTPOWCTBA, LeneBoro 06bekTa, WWHbl WM XOCTa WAM MpoBepsieT COCTOsHME
cbpoca.

[na nynos TMna Tape Library, LTFS n Tape library, Native Heobxoaum [ONONHU-
TesNbHbIN NakeT:

e mtx — ynpaBnseT YyCTpONCTBaMU cMeHbl HocuTenen SCSI ¢ 0OgHUM UNU HECKONb-
KUMW NPUBOLAMU, TakKUMU KakK YCTPOMCTBA CMEHbI JIEHT, aBTO3arpy3ymnkun, neHToY-
Hble BUBINoTEKMN.

McnonHaembin ¢dann mtx o6bl4HO yCTaHaBnmBaeTCcs B /usr/sbin/mtx. Ecnu ¢ann

HaxXxoOunTCA B ApyromM MecTe, cospgante CNMBOJIMYECKYHO CCbINKY:

In -s /nyTb/k/mtx /usr/sbin/mtx

YcTaHoBKa sg-ApanBepa

MHPopMaumns B JaHHOM NYHKTe Heobxoguma Onsa UCnosib3oBaHMA NynoB Tape
library, Native.

MpoBepka Hannuua sg-ppaiiBepa

I,D,J'IFI NPOBEPKN HaTN4YnA sg—,u,pa|7|Bepa BbIMOJIHUTE KOMaHAY:
Isscsi -g

KomaHaa ponxHa nokasaTb MNOAKNKOYEHHbIE YCTPOMCTBA, B MX 4yucne npueopg (npu-
BOZbl) NEHTOYHOM BUBNNOTEKN N POBOTa NEHTOYHON BUBNNOTEKMN.

Ecnu B KpaHeM npaBoM CTonbLe oTobpaXkarTcsa Sg-NyTWU, TO 3TO 3HAYMT, YTO SQ-
ApanBep y>XKe yCTaHOBJIEH U 3anyLLeH.

Ecnu B KpalHeM npaBoM cTonbue oTCYyTCTBYHT Sg-NyTW, TO YCTaHOBUTE Sg-Opansep
ans Bawen OC.

YcTaHoBKa sg-apaiBepa

1. YcTaHOBUTe NakeT sg-fparBepa B 3aBUCUMOCTK OT Bawen OC:
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Astra Linux, Debian, Ubuntu

apt install libsgutils2-dev

RedOS, CentOS, Rosa Chrome

dnf install sg3_utils

CentOS 7

yum install mt-st

AltLinux10

yum install mt-st udev-rules-sgutils
2. HacTpownTe sg-gpansep.

sg_scan
modprobe sg
find /dev/ -name "sg"

3. Y6enoutechb, 4To sg-gpanBep yCTaHOBMEH U 3anyLLeH.

lsscsi -g

HacTpoiiku aBTOMaTMYECKOro 3anycka sg-gpaieepa

1. Co3panTte CKpUNT 3anycka sg-Apaveepa:
touch /etc/sg_driver_startup.sh

Cogep>xkaHne ckpunta sg_driver_startup.sh

#!/bin/sh -e

echo 'init sg-driver'
sg_scan

modprobe sg

echo 'done’

exit ©
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MoaroToBka K paboTe ¢ NeHTOYHON BUBNNOTEKON

2. CpenanTe CKPUNT UCMOSTHAEMBbIM:
chmod a+x /etc/sg_driver_startup.sh

3. CospanTte KOHOUrypaunoHHbIn dann gna cnyxbbl systemd:
touch /lib/systemd/system/sg_driver_startup.service

CogeprxkaHuve roHUT-¢anna sg_driver_startup.service

[Unit]
Description=sg driver startup script

[Service]
ExecStart=/etc/sg_driver_startup.sh

[Install]
WantedBy=multi-user.target

4. 3anycTuTe cepBUC HEMeA IeHHO U HacTPOoNTe aBTo3anyck:

systemctl enable sg_driver_startup.service --now

5. [lobaBbTe 3aBUCUMOCTb oT cepsuca sg_driver_startup.service B

rubackup_server.service:

systemctl edit --full rubackup_server.service

[Unit]
Description=RuBackup server

Requires=network.target
After=network.target postgresql.service sg_driver_startup.service

6. lNMepesarpysnte OC gna npUMeHEHUs HaCTPOEK.
7. lNocne nepesarpyskn NpoBepbTe CTaTyC cepBuca rubackup_server.service:

systemctl status rubackup_server.service

Co6opka LTFS

0 NHopMauma B 4aHHOM MyHKTe Heobxoanma Ans UCnosib3oBaHua nynos Tape
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CueHapum paboThbl

Library, LTFS.

CTtpaHunua npoekTta: hitps://github.com/LinearTapeFileSystem/Itfs

3aBUCMMOCTM,  KOTOpble  OOMXHbl  OblTb  YCTaHOBMEHbl  Nepen  COOPKOIA:
https://github.com/LinearTapeFileSystem/Itfs/wiki/Build-Environments

Obuwaa cbopoyHaa WHCTpykuma: https://github.com/LinearTapeFileSystem/Itfs#build-
and-install-on-linux

lMoppep>xnsaemble yCTpowucTBa:
https://github.com/LinearTapeFileSystem/Itfs#supported-tape-drives

1. YcTaHOBUTE 3aBUCUMOCTU, Heobxoanmble ans cb6opku LTFS:

RPM-based OS (Rosa Cobalt, RHEL)

yum install perl make gcc git pkg-config libxml2-dev automake autoconf
libtool uuid uuid-devel libuuid-devel icu fuse fuse-devel libicu-devel
net-snmp net-snmp-devel

RPM-based OS (RedOS, CentOS, Rosa Chrome)

dnf install perl make gcc git pkg-config libxml2-dev automake autoconf
libtool uuid uuid-devel libuuid-devel icu fuse fuse-devel libicu-devel
net-snmp net-snmp-devel

DEB-based OS (kpome Astra Linux 1.8 n Debian 12)

apt install make git pkg-config libxml2-dev automake autoconf libtool
uuid uuid-dev fuse libfuse-dev libsnmp-dev icu-devtools libicu-dev

AstraLinux 1.8 u Debian 12

apt install make git pkg-config libxml2-dev automake autoconf libtool
uuid uuid-dev libfuse2 libfuse-dev libsnmp-dev icu-devtools libicu-dev

CospanTte pann /usr/bin/icu-config CO cneayroWmnM COaepP>XXUMbIM:

#!/bin/sh
opts=$1
case Sopts in '--cppflags')

echo -
'--1dflags"')
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MoaroToBka K paboTe ¢ NeHTOYHON BUBNNOTEKON

echo '-licuuc -licudata -1d1' ;;

*)

echo '/usr/lib/x86_64-1linux-gnu/icu/pkgdata.inc' ;;
esac

M BbIMNO/IHATE KOMaHA4Yy:

chmod 755 /usr/bin/icu-config

2. Cbopka

[na c6opKn BbINOSHUTE:

git clone https://github.com/LinearTapeFileSystem/1ltfs.git
cd 1ltfs
./autogen.sh
./configure
make
make install
ldconfig -v

3. MNpoBepbTe, NoaKIYEHa NN NEHTOYHasA BMBNMOTEKA K XOCTY:

Isscsi -g

KomaHaa gonxHa nokasaTb MOAK/IHYEHHbIE YCTPOWCTBA, B UX Yncne npmBoa (npu-
BOZbl) NEHTOYHOM BUBNNOTEKN N POBOTa NEHTOYHON BUBNNOTEKMN:
[1:0:0:0] tape IBM ULT3580-TD6 D8E4 /dev/st@® /dev/sg5

[1:0:0:1] mediumx IBM3573-TL C.20 /dev/sch® /dev/sg6

B paHHOM cny4yae y 61MbnMoTekn ecTb OAWH NEHTOYHbIA npuBog (MarHUTOGOH) n
po60T, K KOTOPOMY MOXHO obpaliaTtbcs Yyepes /dev/sgb.

4. MonyunTe nHdopmMaumo 0 NEHTOYHOM BnbnmnoTeke, obpaliaicb K poboTy NEHTOYHOM
onbnnoTeku:

mtx -f /dev/sg6 status

9Ta KOMaHga [oJ/1KHa nokasaTb MHGOPMaLUKO O CoTax JIEHTOYHOW BUBINOTEKN, O
3arpy>XeHHbIX B HAX KapTpug)Kax u o npueofax NeHTOYHOM 6UbNMoTeKN.
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CueHapum paboThbl

lpumep BbiBoga sudo mtx -f /dev/sg6 status

Storage Changer /dev/sg6:1 Drives, 24 Slots ( 1 Import/Export )
Data Transfer Element @:Empty

Storage Element 1:Full :VolumeTag=INTO20L6
:Full :VolumeTag=INTO23L6
:Full :VolumeTag=INTO33L6
:Full :VolumeTag=INTO26L6
:Full :VolumeTag=INT@29L6
:Full :VolumeTag=INTO22L6
Storage Element 7:Full :VolumeTag=INTO34L6
Storage Element 8:Full :VolumeTag=INTO25L6
Storage Element 9:Full :VolumeTag=INTO28L6
Storage Element 10:Full :VolumeTag=INTO21L6
Storage Element 11:Full :VolumeTag=INT024L6
Storage Element 12:Full :VolumeTag=INTO39L6
Storage Element 13:Full :VolumeTag=INTO12L6
Storage Element 14:Full :VolumeTag=INTO11L6
Storage Element 15:Empty

Storage Element 16:Full :VolumeTag=INTO36L6
Storage Element 17:Full :VolumeTag=INTO14L6
Storage Element 18:Full :VolumeTag=INTO10L6
Storage Element 19:Empty

Storage Element 20:Full :VolumeTag=INTO38L6
Storage Element 21:Full :VolumeTag=INT@37L6
Storage Element 22:Empty

Storage Element 23:Full :VolumeTag=CLNU41L1
Storage Element 24

IMPORT/EXPORT :Full :VolumeTag=INT0O27L6

Storage Element
Storage Element
Storage Element
Storage Element
Storage Element

0o N o oA WODN

B paHHOM cny4yae 6ubnuoTteka COCTOUT U3 24 CNOTOB, OAMH U3 KOTOPbIX — COT
BBOZa-BblBOAA, Yepes3 KOTOPbIN MOXHO UMMNOPTUPOBATb UMK 9KCMOPTUPOBATb JIEH-
TOYHble KapTPUAXWN, N OOMH NEeHTOYHbIN nNpuBog (cenyac nycT). CNoTbl NEHTOYHOMN
BMBNMOTEKN 3anofiHEHbl KapTpuaXKamMu ¢ onpegeneHHoiMn VolumeTag, oguH 13 kap-
TPUOXXEN — YNCTALLMNA, TPU CoTa B IEHTOYHOM BMBIMOTEKE NYCThI.

5. 3arpysnTte KapTpuaXX B NEHTOYHYHO OmbnmnoTteky, cosgamte Ha HemMm ¢ansioByto
cuctemy LTFS n npoBepbTe €€ paboTy:

mtx -f /dev/sg6 load 1 @

B pesynbTaTe BbINOMHEHUA 3TON KOMaHAbl KapTpuaX 13 cnota 1 6yaeT 3arpy>XeH B
€QNHCTBEHHbIN MarHnTo¢poH 0.
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10.

1.

12.

MoaroToBka K paboTe ¢ NeHTOYHON BUBNNOTEKON

CospanTte pannosyto cuctemy LTFS Ha kapTpugxe:

mkltfs -f -d /dev/sg5

[MpoBepbTe dannosyto cuctemy LTFS:

ltfsck /dev/sg5

CospanTe TOUYKY MOHTUPOBAHUA:

mkdir /1tfs

MoHTUpyinTe dpannosyto cmctemy LTFS:

1ltfs -o devname=/dev/sg5 /1ltfs/

Yb6epguTech, 4TO dpannoBas cMcTemMa NPMMOHTUPOBaHa:

df -k /1tfs

Filesystem 1K-blocks Used Available Use% Mounted on

1tfs:/dev/sg5 2351648768 0 2351648768 0% /ltfs

OTMoHTUpOBaTb ¢pannosyto cuctemy LTFS:

umount /ltfs

BosBpaTuTb KapTpuaXX ns marimtopoHa 0 B cnot 1:

mtx -f /dev/sg6 unload 1 ©

Ecnu Bce pencTBmA 3aBeplMSIUCb YCMNELWHOo, TO NeHTo4yHas 6mbnuoTeka rotoBa K
paboTe c cepBepoM RuBackup.
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PaboTa Cc N1eHTOYHOU 6MGIMoTeKomn

Ona paboTbl C NEHTOYHbIMM BUBNMOTEKAMN B MPUNOXEHUN MeHekep agMUHUCTpa-
Topa RuBackup (RBM) cMoTpuTe pasgen JleHTouHble bubnnoTeku.

Ona paboTbl C IEHTOYHbIMU BUBANOTEKAMM B BEG-NMPUIOXEHUN Tucana CMOTpUTE pas-
pen J1IeHToYHble 6UbnnoTeKku.

nns pa6OTbI C NEHTOYHbIMU OUBAMOTEKAMM C MOMOLUBKD YTUNINT KOMaHLHON CTPOKM
npegHasHa4veHbl cneayrouwmne ytTunianTbl:

e rb_tape_libraries — I/IHq)OpMaLLI/IFI O NTEHTOYHbIX BUBINOTEKAX B CUCTEME pes3epB-
HOro KonmpoBaHUA 1 yrpassieHne nMn.

e rb_tape_cartridges — I/IHd)OpMaLI,VIFI O KoJnekumn neHTOo4YHbIX Kaprl/lﬂ,)KeVI, 3ape-
TMMCTPUPOBAHHbLIX B CUCTEME PE3EPBHOINO KONMNNMPOBaHMA, N ynpaBJieHNE NMN.

e rb_tl_task_queue — MHPOpPMaLMA O 3aflaHNAX B o4Yepeamn NEHTOYHbIX BMbnnoTeK.

e rb_inventory — MHOOPMaLMA O PE3EPBHbIX KOMUAX, KOTOpble ObiNN caenaHbl BHe
Tekylen KoHpurypauymm RuBackup (Hanpumep, B gpyron cepBepHOn rpynnmpoBke
RuBackup).

YTUnnTbl KOMaHLHOM CTPOKMK He npefHasHayeHbl 4/ HAaCTPOMKN HOBOW BUONNOTEKM B
cucTemMe pesepBHOro konuposaHna RuBackup. [na aTOro BOCMNOMb3yNUTECh MPUNOXE-
HUeM MeHepxep agMuHUcTpaTopa RuBackup (RBM).
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