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Microsoft SQL Server ans Windows

Nnhasa 1. HazHauyeHue

Cuctema pesepBHOro konuposaHuma RuBackup u mogynb MS SQL (gpanee — CPK
RuBackup), Bxoaswmin B €€ cocTaB, NO3BONAT BbINOSHATb PE3epPBHOE KOMMPOBaHME
6asbl gaHHbIX (ganee — B[l) cucTemMbl ynpaBneHUs pensiuuoHHbIMU 6a3aMn OaHHbIX
PCYB[] Microsoft SQL Server (nanee — MS SQL Server).

4 13 58




naea 2. Pe3sepBupyemMblie flaHHble

Pe3epBHOEe KONMpoBaHWe BbIMONHAETCS ANs:

o ¢panmnos gaHHbIXx Master Data File u Not Master Data File;

o danmna XxypHana TpaHsakumin Log Data File (TONbKO Npv MHKPEMEHTAsIbHOM Tune
pe3epBHOro KOMMPOBaHUS).

B xoae pesepBHOro KOMMPOBaHUSA BO BCEX Clyyasx M3 pPe3epBHON KOMuu yaanstoTcs
Ayonuvpyrowme 6noKn (BbINONHAETCA NloKanbHaa geaynnnkauns).
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naea 3. Cnoco6bl pe3epBHOro KONUMpoBaHUA

Mogynb MS SQL MoXeT BbINONMHATbL Pe3epBHOE KONMpoBaHue 2 cnocobamm:

1. B pexume Open Database Connectivity (ODBC) — peXum MoAyns pesepBHOro
KOMMPOBaHWUA, ECNX NapaMeTp TOHKUX HAaCTPOEK MOAYNA use_vss_snapshot geakTu-
BUPOBaH (MO YMOYaHWUIO).

2. B pexxume Volume Shadow Copy (VSS) — pexxum Moaynsa pe3epBHOro KONMpoBaHus,
€CN1 NapaMeTpP TOHKMX HAaCTPOEK MOAYyNA use_vss_snapshot aKTUBUPOBAH.

MpenMmylecTBa paboTbl C VSS:

o He TpebyeTcs NPOMEXYTOYHOE XpaHunue ¢ainnos pesepBHOM KONUN;

o KpaTKOBpeMeHHas Harpyska Ha ABu>xok CYB/[l ToNbKO B MOMEHT CO34aHusA TeHe-
BOW KOMUMW.

HepocTaTku:

o HEBO3MOXHO PITR BOCCTaHOBJIeHME Ha MOMEHT BpeMeHU, T.K. pe3epBHOE KONu-
poBaHUe XypHanoB TpaH3aKLI,I/II7I HE nogaep>XmBaeTcA.
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naea 4. Tunbl pe3epBHOro KONUPoOBaHUA

Mopfynb pe3epBHOro KonMpoBaHUA M BoccTaHoBieHUs MS SQL Server nogaepxueaeTt
cnepyroLme TUMbl Pe3epBHOIrO KONMMPOBaHUS:

e MOJIHOE pPe3epBHOE KonmpoBaHMe. Kaxkabl pas npu BbIMOJIHEHUW 3ajaun pes3eps-
HOro KonmpoBaHnAa N3 NCTOYHMKa KOMMPYKOTCA BCe AaHHblE 6e3 N3bATUA.

9TOT TUN pe3epBHOIro KonnmpoBaHUA Hanbonee MegneHHbIN n peCprOBanaTHblﬁ, HO
obecneumBaeTt HaI/I6OJ'IbLIJyI-O MOJTHOTY N TOYHOCTb COXpPaHEHUA OaHHbIX.

[TonHoe pesepBHOE KONMpOBaHMe NoaaepXXnBaeTcs B pexmmax VSS n ODBC;
* MHKPEMEHTAaJIbHOE pe3epBHOE KOMNPOBaHME.

ATOT TUN PEe3epBHOro KONMMPOBaHUA NpeaHasHa4vYeH oNa KONMMpoBaHUA TONTbKO N3Me-
HMBLUMXCA pannos.

CHavana cospgaeTcs nonHas pesepBHas Konua. [locneayrowme pesepBHbie KOMuu
cogepxaT ¢alnnbl, NU3MEHUBLUMECA C MOMEHTa CO3[4aHUA MOoCNeAHen pes3epBHOW
Konuun (0,06aBOYHOW NN MOJTHON).

[Ins BOCCTaHOBNEHMA AaHHbIX MoTpebyeTcA MNonHaa pesepBHaaA KonudA, Ha 6ase
KOTOPOW co3faHa BOCCTaHaB/MBaeMas MHKpeMeHTaNbHaA pesepBHas Konus, 1 Bce
006aBOYHbIe KOMUK, CO3AaHHble C MOMEHTa CO34aHuNs MOJTHON pPe3epBHON Konuu Ao
MOMEHTa CO3/1aH1A BOCCTaHaB/IMBAaEMOWN pe3epBHOM KOMUN.

l/IHermeHTaanoe pe3epBHOE KOMMpoBaHWUE Nnogaep>XmBaeTCAd TOJIbKO B peXume
ODBC ;

o anddepeHLmanbHoe pe3epBHOE KOMMPOBaHUE. ATOT TUM Pe3epBHOr0 KOMUPOBaHUSA
COXpaHsAeT TOMbKO AaHHble, U3MEHEHHbIE CO BPEMEHWN BbIMOMHEHUS NpeablayLLero
MOSTHOrO PEe3epPBHOI0 KOMMPOBaHWS.

OnddepeHumancHoe pesepBHOE KONMMPOBaHNE MOALEPXKMUBAETCHA B pexummMax VSS u
ODBC :

e pe3epBHOE KOMMPOBaHMEe C UCMOMb30BaHNEM Aenynnukauum (XpaHeHne pesepBHOM
KOnuu B AefyniuunpoBaHHOM XPaHUNLLLE).

7 n3 58




Microsoft SQL Server ans Windows

FnaBa 5. Cnoco6bl BOCCTaHOB/IEHUA fLlaHHbIX

CPK RuBackup noggep>xuBaeT cnepyrouime cnocodbbl BOCCTAHOBMEHUA ©asbl aHHbIX
MS SQL Server 13 pesepBHON KONUN:

e LIEHTPann3oBaHHOE BoOCCTaHOBMeHMe BM K3 pesepBHOM KoOMUU (PEKOMEHAO-
BaHO)OAHUM N3 CNOCOOOB:
o MeHepXxep agMuHucTpaTopa RuBackup 4yepes gui-nHTepodeinc;
o YTUNNTbl KOMaHLHOW CTPOKU rb_repository.

e NIOKaNlbHOe BOCCTaHoBNeHMe 6a3sbl faHHbIX U3 Pe3epBHOM KOMUM Ha KaneHTe PK
O[HUM K3 CNOCcobOoB:

o MeHepxep knneHta RuBackup yepes gui-nHTepdenc;

o YTUANTbI KOMAHAHOW CTPOKU rb_archives.
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FnaBa 6. Tunbl BOCCTAHOBNIEHUA AAHHDbIX

CPK RuBackup nopggep>xuBaeT crefyrouwme Tunbl BOCCTAaHOBNEHUS 6asbl gaHHbIX MS
SQL Server:

e BOCCTaHOB/IEHNE C pasBépTbiBaHMeM — PK OyaeT BOCCTaHOBMEHA B JIOKaSbHbIN
ak3emnnap MS SQL Server Ha y3ne knueHTa PK ¢ mogynem MS SQL;

e BOCCTaHOBNEHNe 6e3 pa3BépTbiBaHUs — PK OyaeT pacnakoBaHa B YKa3aHHbIA KaTa-
nor.
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Nnaea 7. KoMnnekT NnoCTaBKM

Mogynb MS SQL BkNHOYEH B COCTaB MakeTa K/AMEHTa pPe3epBHOr0 KOMUPOBaHUSA
RuBackup B popmaTe .exe C UMeHeM:

RuBackup_client_installer_<version>.exe

roe <version> — HOMeEpP BEPCUU MOCTaBIAEMOro nakeTa.
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naBa 8. OrpaHnyeHun

e ['paHynapHoe BoccTaHoBNeHNe 6a3 gaHHbIXx MS SQL Server He noagep>XnBaeTcs.

e B/l MOXHO BOCCTaHOBUTb TOJSIbKO M3 PEe3epPBHbIX KOMWUA, CO3AAHHbIX B TON Bepcumn
MS SQL Server, koTopas MCnofb3oBaHa B MOMEHT CO3[aHUA pPe3epBHON KOMuu
aKsemMnnsapa.
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naBa 9. CucremMHble TpeboBaHuNA

9.1. Tpe6oBaHuA K NporpaMmMHbIM CpeACcTBaM

[na BbINONMHEHNA pPe3epBHOro KonnuposaHMAa U BoccTaHoBneHus PCYB Microsoft SQL
Server Heob6xoanMo:

o [lpegycTaHoBNeHHOE NporpaMMHoe obecrieyeHne Ha ysne:

PesepBupyemas PCYB] ocC
MS SQL Server 2022 Windows Server 2022
MS SQL Server 2019 Windows Server 2019
MS SQL Server 2017 Windows Server 2016
MS SQL Server 2016 SP2 Windows Server 2019
MS SQL Server 2014 SP3 Windows Server 2016
MS SQL Server 2014 SP4 Windows Server 2012R2

e MONIb30BATENO, BbINOSHAKOWEMY pe3epBHOE KonvpoBaHue ¢anoBor CUCTEMBI,
AOMKHbI BbITb Ha3HaYeHbl NpaBa Ha 3arnyCckK cepBuUCa KMeHTa pPe3epBHOro Konmpo-
BaHMA RuBackup;

e MONb30BATENO, BbINOMHAOWEMY MNOAKOYEHNE K 6ase [aHHblX, [OJ/HKHA ObiTb
Ha3HayeHa posib sysadmin ypoBHS cepBepa B MS SQL Server;

Ona ynpaBneHuMsa pesepBHbIM KOMUMPOBaHWMEM W BoccCTaHoBneHnem MS SQL Server
peKoOMeHA0BaHO crnefyrolee nporpaMmMHoe obecneyeHue:

e npunoxeHne «MeHepxep agMuHucTpatopa RuBackup» (RBM) gna ynpaBneHus
CPK;

e KOHCOJbHble yTunntbl RuBackup.
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10.1. NogroToBKa K yCTaHOBKe

Nnaea 10. YcTaHOBKaA

Onsa yctaHoBkn mogynsa MS SQL BbINoONHUTE:

e Paspen 10.7;
e Paszpgen 10.2.

10.1. NMoaroToBka K ycTaHOBKe

10.1.1. CeTeBble HAaCTPONKMN

Ha y3ne pa3B&pTbIiBaHMS KIIMEHTa Pe3epBHOro KONMPoOBaHUS, €C/N Y Bac He 3a4,eNCTBO-
BaH DNS-cepBep:

1. OTKponTe cucTeMHbIN ¢pann C:\Windows\system32\drivers\etc\hosts.

2. lpoBepbTe Hanuune CTPOKW C OaHHbIMW BCeX Yy3N0B cepBepHon 4vacTu RuBackup
(oCHOBHOW cepBep, pe3epBHbIA N Meguacepsep Npu Hanuunm).

10.1.2. HacTtpoiika cnyxe6Hoinn CYB]] PostgreSQL

[nAa paspelleHns NCcnosb3oBaHUA CMMBOA \ BbINOJIHUTE criefyrouime 4enCcTBUS:

1. OTpepakTUpynTe KOHOUrypaunoHHbIn ¢amn postgresqgl.conf Ha y3ne cny>xebHown
6a3bl fAaHHbIX PostgreSQL.

2. Ansa napameTp standard_conforming_strings yCTaHOBUTE 3Ha4YeHWE on.

3. CoxpaHuUTe U3IMEHEHMA.

10.1.3. YcTaHoBKa nakeTa Microsoft Visual C++
YcTaHoBuTe nakeT Microsoft Visual C++ M-

1. CkavanTe nakeTtbl Microsoft Visual C++ 32- n 64-paspsgHble Bepcun 2015 ¢ opuum-
anbHoOro canTta Microsoft.

2. 3anycTtuTte nooyepénHo 3arpy>eHHble dannbl vc_redist.x86.exe n
vc_redist.x64.exe.

3. CnepyinTe MHCTPYKLMAM YCTaHOBLLMKA.
10.1.4. YcTaHoBKa nakeTa OpenSSL
YcTaHoBuTe 6ubnmotekn OpenSSL ™ Bepcusa 3.3.0:

1. Ckavante anctpubytne OpenSSL sepcun 3.3.0 gna 64-paspsgHon OC Windows Ha
odpuumanbHOM canTe paspaboTumka.

2. 3anycTtuTte ucrnonHsaemMbln darmn Win640penSS1-<version>.exe U yKaXute OUPEKTO-
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puto C:\0penSSL-Win64, B KOTOPYHO BYAEeT YyCTaHOBIIEHO MPUIOXeEHME.
3. MponuwmnTe NyTb K NPUIOXEHUIO B NepeMeHHbIx cpeabl Windows:
o OTKpomnTe okHO MaHenb ynpaBneHua — Cuctema m 6esonacHocTb — Cucrema;
o BblbepnTe USMeHUTb NnapameTpbl — BK/1agka JloNONHUTENbHO;
o HaxmuTe KHonky MNMepemeHHble cpeabl;
o OTKponTe pasgen CUCTEeMHbIe NepeMeHHbIe B TEKYLLLEM OKHE;
o OTKPOMTE NEPEMEHHYIO PATH;
o CO3[jaunTe [iBa 3HaYeHUs:

» MOSIHbIA NYTb K Manke, B KOTOPYK YCTaHOBUAW npuno)eHune C:\OpenSSL-
Win64 ;

= noAananky C:\OpenSSL-Win64\bin;

o

HaxMuTe OK a1 CoOXpaHEHUA NU3MEHEHWU.

10.1.5. [1aHHble gnsa nogkmoyeHua K MS SQL Server

MoaroToBbTe chnegywowme AaHHble ONA MOoAKKYEHUs K pesepsupyemon MS SQL
Server:

1. Imsa nokanbHOro pesepeupyemMoro aksemnnsapa MS SQL Server (InstanceName).

Ona onpepeneHnsa nMeHu aksemnnsapa MS SQL Server Ha y3ne knueHTa PK ncnonb-
3ynTe KoMaHgy ns cpeabl SQL Server Management Studio:

SELECT @@SERVERNAME
2. ma ODBC ppanBepa, KOTopbln 6yaeT MCNONb30BaH Npu nogknoyeHnn kK MS SQL
Server.

Ona nonydyenma mmeHn ODBC pgpanBepa wncnonb3ynTe KomaHgy w3 cpefbl SQL
Server Management Studio:

Get-0dbcDriver -Name "*SQL Server*" -Platform "64-bit"

3. [JaHHble y4YEéTHOM 3anucu (MMS KU Napofb) Nofb3oBaTensa ANA nogkayYeHns Kk MS
SQL Server.

Ecnn y4yéTHble AaHHble He NPeAoCTaB/eHbl, TO AN NoakmoyeHus Kk MS SQL Server
O6yayT MCMONb30BaHbl yYeTHble AaHHble MOJSb30BaTenNs, KOTOPbIA 3anyCcTUN KINEHT
PK.

4. MNMonb3oBaTeNb OOMKEH UMETb PONb sysadmin YpPOBHSA cepBepa B MS SQL Server.
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10.2. YcTaHOBKa nakeToB

10.1.6. PekoMmeHpauum

PekomMeHOyeM BKIOUYUTb QYHKLMIO LEHTPaNnU30BaHHOrO BOCCTAHOBNEHUSA Ha KIMEHTEe
PK ons ynpaBrneHuUs BOCCTAHOB/IEHMEM [aHHbIX B MPUIoXeHnn «MeHeaxepa agMuHU-
cTpaTtopa RuBackup»:

1. KOHOUrypaunoHHbIN dann KNMeHTa PK C:\RuBackup-win-
client\etc\rb_module_mssql_win.conf.txt.

BbibepuTe napamMeTp centralized-recovery.

YCTaHOBUTb €ero 3HayeHne yes.

CoxpaHnTe N3MEHEHNS.

o B 0D

[MepesanycTute kKNneHT PK.

10.2. YcTaHOBKaA nakeToB

1. MNpenBaputenbHO  ckayalmTe  NakeT  K/AWMEHTA  PEe3epBHOro  KOMMpOBaHWA
RuBackup_client_installer<version>.exe, rge <version> — aKTyaJibHas Bepcus
nakeTa (cMm. JucTpnbyTumBeel).

2. 3anycTuTe 3arpy>eHHbinn ¢panmn RuBackup_client_installer<version>.exe C npa-
BaMW agMUHUCTpaTopa.

3. BblbepuTe A3bIK MHTEpPdENCa yCTaHOBLMKA, NPUMNTE NINLLEH3NOHHOE COrnaleHne n
HaYHWUTE YCTaHOBKY.

4. Ona OC Windows Server Bepcuun 2012 1 Bepcumn 2016: nepesarpysute OC ana npu-
MEHEeHUs HaCTPOeEK.

[1] NogpobHoe onncaHne NpuBefEHO B 0dULIMANbHOM AOKYMEHTAL MM Ha MPorpaMMHbIA NpoaykT Microsoft Visual C++

[2] MoppobHOe onucaHne NprMBeLEeHO B 0dULMANbHON AOKYMEHTaLMM Ha NporpaMMHbIn npoaykT OpenSSL
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naea 11. HacTpouka

[Onsa KoppekTHoM paboTbl Moayna MS SQL BbINOHUTE HAaCTPOWKY:

e KnneHTa CPK ¢ nomMouwbto rb_init (cM. CLeHapum HaCcTPOMKM KITNEHTA);
e Paspen 11.1;
e Paspnen 11.2.

11.1. HacTpoika y3na

11.1.1. lo6aBneHne UCK/IOYEHUA B aHTUBUPYC

1. Mpwn ncnonbsoBaHuu aHtTusupyca Windows Defender He06X04NMO NCKKOYNTL Nanky
C:\RuBackup-win-client M3 aBTOMaTUYECKOMN NPOBEPKMN:

Add-MpPreference -ExclusionPath C:\RuBackup-win-client

2. Ona nposepkun ncknoyeHnin Windows Defender BbiBeguUTe MOMHbIA CINCOK UCKIHO-
YeHUNn:

Get-MpPreference | fl exclx*

11.1.2. YcTaHoBKa orpaHuyeHusa VSS

[Ona obecneyeHnss KOHCUCTEHTHOCTU AaHHbIX PE3epPBHOM KOMUN HEOOXOAMMO OrpaHu-
YNTb OOBEM OMCKOBOro MPOCTPAHCTBA, MCNOb3YEMOro cny>6om TEHEBOro KoONMpoBa-
HMA ToMoB VSS, ons aToro:

Bbigennte He MeHee 30% OMCKOBOro NpoCTpaHCcTBa A1 TEHEBOW KOMUN.

OTKponTe YnpaBneHue KOMMNbIOTEPOM.

1.
2.
3. Bbigennte O6uwmue nanku.
4.

Haxmute NKM un BbibepuTe Bee 3apaum — HacTtpouTb TeHeBble kKonuu — [Mapa-
MeTpbl.

5. Bbibepute ToM n oTkpornTe MapameTpbl (PrcyHOK 1);
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11.2. KoHOUrypaumnmoHHbin dann

Mapametpel A

Tom:
CA

MecTo xparerna
Pacnonoxexo Ha Tome:

CA W Ceenesmna..

Makcumanstsid () He orparies
pasmep: (®) orparuerite: 128000 = MB

MpyuMeyaHue: ANA CO3A3HWA TEHEBOA KonWK TpebyeTch He menes 300
ME caofoaHoro mecTa.

Pacrucasie
Pacrmcarme. .

Mpurmeyarme: pacnucadue no YMOMYaHMD NPEQYCMATPMBAET COS0aHME
OEYX TEHEBLI KOMWA B JeHe, He pekomengyeTcA co3gasats Gonee
0AHOA TEHEB0A KOMMK B Yac,

5 ==

PucyHok 1. OkHo «[MapameTpbl»

6. B okHe MapameTpbl YCTAaHOBUTE OrpaHM4yeHne MaKCMMasrbHOro pa3mepa TeHEeBOW
Konum He meHee 30% OT o6bEMa BbIbGpaHHOro ToMa.

7. Haxxmute OK o5 coXpaHeHUa NU3MeHeHUNn.

8. MNepesarpysuTte MK a4nga npuMeHeHNA HacTpoeK.

11.2. KoHdurypauuoHHbin pann

11.2.1. MapameTpbl painna

BbinonHUTe HacTponky moayna MS SQL:

1. Onpefennte 3Ha4YeHMA MapaMeTpoB  KOHOUrypauuoHHoro ¢awmna mopayns
C:\RuBackup-win-client\etc\rb_module_mssql_win.conf, npueBeneHHbix B TabnumLa
1:

notepad C:\RuBackup-win-client\etc\rb_module_mssql_win.conf

Tabnuya 1. MNapameTpsbl pavina C:\RuBackup-win-client\etc\rb_module_mssql_win.conf
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Bo3Mo)XHbIe 3Ha-
MapameTp daitna OnucaHue yeHus (3HayeHue
Mo YMOJI4aHUIo)

MMsa nokanbHOro pesepsupyemoro aksemnnsapa PCYB[
MS SQL Server.

<computerName>\<
InstanceName>

InstanceName "

Mpn pesepBHOM KOMMPOBaAHUN HECKOSbKMX 3K3EMIMIAPOB
MS SQL Server ckonupynTe napamMeTp N yKaxuTe ero
3HayeHue (MMSA) 4Ns cnepyowero pesepBmpyemoro

JNOKaJ/lbHOI 0 aK3eMruidpa.

MMA yUETHOM 3anmcK 4na NOLKHOYEHNA K JTIOKanbHOMY
aksemnnapy PCYB MS SQL Server.

MNMonb3oBaTenb AOMKEH UMETb Pofib sysadmin YPOBHSA cep-
Bepa B MS SQL Server.
User <username>
Ecnn He yKasblBaTb YYETHbIE AaHHbIe, TO NPU NOAKMOYe-
HUM K MS SQL Server 6ygeT ucnonb3oBaHa BCTPOEHHas
npoBepka NoannHHocTN Windows y4YETHbIX AaHHbIX NOMb-
30BaTens, OT UMEHN KOTOPOro 3anyLeH KnneHt PK

Maponb y4E€THOW 3anMcu nonb3oBaTens Ans NoAKMoYEeHUs
K NlokanbHoMy ak3emnnspy PCYB MS SQL Server.

Monb3oBaTesnb AOMKEH MMEeTb PoJib sysadmin YpPOBHA cep-

Bepa B MS SQL Server.

Password <password>

Ecnun He yka3biBaTb YYETHbIE AaHHble, TO NPU NOAK/OYe-
HUM K MS SQL Server 6ypeT Ucnosnb3oBaHa BCTPOEHHas
nposepka noganHHocTn Windows y4YETHbIX AaHHbIX NOMb-
30BaTeNA, OT UMEHN KOTOPOro 3anyLieH knmeHT PK

ODBCDriyerName Nma ODBC ppaiBepa, KOTOpbIA ByAeT UCronb3oBaH Mnpu
nogkodeHnn Kk MS SQL Server

MNapamMeTp Ucnonb3yeTcs Npu BbINOTHEHNUM PE3EPBHOIO
KonnpoBaHua 6a3 fgaHHbIx B Always On availability groups.

Primary
3apanTe ponb pPensinkun, Ha KOTOPON HEOBXOANMO BbINOS-

PrefferredReplic
HUTb pe3epBHOe KonnpoBaHue. Secondary

a

HeobssaTenbHbIN NapameTp. (Primary)

Ponb pennukn Secondary BpPeMeHHO He nogaep>kuBaeTcs

2. CoxpaHuTe N3MeHEHUS B danne.

3. ans NnPNMEHEHNA HaCTpPOEK rnepe3anyctute cepBncC KInMeHTa PK:

taskkill /f /im RuBackup_client.exe
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11.2. KoHOUrypaumnmoHHbin dann

start /min RuBackup_client.exe

11.2.2. JiucTuur panna

lMpumep nMCTUHra KoHPUrypaumoHHoro ¢asina C:\RuBackup-win-client\etc\rb_module_mssql_win.conf

[Authentication]
InstanceName = PA-DV268-SINGLE

#User = rubackup_backuper
#Password = 12345

[Driver]
ODBCDriverName = SQL Server

#[Cluster]
#PrefferredReplica = Primary

[1] O6s3aTeNbHbIN NapaMeTp
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naBa12. 3anyck

12.1. [lo6aneHue B aBTO3anyckK
[ob6aBbTe cepBuc kKnneHTa PK B aBTO3anyck npu 3arpyske OC:

1. OTkponTe AAucneTuep cepeepoB — CpepctTea — CnyXxo6bl.
2. BoibepnTe RuBackup Service — CBoiicTBa — BK/lagka O6uume.

3. [Ana napamMeTpa Tun 3anycka yCTaHOBUTE 3HaYeHne ABTOMaTUYECKM (P1CYHOK 2).

Ceoncrea: RuBackup Service (JlokaneHbiidt komnetoTep) X

Obwwe Bxonscucremy BoccraHosnerwe 3asucHMOCTH
Wma cnyx6iei: RuBackup Service

Orofpaxaemoe  RuBackup Service

MMAR:
Onucanme: This is background process of RuBackup
Heer application. Performs all backup /restore operations
at the background

WenonHeaemelid daiin:

"C:\RuBackup-win-client \bin'\rb_service exe"

Twun sanycka: AsTOMaTHMYECKM v
CocrosHwe: BoinonHreTch
JanycmTe OcraHoBuTs MNpwocTaHoBMTE Mpoaonxuts

Bei MoxeTe ykasaTte NapameTpel 3aMycKa, NpUMeHAEMbIE MNP 3anycke
cnyx0bl U3 3TOr0 AMANOroBOro OKHA.

QK Otvena MNprmernTe

PucyHok 2. OkHo «CeoicTea RuBackup Service»

4. Haxxmunte OK ona coxpaHeHnsa N3MeHeHUN.
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12.2. 3anyck cepBuca KIMeHTa

12.2. 3anycK cepBuca KJIMeHTa
3aI'IyCTI/ITe cepBuUC KITIMEHTa pe3epBHOIro KornnpoBaHma:

1. OTkponTe AucneTuep cepeepoB — CpepcTBa — CnyXxo6bl.

2. BoibepnTe RuBackup Service 1 3anyctute ero.
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naBa13. Pe3ynbTaTbl YyCTAaHOBKMU

13.1. CTpyKTYypa YCTaAaHOBJ/IEHHOIrO NaKeTa

1. B pesynbTaTe ycTaHOBKM MoAaynsa MS SQL co3fgaHa CTpyKTypa, npusefeHHasa B Tab-
nnua 2.
Tabnvya 2. CTpyKTypa ycTaHOB/IeHHOro Moayna MS SQL

CTPYKTYPHbIV 9N1EMEHT HasHaueHue anemMeHTa

C:\RuBackup-win-

client\etc\rb_module_mssql_win.conf KorgurypauvokHeirt gainn moayns MS SQL

C:\RuBackup-win- YTUnNuTa pe3epBHOro KONMpPoBaHMSA 1 BOCCTa-
client\modules\rb_module_mssql_win HoBneHus PCYB[ MS SQL Server
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14.1. OnncaHne NoAroToBKKU

FnaBa 14. Pa6oTa c faHHbIMU

PesepBHoe konnpoBaHne PCYB[ MS SQL Server BbiNonHAETCA NYTEM YCTaHOBKMU KNK-
€eHTa pes3epBHOro KONMPOBaHUA (TakXXe aBTOMAaTUYECKN yCTaHaBimMBaeTca mMmoayib MS
SQL) Ha y3en ¢ pe3epBuUpyeMbIM 3K3EMMIAPOM.

14.1. OnucaHue NoAroToBKU

[MpepBapuTenibHO A8 YCNEeLWwHOro pe3epBHOro KonMpoBaHnsa n socctaHosnenmna PCYB/
MS SQL Server (B cooTBeTcTBUM ¢ Pasnen 10.1):

e NOArOTOBbTE AaHHble O/1A NOAK/MOYEHUA K pe3epBMpyeMOMY JNIOKasrlbHOMY 3K3eM-
nnapy MS SQL Server;

e BbINOJIHUTE HACTPOWKY KOHOUrypauunoHHoro o¢amna mopyna C:\RuBackup-win-
client\etc\rb_module_mssql_win.conf pAnda NoAK/IKYeHUA K JIOKalbHOMY 3K3eM-

nnapy,

» obecneybTe cBOBOAHOE MECTO Ha ANCKe AN NPOMEXYTOYHOro coxpaHeHuma PK:

o npumepHo 100% oT pasmepa pe3epBnpyeMbIX AaHHbIX NPV NOTHOM TUMNE pesepB-
HOro KOMMPOBaHWS;

o nNpumepHo 50% oT pasmepa pesepBMpyeMbIX OaHHbIX Npu anddepeHuymansHoOM
NN MHKPEMEHTaNIbHOM Pe3epPBHOM KOMMPOBaHWK;

o 3aflaNTe OUPEKTOPUIO LA NMPOMEXYTOYHOrO0 COXPaHEeHUA pe3epBHOM KOMuu B
KOHPUrypaumMoHHOM ¢aine KIneHTa pes3epBHOro kKonuposaHUs C:\RuBackup-
win-client\etc\rb_module_mssql_win.conf.txt (mapameTp use-local-backup-
directory;

e YCTAHOBUTE PoOSib sysadmin YypoOBHSA cepBepa B MS SQL Server ans nonb3oBaTtens,
OT UMEHWN KOTOPOro Moaynb rb_module_mssql_win 6yaeT noakodaTbcs K MS SQL
Server 1 BbINOMHATb pe3epBHOE KOMMPOBaAHME N BOCCTAaHOBMEHUE;

e npoBepbTe, 4YTO 3k3emniasap MS SQL Server sanyweH v 6asa faHHbIX master
AOCTYMHa;

e Npu mncnonbsoBaHun VSS-pexunma ybeantecb, 4To cnyxba SQL Writer paboTtaer
(nmeeT cTaTyc Stable).

14.2. OnucaHue pesepBHOro konupoeaHua CYb/j

14.2.1. ODBC peXxxum

Mpwn 3anycke 3agayn Ha pesepBHOe KonnpoBaHue aksemnsapa MS SQL Server:

1. Moagynb MS SQL nocbinaet Transact-SQL 3anpoc K nokanbHOMY ak3emMnisapy MS
SQL Server Ha co3gaHue pe3epBHOM KOMUW.
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2. MS SQL Server co30a€T pe3epBHYH KOMUKO BO BPEMEHHYHK OUPEKTOPUIO:

a. B 3aBMCMMOCTW OT 3HAYeHMA napamMeTpa TOHKOW HaACTPOWMKM Moayns
number_of_disks pesepBHas kKonua OyaeT COoxpaHeHa B 3ajaHHOE KOJNMYeCcTBO
¢dannos (gna nonHoro PK - ¢ pacwunpeHnem .bak; gna anddepeHymnanoHoro PK -
C pacwupeHnem .diff, gnsa nHkpemMmeHTanbHoro PK - ¢ paclwumpeHnem .trn);

b. npun pesepBHOM KonupoBaHun B knactepe MS SQL Server (availability groups):

» BCE 3K3eMM/iApbl KNacTepa Heo6XxoaAMMo 06beaMHUTDL B KNTaCcTEPHY rpynny;

= ONpefennTb TUM pennnkn Primary wnn Secondary, ANS KOTOPOro 6y,u,eT
BbINMOJIHATbLCA pe3eBHOE KOMNMMpoBaHMe.

Ponb pennnkn Secondary BPeMEHHO He NogOepXXMBaeTCs;

= YCTaHOBWUTb Bbl6paHHOEe 3HayeHne penanku ans napameTpa
PreferredReplica B KOHuUrypaynmoHHom é¢amne mopyns C:\RuBackup-win-
client\etc\rb_module_mssql_win.conf Ha kaxgoMm y3ne MS SQL Server;

C. B 0TKasoycTtonuymsoM knactepe (On failover cluster instances):

= BCE 3K3eMM/sApbl Knactepa HeobxoauMo o6beuHUTbL B KNIaCcTepHYo rpynny,
ANA TOro, YTobbl pe3epBHOE KOMMPOBaHUE 3arnyckanocb TOMbKO Ha aKTUBHOM
aK3eMMNnspe;

» PEKOMEHOYEM yKasblBaTb YYETHble [aHHble Monb3oBaTena (MMs nosb3oBa-
Tena W naponb) B KOHUrypaumoHHoMm danne moayna C:\RuBackup-win-
client\etc\rb_module_mssql_win.conf Ona noaknovYeHns K 6ase gaHHbIX.

3. Pe3epBHOoe konunposaHue MS SQL Server BbINOMIHAETCA B KOHTEKCTeE MOAenn BOC-
CTaHoBNeHMA 6asbl JaHHbIX, KOTOpasa npefHasHayeHa ANA YyrpaBnieHUs >XYypHanom
TpaH3aKL M.

Co3sfaHune pes3epBHON KOMUK NOALEPXKMBAETCSA NpU NOBON MOgEeNIN BOCCTAaHOBIIEHUS
(Full, Bulk-logged unu Simple), HO HEO6XOAUMO YYMUTbIBATb OFrPaHNYEHNsa TON UIn
MHOW Mopaenu:

a. Npu UCnonb3oBaHUM MoAENN BOCCTaHOBMIEHNA Simple Recovery model pe3eps-
HOe KOMMpoBaHue XypHana TpaH3akuun He nogaepXxunBaeTcs;

b. Nnpn mncnonb3oBaHUM MoAenu BOCCTaHOBMEeHUA Bulk-logged ocyuiecTBnseTcA
MWHUManNbHOE BefeHWe XYypHana TpaH3akuuin, KOTOPbIN NOANEXUT pe3epBHOMY
KONMpoBaHUIO;

C. MPX UCMONb30BaHMM MOLOENMN BOCCTaHOBNEHMA Full OCyLLECTBNAETCA MOJSIHOe
BeAeHMe XYypHana TpaH3aKLUWin, KOTOPbIN MOANEXUT pe3epBHOMY KOMUPOBAHUIO.

4. BbinonHseTCcs pe3epBHOE KONMMPOBaHME B 3aBUCUMOCTM OT BbIOpaHHOro Tuna:

a. NMOJIHOe pe3epBHOE KOMMPOBaHNE MOXET BbINOMHATLCA ANs1 BCeX 6a3 fAaHHbIX, B
TOM 4Kncne CUCTeMHbIX (master, model, msdb).
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14.2. OnucaHue pesepsHoro konnposaHusa CYB[,

MNMonHoe pe3epBHOE KONMUPOBaHME MOXET ObITb A0MONHEHO:

b. anddepeHUManbHbIMU pe3epBHbIMU KOMUAMU;

C. MHKpPEeMeHTaNnbHbIMX pe3epBHbIMU KOMUAMU - CO34aHWE LEenoyku pe3epBHbIX
KOMUW XYPHaNoB TpaH3aKLuun.

. Ecnv B npaBune pe3epBHOro KONMPOBaHWUS onpeaesieH napaMeTp 3awmTHoe npeo6-

pasoBaHue, TO apXMBHble ¢alfbl pesepBHON Konuu 6yayT npeobpasoBaHbl MO
BbIBpaHHOMY anropmuTMy 3alnTHOro npeobpasoBaHUA C NOMOLLBID MacTep-Kya,
CreHepupoBaHHOMY Ha KnueHTe PK.

Ecnu B TOHKMX HacTpomkax MOAyNsA akTMBMPOBAH nepekntovaTesib compression, TO
apxviBHble daiifibl pesepBHON kKonun ByayT cxaTbl cpeacTsamMm MS SQL Server M,

Moaynb oTnpasnseT NoAroTOBMNEHHYH Pe3ePBHYO KOMUIO Ha Meauacepsep ¢ NoMo-
Wbl YTUNUTBLI rbfd.

BpemeHHaﬂ ONPEKTOPUA oYL aeTCA.

14.2.2. VSS pexxum

Mpwn 3anycke 3aayn Ha NOJIHOE pe3epBHOE KoNnpoBaHue aksemnnsapa MS SQL Server:

1.

[nA BbINOHEHMSI Pe3ePBHOI0 KOMMPOBaHUA B pexnme VSS ¢ NpMeHEHNEM TEXHO-
NOTUN  CO3[4aHMs  MOMEHTaNbHbIX CHUMKOB  aKTUBUPYWTE  NepeknodaTenb
use_vss_snapshot TOHKMX HacTpoek moayna MS SQL.

Moagyne MS SQL 3anpawmBaeT co3fgaHMe MIHOBEHHOro cHmMMKa 6asbl faHHbIX Y
cny>xo6bl VSS.

3. VSS ysegomngaeT SQL Writer o Hauyane npouyecca co3gaHna MrHOBEHHbBIX CHUMKOB.

4. SQL Writer 3amMopaXxuBaeT Bce onepauunn seoga-sbiBoga mexay MS SQL Server n

0

©6a301 gaHHbIX.

MS SQL Server ¢ukcupyeT BCce He3aBepLIEHHbIe TpaH3aKuuKn, NpmMBoasa BCce dalnnbl B
KOHCUCTEHTHOE COCTOSHME.

VSS co30aéT TEeHEeBYyH KOMWK, KOTOPasa 3aHMMaeT MUHMMalIbHOE OUCKOBOE Mpo-
CTPaHCTBO.

[Ona nocnepgytowero BocctaHoBneHnsa PK ¢ pasBepTbiBaHNEM HEOBXOOMMO coxpa-
HUTb MeTafaHHble NOJTYYEHHbIE MPU PE3EPBHOM KOMUPOBaHUN - ¢pann vss_metadata
B shap KaTaJsiore, cogep kalimm nonHbIn creHepeHHbln VSS XML-dann.

MS SQL Server Bo3BpalLaeTCca K HOpMasbHOMY peXxumy paboTbl.

rbfd nepemellaeT Gainbl TEHEBOW KOMUKN Ha Meanacepsep.

Mpwn 3anycke 3agayn Ha puddepeHUnanbHoe pPe3epBHOE KOMUPOBaHME 3K3eMnnsapa
MS SQL Server:
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1. VSS obecneunBaeT nHpopmMaumo 06 N3MEHEHHbIX YacTAX ¢anoB 6asbl AaHHbIX.

2. rbfd BbINOMHAET BblYNCIEHUS OT NOCNeAHEN NOMHOWN pe3epBHON KOMUK, BbIMOMHEH-
HOM B pexunme VSS.

3. ®annbl gnodpepeHymanbHom PK nepemeltaroTCca Ha Meanacepsep.

14.3. OnucaHue socctaHoBneuusa CYb/1

14.3.1. ODBC pexum

MoproroBka

[MpepBapuTenbHoO, ecnu 6asa JaHHbIX He cywecTtByerT.

e Yy MoNb30oBaTeNsA, OT MMEHM KOTOPOro NpoucxoguTt nogkodeHne Kk MS SQL Server
A1 BOCCTAHOBMEHUS, [ONXKO 6bITb paspelleHne CREATE DATABASE.

MpeaBapuTenbHO, ecnn 6asa AaHHbIX CyLLeCTBYeT:

e Yy rosib3oBaTesnis, OT UMEHU KOTOPOro npoucxoauT nogknodeHne Kk MS SQL Server
ANA BOCCTaAHOBEHUA, 00MKO ObiTb paspelleHne Ha BOCCTaHOBEHNe 6asbl AaHHbIX,
KOTOpOE MO YMOJSIYaHUKO NPeAOoCTaBfieHO MONb30BaTENO C pPOSbK  sysadmin,
dbcreator unn dbo ypoBHA cepBepa B MS SQL Server.

BoccTaHoBneHue

[Mpn 3anycke 3aga4vn Ha BOCCTaHOBMNEHNE pe3epPBHOW KOMUN:

1. PesepBHasa Konus GydeT nepemMelieHa M3 MeauacepBepa Ha KIUEHT pe3epBHOro
KOMMPOBaHUS 1 pacrnakoBaHa B BbiGpaHHbIi KaTanor pacnakoBKM.

B cnyyae, ecnn PK 6b1510 BbINOSIHEHO C 3aWMTHBIM NpeobpasoBaHuem, To PK 6ygeTt
obpaTHO NpeobpasoBaHa C UCMOMb30BaHMEM TOr0 XXe MacTep-K/oYa.

2. Ecnn aktuBupoBaH nepeknovyaTten BoccTaHOBUTbL Ha LeneBOM pecypce, TO
MoAYNb AenaeT 3anpoc B MS SQL Server Ha BocCTaHOBIeHMe ak3emnnsapa ns Kara-
nora pacnakoBKM.

[Ona cnctemMHblx 6a3 gaHHbIX (master, msdb, model) BOCCTaHOBNEHNE Ha LLEeNEBOM
pecypce (C aBTOMaTUYECKUM pasBepTbiBaHMEM) HE NoanepXXmBaeTcs, He0bXoaMMO
NPOBOANTb BOCCTAHOB/IEHME BPYUHYHO.

3. lMpun BoccTaHoBneHnn nonHon PK 6a3a gaHHbIX 6ygeT nepesanncaHa nosIHOCTbIO.

4. ocne BOCCTaAHOB/IEHMA KaTanor pacnakoBKW ovuLLaeTCs.

5. BoccTaHoBneHHada 6asa gaHHbIX COOTBETCTBYET COCTOAHUKO UCXOOHOM 6a3bl JaHHbIX
Ha MOMEHT 3aBepLUEHNA PE3EPBHOMN KOMUK, 3a UCKTKOYEHNEM HE3aBEPLUEHHbBIX TPaH-
3aKkuun.
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14.3. OnncaHune BoccTaHoBneHus CYbB/

BoccTaHoBNEeHMe U3 CMeLLaHHbIX Leno4yek

[Mpn BOCCTaAHOBMEHUN Ba3sbl JaHHbIX U3 ABYX CMELUaHHbIX Lernovek anddepeHymnanbHblX
N NHKPEMEHTasbHbIX PE3epPBHbIX KOMUM C pas3BEpTbiBaHMEM (Hanpumep, Korga Ans
O4HOW 6asbl JaHHbIX pe3epBHOE KOMMPOBaHME BbINOJIHAMIOCH NO ABYM npaBwuiam: and-
dbepeHUManbHOro U MHKPEMEHTaNbHOIrO Pe3epBHOro KOMMpoBaHUsS) HeobXxogmMmmMo BOC-
CTaHoBUTb BCce PK, ¢ MOMeHTa BbIiNosIHeHUA nonHon PK 6a3sbl gaHHbIX 40 BblIGpaHHOro
MOMEHTa BOCCTaHOBNeHUA 6asbl AaHHbIX U3 MHKpeMeHTanbHon PK, no nopsagky ID
pe3epBHbIX KOMUNA:

1. MpepBapuTenbHo ouncTnuTe KaTanor pacnakoBKu.

2. BoccTaHOBUTE MONHYHO pe3epBHYHO Konuo 6asbl JaHHbIX B BbliOpaHHbI KaTanor
pacnakoBku bE3 BoccTaHOBMEHMA Ha LLeNneBOM pecypce.

3. Bce BoccTaHaBnmBaemble Lenodku PK gomkKHbl HAYMHATBCA C OQHOM U TOW Xe Non-
How PK.

4. BoccTaHoBUTE guddepeHumanbHyo pe3epBHYO KOMUKO 6asbl AaHHbIX B BblbpaHHbIN
KaTanor pacnakoBku GE3 BOoCcCTaHOBEHUA Ha LLeNeBOM pecypce.

5. 3anycTute BOCCTaHOBJIEHME BbIGPaHHOM MHKpeMeHTanbHon PK, ykasaB TOT Xe
KaTanor pacnakoBkM 1 aKTMBUPOBAB NnepeknoyaTens BocctaHoBUTb Ha L,eleBOM

pecypce.

Taknum obpasom O6yayT BOCCTaHOBMEHbI CHavana nonHasa PK, 3atemMm gudoepeHum-
anbHasa PK, a 3aTeM BCe XypHanbl TpaH3aKLUun, co3faHHble nocne gupdepeHumans-
HOM pe3epBHOM KOMUK 6asbl AaHHbIX, B XPOHOIOrM4YeCcKoM rnopsake.

BocctaHoBneHnue BJ] B Always On availability groups

Mpwn BoccTaHoBneHun PK B knactepe MS SQL Server (availability groups) (Hanpwu-
Mep, COCTOSILLLEM U3 Primary U Secondary pensvk):

1. ABTOMaTUYeCKoe pasBEPTbIBaHME B KaXAyH PENMKY KnacTtepa He NoadepxmBa-
eTcs.

2. BbiBeauTe BOCCTaHaBMBaeMyro 6asy gaHHbIX N3 Always On availability group Ha
Primary pennuke:

ALTER AVAILABILITY GROUP [<Availability Group>] REMOVE DATABASE [<Database
Name> |

3. BoccTaHoBMTe 6asy gaHHbIX Ha Primary pensvke, akTUBMPOBaB MepekovaTenb
BoccTaHOBUTDb Ha LLe/ieBOM pecypce.

4. BoccTaHoBUTe 6asy AaHHbIX Ha Secondary pensnke, akTUBMPOBAB MepektovaTenb
BoccTaHOBUTDb Ha L,e/IeBOM pecypce 1 akTUBUPOBAB NepeknrovaTenb norecovery B
TOHKMX HaCcTpoMKax BocCTaHoBNeHNA moaynsa MS SQL.
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5. [lobaBbTe 6asy gaHHbIX B Always On availability group Ha Primary pensuke:

ALTER AVAILABILITY GROUP [<Availability Group>] ADD DATABASE [<Database
Name> |

6. NMpucoegnHnutTe 6asy AaHHbIX B Always On availability group Ha Secondary
pennuke:

ALTER DATABASE <Database Name> SET HADR AVAILABILITY GROUP = <Availability
Group>

14.3.2. VSS pexum

npl/l 3anycke 3aga4yn Ha BOCCTaHOBJIEHNE 6a3sbl AaHHbIX U3 TEHEBOW KOMWUMK:

1. 1na nonHow 3aMeHbl 6asbl faHHbIX master ocTaHOBUTE crny>0y SQL Server.

2. [ns BoccTaHoBneHus PK 6e3 pasBépTbiBaHNA AeaKTUBUPYNTE NepeksovaTens Boc-
CTaHOBUTb Ha Lie/IeBOM pecypce.

®annbl PK 6yoyT KOHCUCTEHTHbI U BOCCTaHOBMEHbI TOMbKO B YKasaHHbi KaTanor
pacnakoBKMu, 1 MOryT ObiTb MCMNOJSIb30BaHbl AJ11 BOCCTAHOB/IEHUS BPYYHYHO MyTEM
KOMUPOBaHWA B HY>XHble KaTanoru.

3. [1na BoccTaHoBNEHUS 6asbl JaHHbIX C pPasBEPTbIBAHNEM aKTUBUPYNTE nepeknroya-
Tenb BOoCCTaHOBUTDL Ha LLe/1IeBOM pecypce:

a.

PesepBHaa konusa nepemMellaeTca M3 MeauacepBepa Ha KIMEHT pe3epBHOro
KOMMpOBaHWA B yKasaHHbI KaTanor pacnakoBKM.

Mogynb MS SQL 3anpalwmnBaeT BOCCTaHOBeHNe 6a3bl AaHHbIX Y Cry>0bl VSS.

VSS yBepomnsaeT SQL Writer o Ha4ane npouecca BocCTaHOBMEHMA 6a3bl JaHHbIX
N3 TEHEBOWN KOMUW.

SQL Writer 3amopaxuBaeT ¢annbl, KoTopble 6yayT BOCCTaHOBSEHbI, U BCe one-
pauun BBoga-BbiBOga Mexay MS SQL Server n 6a3on gaHHbIX, ¢annbl KOTOpOW
OyAyT BOCCTAHOBJ/IEHbI.

dainbl 6asbl gaHHbIX 3aMeHsATCA, NyTEM KonvpoBaHus ¢dainos us Kartanora
pacnakoBKM B OpUrMHasbHble MecTa.

dannbl pasmMopaxusaroTca. MS SQL Server BosBpawaeTcs K HOpMarbHOMY
peXxXunumy paboTbl.

[Mocne BoccTaHoBNeHUs KaTanor pacnakoBKM o4yuLLaeTCs.
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14.4. OnucaHue pab6oTbl ¢ AoaHHbiMU B RBM

14.4.1. PK pnsa ogHoro aKk3semnsspa no pacnucaHuio

BbinonHeHe pes3epBHOro KONMPoOBaHWA O ogHOro aksemnnapa MS SQL Server no
pacnucaHuio:
1. 3anyctute MeHepxep AaMunHucTpaTtopa RuBackup (RBM).
2. ABTopusyinTech ¢ npasamn AgMmuHucTpaTtopa CPK.
3. MNpoBepbTe cTaTycC KNMeHTa PK, Ha KoTopoMm pasBépHYT Moaynb MS SQL.
4. Co3fganTe N HaCTpPOWTe NMpaBuIoO MOSTHOMO Pe3epBHOro KOMMPOBaHUA L1 CO3LaHUA
NIaHOBbIX Pe3epPBHbIX KONUM NOBbIM CMOCOOOM:
o B pasgene Fmo6anbHoe pacnucaHue, HaxaB KHOMKy Jlo6aBUTb 1 HacTpouB
cospgaBsaemoe lNpaBuno;
o B pasgene 06beKTbl, Bbibpas Bkagky Mpaeuna 1 HaxxaB KHomnky [l06aBUTb;

MpaBunno AOMXKHO UMeTb CTaTyC run (3anyLlieHo) ANS BbINOSIHEHUS PE3EPBHOrO
KOMUPOBaHUSA MO pacnucaHuio.

5. B pasgene 3apaum oTCrexuBanTe CTaTyC BbIMOMHEHHbIX M X0, BbIMOSHAEMbIX
3a[la4 pe3epBHOro KOMMpPoBaHMS.

B pes3ysibTaTe BbINOJIHEHNA 3a4a4 pe3epBHAA KOMMA aK3eMmnsifapa 6y,u,eT nepemMelleHa
B XpaHunuuie, a €€ MeTaflaHHble OOCTYIHbI B pa3gerne PeI'I03I/ITOpVIVI.

14.4.2. PK pnsa knactepa no pacnmcaHuio

BbinonHeHne pe3epBHOro KoNMpoBaHua ana knactepa MS SQL Server rno pacnncanuio:

1. 3anyctute MeHepxep AaMunHucTpaTtopa RuBackup (RBM).
2. ABTOpKU3ynTechb ¢ npasamm AgMunHucTpaTtopa CPK.
3. MNpoBepbTe cTaTyc KNMeHTa PK, Ha KoTopom pasBépHYT moaynb MS SQL.
4. Co3panTte n HacTponTe nocnefoBaTesibHO:
o CTpaTErunto rnosIHOro pe3epBHOro KONMMpOBaHUA 1A CO34aHUA NNIaHOBbIX pe3epBs-
HbIX KONU B pasgene Ctparterum, Haxas KHOMNKY Jlo6aBUTb;

o MpaBWNO CTpaTervm Ans Kaxaoro ak3emnssapa Knacrtepa B pasgene Crparerum,
BblOENNB HYXHYKO CTpaTeruo n Haxas kHonky Mpaeuna. [loBTOpuUTE Co3faHue
npaBuna Aona Ka>aoro akdemMrsifapa,

o MpaBuno [OMKHO MMETb CTaTyC run (3anyLweHo) a5 BbiNOJHEHUS pe3epB-
HOro KOMMPOBAaHWS MO PaCnUCaHWIO.
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5. B pasgene 3apaum oTcnexumBanTe CTaTyC BbIMNOJIHEHHbLIX U XO[L4 BbIMOJIHAEMbIX
3aa4y pe3epBHOro KornnMpoBaHms.

B pe3ysnibTaTe BbINOJIHEHUA 3ada4yn pe3epBHblIE KOMMU 3K3EMMNNIAPOB 6y,El,yT nepemMe-
L eHbl B XpaHunnuuie, a nx MetTagaHHble OOCTYMNHbI B pa3gene PenosuTopuﬁ.

14.4.3. CpouHoe PK

CpoyHOe pe3epBHOE KONMMPOBaHMeE BbIMOHAETCS A8 0OQHOro aK3eMnnspa:

1. 3anycTtute MeHepxep AgMmnHuctpaTopa RuBackup (RBM).
2. ABTopusymnTechb ¢ npasamu AgMmuHucTpartopa CPK.

3. MpoBepbTe cTaTyC KNMeHTa PK, Ha KOTOpOM pasBeépHYT Mogynb MS SQL v pesepsu-
pyeMbln.

4. BbINONHUTE CPOYHOE pe3epBHOE KOMMPOBaHNeE Mo6bIM CNOCOBOM:

o BbICTPbIN JOCTYN K GYHKLMN CPOYHOIO Pe3epBHOIr0 KOMMPOBAHUA MO HaXXaTWUo Ha
KHornky CpoyHoe PK Ha BepxHen naHenn RBM;

o B pasgenie O6beKTbl, BbloenmB KnneHTa PK, KOTopbIn ynpaBnseT pesepBHbIM
KonupoBaHnem BM, n HaxaB nosisueLLyroCcA KHOMKY CpoyHoe PK;

5. BbInonHMTE HacTpOMKYy NapamMeTpoB pe3epBHOro KonuposaHua (cM. Paspen 17.1);
6. B paspene 3apaum oTCneXxuBanTe CTaTyC BbIMOMHEHHbIX N X0, BbINOHAEMbIX
3ajay pe3epBHOro KONMpoBaHUs.

B pes3ysnibTaTe BbINOJIHEHNA 3a4a4 pe3epBHAA KOMMA aK3eMnsnapa 6yp,eT nepemMeLlleHa
B XpaHunnuuie, a €€ MeTafaHHble OOCTYIHbI B pa3gerne PeI'I03I/ITOpI/Ii7I.

14.4.4. BoccTtaHoBneHue u3s PK

[1ns BbINONHEHMNA BOCCTAHOB/IEHUS aK3eMnnapa mn3 pe3epBHO|7| KOMunu:

1. 3anyctute MeHepxep AaMunHucTpaTtopa RuBackup (RBM).
2. ABTOpKM3ynTechb c npasamm AgMunHucTpaTtopa CPK.

3. lNMpoBepbTe cTaTyc KNMeHTa PK, Ha KOTOpoM pasBEpHYT Moaynb MS SQL n BoccTa-
HaBNMBaeMbIn 9K3eMNNsp.

4. B pasgene Peno3sutopui Boibepnte PK 1 HaxxmmTe KHONKY BocCTaHOBUTD.
5. BbInonHMTE HacTpoOMKy NnapamMeTpoB BocCcTaHoBNEHUsA (cM. Paszgen 17.3);
6. B paspene 3apaum oTCneXxuBanTe CTaTyC BbIMOMHEHHbIX N X0, BbINOHAEMbIX

3a4a4 BOCCTaAHOB/IEHUS PE3E€PBHON KOMUK;

B pesynbTaTte npounsBeaeHO BOCCTaAHOBNEHME ypaneHHoW unu mameHéHHonm MS SQL
Server 40 COCTOAHMUSA, B KOTOPOM OHa bblfla Ha MOMEHT CO34aHNA Pe3epPBHOMN KOMUW.
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14.5. Ocob6eHHOoCTU HacTpoku RBM gna PK MS SQL
Server

Mpy BbINONHEHUMN NMOBOro cueHapus (MpY HacTpoKKe NpaBwus, CTpaTeruin, BOCCTaHOB-
nenus n3 PK) cnegyeT B COOTBETCTBYHOLLUX NONSAX yKasaTb cnefyrolme gaHHble:

B none KnueHT BblbpaTbh M3 BbiNagarollero cnucka nmsa knmeHta PK, Ha KoTopom
Pa3BEPHYT K/IMEHT pPe3epBHOro KONMpoBaHnsa ¢ Moaynem MS SQL v pesepsupyemas
nokanbHas PCYB/[] MS SQL Server ;

e B nosie Tun pecypca BbibpaTb N3 BbiNagarowero cnncka SQL Server;
e MPY HEOB6XOANMOCTM NPON3BECTM TOHKYHO HAacTPoOnKy moayna MS SQL;
» B nose Pecypc BbiIGpaTb pesepBupyeMbii 3K3eMnAsap UNun ero 6asy AaHHbIX;

e B none Tun PK Bbi6paTb «[lonHoe», «duddepeHuymanoHoe» nnn «NHKpemMeHTanb-
Hoe».

14.6. BRBM

14.6.1. Hayano pa6oTbl

OKOHHOE npunoxeHne MeHepxxep agMuHUcTpaTopa RuBackup (RBM) npegHasHayeHo
AN aAMUHUCTPUPOBaHUA cepBepHOW rpynnupoBkn RuBackup, Bknovas ynpasreHue
KNneHTamun, rnobanbHbiM pacnucaHneM, XpaHunuwamMm pes3epBHbIX KONMUA U ApyruMu
napameTpamm CPK RuBackup.

3anyck MeHep)xepa AgmMuHucTpaTopa RuBackup (RBM)

[na 3anycka MeHepxepa agMuHucTpaTtopa RuBackup BbIMosHUTE ¢ npaBaMu Nosb30-
BaTens, ANA KOTOPOro BbIMOSIHEHblI HACTPOMKM (CM. HacTpoika okpy>KeHns):

/opt/rubackup/bin/rbm&

AyTeHTudukayua nonb3oeartensa 8 RBM

MNocne 3anycka RBM npongute ayTeHTUuduKauuno (PrucyHok 3):
1. B none Uma cepeepa RuBackup ykaxute IP-agpec uwanm nma ysna, Ha KOTOPOM
pa3BEPHYT OCHOBHOW CepBeEpP pe3epBHOro KonmposaHna RuBackup.

2. B nonax Uma nonb3oBaTtens 1 Maponb ykaXxnte y4éTHble AaHHble AODMUHUCTpPaTopa
CPK unun Cynepnonb3oatens CPK (normH n napons).

3. B none Tun ayTeHTUdMKaLm BbibGepnTe 6a3y OaHHbIX A8 NPOBEPKU YYETHbIX AaH-
HbIX :

o RuBackup DB 6a3a gaHHbix Postgresqgl (no ymon4yaHmo rubackup ), co3gaHHas npu
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pasBEPTbIBAHUN OCHOBHOro cepsepa RuBackup, raoe xpaHATCA AaHHble YYETHbIX
3anuncen nonb3oBaTesnenn RuBackup;

o Domain Controller gna aBTopmM3auum C MCMNONb30OBaHMEM YYETHbLIX AaHHbIX
AoMeHHoro nonb3oBatensa MS Active Directory nnu ALD PRO.

RuBackup Manager

Wma cepsepa RuBackup

localhost|

Wma nonssoeaTens

rubackup

Mapons

Tvn ayTeHTUdUKaLMN
RuBackup DB

BoiTtk

PucyHok 3. [lnanorosoe okHO aBTopusaumn 8 RBM

CrtaTtyc knuenTta PK

[na npoBepkn ctatyca kKnneHTta PK:
1. BoinonHute B RBM aBTOpmn3saunto Ha ocHoBHOM cepBepe CPK RuBackup ¢ npasamu
AgMmuHucTtpaTopa CPK.

2. Mepenante B pasgen AGMUHUCTpUpoOBaHUe - rnogpasgen 06bvekTbl - 6510k Knu-
€HTbI.

3. B oTKpbIBLIEMCA OKHE (PrncyHok 4) 6yayT oToOpaXkeHbl:

o BCE aBTOPU3OBaHHbIE KNNEHThI PK;
o ecnu B nHppacTpykType CPK cyLecTBYOT HEaBTOPU3OBaHHbIE KIIMeHTbI PK:
= KHOMKa & HeaBTOpU3MpoOBaHHbIE K/IMEHTDI;

» YBEAOMJIEHNE O KOJIMYECTBE HEABTOPU30BAHHbLIX KJIMEHTOB BHWU3Y HaBuUraym-
OHHOW NaHenu.
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£ a4 &
HeNb MOHWTOPWUHIA
’ op OoGasnTe (% HeaBTOPM3DBAHHLIE KIMEHTHI i)

|;| OB BeKTE *ID Wm= VM8 rpynnel Tun OC CraTyc EMKOCTB XpaHunnLLa LieHTpann3oeaHHOe BOCCTAHOBNEHWE Bepcma

|‘5_l CTpaterim 2 server No group Linux I': B CETH \ 10 true 2.1.1.60e832b

B ro6ansHoe pacnucanmve
El YaanéHHan pennukauyma
B PenoauTopwii

E] Ouepeas 3apau

= Bepkl RuBackup

JHANLI

& AAMWHUCTPUpOBaHKe

PucyHok 4. OkHO «KnneHTbl» pasgena «AQGMUHUCTPUPOBaHNE»

4. Mpw BbIBOAE cnucka knneHToB PK, B Tabnuue oTobpaXkeHbl cnefyrolmne gaHHble:
o ID — npeHTudunkaTop knneHTta PK;
o UMA — nmM4 y3na, Ha KOTOPOM PasBEPHYT KINEHT PK;
o Tun OC - HanmeHoBaHue OC, ncnonbayemMon Ha knneHTte PK;
o EMKOCTb XpaHunuw,a — o6Lmii pasmep xpaHunuiwa B 'b;

o LleHTpanusoBaHHOe BOCCTaHOBJIeHUE — BK/oUeHa (1) unu BbikmtoveHa (0) GyHK-
LINS LeHTPanM30BaHHOro BOCCTAHOBNEHUS AaHHbIX KNneHTa PK;

o Bepcus — Homep Bepcumn yctaHosneHHoro MO knneHTa PK.

ABTOopusayua knmenta PK

[na aBTopusaumm knneHTa PK:
1. Nepengnte B pasgen AAMUHUCTpUpoOBaHUe - nogpasgen 06bvexkTbl - 610k Knun-
€HTbI.
2. Haxmute (PucyHok 4) (mnu):
o Ha BEpPXHeW naHenu KHomnky & HeaBTOpU3MpoOBaHHbIE K/INEHTbI;

o BHN3Y HaBUrayMOHHOM NaHenn Ha yBegomMJsieHne o KoJsinyectee HeaBTOPWM30BaH-
HbIX KJIMEHTOB.

3. BbibepuTe HEaBTOPU30BAHHOTO KnMeHTa PK 1 HaxmuTe kHonky (& ABTopusmpo-

331358




Microsoft SQL Server ans Windows

BaTb P/CYHOK 5).

& AcTopuzoBaTL & Yoanute

7 pa-dvzETfeim3 [ mcetw | Windows  Microsoft be:24:11:ac-B24c 192.168.17.5% 6730041e3B463chd  2025.03.06 1311 2.5.0.4745b3c

—
& pa-dvzeb-fim2 (_ecemw | Windows  Microseft be:24:11:bRs 262 192.168.17.58 e527eb7as7azide] 20250308 1311 2.5.0.f5b2M05
pa-dv2esfeimi (mcetw ) Windows  Microsoft 192.168.17.57 Ghdeffd10e88lale 20250306 1311 2.5.0/5h2605
a pa-duzba-asgs ( Beetw | Windows  Microseft 192.168.17.54 99e09cbdBS0c3bdc 20250306 1311 2.5.0.f5h2f05
3 pa-dv263-aag2 \. BCeTH TI Windows Microsoft 192.168.17.53 08258efed2d52213 2025.03.06 1311 2.5.0.f5b2f05
1 pa-dv262-aagl :ﬂ,‘ Windows  Microselt 192.168.17.52 f7adeB713b07hed 20250306 1311 2.5.0/3h2105

£ AAMMHICTPUPOBaHWE

PucyHok 5. OkHO «HeaBTopusoBaHHble KnneHTbl PK»

4. Haxkxmunte kHonKy Jla B OKHe MoATBEPXAEHUA A8 NPOLOSIHKEHUA aBTOPU3aLmMn Knn-
eHTa PK.

5. HoBbIn knneHT PK 6ygeT oTo6paXEéH nocne ycnewHon asTopusaymu:
o B pasgene AgMMHUCTpUpOBaHUe - noapasnen O06bekTbl - 6510k KnueHTsl;

o B pasgenie O6beKThbl.

14.6.2. Pe3epBHOe KonupoBaHue

MnaHnpyemoe pe3epBHOe KONUpoBaHue

PerynapHoe pesepsHoe konupoBaHne PCYB[ MS SQL Server BO3MOXHO BbIMOMHATb
ABYMs criocobamu:

e MO Npaswuny rnobanbHOro pacnnucaHus;

e 10 CTpaTErnn pe3epBHOro KonnmpoBaHmA.

PK no npaBuny rno6anbHoro pacnmcaHus

[na cosgaHna npasuna rnobanbHoro pacnmncaHna:

1. Mepengnte B pasgen O6beKTbl - BKagka Mpaeuna (PrcyHok 6).
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"\Ru & & @

EELERT [Mpaeuna Mpaewna ctpaTeruy  PenosuTopwii  YpanéuHas pennukauws  MnaH BoccT:

08 MaHens MOHUTOPUHra » Nogroup B

* group WNmMs rnobanbHoro pacnucaHmns CraTyc WMs kameHTa HWID Wms nyna Hava|
ObbekThl

CTpaTeruum

Fno6ankHoe pacnucaHue
c| YoanéHHaa pennvkauns
=) PenozuTopuii
O4epens 3agas

5 Cepeeptl RuBackup

[=] XypHans

£ ADMWHUCTPHUPOBAHWE

(o]

ﬁ rubackup@localhost

PucyHok 6. Pasgen «O6beKkTbI» - BKNaaka «lMpasuna»

2. HaXMuTe Ha KHOMKY (lo6aBuTb).
3. B oTKpbIBLIEMCS OKHE (PUCYHOK 7):

o HaCTpOMTe co3gaBaemMoe npaswuno.

CospaBaniTe HeobxoAMMOEe KONMWMYeCTBO MNpaBwu/l Pe3epBHOr0  KOMUPOBaAHWUSA
PCYB MS SQL, Haxxnmas KHOMKY [lo6aBuTb NpaBuNo B LLUAGNOH;

o HacTpowTe WabnoH rnobanbHOro pacnucaHns, KOTopbIA PacnpoCTPaHAeTCs Ha
BCe f06aBneHHble NpaBua rnobanbHoro pacnmcaHus.
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pa-dv268-single (10a08b49cab40b94}

ceypea | SOL Server

e
ERE RN

HacTpofki Pacnincanne
BRIMHTL 10818 CO3HIR @  Euspao: koonupamenne 00 14
Myn Default v MepHoAHYeCKIR ZanyCKk
Havana nepuona aeAcTaMR 06.03.2025 13:04 [ MuryTa
Okomsanne nepona AeACTEMR 06032026 13:04 F

Tpancnopruposoun Sygep (O 100 -+ Mo ~ Aeti mecua

=)

Nposepka Cpok xpanesns

Mposepa pesepamas xomud ka e O — «
1 +  Mecaues d 1 +  JNer v

PucyHok 7. OKHO cosfaHus npasuna rnobanbHoro pacnncaHna pe3epBHOro KonnmpoBaHuA

a. BbINOMHUTE HACTPOMKN CO34aBaEMOro npasua pe3epBHOro KONMpPoOBaHUA:

» napamMeTpbl NpaBuna (PrucyHok 8)

r|I|I|.IM!'I:.lI| NeEsanng

WA npapwna

KnueHT pa-dv268-single (10a08b49cab40b94) w

Twn pecypoa | SOL Server “ oW ]-
Pecypc * -

Tun PK Nanxar w

PucyHok 8. OKHO co3pgaHus npaeunia rnobanbHOro pacnmcaHns pesepBHOro KONmMpoBaHus.
HacTporka npasuna — MNapamMeTpbl Npasuna

B none KnueHt Bbibepute knmneHta PK ¢ moaynem MS SQL, ycTaHOB-
NEeHHOro Ha ysne pesepsupyemon PCYB MS SQL Server;

= B none Tun pecypca BbibepuTe TUN pPe3epBUMPYEMOro pecypca us
Bblnagatowero cnnucka SQL Server.

[Mone copepXuT gononHuTenbHo Pasgen 17.1, KOTOpble MOXHO U3Me-
HUTb HaXxaTuem KHonku [...].

= B none Pecypc HaxmuTe KHomnky [...] n BbibepnTe B pasBepHyBLUEMCAH
OKHe pes3epBupyeMblil pecypc;

= B nosie Tun PK BbiGepuTe nonHoe, guddepeHumanbHOe NN MHKPEMEH-
TanbHOE pe3epBHOE KONMMpoOBaHue.

Mpw BbIGOpE MHKpeMeHTanbHoro PK 6yaeT BbiNOSHEHO NOJSIHOE pe3epBs-
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HOe KOMupoBaHWe B crly4yae, ecniv Co3aaéTcs nepsas pe3epBHasn Konus
MS SQL;

» [OMNOJSIHUTENbHbIe NapamMeTpbl Npasuna (PrcyHok 9):

LNOoNoAHMTENBHBE NapaMeTDbl NpagAna
EMKOCTE xpaHmnuULLa Inf ré
IEM-in{Th EDAHWNHLLLE EAWMEHTR Inf (]
MpuopuTeT 100
JawwnTHoe npecbpalopanne nocrypk
CHpHMNT NpW HOPMENEHOM ERINONHEHWW
CrpunT NPy BeINOAHEHWA C OWnBKamn

CEp®NT NP EGCCTAHDBENEHWM

PucyHok 9. OKHO co3pgaHus npaeuaa rnobanbHOro pacnmcaHns pesepBHOro KONmMpoBaHus.

HacTpolika npaBuna — [JonosHUTeNbHblE NapaMeTpbl NpasBuna

B nofe EMKOCTb XpaHMnMwW,a ykaxuTe MaKCUMarsbHbI pasMep nyna
Ana xpaHeHusa PK, co3gaHHbIX Mo gaHHOMY npasuny. [laHHbIM napameTp
AOCTYNeH, ecnn B HacTpomkax rnobanbHOW KOHoUrypaunmm akTUBUPO-
BaH nepekoyatesnb OrpaHuYeHuss EMKOCTU ANA rno6anbHOro pacnm-
CaHuSA;

B none EMKOCTb XpaHWnuW,a KAMEHTa yKaXW1Te MakCUMarbHbIi pas-
Mep xpaHunua Tekyuwero knueHta PK. [JaHHbIN napamMeTp AOCTYMEH,
€C/1 B HacTponkax rrnobanbHOM KOHGUrypaumum akTMBMPOBaH Nepekto-
yaTenb OrpaHUYEeHns EMKOCTHU ANA K/INEHTOB;

B nosne MpuopurteTt ykaxute 3HavyeHre ot 100 go 1000. Yem Bbliwe 3Ha-
YeHue, TeM BbllLe MPUOPUTET BbIMOIHEHUSA NpaBuna;

B Nosie 3awuTHOEe Npeob6pa3oBaHue Mo yMOo4aHuo BbI6paHO 3HauYeHune
nocrypt - 6€3 NCNONb30BaHUA 3aLLMTHOro npeobpasoBaHua PK. B cny-
Yyae Bblbopa anropuTMa 3alnTHOro NnpeobpasoBaHnUs CMOTPU Tabanyy:

Tabnuvya 3. ANropuTMbl 3aLMTHOIO NpeobpasoBaHuns, 4OCTYMHbIE B yTuanTe rbfd

Anroputm Mopnepxusaemasa aonvHa [lMpumedyaHue
KJova, ouTt

Anubis 128, 256

Aria 128, 256

CAST6 128, 256

Camellia 128, 256

Kalyna 128, 256, 512 YKpauHCKMin HaunoHanb-
HbIn cTaHgapT ACTY
7624:2014
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Anroputm Mopnepxvueaemasa aonvuHa [MpumedaHue
KJIlova, ouTt
Kuznyechik 256 Poccunckuim HaumoHanb-

HbIA CTaHgapT
FOCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknm HauMoHanbHbIn
CTaHAapT gna 6ecnpoBof-
HbIX ceTeMn

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

» B nosie CKpUNT NpyU HOPMaJZibHOM BbINOJIHEHUMN YKaXUTe NyTb pacrno-
NOXEHWS ckpunTa npu HOPMasIbHOM BbINOJIHEHUN PK

/opt/rubackup/scripts/saw_ckpunt.sh [ 1,

= B Nosie CKpUNT Npu BbINOJIHEHUM C OLUMGKaAMM YKaXXUTe NyTb pacnoso-
XXEHUA cKpunTa npu BbINOJIHEHUU PK C owmnbkon

/opt/rubackup/scripts/saw_ckpunt.sh '~

= B [10J1€ CKpMnT NMPU BOCCTAHOBJIEHUU YKaXNTE MYTb PaACMNOSIOXEHUA

cKpunTa BoccTaHoBeHnUsa PK /opt/rubackup/scripts/Baw_ckpunT.sh
[1 - TnaBa 11]

b. BbINONHMUTE HAacTponku wabnoHa rnobanbHOro pacnmcaHus, NpUMeHssieMble Ko
BCEM npasuiam rnobanbHOro pacnmcaHus:

= B 6510ke HacTpoiiku (PrcyHok 10):

HacTpoAsw
BrAKMATE NOCHE COIAAHNA (}
Myn Default ~
Ha4ano nepiona NedcTEMA 28.01.2025 10:40 |

Okonyaswe nepuoga gedcTans | 28.01.2026 10:40 |

DBiie HACTRORKW MOy

PucyHok 10. OKHO co3paHusa npaBuia rnobanbHOro pacnmcaHns pesepBHOro Konnposa-
HUA. HacTpoika wabnoHa — HacTponkun

= MepeKsitoYvaTesib BxnounTb nocne co3faHusN:
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» @© aKkTMBUPYNTE NepekovaTens M NpasBuno byaeT MMeTb cTaTycC
run (3anyweHo);

» @ fgeakTUBMPYNTE NepeknoYyaTenb U NnpaBuno byaeTt MMeTb cTaTycC
wait (NpaBnNo He CO30a€T 3a4ay Pe3epBHOro KONMPOBaHUSA);

B none Myn BbibepunTe JOCTYNHbIN NyN ONA XpaHeHus konun PK;

B none Hauano nepuopa peicTBua BbibepuTe B KaneHgape AaTy U
BpeMsi Hayana nepuoga sanycka npasuna;

» B none OKOHYaHUe nepuoga fencTBusa BbibepuTe B KaneHgape aaTy u
BpeMsi OKOHYaHWA 3amnycka npasuna. 1o yMOMYaHUKO CPOK AeNCTBUS
npaBuna coctaBnseT 1rof C MOMEHTa ero Co3faHus;

» KHOMKa [O6wue HacTpoku moaynal npenocTaBnaeT napamMmeTpbl 4Ns
HaAaCTPOMKN MHOroONOTOYHOIro pPes3epBHOro KonuposaHuA. OnucaHune
napamMeTpoB NpuBefeHo B pasgene Pasgen 1/.2;

= B 6noke Pacnucanue (PrcyHok 11):

PACnMCaHHe
Bwbpavo: kpoH-Beipamerne 0O 1+ *
NEpUoINYECEMA 3anyor

MUKy Ta (:.

Herp Mecaya E

Mecau

Nenb Hegenw

PucyHok 11. OkHO co3faHus npasuna rnobasnbHOro pacnmcaHmns pesepBHOro KonmpoBsa-
HWA. HacTpoika wabnoHa — PacnucaHne

» nepekntovaTtens Mepuognueckuii 3anyck:

» @© aKTMBMPYNTE nepeknyaTenb L8 MNepuogumyeckoro 3sanycka
yepes Kaxgble N MUHYT.

MpX aKTuMBaLWK MNON3yHKa MNEepUOAMYECKOro 3arycka yKaXxuTe B
MUHYTax 4epe3 Kakoe Bpems OyaeT BbINOJHATbLCS CO34aBaeMoe
npaswuso.

» @ [eakTUBMPYWTE MNepeknoyaTenb O1s BbIMNOMHEHUA NpaBuia B
YKa3aHHbI CPOK.

HaCTpOVITe KPOH-BblpaXeHne, yKas3aB [AOaTy WU BpeMA UHTepBala
BbIMNOJIHEHUA MPaBUNa,

= B 6510Kke MpoBepka (PrcyHok 12):
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MNpoeepxa

MNpopepsa peIepEHBIX KONHMA Kax e ‘3!

1 + Mecruee b

PucyHok 12. OkHO cosfaHusa npasuia rnobanbHOro pacnmcaHnsa pesepBHOro KonvpoBsa-
HWA. HacTpoiika wabnoHa - NpoBepka PK

» NepekntoyaTens NMpoBepka pe3epBHbIX KOMUIA KaXkAable:

» @© akTuMBUpPYNTE nepekovaTesnb ANA HaCTPOMKM NepUOLUYHOCTH
NPOBEPKM apXMBOB pPe3epBHbIX KOMUK - LndpoBon nognnucm n pas-
Mepa ¢annos:

Ecnn PK nognucaHa unepoBon nognuceto, To byaeT NpoBepeH pas-
Mep ¢annos n cama PK.

Ecnn PK He nognucaHa uudpoBor noanucbro, To ByaeT npoBepeH
TONbKO pa3mep ¢annos PK.

» @ [feakTUBMPYMNTE nepeknovaTenb, eCcniv MNpoBepKa pe3epBHbIX
Konun He TpebyeTcs.

» B 6510ke CpoK XpaHeHus (PrcyHok 13) yKaXXuTe CKONbKO OHEWN, Hepdenb,
MecALEeB MU NeT XPaHUTb pe3epBHble KOMUU, MOoNyYeHHble B pe3ynbTaTe
BbIMOJSIHEHUA NMpaBuna;

CpoKk xpaHeHWs

XPAHWTE PE3EDEHBIE KONKKA B TEYSHKWE I}

1 + nNet w

PucyHok 13. OKHO co3gaHua npasuna rnobanbHOro pacnmcaHnsa pesepBHOro Konmposa-
HUA. HacTpoika wabnoHa — Cpok xpaHeHnsa PK

» B 6510ke Pe3sepBHble konum (PrcyHok 14):

Pe3iepEHBIE KONWK

NepeMecTATe B Ny Hepes

PuncyHok 14. OkHO co3faHusa npaswunia rnobanbHOro pacnmcaHnsa pesepBHOro Konmpoea-
HUA. HacTpoika wabnoHa — PK

» nepeknovaTesnb NMepeMecTUTb B Ny Yepes:

» © aKTMBMDYIZTe nepeknyaTtesib Ond HaCTpOVIKI/I nepemMeLlleHna
pe3epBHbIX KOMuu, NOJTY4YEeHHbIX B pe3yJibTaTe BbINOJIHEHNA TMpa-
BUa:

» @ peakTUBUPYNTE MepekntoyaTenb, ecnm He TpebyeTca nepeme-
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waTtb PK. B aToMm cnyyae PK 6yayT coxpaHeHbl B BblOpaHHOM nyne
6noka HacTpoMuKM.

= B 6/10Ke YcTapeBlMe pe3epBHble KONMUU HeobXxoonumo onpenennTtb aen-
CTBUA MNocCNe UCTeYeHUA cpoka XpaHeHua PK, nonyyeHHbIXx B pesynbTaTe
BbINONHEHMA Npasuna (PucyHok 15):

YCTapeEWME pe3epEHBIE KOMWW
ABTOMBTHYECKOE Y IANEHME
YEEOOMNATE Nobody "

KnuweHT MomeT Y4aNUTE pE3EpEHRE EONWA 3TOrD Npaedna Ij

PuncyHok 15. OKHO co3fgaHusa npasuna rnobanbHOro pacnucaHna pesepBHOro Konmpoea-
HUA. HacTponka wabnoHa — YcTapeswne PK

» NepeknoYvaTesib ABToOMaTUUYECKOe yaaneHue:

» @© aKkTUBMPYWTE MNepeknodaTenb AN yAaneHus pesepBHbIX KoMt
MO OKOHYaHMIKO ONpenenéHHoro B NpaBusie CPoKa XpaHeHus,

» @ [peakTUBUPYNTE nepeknoyatenb, ecnu yaaleHne pes3epBHbIX
KOMuUM He TpebyeTcs;

= B Nnojie YBeAOMAATb HacTpOWTe Kakne agMUMHUCTPaTMBHbIE TPYMMbl
6yayT yBe4OMNEHbl 06 UCTEYEHNN CPOKa AEeNCTBUA PE3EPBHbIX KOMUIA;

» NepekntovaTens KNMeHT MOXeT yaanuTb pe3epBHble KONMUU 3TOro
npaeuna:

» @© aKkTMBUpPYNTE NepeknyaTenb 4Na paspewenuns knmenTy PK yoa-
NNTb yCTapeBLUne pe3epBHble Konuu;

= @ [eakTUBMPYITE NepeknoyaTenb A8 paspelleHnsa Ha yaaneHue
pe3epBHbIX KOMUI TONbKO Ha CepBepe;

» B 6noke YBegomneHus ([€3170979-e400-4d9s-b627-ed96c887908f])
ANF yKasaHHbIX COBbITUM M3 BbiNagarowero cnucka onpegenute rpynny
nonb3oBartesnien, Kotopaa bygeTt yBedoMleHa B Cllyyae npouvsollegliero
cobbiTnaA. B none «E-mail CC» MOXHO BBeCTU NMO6OMN afpec 3feKTPOHHON
NoyYTbl s 0CO60ro yBeL,OMNEHUS;

YEEQOMAEHUA
HOpMansHOE BRNONHEHNE Nobody v
BrinonHekne © owwnbkoil Nobody w
NpoBepsa peIepeHeR KON Nobody w
OKoHYaHWe QERCTENA NpasKia Nobody v

OkoryaHwe EMLocTH xpaHunia  MNobody w

PucyHok 16. OKHO co3faHus npasunia rnobanbHOro pacnmcaHusa pesepBHOro KonnpoBsa-
HuMA. HacTpoika wabnoHa - PK

. HaxmuTe kHonky v/ MpUMEHUTb 171 COXPaHEHMA HAaCTPOEeK MpaBua pPesepBHOro
KOMMPOBaHUS.
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CospgaHHoe npaBuio bygeT AOCTYNHO ANA pefakTUPOBaHUA U M3BMeHeHusa cTaTyca ( run
(sanyweHo) unn wait (oxxwnagaeT)) B pasgene Fno6anbHoe pacnucaHue.

CpouHoe pe3epBHOEe KONUpOBaHUe

CpoyHOe pesepBHOE KOMMPOBaHME NO3BONAET eQMHOPA30BO CO34aTb MONHYKO pe3epBs-
Hyto konuto PCYB MS SQL Server, He HasHa4asa npasuIo NO pacnnucaHuio.

1. BbINosIHEHNE CPOYHOro pes3epBHOro KonmposaHWs B RBM BO3MOXHO OCYLLECTBUTb
ABYMS crnocobamm:

o nepenaute B pasgen O6beKTbl, BblaenntTe KnnMeHTa PK, ocyuecTBnslowero
ynpasneHne pesepBHbIM KonupoBaHMeM PCYBE[L MS SQL Server, u Haxmute
KHOMKY @ (CpouHoe PK);

o HaXMWUTe Ha BepPXHen rnaHenanm KHOMKy ﬁ (CpouHoe PK).

2. B oTKpbiBLIEMCSA OKHE NPOUN3BEANTE HACTPONKY NapameTpoB (PucyHok 17):

HENh MOHATOPUHTE

Knnent pa-dv268-single (10208b49%cab40b94) ~
Thn pecypca SOL Server v -

Twn PK Monwas

[ ObnexTal

B crparerumn

El rnosanumoe pacnmcarmne

Myn Default v
3alwMTHOE NpeofpaloEaHIe nocrypt v
Mpwopurer 100

O e Cpok xparernn 1 + Mer v
Tpancnoprupozodkei Gymep @ 100 -+ M6 v

£b AMMHACTPUPOBaHWE

PucyHok 17. OKHO HacTponkn CpoYHOro pesepBHOro KONMpoBaHuUs

o B none KnueHt BBblbepuTe knneHta PK ¢ mogynem MS SQL, yCTaHOBNEHHOTO Ha
y3ne pesepsupyemon PCYB MS SQL Server;

= B nosie Tun pecypca BbibepuTe TUN PeE3epBMPYEMOro pecypca 13 Bbinagaro-
wero cnmucka SQL Server.

[Mone copepXut pononHuTenbHo Paspen 17.1, KOTOpble MOXHO WU3MEHWUTb
HaxaTuem KHonku [...];

= B nosne Pecypc Haxmute KHoOmMky [...] 1 BbiGepuTe B pasBepHYBLUEMCS OKHE
pe3epBUpyeMbIit pecypc;

» B nonie Tun PK Bbibepnte nonHoe, anddepeHunanbHoe Unnm UHKpeMeHTanb-
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HO€E pe3epBHOE KonnMpoBsaHMe.

Mpu BblibOpe WMHKpeMeHTanbHoro PK 6ydeT BbINOMHEHO MOJSIHOE pe3epBHOe
KOMMPOBaHNe B Crlyyae, ecnmn co3gaéTcs nepsas pesepBHas Konusa BM;

o B none Myn 13 packpblBatOLLErOCs CNUCKa BblibepuTe AOCTYMNHbIV Ny ANs coxpa-
HEHWUS pe3epBHOM Konuu;

o B Mnofie 3auuTHOe Npeo6pa3oBaHm N0 YMOJTYaHMIO BbIOpPaHO 3HAaYEeHNE nocrypt -
6e3 ncnosb3oBaHUA 3alWMTHOro npeobpasoBaHus PK. B cnyyae Bbibopa anro-
pUTMa 3alKUTHOro npeobpasoBaHma cM. Tabnuuy:

Tabnuvya 4. ANropuTMbl 3aLMTHOIO NPeobpasoBaHus, 4OCTYNHble B yTuanTe rbfd

Anroputm Moapepxueaemasn anvHa MpumeyaHue
K/ova, 6uTt
Anubis 128, 256
Aria 128, 256
CAST6 128, 256
Camellia 128, 256
Kalyna 128, 256, 512 YKpauHCK1 HaLMOHasbHbIN

ctaHgapt ACTY 7624:2014

Kuznyechik 256 Poccuinckuini HaunoHasnbHbIN
ctaHgapT F'OCT P 34.12-2015

MARS 128, 256

Rijndael 128, 256 Advanced Encryption
Standard (AES)

Serpent 128, 256

Simon 128

SM4 128 Kntancknm HauMoHanbHbIn
CTaHAapT Oaa 6ecnpoBOgHbIX
ceTten

Speck 128, 256

Threefish 256, 512, 1024

Twofish 128, 256

= B none MpuopureT ykaxuTe 3HauyeHne ot 100 go 1000. Yem Bbiwe 3HaYeHMUe,
TeM Bbille NMPUOPUTET BbINOSIHEHUA NPaBuna;

o B none chK XpPaHeHUA yKa>kKute CKOJIbKO OHeWN, Hepernb, MecALeB Unn net Xpa-
HUTb pe3epBHblE KOIMUKU, noJsty4eHHble B pe3yibTaTe BbINOJIHEHUA NpaBUiia,

o KHomnka [Pasnen 17.2] npenocTaBnseT napaMeTpbl A8 HAaCTPOMNKM MHOIOMoTOY-
HOrO Pe3epPBHOro KOMMPOBaHUA.
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CpouHoe pe3epBHOE KONMPOBaHKe Mo NpaBuny

B ToM cnyvyae, ecnu Heo6XxoAMMO BbIMOSIHUTL CPOYHOE PEe3epPBHOE KOMMPOBaHME MO
CO3[aHHOMY MpaBuy rnobanbHOro pacnncaHums:

1. Mepengnte B pasgen rno6anbHoe pacnucaHue.

2. BblgenuTe Hy>Hoe npasuno.

3. Bbi3oBMTE NpaBOil KHOMKOW MbIWN KOHTEKCTHOE MEHH U HaxmuTe [BbinonHuTb]
(PncyHok 18).

NobaeuTe

Knomupasats.

Pegaxtmposars

TIRHOCTAHORHTE
BHINONHATE
YAAMMTE

MNepeiti k..

PycyHOK 18. 3anyck CPOYHOro pe3epBHOro KOMMPOBaHMA No Npaeuy rnobansHoro pacnmcaHuns

4. TlpoBepbTe XOf, BbINOMHEHUA PE3EPBHOIMO KOMUPOBAHWA MOXHO B pasgene
3apgaum.

MNpy ycrnewHoM 3aBepLleHUN pPe3epPBHOro KOMUPOBaHMUA COOTBETCTBYHOWAA 3afjada
nepenget B cTtaTtyc Done.

14.6.3. BoccTaHOoBJ/IeHue

Cuctema pesepBHOro konmposaHus RuBackup npepycmaTpuBaeT BO3MOXHOCTb BOC-
CTaHOBJIEHUSA pe3epPBHbIX KOMUN:

e NlIOKanbHO Ha KnneHTe CPK B npunoxenun «MeHepyxep knveHTa RuBackup» vnu ¢
MOMOLLbIO YTUNUT KOMaHOHOW CcTpokn RuBackup;

e LieHTpanunsosaHHo, AgMunHucTpatopom CPK B npunoxeHun «MeHep)xep agMUHU-
cTpaTopa RuBackup» nnu c nomMoLLbo yTUAUT KOMaHgHoM cTpokn RuBackup.
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LleHTpanusoeaHHoOe BOCCTaHOBNIEHUe

[nsa ueHTpann3oBaHHOrO BOCCTaAHOBNEHUA 6a3bl AaHHbIX Ha KnneHTe PK:

1. Nepengute B pasgen Penosutopuii.

2. BbibepuTe pe3epBHYIO KOMUIO, HAXXMUTE Ha Hee NpaBor KHOMKOW MbIlLX U BblibepuTe
B KOHTEKCTHOM MeHO [BocCcTaHOBUTD].

BOCCTAHORMTE
NposepuTs

KonuposaTs

Nepemectume

KpauuTs io
¥AANUTH

Nepeima k..

PucyHok 19. OkHo pasgena «Penosutopuin». BoccTaHoBneHne PK

3. B oTKpbIBLLEMCS OKHE L,eHTpanM3oBaHHOro BOcCcTaHoBneHus (PucyHok 20):

UHOPMALMS O PESEPBHOR KoMK MeCTo BOCCTaHOBNEHMS

M xocTa: pa-dv268-single BOCCTanommTL Ha Knv enTa: pa-dvZ68-single (10a0Bb49caba0BI4) v

HWID: 10a08b49ca640094 Katanor pacnakoska: © @O -
Tan pecypea: 5L Server NapameTpus soccTanoaniMR LA Moays: | SQL Server =]
Pecype: Test ves

Myn: Default BOCCTAHOBNTL Ha ueneaoM pecypee: (D)

Ton PK: differential m

Cosgano: 2025.03.04 14:33:18
BOCCTAHOBHTL Lenouky: 911
WA npasuna; test diff_vss_2

Crarye PK: Not Verified

Cpanynaproe poccTanosAeHme
JofiamuTe ofinexTa
[ PAHYNARHOE BOCCTAHORNEHHE B HACTORLLEE RPEMA OTHAKHEH.
Ll

7okl BRGNS T B0
RanHoi PK, Hamuman kuonky *o5asnTs oBbeKTs".

@

PucyHok 20. OkHo LleHTpann3oBaHHOro BoccTaHoBneHns BM

o BHMMaTEsIbHO N3yunTe MHGOPMaLIMO O BOCCTaHaBIMBaEMON Pe3epBHOMN KOMUU B
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6noke UHPpopmayusa o pe3epBHON KONMUKU. [1aHHbIA 610K COOEPXUT HEUBMEHSAE-
MYIO MHPOpMaLUIO;

o ripomnseeguTe HaCTpOVIKy napamMmeTposB B 6noke MecTO BOCCTAHOBJIEHUS:

= B Nosie BoccTaHOBUTb Ha KNMeHTe BblbepuTte knmeHTa PK ¢ yCcTaHOBNEHHbIM
Mopynem MS SQL;

» B nofie Katanor pacnakoBKM yKa)uTe BPeMeHHbIA KaTanor s pacrnakoBKM
pPe3epBHON KOMUN;

= Nepek/oyaTelb BOCCTaHOBUTD Ha LLeNleBOM pecypce:

» @© aKTUBMPYNTE NepekntoyaTenb Ana BoccTaHoBneHns PK ¢ pa3BépTbiBa-
Hnem: PK 6ygneT BOCCTaHOB/EHa B NloKanbHbIn ak3emnnap PCYBO MS SQL
Server; >>>>>>> 2¢985fb2472d7d8840be1df1ed9de73248d4df32

» @ peakTuBMpynTE NepeknovaTenb ANna BoccTaHoBneHna PK 6e3 pasBép-
TbIBaHUA.

PesepBHas konus 6yaeT BOCCTAHOBMEHA TONIbKO B MarnkKy, YKasaHHYy B
none KaTanor pacnakoBku;

» KHOMKa O6ume HacTpoMKM MoAyna nMpefocTaBfseT napameTpbl Ans
HaAaCTPOMKN MHOrornOTOYHOro BOCCTaHOBMEHUS AaHHbIX. [MogpobHee cMmoTpu
[application_4].

o rpaHyNApHOEe BOCCTaHOBMIEHME He NOoAAEP>XNBaAETCA B TeKylleln Bepcun Moayns
MS SQL.

[1OCTYMHO TONbKO MNOSIHOE BOCCTAHOBNEHME 6asbl faHHbIX.
4. MNMpoBepbTe X0 BbINOSIHEHNA PE3EPBHOI0 KONMPOBaHUA B pasgene 3apaum.

Mpu ycnewHoM 3aBepLIeHNN BOCCTaHOBNEHUA Pe3epBHOI KOMUM COOTBETCTBYHOLLANA
3a/,a4a Ha BOCCTaHOBMNEHMe NepenaeT B cTaTyc Done (BbIMOMHEHO).

14.6.4. NpocMoTp ouepenm sagaud
[na oTcnexuBaHUs BbINOSIHEHUS NpaBU:
1. Mepengunte B pasgen 3apgaum.

o B paHHOM pasgene 3ajava NosaBAsAeTCA B MOMEHT:

= BbIMNOJIHEHUA CO3aHHOIO NpaBua,

BbIMNOJIHEHNA CPOYHOIO PE3EPBHOI0 KONMNPOBaHMA,

BOCCTAHOBJIEHUSA pe3epBHON AaHHbIX 13 PK;

NPOBEPKN Pe3epBHO Konuu,

yaanenun PK;
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= NepemelleHumn PK.

2. Mocne ycnewHoro 3aBepLUeHns 3agadun pes3epBHOro KonMpoBaHUa pesepBHasa Konus
OyaeT nomMelleHa B XpaHUNuLLEe pe3epBHbIX KOMWIA, a MHGOpMaLus o Hen byaeT pas-
MelleHa B pasaesnie Penosutopuin.

14.7. C noMoOLLbIO YTUIUT

14.7.1. Pe3epBHOe KONUpoBaHue

BbinonHMTE pe3epBHOE KOMMPOBAHNE Ha KIMEHTE PE3EPBHOIr0 KOMMPOBAHUA C MOAYNeM
MS SQL (c TOHKMMM HacTponkamMmn Mogyns):

rb_archives -c <resource> -m mssql_win -e
"compression:true, number_of_disks:3"
rpe:

e MapamMeTp -c YKasbiBaeT MMSA pPe3epBUPYyEMOro pecypca;

e <resource> — InstanceName uma pesepsBupyemoro sksemnnsapa MS SQL Server.
[na npocMoTpa AOCTYMHbIX PECYPCOB BbINOSIHUTE B TEPMUHANE KOMaHAY:

C:\RuBackup-win-client\modules\rb_module_mssql_win -1

e MapaMeTp -m yKasblBaeT UCMOJIb3yeMbli MOAYb;

e <mssql_win> — Ha3BaHWe MOAYNA, A4N1A NPOCMOTPA LOCTYMNHbIX MOAYEN BbINOHUTE
B TepMMHaNe Ha KJIneHTe PK KOMaHAay:

rb_archives -L

e MapameTp -e ykasbiBaeT Pasgen 1/.7.

14.7.2. BoccTaHOBNEeHUue
[locTynHble cnocobbl BOCCTAaHOBEHUS:

e LlEHTPann3oBaHHOE BOCCTaHOBMEHNE 6a3bl AaHHbIX U3 Pe3ePBHON KOMUM BO3MOXHO
nocpeacTBOM YTUNNTbI KOMaHOHOM CTPOKN rb_repository;

e JlIOKaNbHOE BOCCTAHOB/IEHME 6asbl faHHbIX U3 pesepBHO|7| KOMuu Ha kKnneHTe PK BO3-
MO>XHO rnocpencTBoM yTunnT KOMaHgHoM CTPOKM rb_archives.

JlokanbHOe BOCCTaHOBJIeHUue C
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pa3BepTbiBaHUEM

[lna NoKanbHOro BOCCTAHOBNEHNEN PE3ePBHON KOMWUM Ha KITMEHTE Pe3epBHOro Konmpo-
BaHWA C pPa3BEPTbIBAHMEM BbINONHUTE:

rb_archives -x <id> -d <restore_path>

JlokanbHoe BOCCTaHOBJIeHUe 6e3
pa3BepTbiBaHUA

[ns nokanbHOro BOCCTaHOBNEHUS PE3EPBHON KOMUN Ha KIIMEHTE Pe3epBHOro Konmpo-
BaHMs 6e3 pasBépTbiBaHMA (PK 6ygeT BOCCTaHOB/IEHA TOJSIbKO B YKasaHHYHO Marnky)
BbIMNONHUTE:

+

rb_archives -X <id> -d <restore_path>

rae:

e MapamMeTp -x yKasblBaeT Ha BOCCTaHoBMeHNe PK nnm LLenoyku pesepBHbIX KONWNA;

e MapaMeTp -X yKa3sblBaeT Ha BoccTaHoBfieHNe PK 6e3 pa3BépTbiBaHUs (6e3 BoccTa-
HOBJIEHMSA Ha LieNIeBOM pecypce);

e <id> — uaeHTUPUKaTOp BOCCTaHABNMBAEMOW pe3epBHON KOMNUN.

[na npocMmoTpa id Bcex pe3epBHbIX KOMUW, BbIMOSIHEHHbIX TeKYLWUM KaneHToMm PK
BbINOJTHNTE!

rb_archives

e MapamMeTp -d yKasblBaeT JIOKaNbHbIA KaTasor BOCCTAaHOBNEHNSA Pe3ePBHON KOMUN;

e <restore_path> — NONHbIN NYyTb [0 SIOKaNbHOro Katanora socctaHoBneHnsa PK.

14.7.3. MpocMoOTp ouepenm sagad

o [1na oTcnexunBaHus BbiNosHeHUA Bcex 3agad CPK RuBackup BbinonHuTe:
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14.7. C NnOMOLLbIO YTUAUT

rb_task_queue -v

e [1Na oTCneXnBaHUsA BbIMOSIHEHMA 3a4a4 Ha TeKyLleM KNMeHTe pe3epBHOro Konmpo-
BaHWNA BbINOJIHUTE!

rb_tasks -v

[1] OduumnanbHas gokymeHTaums MS SQL Server
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NnaBa 15. O6HOBNEHUue

O6HoBMEHNE MOAYNs MPOM3BOAUTCA TONbKO BMecTe C KnmeHToM PK RuBackup (cm.
O6HoBneHne CPK).
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FnaBa16. YaaneHue

YpoaneHne moayns nponsBoguTCcs TONIbKO BMecTe ¢ KnmeHToM PK RuBackup (cMm. Yaa-
neHune CPK).
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naea 17. NpunoxxeHusn

Paspnen 17.1

Paspnen 17.2

Paspen 17.3

[application_4]

17.1. TOHKMe HaCTPOMUKU MoA YA Npu BbinoJsiHeHun PK

17.1.1. U3sMeHeHMe NapaMeTpPoOB TOHKUX HacTpPoeK MoAyns
[Ona n3aMeHeHnsa TOHKUX HacTpoek moaynsa MS SQL:

1. OTKponTe OKkHO [lo6aBuTb NpaBuno rnob6anbHoro pacnucauus 1 CpoyHoe PK.
2. BoibepuTe none Tun pecypca.

3. HaxmwuTe [...].

4. BbINOSIHUTE TOHKYH HAcTporKy Mmogynsa (Tabnvua 5).

5. Haxxmunte OK ons coxpaHeHus yCTaHOBMEHHbIX 3HAaYEeHUN.

o KHONKa 3HauyeHUs No YMOJNYaHUIO cbpacbiBaeT BCe TeKyllme HacTpOWmKU napa-
MeTPOB W UCMNOMb3yeT 3HaYeHUA NO YMOJIYAHUIO, YCTAHOBJ/IEHHbIE B KOHpUrypa-
LMOHHOM danne Mopay s MS SQL C:\RuBackup-win-
client\etc\rb_module_mssql_win.conf.

17.1.2. NapamMeTpbl TOHKOA HACTPONUKU MOAYNA

Tabnuya 5. lNapameTpbl TOHKOW HAaCTPOVIKU Moayssi MS SQL

Bo3Mo)Hble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YyaHuI0)

AKTUBUPYNTe nepeknovatens @ pna aBTOMaTUYeECKOro
nepeknrodeHuns Ha NonHein Tun PK, B cnyyae owmnbKn:

. true, false
¢ Mpu NpoBepke guddepeHunanbHON NN NHKPEMEHTarb-

switching_to_full
HOW L,enoYKU; (true)

* MpPU BbIMNOSHEHUN MHKPEMEHTANbHOIrO PE3ePBHOro KOMu-
poBaHus

PesepBHOE KOMUPOBaHMe B yKa3aHHOE YNCo Gpainsos:

Llenoe 4ucno B

e pe3epBHOE KOMMpOBaHMEe ByaeT BbINOMHEHO B HECKOSb-
avnanasone [1;..]

number_of_disks KX NOTOKax;
¢ yBeJINYeHne CKOPOCTU pe3epBHOro KonnpoBaHus; (1)

o dannbl PK 6yayT co3gaHbl MEHbLUENO pasMepa.
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17.2. O6LWKe HaCTPONKN Pe3ePBHOrO KONUPOBaHNUA

MapameTp OnucaHue

AKkTuBMpYnTE nepeknovaTens €@ ONA cXaTus pes3epBHON
KOMuun.

Mpwn cxxaTum pesepBHON KoNuu:
compression
e yBeNIMYeHMe CKOPOCTU PE3EPBHOIro KONUPOBaHWS;

o dainn PK nmeeT MeHbLLUI pasmep;
e YBENMYMBaETCSH Harpyska Ha npoLeccop

AkTnBnpynTe nepeknovatens © ana NCNonb3oBaHWA napa-
use_buffer_parame MeTpoB buffer_count WU max_transfer_size
ters
Mpu geakTuBaumm nepeknodaTens @ éyneT

Obuee konuyecTso 6ydepoB BBOOA-BbIBOAA, UCNOMb3YEMbIX

Ons onepaumn pesepBHOro KonmpoBaHus.
buffer_count

Bonbloe konnyecTso 6ydepoB MOXET NPUBECTU K OLLINOKE

«HEeAoCTaTOYHO NaMATU»

MakcuManbHbI 06bEeM NakeTa AaHHbIX B banTax gns
obMeHa flaHHbIMU Mexay SQL Server n pesepBHON Konnemn

max_transfer_size
Bo3MoXHble 3HayeHns KpaTHbl 65536 6anTam (64 KB).
AKTMBUpPYNTe NepekntodyaTtens @ ANns BbIMOJHEHUA pe3epB-

HOrO KOMMPOBaHMA C UCMOJIb30BaHNEM CYX6bl TEHEBOIO
use_vss_snapshot konuposaHus ToMoB VSS.

Mopaep>ka Tunos PK: nonHoe, guddepeHynansHoe.

Bo3MoO)XXHble 3Ha-
4YyeHus (no ymon-
YaHMI0)

true, false

(false)

true, false

(false)

Llenoe 4ucno B
onanasone [1;..]

(27)
Llenoe 4ucno B
OnanasoHe

[65536;4194304]

(4194304)

true, false

(false)

17.2. O6LULMe HACTPONKU pe3epPBHOro KonupoBaHusa

KHonka O6wue HacTpoiku Moayna NpefocTaBnseT creaylouwume
HaCTPOWMKN MHOIFOMOTOYHOrO pe3epBHOro KonnpoBaHua (Tabnvua 6):

Tabnuya 6. ObLymne napameTpbl HACTPONKN pe3epBHOIro KOnupoBaHms

MapameTp OnucaHue

worker_parallelis 3agaeT KONMYECTBO NOTOKOB, KOTopble ByayT obpabaThbl-
m BaTb W AeaynnmunpoBaTtb 610K JaHHbIX pecypca

© aKTMBUPYNTE NepeksoyaTesNb AN MHOMONOTOYHOW nepe-
Jauu gaHHbIX C UICMNOJIb30BaHMEM CETEBbIX MNOTOKOB B KOJIN-
yecTBe, YKasaHHOM B napameTpe network_parallelism

enable_multithrea
ding

napamMeTpbl AOJA

Bo3MoO)XXHble 3Ha-
4YyeHus (no ymon-
YyaHuI0)

(8)

true, false

(true)
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MapameTp

enable_flexible_d
edup

network_paralleli
sm

memory_threshold

deny_memory_excee
d

restore_corrupted
_blocks
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OnucaHue

© aKTUBMPYITE NepekoyaTeNb Asa UCNoSb30BaHUSA
HEeCKONbKMX Tabnuy aeaynnivkauum BMeCcTo Of4HOW.

Mcnonb3yeTcs BMeCTe C nepekovatenem
enable_multithreading AnS MOBbILLEHNA CKOPOCTW pe3epB-
HOro KonmpoBaHu4,

3afaeT KONMYecTBO NOTOKOB, KOTOpble ByayT nepefaBaThb
610KM faHHbIX Ha Megunacepsep.

Bnoku, noaroToBneHHblE worker NOTOKamMu, cobuparoTca B
byodepbl, KOTOpble byayT NepefaBaTbCA Ha cepBep.

Pasmep 6ydepa no ymonyaHuo coctasnsaet 100 M6, Ho ero
MOXHO U3MeHNTb B panne rbfd.cnf B 3HaYeHUU NnapameTpa
parcel-size.

Mpn yBennyeHun pasmepa bydepa MoXeT 6bITb NPEBbILIEH
pacxof namMaTK, 3afaHHbI NapamMeTpoM memory-threshold B
KOHPUrypaunoHHoM ¢anne oCHOBHOIo cepeepa
/opt/rubackup/etc/config.file;

YcTaHaBNuBaeT BEPXHIO rpaHuULy MCNonb3oBaHKA onepa-
TUBHOW NamaATu (B ['6) Npn cos3gaHnn pesepBHON KOMUK.

MuHUManbHOe 3HaYeHne napamMeTpa paBHO 4, NPU MeHbLLIEM
3HayYeHWe NapameTpa B NpoLecce pe3epBHOro KoNMpoBaHus
OyLeT BblBEOEHO NpefynpexaeHne n napameTp He bygeT
YYTEH

© aKkTVBMpPYNTE NepeksoyaTesNb B Cny4yae, ecnv npegblay-
Las MHKpeMeHTanbHas pesepBHas Konusa 6oina caenaH Bep-
cuen CPK RuBackup paHee 2.1.1-a.84, a TekyLllas Bepcus
CPK RuBackup 2.1.1-a.84 u BblLwe;

OnpegensetT crnocob® BOCCTAHOBMEHUS MNOBPEXOEHHbIX
pe3epBHbIX KOMUI (TONBbKO A1 MHKpeMeHTanbHoro PK):

e full_analysis — npu BbiBOpe JaHHOro BapuaHTa npo-
UCXOOUT CKaHupoBaHWe U BepuduKauua pesepBHON
Konuu onsa ee BOCCTaHOB/IEHUA:

e unchanged_only — npu BbIGOpe 3TOro BapwaHTa npwu
BOCCTAHOBJ/IEHUM  PE3EepPBHOM  KOMUU  UCMNOJb3YHOTCA
TOJIbKO HE NBMEHEHHbIE palnbl;

e disable — mapameTp OTKIOYaeTCcHA B AaHHOM BapuaHTe.

Bo3MoO)XXHble 3Ha-
4YyeHus (no ymon-
YaHMI0)

true, false

(false)

min = 4

true, false

(false)

full_analysis
unchanged_only
disable




17.3. TOHKME HaCTPONKM MOAY A NPU BOCCTAHOBMEHUM

Bo3Mo)kHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-

YaHMI0)

© aKTVBMpYNTE NepeksoyaTenb AN BbIMOMHEHUA oeaynnin-
Kaumn. B xpaHunuiie nepenaroTCs TONMbKO YHUKaSbHblE

6noku;

Q@ peakTUBUPYMTE NepekntovaTenb NS OTKIIOYEHNS aeqy- true, false
deduplication  naMKauuwn. B xpaHunuiie nepenaeTcs BeCb pecypc BMecTe C

nosTopsArWwMMUCA 6nokamun. CnegyeTt NOMHUTb, YTO Y Xpa- (false)

HUNKULLLA MOXET ObITb peannsoBaH CBOM COOCTBEHHbIN Mexa-
HU3M gegynnukaumm (Hanpumep, y 6104HOro0 yCTPONCTBa
NN peaynnmMkauua Ha ypoBHe ¢ainoBOi CUCTEMbI XpaHn-
nvuwa).

MpuBeaEHHbIE HACTPOWMKM AOCTYMHbl TakXe B KOHOUrypaunoHHOM daine
OCHOBHOIO cepBepa /opt/rubackup/etc/config.file.

17.3. TOHKMe HaCTPOUKU MoA YA NPU BOCCTAaHOBJIEHUMN

17.3.1. UaMeHeHMe NapaMeTpoB TOHKUX HAaCTPOEK Moayna

[Na naMeHeHnsa TOHKKUX HaCTpOoEeK MOoOYyJA:

a. B OKHe UeHTpannM3oBaHHOro BOCCTaHOB/IEHMA, B nosie NMapameTpbl BOCCTaHOBNE-
HUA ana moayna Haxmute [...].

1. JeakTnBupynte nepekntoyatesnis @ Ucnonb3oBaTb HACTPOMKU NO YMONMYAHUIO
ANA UBMEHEHNA TOHKUX HAaCTPOEK MOAYNA Npu BoccTaHoBNeHun PK.

I'Ipvl aKTuBaUWN nepeknryaTtend © Ucnonb3oBaTtb HaCTpOﬁKM no ymoJjiyaHuo

OyAyT UCMoNb30BaHbl 3anncaHHble Npu cosgaHum PK 3HauyeHns gaHHbIX napamerT-
pOB.

2. BbINONHUTE TOHKYK HAaCTPOMKY Moayna Tabnvua 7.

3. Haxxmunte OK gna coxpaHeHMa yCTaHOB/IEHHbIX 3HAaYeHUN.

17.3.2. NapamMmeTpbl TOHKOW HACTPOUKUN MOAYNA

Tabnuya 7. NapaMeTpbl TOHKON HacTPorKkn Moayna MS SQL
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MapameTp

norecovery

17.3. TOHKME HaCTPONKM MOAY A NPU BOCCTAHOBMEHUM

OnucaHue

AkTMBUpYnTe Nepekntoyatens @© nsa Toro, YTobbl OCTaBUTL
0asy faHHbIX B peXX1UMe BOCCTAaHOBNEHUSA (Hanpumep, npu
BOCCTaHOB/eHMN nonHom PK ¢ nocnegyrowmm BocCcTaHoBe-
HueM gnddepeHumnansHon PK).

Vcnonb3ynTte napameTp 4J1s BCex ornepawumn BOCCTaHoBMe-
HUA KpoMe NocnefHewn.

3anucb B CYB/[] Mexay BOCCTaHOBMEHUAMWM HE NMPOUCXOLUT.
MapamMeTp MOXET ObITb NOME3eH NpU BOCCTAaHOBNEHMN Ga3sbl

OaHHbIX Ha Secondary pennuke npu HacTponke Always On
availability groups.

Bo3Mo)kHble 3Ha-
4YyeHus (no ymon-
YyaHuI0)

true, false
(false)
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~.| NapameTp *.| Onncanwe *.| BosmoxHble 3HaueHus
(mo ymon4yaHwuto)

| worker_parallelism |3ajaeT konnuecTBO MOTOKOB, KOTOpble GyAyT yyacTBOBaTb B
npoLecce BOCCTaHOBNEHUS BIOKOB [aHHbIX pecypca |(8)

| memory_threshold |YcTaHaBnMBaeT BepXHIOK rPaHWLY WCMOAb30BaHUA OMNepaTUBHOM
namMsTy (B [6) Npy BOCCTAHOBIEHUN PE3EPBHOM KOMUN.

MNpn MeHbllEM 3Ha4yeHMe napameTpa B MpOLLecCe BOCCTAHOBMIEHMA GyaeT BbiBEAEHO
npeaynpexaeHne 1 napameTp He ByaeT YUTEH.

PekomMeHAyeMoe 3HayeHMe napameTpa MOXHO paccuyuTaTb Mo cnepyrouwen popmyne:
KONIMYeCTBO NOTOKOB (NapameTp worker_parallelism) + 4.

[NA BOCCTAHOBMEHUA pe3epBHOW KOMUW, CcOeNnaHHOM C UCNofib30BaHMEM MNapamMeTpa
memory-threshold, TpebyeTcsa OOMONMHUTENbHAsA onepaTUBHAA NamMATb Ha cepBepe B
pa3smMmepe 3% OT pa3Mepa 3ape3epBMpOBaHHOro pecypca.

[nsA BOCCTaHOBEHUSA pe3epBHON KOMUN C UCMONIb30BaHMEM memory-threshold Heob6xo-
AVMO [OMOSIHUTENIbHOE MeCTO Ha gucke B ¢ansioBOM nysie, B KOTOPOM HaxXoAATCA
MeTaflaHHble pe3epBHOW KOoMnuu, B pasMepe 2% OT pasmepa 3apes3epBUPOBAHHOIo
pecypca. |min = 4

(0)

NOTE: lNpunBefEHHbIE HACTPOMKN AOCTYMHbI TakXe B KOHGUrypauMoHHOM dainie OCHOBHOIo cepeepa
/opt/rubackup/etc/config.file.
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