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Nnhasa 1. HazHauyeHue

Cuctema pesepBHOro konmposaHua RuBackup n mogynbs VMware no3BonstOT BbIMOS-
HATb pes3epBHOE KOoMupoBaHMEe WM BoccTaHoBneHMe BM un wabnoHos BM nnatoopmbl
BUpTyanusauum VMware Bepcun 6.5, 6.7, 7.0 U1, 7.0 U2, 7.0 U3, 8.0 U1, 8.0 U2 nnn 8.0
uUs.
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naea 2. Pe3sepBupyemMblie flaHHble

PesepBHOE KOMMPOBaHNE MOXET BbITb BbIMOIHEHO:

e ONA BCEX UM BblbpaHHbIX AUCKOB BUPTYanbHOW MalWHbl NnaTtdopMbl BUpPTYyanusa-
umn VMware BHe 3aBUCUMOCTU OT COCTOSAHMA BUPTYasnbHbIX MalWH (BKIKOYEHa UK
BbIK/IFOYEHA).

Mopopep>xka PK Tnnoe gucka:

o thick-provisioned eager-zeroed disk;
o thick-provisioned lazy-zeroed disk;

o thin-provisioned.

[Mpn BbINOMHEHUN PE3EPBHOI0 KOMMPOBAHUA MPUMEHAETCA TEXHONIOrna co3faHuA
MOMEHTalIbHbIX CHUMKOB AaHHbIX O/ OUNCKOB BMpTyaﬂbHOM MallnHbl, YTO MO3BO-
NnAaeT He OCTaHaB/NBATb pa60Ty Ha BpeMA pe3epBHOINro KonnmpoBaHmMA.

e OANA WabnoHOB BUpTyanbHbiXx MawwuH (Template) nnatdopmbl BUpTyanusauuu
VMware.

Mopopep>xka wabnoHos BM:

o Tuna VM Templates B 6ubnnoteke VMware Content Library.
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naBa 3. PeXXuMbl TpaHcnopTa gaHHbIX ONs
BUPTYaJsibHbIX MaLLUWUH

Moaoynb VMware nopnep>XuBaeT crefyrouwme pexXunmbl TpaHCNopTa AaHHbIX Npw
pe3epBHOM KOMUPOBAHUN U BOCCTAHOBNEHUM OaHHbIX BM:

e file;

e san;

e hotadd;

e nbdssl;

e nbd;
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naea 4. Tunbl pe3epBHOro KONUPoOBaHUA

Moaynb pe3epBHOro KOMMPOBaHUS WU BOCCTAHOBMIEHMS BUPTYaNbHbIX MalWH nnat-
dopmbl BUpTyanusaumm VMware nogaepxusaeT criefyroline TUMbl Pe3epBHOro Konm-
pPOBaHUS:

e MOSIHOE pe3epBHOE KOMMpoBaHWe. Kaxablh pa3 npu BbINOIHEHUN 33afauyn peseps-
HOrO KOMMUPOBaHWUS U3 UCTOYHMKA KOMUPYHOTCA BCe AaHHble 6e3 U3bATMA. ITOT TuUN
pPe3epBHOro KOMMPOBaHUA Hanbonee MeafieHHbI U pecypco3aTpaTHbIi, HO obecne-
YyMBaeT HanbobLUY NOMHOTY U TOYHOCTb COXPAHEHUS AaHHbIX;

* WHKPEMEHTaNIbHOE pPEe3epBHOE KOMUPOBaHWE. ITOT TUM PE3EPBHOro KOMMPOBaHMUA
npegHasHa4deH gnda KornnmpoBaHUA TOJIbKO NSMEHUBLUNXCA OaHHbIX.

CHavana cosfgaeTcs MoJjiHasi pe3epBHaa kKonus. lNocnepyrolwme pesepBHble KOMUK
coAepXaT [OaHHble, USMEHUBLUMECA C MOMEHTa CO30aHMsa NocnefHein pesepBHOW
Konun (n,06aBOYHOW MW NOSTHON).

[nAa BOCCTAHOBNEHUS [aHHbIX MOTPebyeTCA MNOSHAas pes3epBHas Konuda, Ha base
KOTOPOW cOo3faHa BOCCTaHaBNMBaeMasa MHKPEMEHTaNbHaa pesepBHaa Komnus, U Bce
Ao6aBoyHble KOMUK, CO3[aHHble C MOMEHTa CO34aHMA NOSTHOW pPe3epBHOM KONUK [0
MOMEHTa CO34aHNA BOCCTaHaBNMBaAeEMOW pe3epBHON KONuu;

o andodepeHLmanbHoe pe3epBHOE KOMMPOBaHUE. ATOT TUM Pe3epBHOr0 KOMUPOBaHUA
COXpaHsAeT TOMbKO AaHHble, U3MEHEHHbIE CO BPEMEHWN BbIMOSIHEHUS NpeablayLLero
MONTHOrO Pe3epPBHOI0 KOMMPOBaHWS;

B xoae pesepBHOro KOMMPOBaHUSA BO BCEX Clydasx M3 pPe3epBHON KOMUM yaanstoTcs
ay6nvpyrolime 61oku (Bcerga BbINOMHAETCA NoKanbHasa aenynnukaums).
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Fnaea 5. Cnoco6bl pe3epBHOro KoNUMpoBaHus

Moaynb VMware MOXEeT BbINOMHATL pe3epBHOE KOMMpoBaHME BUPTYasbHbIX MallnH U
lWabnoHoB BM HeckonbKuMu crnocobamu:
e BCero ancka BM/wabnoHa BM;

e BblbpaHHbIX auckoB BM/wabnoHa BM ¢ ucnonb3BaHMeM  NapameTpa
disks_black_list;

e C ucnonbsoBaHvem texHosnoruv Changed Block Tracking (CBT) - oTcnexwuaHue
N3MeHeHnsa 610KoB AaHHbIX Ha BM. MNogaep>xka MHKpEeMeHTanbHoro n anddepeHymn-
aslbHOroO TUMOB PE3ePBHON0 KOMMPOBaAHUS.

Mcnonb3oBaHMe 3TOro cnocoba:

o yCKopsieT npouenypy cosgaHmsa PK BM/wabnoHa BM;

o ONTUMU3UPYET nNpousBOAUTENbHOCTb KkKnueHTa PK u mMogyna VMware npwu
cospgaHu PK BM;

e pe3epBHOE KOMuMpoBaHMe aJuylouMpoBaHHbIX YacTtel gucka BM gna AuWCKoB Tuna
thin-provisioned u thick-provisioned lazily zeroed.

Mcnonb3oBaHme aToro crnocoba:

o YMEHbLIAeT BPeMSA BbINONIHEHNSA PE3EPBHOI0 KOMUPOBaHUS;
o YMeHbllaeT 06béM PK BM;

e C NCMNONb30BAHNEM TEXHONOI ML MPAMOro NOAKNHYEHNA KECTKMUX ANCKOB.
Mcnonb3oBaHMe 3TOro cnocoba:

o ycKopsieT npoueaypy cospanusa PK BM ;

o yMeHbllaeT TpeboBaHMA K CBOOOOHOMY AWUCKOBOMY MPOCTPAHCTBY Ha KIMEHTe
pe3epBHOro KOMUPOBaHUsA, Tak Kak He TpebyeTcA co3faHue MpPoOMeXYTOYHbIX
BPEMEHHbIX ¢annoB Ha knneHTe PK.
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FnaBa 6. Tunbl BOCCTAHOBNIEHUA AAHHDbIX

CPK RuBackup noggep>xuBaeT criegytowime Turnbl BOCCTAaHOBNEHUA WABMOHOB U BUPTY-
anbHbIX MaWKWH nnaTtoopmMbl BUpTyanmsauum VMware ns pesepsHOM Konuu:

e MOJIHOE BOCCTaHOBNEeHNEe 6e3 pa3BEpTbiBHUA. PesepBHasa konua 6yneT BOCCTaHOB-
NeHa B yKa3aHHY nanky;
e MOJIHOE BOCCTAHOBJ/IEHNE C Pa3BEPTbIBAHNEM:
o B OPUrMHanbHyt (MCXOLHYHO) BUPTYasibHYH MaLUMHY:
o C CO3[aHMEM HOBOW BMPTYyasibHOW MalUVHbI;
o C CO3[aHMEM HOBOW BMPTYyallbHOW MaLlMHbl N KOHBEpTaLmen e€ B LLAGIIOH;

o C CO3[aHMeM HOBOW BUPTYyaslibHOM MalUMHbl U CO34aHNEM Ha e€ oCcHoBe LwabfoHa
B Content Library 6utnuoteke VMware.
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7.1. BepCnoHHOCTb Npun BoccTaHoBneHun PK

FnaBa 7. Cnoco6bl BOCCTAHOBJIEHUA ALJAHHbIX

CPK RuBackup noggep>xuBaeT crnegyrouime cnocobbl BOCCTAaHOBNEHUSA WaBMOHOB UK
BUPTYanbHbIX MalWmnH nnaTtdopmbl BUpTyanusaumm VMware n3 pesepBHON KOMUK:

e LleHTpann3oBaHHOe BoccTaHoBNeHne BM 13 pesepBHO KONUM 0aHUM U3 COCOOOB:

o B MpUNoXxeHnn «MeHeaxep agMUHUcTpaTopa RuBackupy;

o C UCNOJIb30BaHMEM YTUMNTbI KOMaHOHOW CTPOKU rb_repository.
PekomMeHayeTCA UCMOMb30BaTh LLeHTpaM3oBaHHOE BOCCTaHOBNeHNe BM.

¢ JIOKanbHoe BoccTaHoBeHne BM 13 pesepBHOW KOMUKU Ha KnneHTte PK ogHUM U3 cro-
cobosB:
o B MpunoxeHnn «MeHepgxep knueHTa RuBackup» yepes gui-uHTepdenc;

o C UCNOJIb30BaHMEM YTUNNTbI KOMaHOHOW CTPOKU rb_archives.

7.1. BepcuoHHOCTb npu BoccTtaHoBneHuu PK
BoccTaHoBneHne pe3epBHbIX KON BO3MOXHO:

e Ha nnatdopme BupTyannsaumm vCenter sepcun 6.5 N3 pe3epBHON KONUn Ans BUPTY-
anbHon MawwmnHbl vCenter Bepcun 6.7, 7.0 n 8.0, ecnn CNUCOK YCTPOMUCTB BOCCTaHaB-
nMBaemMomn BUpTYyanbHOW MalLnHbl nogaepxusaetcs B vCenter 6.5;

e Ha nnatdopme BupTyanusauymm vCenter sepcum 6.7 N3 pesepBHON KOMUN 4S8 BUPTY-
anbHOM MaluHbl vCenter Bepcun 6.5, a A4ng BUpTyanbHOW MalmnHbl vCenter Bepcun
7.0 nnn 8.0 - ecnn CnNMCoK YCTPONCTB BOCCTaHaBNMBaeMOW BUPTYaslbHON MaLUUHbI
nopaepxusaetcs B vCenter 6.7;

e Ha nnatdopme BupTyanmsaumm vCenter sepcum 7.0 N3 pesepBHON KONUWN A9 BUPTY-
anbHon MawwuHbl vCenter Bepcum 8.0, ecnn CNUCOK YCTPOWUCTB BOCCTaHaBIMBAEMOWN
BUPTYyasbHOM MallUHbI nogaep>xuneaetca B vCenter 7.0.
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Nnaea 8. KoMnnekT nocTtaBkKu

OunctpnoyTtme moagyna VMware noctaBnseTca B Buge deb-nakerta ¢ UMEHEM:

rubackup-vmware_<version>_amd64.deb

roe <version> — HOMEpP BEPCUN MOCTaBIAEMOro Moayns.
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naea 9. PexkomeHpgauum npu pesepBHOM
KonupoeaHuu wa6noHos BM

1. BoligenuTte oTAenbHbIN y3en ANA pe3epBHOro KonmMposaHusa wabnoHos BM.

2. BoinonHAnTe nonHoe pesepBHOe KonupoBaHue wabnoHoB BM. ObecrnevyeHa nop-
Aep>XKa WUHKpeMeHTanbHoro n guddepeHumanbHOro pesepBHOro KONMpoBaHUA, HO
ncnonb3oBaHMe 3TUX TUNOB PE3ePBHOIO KOMMPOBaHWSA HellenecoobpasHo.

1Mus74




VMware

naBa 10. OrpaHuyeHun

YaoaneHHas penavkauua BupTyasbHbIX MalWWH He nogaep>XXnBaeTcs.
['paHynsApHoOe BOCCTaHOBEHNE BUPTYanbHbIX MallWH He Nogaep>XuBaeTcs.

Pe3epBHOe KonuposaHue gucka BM c napameTpoM backup_whole_disk = false TOH-
KOW HacTpomnkn moayna VMware:

o ONA XpaHunuw,a Tuna NFS 6yaeT BosBpaweHa 100% annokauuo aucka, To ecTb
pesepBHOE KOMMpoBaHMe ByaeT BbIMNONHEHO ANA BCero o6bémMa AUCKOBOro npo-
CTpaHCTBa.

BbINnonHeHe CKPUNTOB BHYTPU BUPTYanbHOW MalUMHbI NOALEPXMBAETCA ANA cpeabl
BupTyanmnsauymm VMware sepcun 7.0.2.0 v Bbliwe.

Mpw pes3epBHOM KOMMPOBaHWM WabnoHoB BM BbINoMHEHME CKPUNTOB UTHOPUPYETCS.

PesepBHOe KonnpoBaHMe 1 BoccTaHoBrieHne BM n wabnoHoB BM TpebyeT nepeHa-
CTPOMKW NapamMeTpoB MOy,
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11.1. AnnapaTtHble TpeboBaHUsA

naBa11. CuctemMHble Tpeb6oBaHUA
11.1. AnnapaTHble TpeboBaHUA

Y3en knuveHTta PK
Heobxoanmeil:
e CBOOOOHOE MECTO Ha XECTKOM AUCKe:

o Tpwn 6e3areHTHOM MeToae YCTaHOBKU MOoAY A VMware:
HDDfull = Vbackup x 1,05 @ @

o MNpu ycTaHoBke moayna VMware Ha BM nnatdopmbl BUpTyanusayum n UCNosb30-
BaHWUN QYHKLMKM use_hotadd:

HDDfull = Vbackup x 0,05 @ ®

roe:

@ V occey — OOBEM pe3epBrPYeMbIX (M BOCCTAHABAMBAEMbIX) [aHHbIX;

9 1,05, 8,085 — KO3pPUNLMeHTbI 3anaca.

e CeTeBOW [oCTyn knueHTa PK K ynpaBndawowemy y3ny nnatoopmMbl BUpTyanusauum
VMware.

11.2. NMporpaMMHble TpeboBaHUnA

Y3en knueHnTta PK
Heobxoanmbl:

e 64-6UTHaA onepauUnoHHaa cucTema:
o Ubuntu 20.04;

KNMEHT pe3epBHOro KonvpoeaHua RuBackup;

YTUNUTbI: openssl, unzip, file, dmidecode;

nporpaMmMHoe obecnedyeHne Ansa ynpaBneHns pesepBHbIM KOMMPOBaHMEM N BOCCTa-
HoBneHnemM BM/wabnoHos BM (nnu):

o MeHenxxep agmuHucTpatopa RuBackup (RBM);
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o YTU/NTDbI KoOMaHgHou CTPOKW.

Y3en VMware
Heobxoanmbl:

e nnatdpopma BupTyanmnsaymm VMware sepcumn 6.5, 6.7, 7.0 U1, 7.0 U2, 7.0 U3, 8.0 U1,
8.0U2nnm 8.0 U3;

e Ha BM nnatdopmbl BupTyanusauum VMware: Habop ytunut VMware Tools gns
BbIMNONIHEHUA CKPUNTOB BHYTPWY BM o0 1 nocne co3gaHna MrHOBEHHbIX CHUMKOB AUC-
KoB BM.

11.2.1. Tpe6oBaHus K ynpasnswowemy ysny vCenter

[ns BbINOMHEHNA pPe3epPBHOro KOMMPOBaHUA U BOoCCTaHoBneHns BM Heobxogum ynpas-
naowmn ysen vCenter sepcum 6.5, 6.7, 7.0 U1, 7.0 U2, 7.0 U3, 8.0 U1, 8.0 U2 nnn 8.0
U3, ycTtaHoBneHHbIn Ha OC Linux, nn6o Bepcun 6.7, ycTaHoBneHHbIn Ha OC Windows.

14 n374




12.1. MNopgroToBKa K yCTaHOBKe

naBa 12. YcTaHOBKa

e Paspen12.1;
o Paspen12.2;
e Pazpen 12.3.

12.1. MoaroToBKa K yCcTaHOBKeE

12.1.1. MogroToeka y3na knueHTa PK

MecTo ycTaHOBKU MO YA

KnneHTt PK n mogynb VMware MoryT ObITb yCTaHOBMEHbI Ha IO60OM y3ne — BUpPTYyasb-
HOM WX annapaTHOM, UMetloLeM AOCTYN ANA NOAKMYEHUA K nnaTdopmMe BUpTyannsa-
LUK B COOTBETCTBUN C NapaMeTpaMu B KoHOuUrypaunoHHom danne mogyna VMware.

YctaHoBKa KnueHTa PK

1. BbINOMHUTE NOArOTOBKY K ycTaHoBKe knneHTa PK.
2. PasBepHuTe KnneHTa PK.
3. HacTtponTte knueHTta PK.

4. BbINOSIHUTE HACTPOMKY Mosb30oBaTENEN.

CeTeBble HaCTPOMNKHN

MNpoBepbTe ceTeBble HACTPOMKM MOAKMOYEHMA y3na knneHTa PK K y3ny OCHOBHOro
cepsepa CPK:

e HACTPOWNKWM NOKaNbHOW CeTH;
e CeTeBOW O0CTYN MeXay y3namu;
e CeTeBble NoPThl;

e HaCTPOMKK 6asbl JaHHbIX.
YcTaHoBKa YTUNNT

YcTaHoBUTE YTUNNTDBI:

sudo apt-get -y install openssl unzip file dmidecode

PekomeHnpauum

PekomMeHaoyeM BKIHOUYUTb QYHKLMIO LLeHTPaNn30BaHHOrO BOCCTAHOB/IEHUA Ha KI/IMEHTe
PK onsa ynpaBneHWs BOCCTAHOBMEHMEM [aHHbIX B NPUIOXeHUn MeHegxxep aamMuHU-
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cTpatopa RuBackup:

1. OTkponTe KoHburypaummoHHbin dann knneHTta PK.
2. [lnsa napameTpa centralized-recovery YCTaHOBUTE 3HAYEHNE yes.
3. CoxpaHuUTe U3IMEHEHMA.

4. MepeszanycTuTe KNMeHT PK.

B Tex cnydaax, Korga ueHTpam3oBaHHOE BOCCTaHOBNEHUNE PE3EPBHbIX Konun He xena-
TeNbHO, HarpumMmep, Korga BoOCCTaHOBJIEHNE OaHHbIX ABNAETCA 30HOW OTBETCTBEHHOCTU
BNnagenbua KNMeHTCKON CUCTEMDI, 3Ta (DYHKLI,I/IOHaJ'IbHOCTb MOXeT BbITb OTKJIFOUYEHA Ha

KNMEHTE pPe3epBHOro KOMMpPOBaHUS.

12.1.2. NMoarotoBKa AaHHbIX ANA noaknioyeHus K nnatpopme VMware

Monyunte y agMuUHUCTpaTopa nnatdopmbl BUpTYyanusaunm VMware cnegyrouwme gaH-
Hble 419 HaCTPOWMKKU NoakoveHna K API:

1. IP-agpec nnu nonHoe gomMeHHoe umsa cepeepa VMware vCenter (FQDN).

2. YYéTHble faHHble Nonb3oBaTena Ana aBTopmsaunm Ha nnatpopme BUPTyanusayuu
VMware.

3. MNopT gna yctaHoskn NFC-nogknoveHus K y3ny runepsunsopa ESXi.

4. MopT ona asTopmsaymm Ha ysne nnatoopmbl BUpTyanusauum VMware.

12.2. YcTaHOBKaA NakeToB

1. Ha nogrotoBneHHoM y3ne knneHta PK ocTaHOBUTEe cepBUC KIMEeHTa pes3epBHOro
KOnupoBaHuA:

sudo systemctl stop rubackup_client.service

2. YcTaHoBuTE Moaynb VMware:

sudo apt install ./rubackup-vmware_<version>_amd64.deb @

roe:

@ rubackup-vmware_<version>_amd64.deb — ycTaHaBNMBaeMbl MakeT MOAYNS
VMware aKkTyanbHON BEpCUMN.

3. 3anycTuTe CepBUC KIMEeHTa pPe3epBHOro KONMMpOoBaHUS:
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12.3. CTpyKTypa yCTaHOBNEHHOro NakeTa

sudo systemctl start rubackup_client.service

12.3. CTpyKTypa YCTaHOBJIEHHOr O NakeTa

B pesynbTaTe yctaHoBku moayna VMware:

Tabnuya 1. CTpyKTypa yCTaHOBJ/IEHHOIr0 naketa Moay s
CTPYKTYPHbIiA 3/IeMEHT HasHauyeHue anemMmeHTa

/opt/rubackup/etc/rb_module_vmware_vm.conf  KoOH®UrypauuoHHbii ¢ann mogynsa VMware

YTunuTta pe3epBHOro KonnpoBaHmna n BOCCTaHOB-

t/ruback dul b_modul
R B el =l neHus BM nnatdopmbl BupTyanmsauunm VMware

dann xypHarna cobbITUN pe3epBHOro KonnmpoBsa-
/opt/rubackup/log/rb_module_vmware_vm.log HWUA U BOCCTAHOBJ/IEHNA C NCNOMIb30BaHNEM
mopyna VMware.
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naea 13. HacTpounka

1. YcTaHOBUTe 3Ha4yeHuA napamMeTpoB Moaynsa VMware B KoHOUrypaLunoHHoM Ganne:
sudo nano /opt/rubackup/etc/rb_module_vmware_vm.conf

2. CoXpaHUTe N3MEHEHMUS.

3. [1na npuMeHeHNA HacTpoeK nepesanycTute cepsuc knmeHta PK RuBackup Ha y3ne,
Ha KOTOPOM ycTaHoBNeH KnneHT PK n moaynb VMware:

sudo systemctl restart rubackup_client.service
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naBa 14. NNpoBepka paboTbl MOAyna

[na npoBepkn paboTocnocobHOCTU MOAYA BbIMONHUTE:
/opt/rubackup/modules/rb_module_vmware_vm -t

KpuTepuemM ycCrnewHoCTN yCTaHOBKM W HacTpomknm mopyna VMware Takxe ABnseTcH
3anMcb O ero YCrewHon NpoBepKe KIMEHTOM Pe3epBHOr0 KOMUPOBaHUA B XYypHane
CcobbITUN /opt/rubackup/log/RuBackup.log.

.module 'VMware' was checked successfully

Ecnn B XypHane cobbltun /opt/rubackup/log/RuBackup.log ecTb coobuieHne o
HenpaBWbHON KOHGUrypauum moaynsa VMware, To NpoBepbTe HACTPOWKN KOoHbUrypa-
LWOHHOro ¢anna.

Ecnn owwnbka He nopgpaeTca aHanuidy, To agMuHucTtpaTtopy CPK cnepyeT cosgaTb
WHUWNOEHT B cepBuCe TexHu4deckon noppep>Xkm RuBackup ¢ npepocTtaBneHMeM BCeW
HeobxogumMonm uHGopMaLUMM Mo BO3HUKLWEN npobremMe Ha oouuManbHOM CcanTe
https://support.rubackup.ru/bugzilla.
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FnaBa 15. Pa6boTa ¢ faHHbIMU

PesepBHoe konupoBaHve BM u wabnoHoB BM nnatdopmbl BupTyanmsaunm VMware
MOXET BbINOMHATLCA HECKONbKNUMK cnocobamu:

e H6e3areHTHbIM METOAOM, TO eCTb 6e3 ycTaHoBKM KnneHTa PK RuBackup n mogyns
VMware BHYTpPb rOCTEBON CUCTEMbI, YTO NO3BOMAET CO34aBaTb MOJIHbIE, UHKPEMEH-
TanbHble U guddepeHymanbHble pes3epBHble KONMMM 6e3 OCTaHOBKU BUPTYanbHOM
MaLllWHbl C MMHUMAasbHOW HarpysKkom Ha y3en n obecrneyeHnemM HENPEPbLIBHOCTK NpPO-
Lecca;

e C YCTaHOBKOW K/IMEHTa pe3epBHOro KonnposaHusa n moayna VMware Ha BUpTyanb-
HOM MaLUMHe nnaTdopMmbl BUpTyanmsaumm VMware.

Mpn gaHHOM cnocobe pasBEPTbIBaHUA KMeHTa PK BO3MOXHO MUCMOMb30BaHME TOH-
KON HacTpOWKM Moayna use_hotadd, No3BONAKOLLEN MOHTUPOBATb ANCKU K BM knun-
eHTa PK 1 He co3paBaTbh NPOMeEXYTOYHbIX BpeMeHHbIX ¢annos Ha BM knneHTa PK.

15.1. OnucaHue noaroToBKu

1. MpoBepbTe BbINOSIHEHUE CUCTEMHbIX TpeboBaHUN.
2. [poBepbTe BbINOSHEHUE MOATOTOBKM K YCTaHOBKE.,

3. MpousBeanTe HacTPOUKY MOLYA, YCTAHOBUB 3HaYeHWs /15 CNeyolWnx napamer-
POB Ha y3e KnueHTa PK:

o YKaXunTe ayTeHTUPMKaLMOHHbIE AaHHble NoNb30oBaTeNnda A4 napamMeTpa login;

o CeTeBble HAaCTPOMKM ONA MNOAKIYEeHUs K nnatoopme BupTyanusaumm VMware
ANA napaMeTpoB:

= vcenter;
= port;

= nfc_host_port;

Ona pe3epBHOro konupoesaHusa wa6noHoes BM
YcTaHOBUTE 3HauyeHne napamMeTpa backup_instance_type vm_template = vm_template.

BoccTaHoBneHne WwabnoHoB BM MoeT 6biTb BbIMNOSHEHO MpY NHO60M 3HaYeHUn napa-
MeTpa.

Ina BocctaHoBneHusa BM
|_|pI/I MCNOJIb30OBaHUN TOHKNX HACTPOEK MOAYIA onpenennTe cineayroumne napamMeTpbl:

e datastore;
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e vm_folder;
e network;
* MUHUMYM OAWNH NapaMeTp:
o resource_pool;
o host_cluster;
o host.
Ecnn ToHKME HacTponky Moyna He 3afaHbl U UCMOMb3YKOTCA 3HAYEHUA NO YMONYaHWUIO,

TO AJ1S HEKOTOpPbIX MapMeTpoB ByAyT MCMOMb30BaHbl 3HAYEHWUSI MO YMOYaHWio, a Ans
HEKOTOPbIX — 3HaYeHusi, onpeaenéxHble Ha aTane cosaaHus PK.

3HayeHnAa napamMeTpoB datastore, vm_folder, resource_pool [OJIXXHbl COOTBETCTBO-
BaTb NapameTpaM y3na host, Ha KOTOpPbIN ByaeT NPON3BELEHO BOCCTAaHOBIIEHME.

IOna BocctaHoBneuusa PK wa6noHoe BM
[Mpy nCcnonb30oBaHUN TOHKNX HacTpoek Moya onpefennTe cneayrolme napamMmeTpbl:

e datastore;

e vm_folder;

e network;

¢ MWHUMYM OAUH NapaMeTp:
o resource_pool;
o host_cluster;
o host.

3HayeHnA napameTpoB datastore, vm_folder, resource_pool [OJIKHbl COOTBETCTBO-
BaTb NapameTpaM y3na host, Ha KOTOpbIN ByaeT Npon3BeLeHO BOCCTaHOBIEHME.

15.2. OnucaHue pe3epBHOro konuposaHus BM u
wa6noHoe BM
15.2.1. OrpaHuyeHun

Mpn USMEHEHUM TMMNA CYLLHOCTUN pe3epBHOro KonnposaHus (wabnoH BM nnm BM) Heob-
XOAUMO NPOU3BECTU NEPEHACTPOUKY rnapameTpos MOLYIIA.

15.2.2. 3anyck 3agauv Ha PK BM/wa6noHa BM

Mpn 3anycke 3agayn Ha co3fgaHne pesepBHOM KOMuUM BUPTYanbHOW MalluHbl/WwabnoHa
BM:

211374




VMware

1. Byp,eT rnpoun3eepeHa npoBepka COCTOAHUA BM — BKtOYeHa nnin BbiKOYEHa.

2. Tonbko gna PK BM (gnsa wabnoHa BM ckpunTbl HE UCMNOMb3YKOTCA): B CNydYae, ecnu
BM BkmtoyeHa, TO BHyTpu BM BbINONHAETCA MOAFOTOBMIEHHbIM  CKPUMT
/opt/rubackup/scripts/vmware_vm.sh (Npy HanM4YnUM) UM CKPUAT, NYTb K KOTOPOMY
yKasaH B KayecTBe 3HaudeHusa [Ond napameTtpa script_before_snapshot TOHKMX
HacTpoek Moayns, Ana cpedbl BupTyanusaunm VMware sepcun 7.0.2.0 v Bbiwe.

[na 3anycka cKkpuMnToB HeE0bXxoaMMo, YTobbl B rocTeBo BM 6bin ycTaHoBeH Habop
yTunnt VMware Tools.

Ecnu Baw cKkpunT M3MEeHAET COCTOoAHNE GanioBOM CUCTEMbI, TO ANA NpeaoTBpalle-
HMUA BO3MOXHOW MOTEPU 3TUX UBMEHEHUN OO/KHa 6biTb NpenBapuTesibHO BbIMOS-
HEeHa CUHXPOHM3aLUMA Kawa 1 ¢annoBon CUCTEMBbI.

3. B 3aBUCMMOCTW OT BbI6GpPaHHOM TEXHOMOMNMN PE3EePBHOI0 KONMPOBAHUA U HAaCTPOEH-
HOM c nomoubto Pasnen 18.1:

C ncnonb3oBaHUEeM TEXHOJIOrUMU npaMoro
noaoKN4YeHUA XXeCTKUX ANCKOB

Mpwn ycnosum:

o @ ¢nar yctaHoBneH Ans use_hotadd ;

o KIMEHT pe3epBHOro KONMpPoBaHUA pa3BEpHYT Ha BM nnatdopmbl BUpTyanusaumm
VMware;

o BCe [AMCKWU pesepBupyemMon BM nopnepXxmBaroT pPeXxumM TpaHcnopTa AaHHbIX
hotadd.

B pesynbTaTe:
o Moaynb VMware MOHTUpPYeT gUCKn K BM knneHTa pe3epBHOro KOnMpoBaHUA.

9TOo yckopsaeT npouenypy cosgaHnsa PK BM 1 ymeHblwaeT TpeboBaHus K cBoboa-
HOMY AWUCKOBOMY MPOCTPAaHCTBY Ha kNneHTe PK, Tak kak He TpebyeTcsa co3gaHus
NPOMEXYTOUHbIX BpeMeHHbIX ¢pannoB Ha knneHTe CPK RuBackup;

o Moaynb VMware ¢ NOMOLLb YTUIUTbLI rb_vmware_connector BbIMNOSHAET MIHO-
BEHHble CHUMKM TEKYLLEro COCTOSIHMA BCEX AUCKOB pesepBupyemonn BM. Ons
laboHOB BM CHUMKM TeKYLLEero COCTOAHUA He BbIMOMHAKOTCS.

MrHOBEeHHbIE CHUMKUK AMCcKoB BM BpeMeHHO ByayT pasMeLleHbl B €€ narke.
Ecnu:

o OOMH unn 6onee guck pesepsupyemMon BM He nopaepXuBaeT pexumMm TpaHc-
nopTa gaHHbIX hotadd.
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B pesynbTaTe:
o B )KypHane cobblTun moayna /opt/rubackup/log/rb_module_vmware_vm.log
oyneTt 3admnKCUpoBaHO NpegynpexaeHme ob ownbke pes3epBHOro KONMMpPOBaHUS;
o ByayT OTK/KOYEHbI BCe paHee MOLK/IYEHHbIE AUCKU pe3epBupyemMon BM;
o Moaynb VMware npoBepseT 3HaueHne backup_whole_disk:

» ecnu @ ¢nar He yCTaHOBNEH, TO ByAeT BbINOJSIHEHO pe3epBHOE KOMMPOBaHME
TONIbKO anfounpoBaHHbIX YacTen gucka BM B pexume TpaHcnopTa AaHHbIX,
KOTOpPbIN yKadaH ansa napamMmeTtpa disk_transport KOHOUrypaunoHHoro ¢anna
MOLYNSA;

= ecniv @© dnar yCcTaHOBJIEH, TO pe3epBHOE KoNMpoBaHue byaeT BbINOSHEHO A4
BCeX ANUCKOB BM LeNMKOM B peXxume TpaHcnopTa AaHHbIX, KOTOPbIA yKasaH
Ans napameTtpa disk_transport KoHUrypauymoHHoro ¢anna mogyns.

Pe3epBHOe KOnNUpoBaHMUe aNioLMpOoBaHHbIX YacTen
aAucka BM:

Mpwn ycnosuu:

o use_hotadd (nnw):
» Q@ ¢nar He yCTaHOBNEH;

« @© dnar yctaHOBNEH, HO OAWH UM Bonee guUck pesepsupyemon BM He noa-
OEep>XMBaeT PeXUM TpaHCMopTa AaHHbIX hotadd;

o @ ¢nar ycTtaHoBneH Ans backup_whole_disk.
B pesynbTaTe:

o MoayNb VMware 3anpawmBaeT KapTy anfoumMpoBaHHbIX obracten n onpegenser
% announpoBaHuA ANCKa;

o ONA OUCKOB Tmna thin-provisioned unmM thick-provisioned lazily =zeroed
BbIMNOJIHAETCA pe3epBHOE KOMMPOBaHME TOMbKO anioLMpoBaHHbIX YacTen gucka.

AnnoumnpoBaHHble YacTu gUCcKa - 3aTo Te 06s1acTu gUCKa, B KOTOpble NPON3BOaUTCA
3anncb JaHHbIX N KOTOPble OTMEYarTCA BHYTPEHHUMMU TPEKUHIOBbIMU CUCTEMaMU
VMware.

[na guckoB TuNa thin-provisioned U thick-provisioned lazily zeroed npu aToOM
crnocobe CKOpPOCTb Pes3epBHOro KonnmpoBaHus OyneTt 6onblie, TO eCTb BPeEMA WU
06béM PK BM 6yayT MmeHbLue.

Ona pnuckos Tuna thick-provisioned eagerly zeroed npu aToM cnocobe CKOPOCTb
pe3epBHOro KonnpoBaHMA 6y,u,eT MeHblle, YeM Mnpun obblYHOM crnocobe (,El,eaKTI/IBI/I-
POBaHHOM MapaMeTpe) 13-3a BO3POCLUMX OO6BbEMOB OaHHbIX, NOAEXallNnX peseps-
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HOMY KOMUPOBaHWIO.

Ona xpaHunnuwa Ttuna NFS 6ypeTt BosBpaweHa 100% annokauma gucka, To ecTb
pesepBHOE KOMMpoBaHMWEe OyaeT BbIMOMHEHO ANA BCero obbémMa AUCKOBOro npo-
CTPAHCTBa;

o OnAa guckoB TuMa thick-provisioned eagerly zeroed BbINOJIHAETCA pe3epBHOE
KOMMpoBaHMe BCcero obbeéma gucka;

o pesepBHada konua BM/wabnoHa BM ¢opmumpyeTcs us dpanna MeTagaHHbIX, KapTbl
annouMpOBaHHbIX YacTen AUCKa (Mpu akTMBaL MM COOTBETCTBYIOLLENO NapaMeTpa
MOAYNA) U Konuu guckos BM;

C ucnonb3sosaHuem texHosiorum Changed Block
Tracking (CBT) gns co3paHnsi UHKpeMEeHTaIbHON UK
andpodepeHyuanbHon PK

Mpwn ycnosuu:

o BbINOJIHEHa HacTpourka ¢yHkumm CBT gnsa BM Ha nnatdopme BupTyanusauum

VMware;
o disks_black_list He COOEPXUT pe3epBupyemMble aucku BM;
o ¢nar use_hotadd Q@ BK/HOUEH;

o ¢nar backup_whole_disk @ BK/HOYEH;
B pesynbTaTe:
o NEepBOHaYanbHO Heobxoammo cosgaTb nosHyrw PK ¢ wmncnonbsosaHnem CBT.

Moaynb VMware ¢ NOMOLLUbIO YTUANTbI rb_vmware_connector :

= CO3LAET OUPEKTOpUKO <Uma_PK>.snap_dir, B KOTOpOM OyAyT pasMeLleHbl
dannbl Npu BbINOSTHEHUM Pe3epPBHOro KonuposaHua ¢ ¢pyHkumnen CBT;

= ipoBepseT cocToAHne PyHKumm CBT ona BM n e€ gnuckos;
= 3aMnUcbIBaeT MHPopMaLmo o cocTosHum ¢yHkumm CBT B ¢pann changeld;

» BbINOJIHAET MIHOBEHHbIE CHUMKWN TeKYLL,Eero COCTOAHNA BCeX OUCKOB pe3epBu-
pyemor BM B gupektoputo snap_dir;

o nocnepgyrouiee MHKpeMeHTanbHoe unun gnedepeHymnanbHoe pesepBHOE KOMUPO-
BaHue. Mogynb VMware:

= C NMOMOLLBK YTUNNTLI rb_vmware_connector NMpPoOBepPSAET BbINOHEHNE YCITOBUMN
ANA ncrnonb3oBaHua TexHonorum CBT;

= 3anucbiBaeT MHGOPMaLMIO O COCTOAHMN dyHKLUMM CBT B pann changeld;

» 3anucCbiBaeT U3MeHeHUBLLMECH BTIOKN B dalsibl pe3epBHbIX KON Anuckos BM.
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4. Tonbko gna PK BM (ans wabnoHa BM cKpunTbl HE UCMNOMb3YKOTCA): NOCNe Co3haHus
pesepBHOM Konuu, ecnn BM BKtoueHa, To BHYTpU BM BbinonHAeTcA NoAroToBNEH-
HbI CKPUNT /opt/rubackup/scripts/vmware_vm.sh (NpW HanM4yMmn) NN NN CKPUNT,
nyTb K KOTOPOMY YyKasaH B KayecTBe 3HauyeHMa ONd  NapamMeTpa
script_after_snapshot TOHKMX HacTpoek MoAynda, ANA cpedbl BUpTyanusauyuu
VMware Bepcumn 7.0.2.0 n Bbliwe.

[na 3anycka cKkpuMnToB HeE0bXxoaMMo, YTobbl B rocTeBo BM 6bin ycTaHoBeH Habop
yTnnnt VMware tools.

5. Mogynb VMware onpegendeT NyTWU [0 KaXAoro gucka pesepsupyemon BM u
BbIMOJIHAET COOTBETCTBYIOLWYIO 3anucb B rbfd_file_list.
6. PesepBHas konusa BM nepemMellaeTcs B XpaHunvLLe Ha Megmacepsep.

7. Ecnn PK BbINONHEHa gNA anjounpoBaHHbIX YacTen gucka, TO MFHOBEHHbIE CHUMKM
anckos BM 13 cooTBeTCTBYOLWMX Nanok 6yayT yaaneHol.

8. B cnyvae nepegaym pesepBHOM KOMUN B XpaHUIULWeE AeAynMUNPOBaHHbIX pe3epB-
HbIX KOMWIA BCerga npoucxoguT nepefava TOSIbKO TeX YHMKanbHbIX 6/10KOB (4Ns
TOrO0 €& TUMa UCTOYHMKA AaHHbIX), KOTOPbIX eLle HET B XpaHuUmLe.

9. Ecnn PK BbIMosiHeHa oNa aniounMpoBaHHbIX YacTel AucKa, TO Nocfie BbIMOSIHEHUA
pe3epBHOro KonMpoBaHUa U nepeMelteHna PK B xpaHunuuie MrHOBEHHbIE CHUMKN
cocToaHna BM 6ygyT yaaneHbl U3 nanok gnckos BM Ha nnatoopme VMware.

15.3. OnucaHue socctaHosneuumsa BM v wa6noHos BM

15.3.1. UICTOYHUKM

[MonHoe BocCTaHOBNEHNE OaHHbIX BO3MOXHO:

e U3 nonHou PK;

e N3 HKpeMeHTanbHon PK.
B npouecce BoCcCTaHOBNEHUA NHKPEMEHTaNbHOW pe3epBHON KOMUN aBTOMaTUYeCKHn
OyaeT BOCCTaHOB/IEHA BCA L,eNnoYKa pesepBHbIX KOMWIA, HAYMHaA ¢ nocnegHen non-

HOW pe3epBHONM Konun BM, BKItoYasn BCe MHKPEeMeHTaslbHble pe3epBHble KoMK, cae-
JIaHHbIE Mocne Heeé.

15.3.2. 3anyckK 3aauv Ha BoccTaHoBNeHue BM

I'Ipvl 3anycke 3aga4yn Ha BOCCTaHOBJIEHNE p63€pBHOI7I KOoMnuu BMpTyaﬂbHOIZ MallNHbI:

1. Moaynb VMware akcnopTupyeT BoccTaHasnmeaemyto PK BM B ykasaHHbin KaTanor
pacnakoBKM Ha BbIOpPaHHOM KJIMEHTE pe3epBHOro konnposaHua RuBackup.

2. Ecnu nepeknoyatens BoccTaHOBUTb Ha LeneBoM pecypce Q@ fgeakTuMBMpoBaH (B
OokHe RBM «lLleHTpannioBaHHOe BOCCTaHOBMIEHME»), TO BOCCTaHoBreHne PK ocy-
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wecTenseTcsa 6e3 pa3BEpPThIBaHWUS PE3EPBHON KOMUM Ha BUPTYaslbHOM MalUUHE.

3. Ecnn nepeknovyatens BoccTtaHoBUTb Ha uenesoMm pecypce ®© akTuBMpoBaH (B
OKHe RBM «lLleHTpannsoBaHHOe BOCCTaHOBMIEHME»), TO BOCCTaHoBneHne PK ocy-
LLLeCTBNAETCA C eé pa3BEPTbIBAHMEM Ha BUPTYaslbHYH MalUMHY (B 3aBUCUMOCTU OT
BbI6paHHOM TOHKOW HAaCTPOMKK MOAYNSA ):

o PK pacnakoBbiBaeTCs BpeMeHHO B nanky Ha y3ne knneHTa PK;

o Moaynb VMware npoBepseT 3HayeHus napameTpoB datastore, vm_folder,
resource_pool MeTafaHHbIX BOCCTaHaBnmBaeMon PK mnm 3apaHbiX B TOHKUX
HacTpounkax MOLYNA Mpy BOCCTAaHOB/IEHM/ Ha COOTBETCTBME 3HAYEHUAM Mapa-
MeTpPOB y3na opuruHanbHon BM. [1py HECOOTBETCTBUM 3HAYEHUIN 3afa4a Ha BOC-
CTaHOBJIEHME C pa3BEpTbiBaHMEM B OopuUrnHanbHyto BM 6ypeT 3aBeplueHa owmnb-
KOW.

o ecnn nepekntovaTtenb restore_to_original_vm TOHKMX HacTpoek moayna @
AeaKkTmBupoBaH, To bypeT co3gaHa BM ¢ 3agaHHbIMM napamMeTpamu TOHKUX
HacTpoek moaynsa VMware npu BocctaHoBneHuu PK.

Ecnn napameTpbl TOHKUX HacTpoek moayna VMware npu BOCCTAHOBIEHUUN He
3afaHbl, TO 6ByayT NCNOMb30BaHHbI NapaMeTpbl U3 MeTafaHHbIX pe3epBHON Konuu

o ecnu nepeknoyaTtenb restore_to_original_vm ToHKuX HacTpoek moayna @
aKTUBMPOBAH, TO MPOUCXOANT:

* MOWCK OpUrMHanbHOW BUPTYanbHOW MallKHbl No €€ nageHtudukaTtopy ID:

Tabnuya 2. Jevicteusa moaynsa VMware no pesynbtataM rioucka opurmHaabHow BM

PesynbTaTt
NMOMUCKa OpuUru-

HanbHo# BM no AeiicTBua mopyna VMware

ID
He HanpeHa 3apava BoccTaHoBneHua PK 6yaeT 3aBeplueHa ownbKom
byneT BbINOMHEHO CpaBHeHNE KOHOUrypaumum opuruHansHon BM ¢
MeTagaHHbIMK PK:
HaiineHa €CNn KoHOUrypaunsa opurmHanbHON ecnn KOHGUrypaums opurmHanbHON

BM cooTBeTCTBYET MeTaZaHHbIM BM He cooTBeTCTBYET MeTafaH-
PK, To PK 6ypneT BoccTaHoBNneHa B HbiM PK, To 3agada BoccTaHoBne-
opurnHanbHyo BM HnA PK ByneT 3aBeplieHa ownbKon

o Moaynb VMware npoBepsieT COCTOAHNE OpuUrnHanbHon BM n npm Heobxogmmo-
CTW BbIK/KOYaET eé.

4. Mogynb VMware B pe3epBHON KoMK nweT ¢ansn ¢ KapTon annoumpoBaHHbIX 6/10KOB
ancka BM.

Ecnn Takon ¢amn HanmpgeH, To cuymtaeTca 4To PK copep>XnT TOMbKO announpoBaH-
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Hbl€ OaHHblEe ONCKa.

KapTa annouupoBaHHbIXx 6/0KOB 3arpy)aeTca MoAyneM W panee [Nnsa Kaxgoro
61oka npoucxoguT ero 3arpyska ns PK Ha yaaneHHbI gUCK.

[Tpn BOCCTAHOBMEHUUN UHKPEMEHTaNbHON Unu gnédpepeHymnansHom PK, cozgaHHom ¢
ncnonbsoBaHnem TexHonormnm Changed Block Tracking, mogynb VMware:

o CO3[0aET KapTy U3MEHEHUIA;

o BHOCUT M3MEHEHWS B CO34aHHbIN paHee ¢ann nonHon PK.

Mocne BoccTaHoBMeHWA BM ¢ pasBépTbiBaHWEeM KaTasior pacnakoBKu ByAeT ouu-
LLLeH.

15.3.3. 3anycK 3apayJM Ha BOCCTaHOB/IeHUe wabnoHa BM

1.

Mogynb VMware akcnopTupyeTt BoccTaHasnmeaemyto PK BM nnn PK wabnoHa BM B
yKasaHHbln KaTanor pacnakoBku Ha BblGpaHHOM K/IMEHTE pPe3epBHOro Konmposa-
HMA RuBackup.

Ecnu nepekntoyatens BoccTaHOBUTb Ha LeneBoM pecypce O [eakTuUBMpoBaH (B
OKHe RBM «LleHTpann3oBaHHOe BOCCTaHOBMIEHME»), TO BOCCTaHoBneHne PK ocy-
LecTBnseTcAa 6e3 pasBépTbiBaHNA Pe3epBHOMN KOMUM Ha BUPTYasibHOW MalUMHe.

Ecnu nepekntoyaten BoccTaHoBUTb Ha uweneBoM pecypce © akTuBMPOBaH (B
okHe RBM «LleHTpannsoBaHHOe BOCCTaHOBIEHNEY), TO:

o PK pacnakoBblBaeTCs BpeMeHHO B Narky Ha y3ne knneHTa PK;

o Moaynb VMware npoBepseT COCTOSAHNE OpUrnHanbHon (McxogHon) BM u BbikkO-
YyaeT eé npu HeobxoanuMoCTH;

o Mogynb VMware npoBepfieT Hanuume u 3HavyeHWs napameTpoB datastore,
vm_folder, resource_pool, 3agaHbIX B TOHKNX HAaCcTPOMKax MOLYNA MNpu BOCCTa-
HOB/IEHM Ha COOTBETCTBME 3HAYEHUsM NapamMeTpoB Yy3na opurnHanbHon BM.
Mpn HeCOOTBETCTBUM 3HAYEHUN 3afa4a Ha BOCCTAHOBJIEHME C pPa3BEPTbIBAHNEM
B opurnHanbHyto BM bypeT 3aBepLueHa owmnbKom.

o Moaynb VMware co3gaéT Ha nnatopme BupTyanmsauum VMware BUpTyanbHyH
MaLLUHY;

o B 3aBMCMMOCTW OT 3afaHblX B TOHKMX HACTPOMKax MOLY/A Npu BOCCTAHOBNEHNN
(nnn):

= convert_vm_to_template = true mMoaynb VMware KOHBepTUpPYeT CO3LaHHYIO
BM B BbibpaHHbIN kaTanor BM VM Folder Ha nnaTdopme BUpTyanusauyuu;

= convert_vm_to_template = false W add_item_to_library = None mMoAaynb
VMware KoHBepTupyeT co3fgaHHyto BM B 6ubnunoteky VMware Content
Library (6onee onutenbHbIN npouecc);

= convert_vm_to_template = false W add_item_to_library = None MopAysb
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VMware (unun) cosgaét HoByto BM B TOM Xe XOCT-KnacTtepe, ¢ ngeHtuoumnka-
TOpoM mncxogHom BM (ecnu opurmnHanoHas BM ypaneHa nnm ¢ gobaBneHnem
undpoBoro cypoumkca (BpeMeHHOM METKM Ha MOMEHT BOCCTAHOBEHUA) K
noeHTndukaTopy ncxogHom BM (ecnm ncxogHaa BM npucyTCcTBYET B LLeN1EBOW
nanke).

4. MNMpwn BoccTaHoBMEHUM wWabnoHa BM ¢ pasBépTblBaHMEM MOAYNb OyaeT oxupaTtb
oTBeT Ha API-3anpocbl co3gaHus wabnoHa BM B 6ubnmoteke VMware Content
Library, B TeyeHune BPEMEHU 3af,aHHOro ans napameTpa
vm_template_creation_timeout.

Ecnu Bpems oXxmnpgaHusa UCTEKNO, HO OT nnaTtdopMbl BUPTyanmsauum He nocTynun
OTBET, NOATBEPXAaloLWmn co3gaHne wabnoHa BM B 6ubnuoteke VMware Content
Library, TO 3agaya BoccTaHoBneHms PK 3aBepwmtcs CO  CTaTycoM
Done_With_Defect. Npn aToM nnatdopmMa BUPTyannsaumm MoXeT YCrewHo 3aBep-
LWUNTb co3aaHune wabnoHa BM.

5. MNMocne BoccTaHoBNeHMs wWabnoHa BM ¢ pasBépTbiBaHMEM KaTasnor pacnakoBKU
OyOeT ounLLEH.

15.4. RBM

15.4.1. Hayano pa6oTbl

OkoHHoe npunoxeHne MeHepxep AgMunHuctpaTopa RuBackup (RBM) npegHasHayeHo
ANa agMUHUCTPUPOBaHUA cepBepHOU rpynnnpoBkn RuBackup, Bknko4yasa ynpasBneHue
KNneHTamu, rnobanbHbiM pacnucaHnemM, XpaHUInwamMm pes3epBHbIX KOMUA U ApYyruMu
napameTpamm CPK RuBackup.

3anyck MeHep)xepa AgMmuHuctpatopa RuBackup (RBM)

[nsa 3anycka MeHepxxepa AgMUHUCTpaTopa RuBackup BbINOMHUTE C NpaBaMy NoNb30-
BaTesnd, 419 KOTOPOro BbINOSIHEHbI HACTPOWKM:

/opt/rubackup/bin/rbm&

AyTeHTudukKayua nonb3oeartens 8 RBM

[Mocne 3anycka RBM npongunte ayteHTUOMKaLNO Nonb3oBaTensd, 41s 9TOro B gManoro-
BOM OKHe aBTopusauum B RBM:

1. B none Uma cepsepa RuBackup ykaxute IP-agpec vnm nmsa ysna, Ha KOTOPOM
pa3BEPHYT OCHOBHOW CepBeEpP pe3epBHOro KonmposaHna RuBackup.

2. B nonax Uma nonb3soBaTtens 1 Maponb ykaXxnte y4éTHble AaHHble ADMUHUCTPaTopa
CPK unun Cynepnonb3oatens CPK (normH n napons).
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3. B none Tun ayTeHTUdMKaLm BbiGepnTe 6a3y OaHHbIX A8 ayTEHTUGUKALMM YUETHbIX
[aHHbIX:

o RuBackup DB — 6a3a gaHHbIx PostgreSQL (no ymonyaHuo rubackup ), co3gaHHas
npu pasBEPTbIBaHMM OCHOBHOIO cepBepa RuBackup, rge xpaHATCA AaHHble YYET-
HbIX 3anucen nonb3oBaTtenen RuBackup;

o Domain Controller — gna aBTopuM3auuMm C WUCNOJSIb3OBAHUEM YUYETHbBIX [AaHHbIX
AoMeHHoro nonb3oBatensa MS Active Directory nnu ALD PRO.

Crtatyc knueHTa PK
[na npoBepku cTaTyca knmeHTa PK:

1. BoinonHute B RBM aBTopm3auunto Ha ocHoBHOM cepBepe CPK RuBackup ¢ npaBamu
AgmuHucTtpaTtopa CPK.

Mepengute B pasgen &? AgMuHuUcTpUpoBaHue > Cuctema - —> (Knu-
€HTbI).

3. B oTkpbiBWwWeMcA okHe KnueHTbl 6yayT oTO6paXkeHbl:

o BCe aBTOPM30BaHHble KNUeHTbl PK;

o HeaBTOPWU3OBaHHble KMeHTbl PK, ecnun oHM cyLecTBYOT B UHOpacTpykType CPK:
= KHOMKa & HeaBTopusupoBaHHbI€ K/INEHTbI;
» YyBeOMJIeHNEe O KONIMYeCTBE HEeaBTOPWN3O0BaHHbIX K/IMEHTOB BHU3Y HaBuUraum-

OHHOW NaHenwu.

4. Mpw BbiBOJE cnncKa KMeHToB PK, B Tabnuue oTobpaeHbl cneayrolmne AaHHble:

Tabnuya 3. OTobpaxkaemblie cBoyicTBa KaneHTa PK

HaumeHoBaHue napameTpa OnucaHue napamMeTpa
ID NoeHTuoukaTop knmeHTa PK
Nma MMs y3na, Ha KOTOPOM pa3BEPHYT KMeHT PK
Tun 0OC HanmeHoBaHne OC, ucrnonbsyemMom Ha knmeHTe PK
EmMkocTb xpaHunuua O6wunn pasmep xpaHunuwa B '

CocTosiHMe ¢yHKL|,I/II/I LEeHTpPaIn30BaHHOIo BOCCTaHOBEHNA OAaHHbIX

Ha KnneHTe PK:
Ll,eHTpanmsoBaHHoe BOCCTaHOBJ1Ee—

Hue e BK/HOYeHa (1);
e BbIK/tOYeHa (0)

Bepcus Homep Bepcum yctaHosneHHoro MO knneHTa PK
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ABTOopusauusa knmeHTa PK

[na aBTopusauunm knneHTta PK:

1.

MNepengnte B pasgen @a ApMuvHucTpupoBaHue - Cuctema - — (Knu-
€HTbI).

2. Haxxmute (nnn):
o Ha BEPXHEW NaHesnm KHOMKy & HeaBTOpu3npoBaHHble K/INEHTbI;

o BHW3Y HaBUTrauMOHHOW MaHenn Ha yBeLOMJIEHMEe O KONMYecTBe HeaBTOpPU30BaH-
HbIX KJIMEHTOB.

3. BbibepuTe HeaBTOpPU30BaHHOI O KnneHTa PK n HaxxmuTe [3/ ABTOpU3UNpOBaTD.
4. HaxxmunTe [la B OKHe NoATBEPXAEHNA A9 NPOAOSIKEHNA aBTopmu3aumm kKnneHTta PK.
5. HoBbIn knneHT PK 6yaeT oTobpaXk€H rnocsne ycrnewHon aBTopusaumm:

o B pasgene UndpacTpykTypa > KnueHTbl;

o

B pa3gene é%} ApMuHucTpupoeaHue > Cucrtema -> — (KnueHTbI).

15.4.2. Pe3epBHOe KONUpoBaHue

HacTpoiika Bbi6opa 06 beKTa pe3epBHOro KOnMpoBaHUs

MNepen pes3epBHbIM KOMMPOBAHMEM HACTPOMTE MOAY/Mb AN Bblbopa TuNa obbekTa
pesepBHOro konnposaHua (BM nnun wabnoH BM):

o [1nA pesepBHOro KonuposaHuA WwabnoHa BM ycTaHoBuTe: backup_instance_type =
vm_template.

e [1ns pesepBHOro KonuposaHua BM ycTaHoBuTe: backup_instance_type = vm (3Haue-
HWEe MO YMOYaHUIO).

o [nsa pesepBHOro KonuposaHuA wWabnoHa BM pekomMeHAyeM BbINONHATL Cpoy-
HOe MOJIHOE pe3epBHOE KONMMpPOBaHUe.
Buabl pe3epBHOro KONMpPOBaHUA

PerynsapHoe pe3sepBHoe KONUPOBaHUe Mo nNpasuny

[na cosgaHma npasuna rnobanbHOro pacnucaHus:
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1. Mepengnte B pasgen O6veKkTbl - BKNaaka Mpasuna.
2. HaXxMuTte Ha KHOMKy (lo6aBuTb).

3. B OTKpbIBLWIEMCSH OKHE HACTPOMNTE Co3haBaeMoe npaswuno:

a.

co3gaBaiTe Heob6XxoaMMOoe KONMYECTBO NPaBu/l PE3EPBHOIr0 KOMMPOBaHNS BUPTY-
anbHbIX MaLUWUH, HaXKKMMas KHonky (4] [lo6aBuTb NpaBUO B LUAGNIOH;

HacTponTe NPaBUIO rNobanbHOro pacnucaHus:

V¥ MapameTpbl npaBuna rnobaabHoro pacnmcaHus

Bo3MoXxHble
MapameTp OnucaHue 3HayeHus (no
YMOJTYaHUIO)

MapameTpbl npaBuna

BbibepuTe KnMeHTa, Yy KOTOPOro ecTb AOCTYIM MO CeTU
KnueHnt K BUpTyanbHbIM MallnHamMm nnathopmbl BUpTyanmsa-
uum n mopynb VMware

BbibepuTe TN pesepBUpPYyEMOro pecypca 13 Bbinaga-
towero cnucka VMware
Tun pecypca
pecyp Mone copep>XunT gononHuTensHo Pasgen 18.1, koTo-
pble MOXHO U3MEHUTb Ha)XxaTnem KHonku [...] ana
HacTpOWKM cnocoba pe3epBHOrO KOMMPOBaHUA
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Bo3Mo)XHbIe
MapameTp OnucaHue 3HauvyeHus (no
YMOJT4aHUIO)

Haxxmunte kHonky [...] n BbibepnTe B pasBepHyBLUEMCH
OKHe pecypc pesepBupyemoi BM/wabnoHa BM.

Mmsa pecypca BM npepgctasneHo B popmaTte JSON:

"ID": "wpeHTu¢ukaTtop BM", @
"Name" :"umsa BM" @
"Status":"cTatyc BM"

"CPU" :"BupTyanbHein npoueccop BM"
"Memory" :"namats BM"

@ — o6s3aTenbHbIN KNtoy;

@) npu Heo6XOAMMOCTM ApYrue KoUMW U UX 3Haue-
HUS MO6Oro TUMNa AaHHbIX MOTYT 6biTb BBEAEHbI
nosnb3oBaTenemM

Pecypc
Nmsa pecypca wabnoHa BM npepcrasneHo B popmaTe

JSON:

"ID": "wpeHTuduxkaTop wabnoHa BM", @

“Name" :"umss wa6noHa BM" @

“Content Library":"6ubnuoTteka Ons XpaHeHus
wa6bnoHa TMna VM Templates™"

"Datastore" :"norunyeckoe xpaHwnuvue wabrsoHa
BM pna xpaHeHua VMDK-pguckos, VMX-¢amna u
NVRAM-¢anna"
}

@ — o6szaTenbHbIN KNtoY;

@) npn HEOGXOAUMOCTY APYrue KoUMW U X 3Haye-
HMA MO6Oro TUMa AaHHbIX MOryT 6biTb BBEAEHbI
nonb3oBaTesnem

BbiGepuTe TN pe3epBHOro KONMPOBaHMS.

Mpu BbiIGOpe WHKpeMeHTanbHoro PK 6yaeTt BbiNon- nofHoe
HEHO MoJiHOe pe3epBHOE KOMUPOBaHWE B CrefytoLnx
clyqasx: NHKpPEeMeHTab-
Tun PK Hoe
e CO3JaéTCA nepBas pesepBHas Konus BM;

o KOHdUrypauusa BM 6bina nsmeHeHa. AnddepeHLmans-
Hoe

Ona wabnoHa BM pekoMeHAoBaHO BblbMUpaTh rosiHoe
PK
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Bo3Mo)XHbIe
MapameTp OnucaHue 3HauvyeHums (no
YMOJT4aHUIO)

JononHuTenbHbie NapamMeTpbl NpaBuna

YKaxknte MakcMManbHbI pasMep nyna gna xpaHeHus
PK, cosgaHHbIX NO f@aHHOMY Mpasuy.

EMKocTb XpaHu- . .
M ﬂ,aHHbII/Iv napaMeTp AOCTYMEH, eCNN B HAaCTPOIKaXx rio-

6anbHOM KOHGUrypaL M akTUBMPOBaH NepekoyaTeb
OrpaHuyeHnst EMKOCTH ANA rno6anbHoro pacnmca-
HuS
YKaXuTe MaKCUMarbHbIi pasMep XpaHWuLLa Teky-
uero knueHnTta PK.

EMKocTb xpaHu-

nvua knuMeHTa [laHHbIN napameTp OOCTYMNeEH, eCnn B HaCTPOMKax rno-
B6anbHOM KOHOUIypaLum akTMBMPOBaH NepeknoYaTenb
OrpaHUYeHns EMKOCTU ANA KJINEHTOB;

YKaxkute 3HauyeHne NnpmopuTeTa BbIMOHEHMSA Npa-
MpuopuTteT BUna. Yem Bbllle 3HaYEHNE, TEM BblLIE NPUOPUTET o1 100 go 1000
BbIMOJIHEHMA NpaBuna

Anubis, Aria,
CAST6, Camellia,

Kalyna,
Mpn HeobxogMMOCTU BblbepuTe ANTOPUTMbI 3aLLLNT- Kuznyechik,
HOro npeobpasoBaHuUA. MARS, Rijndael,
3awuTHoe npe- }
Serpent, Simon,
o6pasoBaHue
Mo ymonyaHuo Bbl6paHo 3HaYeHne — 6e3 UCNosb30- SM4 , Speck,
BaHMA 3alWMTHOro npeobpasoBaHmsa PK. Threefish,
Twofish
(nocrypt)

YKaxuTe nyTb pacrnonoXeHus CKpunTa rnpu Hopmarsb-
CKpunT npun HOM BbIMoOSIHeEHNN PK
HOpPpMaJ/IbHOM /opt/rubackup/scripts/Baw_ckpunt.sh (,
BbINOMIHEHUMN

Ona wabnoHa BM ckpunT He BbINOMHAETCS

CKpunT npm
BbIMNOJIHEHUM C
owmbxkamu

YKaxkute nyTb pacnosioXXeHUs CKpUnTa BOCCTaHOBe-
HuA PK /opt/rubackup/scripts/saw_ckpunt.sh [

C. HacTponTe wWabnoH rnobanbHOro pacnucaHus, KOTOpbIA pacrnpocTpaHAeTCca Ha
BCe fo6aBneHHble Npasuna rnobasnbHOro pacnucaHus:
V lNapameTpbl WwabsioHa rnobasibHOro pacnmcaHms

Bo3Mo)XHble
MapameTp OnucaHue 3HauvyeHms (no
YMOJT4aHUIO)

HacTtpoiiku
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MapameTp

BknouuTb nocne
co3paHuna

Myn

Havano nepuopa
AencTeuA

OKOHuYaHue
nepuopaa peun-
CcTBMA

o6wme
HaCTPOWNKMU
moaynsa

Mepuogunueckui
3anyck

Mpoeepka
pe3epBHbIX
KOMUI Kaxxgble
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Bo3MoO)XXHble
OnucaHmne 3HauvyeHusn (no
YMOJT4aHUIO)

© BKounTe pnar u npasunio bygeT UMeTb CTaTycC run
(3sanyw,eHo).

yu true
Q@ cHuMUTe dnar 1 npaBunio ByaeT MeTb cTaTycC wait
(npaBuno He cospaéT 3ajay pesepBHOro Konnpoaa-
HUA)

false

Bbibepute gocTynHbIV Ny Ana xpaHeHnsa konuin PK

BbibepuTe B KaneHgape AaTy 1 Bpems Hayana nepu-
ofla 3anycka npasuna

BbibepuTe B KaneHgape AaTy U BpeMsi OKOHYaHuA
3anycka npasuna.

Mo yMONYaHWIo CPOK AeNCTBUA NpaBuna coctasnaet 1
rog C MOMEHTa ero Co3aaHus;

KHonka [reference-backup-common-settings] npego-
CTaBnAeT napamMeTpbl 418 HACTPONKM MHOroNoToY-
HOro pe3epBHOro KONMMPOBaHUSA

PacnucaHue

© BKkNouMTE dnar gns nepnogndeckoro sanycka
yepes Kaxable N MUHYT.

Mpwn aKTMBaL MU NON3yHKa NEPUOANYECKOro 3amnycKa
YKaXKxuTe B MUHYTax Yyepes Kakoe Bpems 6yaeT Bbinos-
HATbCS CO3[aBaeMoe NpaBuso.

@ cHuMKTe dnar onsa BbINOMHEHMA NpaBuia B yKasaH-
HbllA CPOK.

HacTpoiTe KpOH-BbIpa)eHue, ykazas aaTy 1 Bpems
MHTepBasna BbINONHEeHNA Npasuna

MpoBepka

© BkouynTe dnar gna HacTPOMKM NepuogUYyHOCTU
NPOBEPKN apXMBOB pPE3EPBHbIX KOMUN — uUUGpPOBOM
nognvcu n pasmepa ¢annos:

e ecnn PK nopgnucaHa uudpoBor nognuceto, TO
oyneT npoBepeH pasmep dannos n cama PK;
e ecnn PK He nognucaHa umnppoBor NOANUCHLIO, TO
OyneT NpoBepeH ToNbKo pasmMep ¢annos PK.
Q@ cHuMUTe dnar, ecnn NpoBepKa pes3epBHbIX KOMUNA
He TpebyeTcs

CpoK XpaHeHus
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Bo3MoO)XXHble

MapameTp OnucaHue 3HauvyeHums (no
YMOJT4aHUIO)
YKaXnte CKoMbKO OHEWN, Hefenb, MecsLes Unu net
Xpanutb PK B HEW, HEREN, H
XPaHUTb pe3epBHble KONWK, NOyYEHHbIE B pPe3syib-
TeuyeHue

TaTe BbINOSIHEHWSA MpaBuna
Pe3epBHble KONuu

© BKOYMTE GNar 48 HACTPONKM NepemMeLLeHns
pe3epBHbIX KOMWUIA, MONYYEHHbIX B pe3ynbTaTe Bbinon-

HeHusa nNpaBsuna;
MepemecTnTb B

nynJyepes
v P @ cHuMUTe dnar, ecnm He TpebyeTcA nepemMeLwatb

PK. B aToMm cny4yae PK 6ygyT coxpaHeHbl B BbIGPaHHOM
nyne 6noka HacTponku.

YcTapeBlume pe3epBHble KOnuu

© BsKkounTe dnar gna yganeHnsa pesepsHbIX KOMWR No
OKOHYaHUWIO ONpPeaenéHHOro B NpaBusie Cpoka xpaHe-
ABTOMaTHYe- HUS;
CKoe yaaneHue
Q@ cHUMTe dnar, ecnu yganeHue pesepBHbIX KOMUN He
TpebyeTcs

HacTponTe Kakne agMUHUCTPATUBHbIE rpynnbl 6ygyT
YBepoMnATb YyBeAOMIIEHbl 06 UCTEYEHUN CPOKa OENCTBUA pe3epB-
HbIX KOMNWAn

KnueHTt moxxet @ BkounTe dnar ansa paspeweHns knneHTy PK yaa-

YAAanUTb NNTb YyCTapeBLUNe pe3epBHble KOMUK;
pe3epBHble
konun aToro @ cHuMKUTe dnar Ansa paspeLleHns Ha yganeHme
npaeuna pe3epBHbIX KOMWIA TONbKO Ha cepBepe
YBepomMmneHumna

[ns ykasaHHbIX COBbITUI N3 BbiNagatow,ero CnMcka onpeaenuTte rpynny nofbsosaTenen,
KoTopas byaeT yBeaoMsieHa B cnydae npousoweguiero coboitus. B none E-mail CC MOXHO
BBeCTU NMtO6ON agpec 3eKTPOHHOM NOYTbl 418 0CO60ro yBeAoMNeHUs

4. HaxmuTte KHorky v/ MpUMeHuTb [O/15 COXpaHEeHWUss HacTPOeK MnpaBuia pPes3epBHOro
KONupoBaHuA.

Co3pgaHHoe npasuno byaeTt AOCTYNHO A8 pefakTUPOBaHNA U USMEHEeHUs cTaTyca (run
(sanyweHo) unn wait (oxxwnagaeT)) B pasgene Cno6anbHoe pacnucaHue.

BHennaHOBOe pe3epBHOE KONUPOBaHUE NO NpaBuny

B TOoM cnyvae, ecnm HeobXoAMMO BbINOMHUTL CPOYHOE Pe3epBHOE KOMUPOBaHWE MO
CO30aHHOMY NpaBuy rnob6anbHOro pacnmcaHus:

1. Mepengnte B pasgen rno6anbHoe pacnucaHve.

2. BblgenuTe Hy>Hoe npasuno.
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3. BbizoBute I'IpaBOI7I KHOMKOW MbILLIN KOHTEKCTHOE MEHIO YN HaXXMNUTE BbINOMHUTD.

4. MpoBepbTe X0p, BbINO/HEHMSA Pe3ePBHOIr0 KONMMPOBaHWA B pasaene 3agaun.

[Mpn ycnewHOM 3aBepLUeHUN Pe3epBHOro KOMMPOBaHUA COOTBETCTBYHOLWAA 3ajada B
pasgene 3apaum nepenget B cTatyc Done.

CpouHoe pe3epBHOe KonupoBaHue

CpouHOe pes3epBHOE KOMMpoBaHWe NO3BONAET egMHOPa30oBO CO34aTb MOMHYIO pe3epB-
Hyto Konuo BM/wabnoHa BM, He HasHa4vas npasuiio No pacrnmcaHuio.

1. BbinonHeHNe CPOYHOro pe3epBHOro KonmposaHWsa B RBM BO3MOXHO OCYLECTBUTb
ABYMSA cnocobamu:

o Nepenaute B pasgen O6beKTbl, Bbigennte knveHTa PK, ocyuwecTenswowero
ynpaBfieHne pesepBHbIM KOMUPOBAHWEM BUPTYanbHbIX MalWH/WwabnoHoB BM, u
HaXXMUTE KHOMKY ﬁ (CpouHoe PK);

o HaXMWUTe Ha BEPXHEN MaHenn KHOMKy ﬁ (CpouHoe PK).

2. B oTKpbIBLUEMCS OKHE MPOoU3BeanTe HaCTPOVKY NapamMeTpoB

VW [NapaMeTpbl CPOYHOI 0O pe3epBHOro KONMUPoBaHUA

Bo3Mo)XHble 3Ha-
MapameTp OnucaHue 4yeHus (no ymon-
YaHuo)

BbibepuTe KnMeHTa, y KOTOPOro ecTb AOCTYI MO CeTU K
KnueHnTt BUPTYasibHbIM MallMHaM/WwabnoHam BM nnatdopmbl
BUpTYyanusauum n mogynb VMware

BblbepuTe TN pesepBUpPYyEMOro pecypca 13 Bbinagaro-
wero cnucka VMware

MNone cogepxuTt gononHutensHo Pasgen 18.1, koTopble
Tunpecypca  MOXHO U3MEHUTb HaxaTueMm KHonku [...] Ans HacTporkn
cnocoba pesepBHOro KONMpPoBaHuUsA

BbinosiHEHNE CKPUNTOB He Nogaep>XnMBaeTca npu
pesepBHOM KonMpoBaHun WabnoHos BM
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Bo3Mo)XHbIe 3Ha-
MapameTp OnucaHue 4yeHus (no ymon-
YyaHuI0)
Haxmunte kHomky [..] v BbibepuTe B pasBepHyBLUEMCH
OKHe pecypc pesepsupyemoin BM/wabnoHa BM.
Mmsa pecypca BM npepgctasneHo B popmaTte JSON:
{
"ID": "wmpeHTuduxkaTtop BM", @
"Name":"uma BM" @
"Status":"cTatyc BM"
"CPU" :"BupTyanbHbein npoueccop BM"
"Memory" :"namats BM"
}
@ — o6ssaTenbHbIN KNtoy;
@) Npu HeOBXOAUMOCTU ApYyrve KIoUM U UX 3HAYEHWS
Nob0oro TMNa faHHbIX MOryT 6bITb BBEAEHbI MOSb30-
BaTenem
Pecypc
MmMsa pecypca wabnoHa BM npepgctaBneHo B ¢opmaTte
JSON:
{
"ID": "wpeHTuduxkaTop wabnoHa BM"', @
"Name" :"uMa wa6noHa BM"' @
“Content Library":"6ubnuorteka Ons XpaHeHus
wa6bnoHa TMna VM Templates™"
"Datastore"” :"nornyeckoe xpaHunuue wa6noHa BM
ona xpaHeHuma VMDK-pgucko, VMX-¢amna mn NVRAM-
danna”
}
@ — o6szaTenbHbIN KNtoY;
@) npy HeOGXOAVWMOCTMN ApYrue KMoUM U UX 3HaYEHMUs
N60Oro TMNa fgaHHbiX MOryT 6bITb BBEAEHbI MOJb30-
BaTenem
BbibepuTte TMN pe3epBHOro KONMpoBaHMA.
Mpn Bblbope MHKpeMeHTanbHoro PK 6yaeT BbIMOMHEHO NonHoe
NosIHOE pe3epBHOE KOMMPOBaHME B CREAYHLWMX Chy-
Hasnx: WHKpPEMeHTarnb-
Tun PK . Hoe
e CO3[aeTcs nepBas pesepBHasa konus BM;
o KOHdUrypauua BM 6bina nsmeHeHa. AnddepeHLmans-
Hoe

Ona wabnoHa BM pekoMeHAOBaHO rMoJsiHoe pesepBHOEe
KonnpoBaHue
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MapameTp

Myn

3awuTHoe npe-
o6pasoBaHue

MpuopuTteT

CpoK XpaHeHusA

TpaHcnopTupo-
BOYHbIA 6ydep
Oo6wue

HaCTPOMUKMU
mopynsa

OnucaHue

N3 packpbiBaloLWerocs cnucka BbibepuTe AOCTYMHbIN
nyn Ans COXpaHeHUs pe3epBHO KOMnum

Mpn Heob6XxoANMOCTU BbibepuTe ANropUTMbI 3aLLLUTHOMO
npeobpasoBaHus.

Mo ymonyaHmo Bbl6paHo 3HaYeHne — 6e3 Ncnosib3oBa-
HMS 3alMTHOro npeobpasoBaHma PK.

YKaxunte sHayeHune NPUopmnTETAa BbINMOJIHEHUA MNMpaBuna.
YeM Bbllle 3HAYEHUE, TEM BbiLLE nPnopunTeT BbINOJTHE-
HWA NpasBunna

YKaxute cKoNbKo gHen, Hefenb, MecsALeB UK neT xpa-
HUTb pe3epBHble KOMMKU, NoJtly4eHHble B pe3yJibTaTe
BbIMONTHEHNA NpaBuna

KHonka [reference-backup-common-settings] npego-
CTaBnsEeT NapamMeTpbl 418 HACTPONKN MHOFOMOTOYHOr O
pe3epBHOro KOMMpPoBaHUs

Bo3MO)XXHble 3Ha-
4yeHus (no ymon-
YaHuo)

Anubis, Aria,
CAST6, Camellia,
Kalyna,
Kuznyechik , MARS,
Rijndael,
Serpent, Simon,
SM4, Speck,
Threefish,
Twofish

(nocrypt)

ot 100 po 1000

3. HaxmuTe kHonky &/ MpUMeHUTDb /151 BbINOSIHEHNSI CPOYHOI0 Pe3epBHOro KonmoBsa-
HWSI C BbIBPaAHHbIMUW HAaCTPONKaMW.

Cnoco6bl pe3epBHOro KONUPoOBaHUsA

HacTpoiika pe3epBHOro KonMpoBaHus ¢ ucnonb3oBaHuemM TexHonorum Changed Block Tracking

Ha3HayeHue

Mpenmyuiectsa wucnonb3oBaHna TexHonorunm Changed Block Tracking (CBT) npwm
WHKPEMEHTaNIbHOM U anddpepeHLmanbHOM pe3epBHOM KOMUPOBaHUM:

e YCKOpPEHME pPEe3epBHOro KOMUPOBAHUSA —

TOﬂbKOM3MeHéHHde6ﬂOKMﬂaHHHX;

e 3KOHOMWS PECYPCOB — YMEHbLLAETCA Harpyska Ha ANCKU N CeTb.
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15.4. RBM

HacTtpoiika

[Ona oTcnexXuBaHUa U pPe3epBHOro KOMMPOBAHUA M3MEHEHEHHbIX 6N0KOB AaHHbIX Ha
anckax BM:

1. Bknrounte ¢yHKUMo Changed Block Tracking Ha nnatopme BuUpTyanusauumu
VMware:
a. oTkpomnTe vCenter nnu ESXi Host Client;
b. BbibepuTe Edit Settings B KOHTEKCTHOM MEHIO BUPTYaslibHOM MaLUWHBbI;
c. NnepenguTte Ha Bknagky VM Options - Advanced - Configuration Parameter;

d. npoBepbTe Hann4une napameTtpa ctkEnabled n yctaHOBUTE ONA HEro 3HaveHue
TRUE ;

e. npun HeobxogmumocTn HaxxmnTe Add Parameter n fo6aBbTe ctkEnabled;

f. ona BKMOUYEHMA PYHKLUM OTCNexXmBaHMA U3MeHEHHbIX 6nokoB (CBT) Ha Bcex
Anckax BM ycTaHoBUTe 3HaueHMe napameTpa ctkEnabled = TRUE;

g. Npu HeobxoAuMMOCTM ANA BbikMtOYeHUA ¢yHKkUMnm CBT BblibpaHHOro gucka BM
fobaBbTe NapaMeTp, Hanpumep:

scsif:8.ctkEnabled = FALSE

roe:

» scsi — MHTepodenc XECTKoro ancka BM;
= 8 — HoMep SCSI-KoHTpoNnepa;
» 8 — agpec aucka Ha SCSI-KoHTposnepe.
h. coxpaHuTe U3MeHEeHUS.
2. BbINONHMUTE MepBUYHOE TOMIHOE pe3epBHOE KOMuMpoBaHWe f[NA WUHUUManusauuu
OTCIeXNBaHUA, HACTPOUB NPaBUIIO PE3ePBHOI0 KONMUPOBaHUA:
a. Bblbepute Tun PK - MNonHasn;
b. ycTtaHoBuTe cnepyrowme Pasgen 18.7:
= use_hotadd = FALSE
= backup_whole_disk = TRUE
» disks_black_list npoBepbTe CNUCOK UAEHTUPUKATOPOB BUPTYasibHbIX OUC-

KOB, KOTOPpble HE O0J1>KHbl MOMacTb B pe3€pPBHYIO KOTUIO.

3. HacTtponTe npaBuMno pe3epBHOro KOMUPOBAHUA LA BbINOSIHEHUA NOCNEnYHLLNX
NHKPEMEHTalbHbIX N guddepeHLmanbHbliX PEe3epPBHbIX KOMUA TOSIbKO U3MEHUB-
wmxca 6n10KoB ¢ ucnonb3osaHuem CBT:
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a. Bblbepute Tun PK UHkpemeHTanbHaa WAn AuddepeHumnanoHas ;
b. ycTaHoBuTe cnepytowme Pazgen 18.1:
= use_hotadd = FALSE
= backup_whole_disk = TRUE
» disks_black_list npoBepbTe CNUCOK UAEHTUPUKATOPOB BUPTYasibHbIX OUC-

KOB, KOTOPpble HE O0J1>KHbl NMOMacTb B pe3€pPBHYIO KOMUIO.

HacTpoiika pe3epBHOro KonMpoBaHus al/IoOLMPOBaHbIX YacTell Auckos BM

Ha3HauyeHue
[MpeumyLLecTBa pe3epBHOro KONMPOBaHUA TOMbKO anioLuMpoOBaHbIX YacTen guckos BM:

e 3KOHOMUA BpeMeEeHN rNpwn BbIMOJIHEHNN PE3EPBHOIO KONMMpPoBaHA,

e 3KOHOMUA MECTa Ha ANCKe.

PGSGpBHOG KonmpoBaHmne announpoBaHbIX yacTen ONCKOB BbIMONTHAETCA TOJIbKO ANnA
AnckoB TUNa thin-provisioned M thick-provisioned lazily zeroed.

Ona ouckoB Tuna thick-provisioned eagerly zeroed npu 3TOM criocobe CKOPOCTb
pe3epBHOro KOMMPoBaHMA ByaeT MeHblle, YeM npu obblY4HOM cnocobe (aeakTUBUPO-
BaHHOM MapamMeTpe) M3-3a BO3POCLUIMX OOBLEMOB [aHHbIX, Mognexawmx pesepBHOMY
KONMpOoBaHWUIO.

Ona xpaHunuwa Tuna NFS 6yget BosBpauw,eHa 100% annokauumsa gucka, To eCTb pesepB-
HOe KOnupoBaHue ByaeT BbIMOSIHEHO ANA BCEro o6 beémMa gUCKOBOro NpoCcTpaHCTBa.

HacTpoika

[nAa BbIMNONMHEHUA PE3ePBHON0 KOMUPOBAHUSA TOSbKO anjouMpOBaHbIiX YacTen OUCKOB
BM:

1. Mpw HacTpoiike NpaBuia pe3epBHOro KONUPOBaHMA yCTaHOBUTE creayrowme Pasnen
18.1:

o use_hotadd = FALSE;
o backup_whole_disk = FALSE.

HaCTpOVIKa pe3epBHOro KonmpoeaHusa ¢ UCMNOJib3OBaHMEM TEXHOJIOrMU NPAMOro NoAKIMIOYEeHUA XKECTKUX ANCKOB

Ha3zHayeHue

MpenmylLecTBa Pe3epBHOr0 KOMMPOBAHUSA C UCMOJSIb30BaHMEM TEXHONOMUU MPSMOro
NOAKMFOYEHUS XECTKUX ANCKOB BM (pexum TpaHcrnopTa AaHHbIX hotadd):
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e YCKOpeHune cosgaHusa PK BM;

e YMeHblleHne TpeboBaHUM K CBOBOAHOMY [OUCKOBOMY MNPOCTPAHCTBY Ha KIMEHTe
pe3epBHOro KOMMPOBaHUA, Tak Kak He TpebyeTca co3faHme MPOMEXYTOYHbIX Bpe-
MeHHbIX ¢annoB Ha kKnneHTe PK.

HacTpoika

[na BbINOMHEHUA pe3epBHOro KornnMpoBaHma C NCNONb30BaHNEM TEXHOJIOTNK NPAMOTo
noaKMo4YeHna XXeCTKUX ANCKOB:

1. KnueHT PK 1 mogynb VMware pa3BepHuUTe Ha roctesor BM nnatoopMbl BUPTYyanu-
3aumm VMware.

2. ObecneybTe KIMeHTY PK goCTyn K TOMY Xe XpaHunuwy AaHHblX, 4To U BM, ans
KOTOPOW BbIMOSIHAETCSH pe3epBHOE KOMMPOBaHMeE.

3. MNpoBepbTe, UTO BepcUn U pasMep 6noka VMFS coBnagatoT Ans pesesnpyemon BM un
BUPTYanbHOro Ancka, nogknro4éHHoro kK BM ¢ knneHtom PK n mogynem VMware.

4. Yéeputechb, YTO BCe AUCKN pe3epBupyemMon BM nogaep>XvnBartoT TPAHCNOPT AaHHbIX
hotadd.

5. HacTponTe npaBuno pes3epBHOro KOMMPOBaAHUA ON1A BbIMNOSHEHUS MOJHbIX, UHKpe-
MEHTaNbHbIX NN AnddepeHLManbHbIX Pe3epBHbIX KOMWIK, YCTaHOBUB criefytolimne
Pasnen 18.1:

o use_hotadd = TRUE

6. Bo3aMOXHO nosiBneHne owmnbkn Too many attached disks.

MpuunHa: K ogHoMy SCSI-koHTponnepy BM WMware MOXHO NoakounTb He 6onee
15 XXeCTKNX OUCKOB.

Ecnn knmneHT PK nMeeT HeCcKonbKo XeCTKUX AUCKoB 1 BM, ona KOTopon ocyL,ecTs-
NAETCA pe3epBHOE KOMMPOBAHUE, TOXE UMEET HECKOJIbKO ANCKOB, TO TaKOW JINMUT
MOXET ObITb JIEFKO OOCTUIHYT.

PeweHne: nobaBbTe HECKONBbKO HOBbIX SCSI-KOHTpONEpoB Tuna Paravirtual gns
BM knneHTa PK.

7. Ecnn ognH wnnn 6onee Auck pesepsupyemMon BM He nopgpepXxuBaeT TpaHCnopT
hotadd, TO pe3epBHOE KOMMPOBaHNE ByAET BbIMOSIHEHO B peXUMe TpaHcnopTa gaH-
HbIX nbd ¢ y4€TOM 3Ha4eHUs napamMeTpa backup_whole_disk.

15.4.3. BoccTaHoBNEeHUue

MonHoe BoccTaHoBNneHne BM

[na BoccTtaHoBneHnsa BM Ha knneHTe PK:
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1. Mepengnte B pasgen Peno3mtopun.
2. BblbepuTe BOoCCTaHaBINBAEMYIO PE3EPBHYIO KOMUIO.

3. HaxxmuTe BoccTtaHoBuTb. OTKpoEeTCA OKHO LleHTpanusoBaHHOe BOCCTaHOBNe-
Hue.

4. O3HaKOMbTeCb C HeusMeHsemMon uHpopmaumen o PK B 6noke UHPpopmauus o
pe3epBHOM KOMNMUM.

5. OnpepenvTe 3HadyeHne napameTpos (Tabnuia 4) B 651oke MecTo BOCCTAHOBJIEHUS:

Tabnuya 4. MNapameTpbl BOCCTaHOBIEHUSA
MapameTp OnucaHue

BoccTaHOBUTb Ha KNU- BbibepuTe 13 Boinagarowero cnmucka knmeHta PK ¢ ycTaHOBNEHHbIM
€eHTa Mopynem VMware

KaTanor pacnakoBku YKaXXnTe BPEMEHHbIN KaTanor /s pacnakoBKU pe3epBHON KOnum
Haxmute [..] oNA TOHKOM HaCTPOMKWM MapamMeTpoB BOCCTAHOBEHUS

Monyns.

lMpwn BOCCTaHoBAeHUM PK ¢ pa3BépTbiBaHNEM NOUCK BM ans BoCCTaHOB-
NeHnsa ocyl,ecTBnsSeTCS:

e ecnu BbikMoYeH ¢nar @ Ucnonb3oBaTb HACTPOWKMN NO YMONYaAHUIO
(Mcnonb3yeTca TOHKas HacTpoKa MoaynA):

NapameTpbl BoccTa- o N0 obA3aTeNbHbLIM NapamMeTpaMm: datastore, vm_folder, network;

HOBJIEHUA Ana Mmoaynsa o MUHUMYM OfHOMY wunu 6onee napameTpy: resource_pool,
host_cluster, host;

o ANA BOCCTaHoBNeHMs BM 6e3 koHBepTauum B WabNoH 3agatb:
convert_vm_to_template = false U add_item_to_library = None

e ecnn BknoveH ¢nar @© Ucnonb3oBaTb HACTPOWUKMU MO YMONYAHUIO
(He ucnonbsyeTcA TOHKas HaCTponka Moayns):

o MO [JaHHbIM rMapaMeTpoB, 3anucaHHbIM npu cosgaHum PK,
datastore, vm_folder, resource_pool
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MapameTp OnucaHue
© ycTaHoBMTEe ¢nar pns BoccTaHoBneHns PK ¢ pasBépTbiBaHUEM
BM/wabnoHa BM Ha nnaTdopme BUpTYyannsauunu:
o PK 6ypneT passépHyTa B KaTanor pacnakoBku;
e CO3[aHa HoBasi BM:
o B TOM Xe xocT-knactepe (Host Cluster);
o C UOEHTUDUKATOPOM:
BoccTaHOBUTDb Ha = BOCCTaHaBnmBaemom BM, ecnn nucxopgHaa BM ypaneHa;

efeBoM pecypce .
L pecyp = BOCCTaHaBnMBaemon BM ¢ pobaBneHnem uudpoBoro cyd-

dunKca (BpeMeHHON MeTKM Ha MOMEHT BOCCTaHOBSIEHUS), ecnn
ncxopHasa BM npucyTcTByeT B LLeNeBon nanke;

« KaTanor pacnakoBku 6yaeT o4uunLLEH NOCNe BOCCTaHOBNeHNS BM;
Q@ cHumMunTe dnar gna BocctaHoBNeHUA PK 6e3 pasBEpThIBaHUSA:

o PK ByneT BOCCTaHOBMEHa TOMbKO B Nanky, ykasaHHyto B none Kara-
nor pacrnaxkoBKM.

HaxmuTe [reference-restore-common-settings] n npu HeO6X0AUMOCTM YCTaHOBUTE
NnapamMeTpbl 418 HACTPONKM MHOrONOTOYHOro BoccTaHoBNeHMA PK.

Haxmute v/ MpuUMeHUTb B OKHe LLeHTpanu3oBaHHOEe BOCCTaHOBJIEHHUE.

Mocne BoccTaHoBNeHNA BM C HECKOMbBKUMU ANCKaMWU MOXET BO3HUKHYTb Heobxo-
OMMOCTb HaCcTPOWMKM 3arpy3oyHoro ancka BMpTyaﬂbHOIZ MaLwwunHbl VMware.

MonHoe BoccTaHoBNEeHUe wWwabnoHa BM

[na BoccTaHoBneHusa wabnoHa BM Ha knneHTe PK:

1.
2.

Mepengnte B pasgen Penosutopuit.

BbibepnTe BOCCTaHaB/IMBAEMYIKO PE3EPBHYHO KOMUKD. ITO MOXET bbiTb pe3epBHas
konus BM nnn wabnoHa BM.

HaxmuTte BoccTtaHoBUTb. OTKpOeTCA OKHO LleHTpanusoBaHHOe BOCCTaHOB/e-
Hue.

O3HakOMbTeCb C HeusMeHsemMon uHoopmMauumen o PK B 6noke UHPpopmauusa o
pe3epBHOM KONMUN.

OnpepenuTe 3HaYeHne napameTpos (Tabnuia 4) B 6noke MecTo BOCCTaHOB/IEHUS:

Tabnuya 5. MNapameTpbl BOCCTaHOBEHUSA
MapameTp OnucaHue

BoccTaHOBUTb Ha KNU- BbibepuTe 13 BoinagaroLwero cnucka knmeHta PK ¢ ycTaHOBNEHHbIM
€eHTa Mopynem VMware

KaTtanor PpacnakoBKHU Ykaxute BpeMeHHbII7I KaTasnor gna pacnakoBku pe3epBHO|7| Konmu
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MapameTp OnucaHue

Haxmute [..] ONA TOHKOM HacTpPOMKK MNapaMeTpoB BOCCTaHOBIEHUS

MOoOynA:

e Heobxoaumo cHATb ¢nar @© Ucnonb3oBaTb HACTPOWUKMU NO yMonya-

HMIO;

e 3afaTb NapamMeTpbl y3/1a, Ha KOTOPOM ByaeT BoccTaHoB/eHa PK:

o datastore;

o vm_folder;

o network;

o MUHUMYM OOWH NapaMeTp:
= resource_pool;
= host_cluster;

= host;

e /191 BOCCTaHOBNEHUA WabnoHa BM ¢ passépTbiBaHuem (unu):

o B BblbpaHHbIN KaTanor BM VM Folder Ha nnatdopme BupTyanm-

MapameTpbl BOCCTa-
HOBNIEHUA ANA Moaynsa
nMsauuu  3apgaTb:
add_item_to_library # None

3auun 3agaTh: convert_vm_to_template =

true;

o B 6mbnmnoteky VMware Content Library Ha nnatdopme BupTya-
convert_vm_to_template

false

WV BO3MOXHbIe KOMGUHALMM NapaMeTpoB MOAY/IS Npu BOCCTaHoBeHnn PK ¢ pa3sép-

TbiBaHWeM B LabsioH BM

backup_instan convert_vm_to add_item_to_1

ce_type _template ibrary
vm nnv
true None
vm_template
vm nnv
true = None
vm_template
vm nnu
false = None
vm_template
vm nnv
false None

vm_template
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MapameTp OnucaHue

@© ycTaHoBUTE dnar ANA BOCCTaHOBNEHNS C pa3BépTbhiBaHNeM BM 1 KOH-
BepTauunen eé B WabnoH:

o PK 6ypneT passépHyTa B KaTanor pacnakoBku;
e CO3[aHa HoBasi BM:
o B TOM Xe xocT-knactepe (Host Cluster);
o C UOEHTUDUKATOPOM:
= BOCCTaHaBnmBaemom BM, ecnn nucxopgHaa BM ypaneHa;

BoCCTaHOBUTD Ha = BOCCTaHaBnvsaemon BM c pobasneHvem undposoro cyo-
LLeneBoM pecypce ¢dukca, ecnu ncxogHass BM npucyTcTByeT B KnacTepe;

e co3faHHaa BM 6ypeT KoHBepTUpoBaHa B WwabnoH BM B BbIGpaHHbIN
kaTtanor BM VM Folder nnn 6MbnnoTteky B 3aBUCUMOCTU OT TOHKOM
HaCTPOWKM NapamMeTpPOB BOCCTAHOBJIEHNA MOLYNA

o KaTanor pacnakoBku 6yfeT ouullieH nocne BocCTaHOBMNEHMS BM un
KOHBepTaLuun eé B LIabnoH;

Q@ cHumKTe dnar gnsa BoccTaHoBneHnsa PK 6e3 pasBépTbiBaHUS:

e PK 6y,u,eT BOCCTaHOBJIEHA TOJIbKO B Marky, yKa3aHHyrO B MnoJie KaTa-
Jior pacnakKoBKM.

6. HaxmuTe [reference-restore-common-settings] n npu HeobxogMMOCTN YCTaHOBUTE
napamMeTpbl A1A HACTPOMKM MHOIOMOTOYHOIro BOCCTaHoBNeHUA PK.

7. Haxxmute v/ MpuMeHnTb B OKHe LleHTpannsoBaHHOe BOCCTaHOB/IEHMe.
8. lNocne BoccTaHoBNEHUS WabnoHa BM ¢ HECKONMbKMMU gUCKaMU MOXET BO3HUKHYTb

HEeOBXOOUMOCTb HAaCTPOMKN 3arpy304YHOro Ancka BUpTyanbHOM MawnHbl VMware.

HacTpoiika 3arpy3soJHoro gucka BM

NHpopMaLmMa HOCUT CrpaBOYHbIN XapakKTep U MOXeT 6bITb yTOYHEHa B OpULM-
anbHOW AOKyMeHTauun nnatoopmbl BUpTyanmsaunm VMware.

ecnu npu cospaHum BM B kauecTBe Firmware ucnosib3oBaHo Legacy BIOS

1. 3anyctute BIOS BM:

a. Bknoynte BM;

b. cpasy nocne 3anycka 6bICTpo HaxmuTe F2;
2. HacTponTe nopagoK 3arpysku:

a. B BIOS nepenauTte Ha Bknagky Boot;

b. BblAennTe HYXHbIN gUcK (Hanpumep, Hard Drive, CD-ROM mnu Virtual NVMe) n
nepemMecTuUTe ero Ha nepBoe MecTo C NomMoLbio Knasuw +/- unn F5/F6;
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C. eCNn 3arpysoyYHbl ANCK — BUPTYanbHbIN XEcTknn auck (VMDK), yéeguntech, 4To
OH BbibpaH B Hard Drive kak nepBbii;

3. CoxpaHuTe HaCTPONKN:
a. NnepenguTte Ha Bknagky Exit;
b. BbibepuTe Exit Saving Changes;

C. NoaTBepauTe coxpaHeHune Yes.

ecnu npv co3paHum BM B kauecTBe Firmware ucnosb3osaHo UEFI

1. 3anycTtute UEFI BM:
a. Bknoynte BM;
b. cpasy nocne 3anycka 6bICTPo HaxxmuTe F2;

2. HacTponTe nopagok 3arpysku:

o

B UEFI setup nepengute Ha pa3gen Boot nnn Boot maintenance Manager;

o

BbibepuTe Boot Options > Change Boot Order;

C. BblAenMTE HY>XXHOE YCTPOWCTBO U NepemMecTUTEe ero Ha nepBoe MecTo C NMOMO-
Wblo Knasuw +/- nnun F5/F6;

d. ecnu 3arpy3o4Hbl GUCK — BUPTYasbHbIN XECTKUM anck (VMDK), ybeantecn, 4to
OH BblbpaH B Hard Drive kak nepBbiii;

3. CoxpaHuTe HaCTPOMKH:
a. nepengute B Exit > Save Changes and Exit.

npoaepKa cTaTyca 3agauu

[MpoBepbTe X0 BbIMNONHEHUA PE3EePBHOro KOMMPOBaHMA UM BOCCTaHOBMEHNA PK B pas-
jgene 3apavn.

Mpu ycnewwHoM 3aBepLUeHNn Co30aHNa Pe3epBHOM KONMUN COOTBETCTBYHOLLAA 3aaya Ha
pesepBHOE KonMpoBaHue nepennéT B ctaTyc Done (BbIMOMHEHO).

15.4.4. lNpocMoTp ouepenu sapayd
1. ns oTcnexXuBaHUs BbINOMHEHWA NPaBWi NepenguTe B pasaen 3agaum.
B paHHOM pasgene 3agava NoABAAeTCS B MOMEHT:

o BbIMOJIHEHMSA CO3[aHHOro0 NpPaBuna;
o BbINOJIHEHMA CPOYHOIr0 PEe3epPBHOIro KOMMUPOBaHUS;
o BOCCTAHOBJIEHUSA pe3epBHON AaHHbIX 13 PK;

o MPOBEPKN Pe3epBHO Konuu,
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o ypaneHuu PK;

o nepemeweHnn PK.

2. lMocne ycnewHoro 3aBepLUeHns 3aadum pe3epBHOro KoNnMpoBaHUa pesepBHasa Konus
OyaeT nomMelleHa B XpaHUnuLLe pe3epBHbIX KOMUIK, a MHGopMaLus o Hen byneT pas-
MelleHa B pa3gesie Penosutopuin.

15.5. YTUAUTbI KOMaHAHOMN CTPOKU

15.5.1. BoccTaHoBneHue

e LleHTpanusoBaHHOe BOCCTaHoOBNeHME BM 13 pe3epBHOM KOMMM BO3MOXHO MOCPes-
CTBOM YTUNUTbI KOMaHAHOW CTPOKU rb_repository.

o JlokanbHoe BOcCCTaHoOB/ieHMe BM K13 pe3epBHON KOMUM Ha KNMeHTe PK BO3MOXHO
nocpencTBOM YTUNUT KOMaHOHOM CTPOKWN rb_archives.

JlokanbHoe BOCCTaHOBJIEHUe

1. BbiBeguUTE B TepMUHa CNNCOK BCeX JOCTYMHbIX PK ona npocMoTpa id BCex peseps-
HbIX KOMWN, BbIMOJIHEHHbIX TEKYLUM KneHToMm PK:

rb_archives
2. BbinonHUTe nokanbHOe BOCCTAHOBNEHUe pe3epBHO|7| KOMMN Ha KNNeHTe pe3epBHOro
KOMnMpoBaHWA:

a. C pasBépTbiBaHMEM HoBoM BM:
rb_archives -x <id> -d <restore_path>

b. 6e3 pa3BépTbiBaHMA HoBOM BM (PK 6ygeT BOCCTaHOBMEHA TOMbKO B YKa3aHHYHO
nanky):

rb_archives -X <id> -d <restore_path>

roe:
o MapaMeTp -x yKasblBaeT Ha BOocCTaHoBNeHne PK nnm uenoykn pesepBHbIX KOMUIA
C pasBépTbIBAHUEM;

o MapamMeTp -X yKasblBaeT Ha BoccTaHoBneHne PK 6e3 pasBépTbiBaHMA (6e3 BOC-
CTaHOBJIEHMSA Ha LLeneBoM pecypce - 6e3 cosgaHua Hoson BM);

o <id> — uaeHTUdPUKaToOp BOCCTaHABNMBAEMOW pe3epBHON KONUN.
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o nMapamMeTp -d YyKasblBaeT JfloKafbHbIA KaTanor BOCCTAHOBMIEHWUS PE3EPBHOM
KOnuu;

o <restore_path> — NONHbIN NYyTb [0 SIOKaNbHOro Katanora socctaHoBneHnsa PK.

[1] CkpunT He BXOAWUT B KOMMJIEKT MOCTaBKU WU ABNSETCH LOMNONHUTENbHON OMUMOHANbHOW BO3MOXHOCTBIO, CO34aHMe KOTOPOW
obecneymBaeT 3aKasuuk
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naBa 16. O6HoOBNEeHUue

O6HoBNEHNE MOAYNA NPOMN3BOAUTCA TOSIbKO BMecTe € KnneHTtom PK RuBackup.

NMpouTuTe TaKkXxe:

e O6HOBNeHne CPK
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Fnasa17. YapaneHue

Ypaanenve mogynsa nponsBoauTCA TONbKO BMecTe ¢ knneHToM PK RuBackup.

NMpouTuTe TaKkXxe:

e Ypanenune CPK
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18.1. TOHKMe HacTpoOnKK Moaynsa Npu BbinonHeHun PK

naBa 18. NpunoxxeHus

Pasgen 18.1;

[reference-backup-common-settings];

[reference-restore-thin-settings];

[reference-restore-common-settings];

[reference-configuration-file].

18.1. TOHKMe HaCcTPOMNKU Moayna nNpu BbinosiHeHun PK

18.1.1. UaMeHeHMe NnapaMeTpPOoB TOHKUX HAaCTPOEeK Moayna

[Nna nameHeHna TOHKMUX HAaCcTPOeK MoayNsA:

OTKkponTe okHO [lo6aBuUTb NpaBuo rnobéanbHoro pacnucaHmsa nnm CpodHoe PK.
BbibepuTte none Tun pecypca.
Haxmute [...].

BbINOMHMUTE TOHKYKO HAacTPOMKY Moy .

a B~ W N -

Haxxmunte OK ona coxpaHeHnsA YCTaHOBJIEHHbIX 3HAaYEeHUN.

o KHoMka 3HayeHus No YMONYaHUIO cOpacbiBaeT BCe TeKylMe HacCTPOWKU napa-
MeTPOB W UCMNOMb3yeT 3HaYeHUA NO YMOJTYaHUIO, YCTAHOBJ/IEHHbIE B KOHOUIYypa-
LLMOHHOM banne Mmogyns.

18.1.2. MapamMeTpbl TOHKUX HACTPOEK MOA YA NMPU pe3epPBHOM KONUpoBaHUU

Tabnvya 6. lMapamMeTpbl TOHKNX HACTPOEK MOAYJIA Npn pe3epBHOM KOMUPOBaHUN
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Bo3Mo)kHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YaHMI0)

MONHbIA MyTb K CKPUMNTY BHYTPU BUPTYanbHOW MaLUMHbI,
KOTOpbIA ByAeT BbINOSHEH Nepef Co34aHNEM MIFHOBEHHOIO
CHUMKa A1 AaHHOW BMPTYasibHON MaLLUHbI.

Ecnn Baw cKpuUNT N3MEHAET COCTosHNE $pannoBO CUCTEMDI,
TO 4N1A NpefoTBpaLLEeHNS BOSMOXHOW NOTEPU 3TUX U3MEHEe-
HUW BbIMOSIHEHUTE CUHXPOHM3ALMIO Kawa un  $annoBon
CuUCTeMbl, ,06aBMNB B KOHLLE CKpUMTa, HanpuMep:

script_before_sna sync

th
pshot pa

MapamMeTp nogaep>XmMBaeTcs:

e AnA cpepbl Buptyanusaumm VMware Bepcum 7.0.2.0 u
Bbile;

e TONbKO AN PE3epPBHOr0 KOMUPOBAHUA BUPTYanbHbIX
MaLluH;

e ecnu ycTaHoBneH Habop yTunnt VMware Tools B rocte-
son OC BM

MIMA nonb3oBaTeNnsa BHYTPU BUPTYanbHON MaLLUHbI, UCTMOSb-
3yemoe AN 3anycka ckpunTa nepep cosgaHvemM MrHOBeH-
script_before_sna HOro cHMMKa 4N faHHOM BUPTYanbHON MaLUUHBbI. Username
pshot_username
ObAsaTenbHbIA NapaMeTp Npu 3agaHnum

script_before_snapshot

[Maponb nonb3oBaTens BHYyTPWU BUPTyasibHOM MaLUuHbI, OT
MMEHWN KOTOPOro 6yaeT BbIMNOSIHEH CKPUMNT nepef co3faHneM
script_before_sna MrHOBEHHOro CHMUMKa L9 OaHHOW BUPTYasibHOM MaLUUHbI.
pshot_password password
Ob6s3aTesNbHbIA NapaMeTp Npu 3agaHnum

script_before_snapshot

ApryMmeHT(bl) CKpUNTa, KOTOPbIA 6yAeT BbINONHEH BHYTPH
BMPTYasibHON MaLLUHbI Nepeps co3faHneM MrHOBEHHOO (before)
CHUMKa

script_before_sna
pshot_arguments

MonHbIN NYTb K CKPUNTY BHYTPU BUPTYalbHOW MaLLUVHbI,
KOTOpbIN 6yAeT BbIMNOJIHEH NOC/e CO34aHNSA MITHOBEHHOIO
CHMMKa ANA JaHHOW BUPTYasibHOM MaLUMHBbI.

script_after_snap

ot MapaMeTp nopaepXmBaeTcsa Ans cpefbl BUpTyanmsaumm path

VMware Bepcun 7.0.2.0 n Bbiwe.

I'IapameTp nogaep>XmBaeTcda TOJIbKO A4 pe3epBHONro Kornn-
poBaHNA BUPTYalibHbIX MallH
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MapameTp

script_after_snap
shot_username

script_after_snap
shot_password

script_after_snap
shot_arguments

execution_script_

timeout

disks_black_1list

buffer_size

18.1. TOHKMe HacTpoOnKK Moaynsa Npu BbinonHeHun PK

Bo3MoO)XXHble 3Ha-
OnucaHue 4YyeHus (no ymon-
YaHMI0)

Nmsa nonb3oBaTens BHYTPU BUPTYanbHOWN MaLUWHbI, UCNOSb-
3yemMoe AJ1s 3anycka cKpunTa nocne co3gaHns MrHOBEHHOr O
CHMMKa N5 AaHHON BUPTYanbHON MaLUVHbI.
username
O6s3aTeNbHbI NapaMeTp Npu 3agaHnm
script_after_snapshot

Maponb nonb3oBaTens BHYyTPWU BUPTYasibHOM MalUuHbI, OT

MMEeHN KOTOpPOoro 6yp,eT BbINMO/IHEH CKPUNT MoOCJie Co3aHnA

MrHOBEHHOIo CHUMKa 415 AaHHOW BUPTYasibHON MalUUHbI.
password

ObAzaTenbHbIA NapaMeTp Npu 3agaHnum

script_after_snapshot

ApryMmeHT(bl) CKpunTa, KOTOpbI 6yAeT BbINOMAHEH BHYTPU

. after
BUPTYalibHOM MallWHbl nosne co3aaHnAa MrHOBEHHOITO CHMMKa ( )

Bpems, B TeueHne koToporo moaynb RuBackup bygeTt oxu-
0aTb BbINOMHEHUS CKPUNTOB BHYTPU BUPTYanbHOW MaLUUHbI
40 1 nocne co3fgaHusa MrHOBEHHOIO CHUMKa

1 - 600 cek

(5)

MapaMeTp NoaAepXMBaeTCA TONbKO A1 Pe3epBHOI0 KOMMU-
POBaHUS BUPTYasibHbIX MalUVH

Cnncok nageHTndnKaTopoB BUPTYasnbHbIX AUCKOB, pasgeneH-
HbIX CUMBOJIOM / , KOTOPbI€ HE A0J/1>XXHbl NONAacTb B pe3epB- -
HYKO KONMuo

YKasbIBaeT pa3mMep 6ypepa obMeHa AaHHbIMU C XPaHWUIN-
LweM anckos BM: KONMYECTBO CEKTOPOB BUPTYanbHOro
AucKa ansa yteHus 3a 1 pas npu pesepBHOM KOMMPOBaHUMK 64 - 2097152
BUPTYasbHOro aucka.

(65536)
Ecnn ykasaHo 3HayeHMe BHe JONYCTUMOro AnanasoHa, To
OyLeT NCnonb3oBaHO 3HaYeHNe No yMOoNYaHno 65536
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Bo3Mo)kHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YyaHuI0)

YcTaHoBuTe ¢nar €@ Ans pPe3epBHOro KOMMPOBaHMA C Npu-
MEHEHUEM TEXHOMOMMMN NPAMOro MOAK/MOYEHNS XECTKUX
LAVICKOB BUPTYasnbHOW MaLUVHbI.

o use_hotadd = true MUMeeT NPUOPUTET, ECIM OLHO-
BPEMEHHO 3a7aH napameTp backup_whole_disk =
false.

HasHayeHue:

e yCcKopsfieT npouenypy cosgaHua PK BM ;

e YMeHbLUaeT TpeboBaHMA K cBOBOAHOMY ANUCKOBOMY MpO-
CTPaHCTBY Ha K/IMEHTE pPEe3epBHOro KOMMpOBaHusA, Tak
Kak He TpebyeTcsa co3faHue MPOMEXYTOYHbIX BPEMEH-
HbIX ¢pannoB Ha KnneHTe PK.

YcnoBus BbINOSTHEHUSA:

e KnneHT PK n moayns VMware pasBépHyTbl Ha FOCTEBON
BM cuctembl Busyanusaumm VMware;

true
e KNMeHT PK vMeeT JOCTYyM K TOMY Xe XpaHunuvwy AaH-
use_hotadd HbIX, 4TO 1N BM, ona KOTOPOWN BbIMNOMHAETCA pe3epBHOe false
KOMMpoBaHue;
(false)

e Bepcun 1 pasmep 6110Kka VMFS coBnagatoT 415 pe3eBmpy-
emoi BM 1 BMpTyanbHOro gucka, nogknro4YEHHOro Kk BM
C knueHToM PK n mogynem VMware.

Bo3MOXHO nosiBneHue owmnbkn Too many attached disks.

MpuynHa: K ogHoMy SCSI-KoHTponnepy BM WMware MOXHO
NOAKMOUYNTL He 6onee 15 XXeCcTKMUX OUCKOB.

Ecnun knueHT PK nMeeT HECKONbKO XEeCTKUX ANCKoB U BM,
0711 KOTOPOW OCYLeCTBNAETCA pPe3epBHOE KOMMpoBaHue,
TOXE MMeEeT HEeCKONbKO AWCKOB, TO TakKOW JIMMUT MOXET
ObITb NE€rKO AOCTUMHYT.

PeweHwne: pobaBbTe HECKOMBKO HOBLIX SCSI-KOHTpONIEpOB
Tuna Paravirtual gna BM knueHTa PK.

CHuMmuTe dnar @ gna pe3epBHOro KOMNMpoBaHWUA C npume-
HeHneM TexHonorum Changed Block Tracking wnu ans
pe3epBHOro KOMUMPOBaHUA TOJIbKO aoLMPOBaHHbIX YacTen
ancka BM.
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Bo3Mo)kHble 3Ha-
MapameTp OnucaHue 4YyeHus (no ymon-
YyaHuI0)
YcTtaHoBuTe ¢pnar @© gns:
* PE3EPBHOro KONMPOBAHUA BCEro AUCKA;
e ONA PE3epPBHOro KOMUPOBaHUA C NMPUMEHEHNEM TEXHO-
norum Changed Block Tracking.
CHumnte ¢nar @ pgna pes3epBHOro KOMMPOBaHUA TOJSIbKO
annoumpoBaHHbIX YacTen gucka BM.
Ona xpanunuwa tvna NFS 6ygeT BosBpaleHa 100% annoka-
r
LMAa ANCKa, TO eCTb pe3epBHOE KONMpoBaHue byaeT BbiNos- true
~ HEeHo Ans Bcero o6béMa AMCKOBOro NPOCTPaHCTBa.
backup_whole_disk false
o 9Ta onuMs He COBMeCTVMa C onuueit use_hotadd
= false. (true)

Onuusa use_hotadd mmeeT NpUoOpPUTET Mpu OOHO-
BPEMEeHHOM YyKa3aHuUM napameTpoB use_hotadd
=true M backup_whole_disk = false.

Ecnn oguH nnn 6onee AUCKOB pe3epBUpPYEMON
BM He nogpepXxuBaroT pexum use_hotadd, To
OyaeT UCMNoNb3oBaHO 3HauyeHMe napameTpa
backup_whole_disk ans scex guckos BM

YcTtaHoBuTe ¢nar ©, ecnm BM, ona KOTOpon HY>KHO co3gaTtb
PK, HaxoguTca Ha runepBusope ESXi Bepcum 6.5:

e ecnu:
o buffer_size > 49 000 CEKTOpPOB;
TO:
o buffer_size = 49 000 CEKTOpPOB;

esxi_65_compatibl
e e ecnu:

true, false (false)
o workers > 1;
TO:
o workers = 1.
CHumnte ¢dnar @, ecnm BM, ons KOTOPOM HYXHO co3gaTb

PK, HaxoguTcs Ha runepeusope ESXi Bepcun, OTAMYHOM OT
6.5.

=== O6LMe HaCTPOWKN Npn pe3epBHOM KONUPOBaHUM
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KHonka O6uue HaCTPOMKM MOAYNA NpefoCcTaBsaeT napamMeTpbl AN HACTPONKN MHO-
FONOTOYHOrO PEe3ePBHOIr0 KOMUPOBaHUS.

==== /I3MeHeHne napamMeTpoB 0OLMX HACTPOEK MOAY /IS
[nsa nsmeHeHns obwmx HacTPoek Moayns:

1. OTKponTe okHO J106aBUTb NpaBuo rnob6anbHoro pacnucaHusa nin CpouHoe PK.
2. Haxxmnte O6wme HacTporku moaynsa B 611o0ke HacTponku.

3. BbinonHUTe 06Lyro HacTponKy Moayns.

4. Haxxmute OK g1 coXxpaHeHns yCTaHOBJIEHHbIX 3HAUYEHUN.

o KHoMka 3HayeHus No yMON4YaHuIo cOpacbiBaeT BCe TeKyllMe HacTpOWKu napa-
MeTPOB U UCMONb3yeT 3HAaYEHUA MO YMOMYaHWKO, YCTAHOBJIEHHbIE B KOHOUIYypa-
LLMOHHOM banne Mogyns.

MpuyopnTET MMEIT 3HAYEHNs NapamMeTpoB, YCTaHOB/EHHbIe B O6LWMX HacTpoii-
Kax Mogyns.

==== [TapamMeTpbl 06X HACTPOEK MOLYNSA NPUN PE3EPBHOM KOMUPOBaHUM

Tabnuya 7. ObLyme HacTPOVKN Npu pe3epBHOM KOMMpoBaHUN

Bo3Mo)Hble 3Ha-
MapameTp OnucaHue yeHus (no ymon-
YyaHuI0)

worker_parallelis 3afganTe KONMMYECTBO NOTOKOB, KOTOpbLIe ByayT obpabaTbl-

(8)

m BaTb M AefynnuumpoBaTh 6N10KN AaHHbIX pecypca
i © ycTaHoBMTe dnar gna MHOMOMNOTOYHOWM Nepefayn AaHHbIX true, false
enable_multithrea
R C NCNONb30BaHMEM CETEBbIX MOTOKOB B KONIMYECTBE, YKa3aH-
g HOM B napamMeTpe network_parallelism (true)

© ycTaHoBUTE dnar gNAs Ucrnosib3oBaHNA HECKObKNX Tab-

m naMKauumum BMeCT HOMW. fal
Shap el s piaNg Mt AepyninKall eCTO 0AHO true, false

edu
E Mcnonb3yeTcsa BMecTe ¢ dnarom enable_multithreading (false)

014 NOBblIWEeHNA CKOPOCTU pe3epBHONro KonmnpoBaHMA
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network_paralleli
sm

memory_threshold

deny_memory_excee
d

restore_corrupted
_blocks

deduplication

18.1. TOHKMe HacTpoOnKK Moaynsa Npu BbinonHeHun PK

Bo3MoO)XXHble 3Ha-
OnucaHue 4YyeHus (no ymon-
YaHMI0)

3afaiTe KONMYECTBO MOTOKOB, KOTOPble ByAyT nNepefaBaTb
6710KM AaHHbIX Ha Megunacepsep.

Brnokun, nogrotoBneHHble worker noTokamu, cobnparoTcs B
Oydepsbl, KOTOpble BYAYT NepefaBaTbCs Ha cepBep.

Pasmep 6ydepa no ymonyaHuto coctasnset 100 M6, Ho ero (8)
MO>HO U3MeHUTb B daine rbfd.cnf B 3HayeHWUM NnapameTpa
parcel-size.

Mpu yBennyeHun pasmepa bydepa MoxeT 6bITb NpeBbILLEH
pacxopg naMATu, 3afaHHbIN NapaMeTpoM memory-threshold B
KOHUrypaunoHHoM ¢aisie OCHOBHOIro cepeepa

YCcTaHOBMTE BEPXHIOK FPaHULy UCMONIb30BaHUS onepaTus-
HOWM namATK (B '6) Npu co3gaHnK pe3epBHO KOMUN.

min = 4
MwvHMManbHOEe 3HaYeHne NapamMeTpa pPaBHO 4, NPU MeHbLUEM
3Ha4yeHMe NapamMeTpa B NpoLecce pe3epBHOro KONMPOBaHWUA (0)
OyneT BblBeOEHO NpepynpexaeHne n napamMeTp He bygeT
YUYTEH

© ycTaHoBuTe dnar B crnyyae, ecnm npefbiayLias nHKpe-
MeHTanbHasa pesepBHasn Konus 6bina caenaHd sepcuent CPK
RuBackup paHee 2.1.1-a.84, a Tekywas sepcus CPK
RuBackup 2.1.1-a.84 u Bblwwe;

true, false
(false)

Onpepenute cnocob® BOCCTAHOB/IEHUSA MNOBPEXOEHHbIX
pe3epBHbIX KONWUIA (TONbKO ANA UHKpeMeHTanbHoro PK):

e full_analysis — npu BbibOpe JaHHOro BapmaHTa nNpo-
UCXOAUT CKaHupoBaHue U Bepudukaumsa pesepBHON full_analysis
Konumn ans ee BOCCTaAHOBJIEHUSA: unchanged_only

e unchanged_only — npu Bbi6Ope 3TOrO BapuaHTa npw celSEllle

BOCCTaAHOBJ/IEHUN  PE3EPBHOM  KOMUW  UCMOSb3YHOTCA
TONIbKO HE U3MEHEHHbIEe dannbl;

e disable — napamMeTp OTK/OYaEeTCA B JaHHOM BapuaHTe

© ycTaHoBUTe dnar A5 BbINONHEHMA Aeaynnvkauun. B
XpaHunviie nepeaaroTca TONbKO YHUKaNbHble GOKY;

Q@ cHMMUTe dnar gns oTKAYEeHUa geaynnukaumn. B xpaHu-
nuuLe nepegaeTcs BeCb peCcypc BMeCTe € NOBTOPSAHLWMMAUCA
6nokamu.

CnepyeT NOMHUTb, YTO Y XpaHunuL,a MoXeT 6bITb peanmso-
BaH CBOW COBCTBEHHbIN MexaHn3M geaynnmkauum (Hanpu-
Mep, Y 6104HOro YCTPONCTBA UK AeAynanKaunsa Ha ypoBHe
$annoBow CUCTEMbI XpaHUNULLa)

true, false

(false)

9 MpuBeAEHHbIE HACTPOWKU [AOCTYMHbl TakXe B KOHOUrypaunoHHOM danne
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OCHOBHOro cepeepa /opt/rubackup/etc/config.file.

= TOHKMe HaCcTPOWKM MoaynAa Npu BoCcCTaHOBMeHUN PK

=== I3MeHeHMne napamMeTpoB TOHKNX HAaCTpoOeK MoayA
[Ns naMeHeHnsa TOHKKUX HaCTpoeK MoadysiAa npm BOCCTaHOBNIEHNN p83€pBHOI7I KOornuu:

1. OTKponTe OKHO LleHTpanusoBaHHOe BOCCTaHOBNEHMUe, /11 3TOro:
a. 3anauTe B pasgesn Peno3utopui;
b. HaXXMUTe NpaBytd KHOMKY MbILWK Ha BbIBPAHHOM pe3epBHOMN KOMUK;
C. BblbepuTe BocCTaHOBUTD.

2. BbibepuTte nosne MapamMeTpbl BOCCTAHOBIEHUA ANA MOAYNA.

3. HaxmwuTe [...].

4. @ cHumMmuTe dnar Ucnonb3oBaTb HACTPOMKMU MO YMONYAHUIO /19 U3SMEHEHUA TOH-
KNX HacTpoeK Moayna npu BocctaHoBneHun PK.

© npu BKtOYEHMM priara Ucnonb3oBaTb HACTPOMKM MO YMOJTYAHMIO Gy Ay T UCMOSb-
30BaHbl 3HaYeHUs NapamMeTPoB, 3anMcaHHble Npu co3gaHum PK.

5. BbINOMHMUTE TOHKYKO HAaCTPOMKY MOLYNA.

6. Haxxmunte OK gnfa coxpaHeHusa yCTaHOB/IEHHbIX 3HaYeHUN.

==== [TapaMeTpbl TOHKNX HACTPOEK MOAYNSA NP BOCCTAHOBIEHUM

Tabnuua 8. MNapameTpbl TOHKUX HACTPOEK MOAY/IS MPW BOCCTaHOBIEHUM Pe3epBHOM KOMum

Bo3Mo)XXHble 3Ha-

MapameTp OnucaHue 4YyeHus (no ymon-
YyaHuio)

O6sa3aTesibHbIE NapaMeTpbl:

Mpw BbIGOpE HEOOXOAUMBIX NapaMeTpOoB BOCCTAHOBEHNS CYLWECTBYET BO3MOXHOCTb NOUCKa B BbiNa-
AaruiemM cnncke.

Mounck BM onsa BoccTaHoBreHnsa PK ocyuwecTBnATeTCcd No napamMeTpamM datastore, vm_folder,
resource_pool, host_cluster, host, network.

YKaxkxnte ngeHtnoukaTop xpaHunuuia gaHHbix vSphere, B
KOTOpOM byfeT coxpaHeHa koHourypaumna BM gns cosgaHus

BM npwn BoCCTaHOB/IEHUN pe3epBHON KOMUN.

datastore >k ID

YKaszaHHOe XpaHuauLLe JOKHO ObITb Ha y3ne, 3aA4aHHOM B
host, MHaye 3afaya Ha BoccTaHoBeHne PK 3aBepumTcs

owmnbKomn
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vm_folder 3K

network 3K

18.1. TOHKMe HacTpoOnKK Moaynsa Npu BbinonHeHun PK

Bo3MoO)XXHble 3Ha-
OnucaHue 4YyeHus (no ymon-

YKaxuTe ngeHtnpukatop katanora BM, B KoTopbi Tpeby-
eTCA NOMEeCTUTb BUPTYasbHYIO MallMHY Npy BOCCTaHOBEe-
HUM N3 pe3epBHON KOMUN.

YKasaHbI kaTanor gosmkeH 6biTb Ha y3ne, 3afaHHOM B host,
MHa4ye 3afayva Ha BoccTaHoBeHne PK 3aBepLlumnTcs owmnb-
KOMN.

YKaxuTe naeHTuduKaTop ceTun, KoTopyro NnaHupyeTcs
Mcrnonb3oBaTh AN CO34aBaeMOoN B MpoL,ecce BOCCTaHOBME-
HWA BUPTYanbHOW MalUVHBbI.

O6sa3aTeNIbHO YKaXKUTe OAUH Uiu 6onee napameTp:

resource_pool

host_cluster

host

YKaxuTe ngeHtnoukatop nyna pecypcos vSphere, B KOTO-
pbii crneayeT NOMECTUTb BUPTYasibHYH MallnHy nNpu BOC-
CTaHOBJIEHUM N3 PE3EPBHON KOMUW.

YKasaHHbI Ny goKeH ObITb Ha Y3ne, 3afaHHOM B host,
MHa4ye 3afayva Ha BocCcTaHoBeHne PK 3aBepLlumnTcs owmnb-
KOMN.

YKaxuTe ngeHtTnpukaTtop knacrtepa vSphere, B KOTOpbIR
crnepyeTt NOMECTUTb BUPTYasbHYO MallMHY Mpu BOCCTaHOB-
JNIEHNN N3 Pe3epBHOM KOMUN.

Mpw 3agaHnmM 3TOro NapameTpa 3HaYeHusa host K
resource_pool 6yayT NPOUrHOPUPOBAHDI.

OcTaBbTe 3TO Nofe NyCTbiM, eCn KnacTep vSphere He 6bin
co3faH.

YkaxuTe ngeHTudukatop ysna vSphere, Ha KOTOpoM pasme-
LLleHa OpUrMHanbHasa BUpTYyanbHas MaluuHa npu BOCCTaHOB-
NEHNN U3 pe3epBHOIN Konuu

Heob6s3aTenbHble napameTpbl:

buffer_size

restore_vm_nics_c
onnected_
to_distributed_po
rt_group

YkaxuTe pasmep 6ydepa obMeHa AaHHbIMU C XPaHUIULLEM

YaHMI0)

ID

ID

ID

ID

AVCKOB BM: KONIMYECTBO CEKTOPOB BMPTYasibHOro ancka Ans 64 - 2097152 6510-

yTeHusl 3a 1 pas Npu ero pesepBHOM KOMUPOBaHUN.
Ecnu ykasaHo 3HayeHue BHe JonyCcCTMMOro guanasoHa, To
6yaeT MCroNb30BaHO 3HAYEHME MO YMOTYaHMIO

YcTtaHoBuTte ¢onar @© ans cospgaHusa BM ¢ ceTeBbiM apganTe-
pom (ecnu BoccTaHaBnmBaeMas PK 6bina co3gaHa onsa BM ¢
aganTepoMm (NIC) Tmna DISTRIBUTED_PORTGROUP).

CHMMUTe dnar @ ana cospaHms BM 6es ceTeBoro agantepa

KOB

(65536)

true

false
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MapameTp

vim_hv_version

restore_to_origin
al_vm

vm_name

Bo3MoO)XXHble 3Ha-
OnucaHue 4YyeHus (no ymon-
YaHMI0)

YKaxuTe BepCuo BUPTYasnbHOro annapaTHoro obecnevyeHums
ESXI cospaBaemMoii BM (Mpun BOCCTaHOBNEHUN C pasBEPThI-
BaHMEM). oT 3 o 21

PekomeHayeM yKasbiBaTb MaKCUMarbHYO nNogaepxusae- (3HaueHwue ns PK)
MYIO BEPCUIO annapaTHOro obecrneyeHns Ncrnosb3yemMomn
Bepcuern nnatoopmbl BUpTYyanusaumm VMware.

YcTaHoBuTe dpnar @ Ans8 BOCCTAHOBNEHUA pe3epBHON KONUK
B OPUTMHAsIbHYIO BUPTYalbHYIO MallMHY C TEM Xe UOEeHTU-
dnKaTopom.

Ecnu opurnHanbHas BUpTyasnbHan MallMHa CyLecTByeT, TO
6yaeT BbINOSIHEHA NPOBEPKa Hannums eé AUCKOB MO NAEHTU-

dunkaTopam.

Ecnu kakon-nnbo 13 ANCKoB, COAePXalNMNCsa B pe3epBHOM true
KOMUW, OTCYTCTBYET B BUPTYanbHOW MalLMHe, TO 3afava

BOCCTaHOBJ/IEHNSA N3 PE3EPBHON KOMNKN 3aBEPLUNTCS OLING- false
KoWn.

Ecnu BupTyanbHasi MallMHa C TEM Xe UAEHTUPUKATOPOM
OTCYTCTBYET, TO 3afa4ya BoccTaHoBMeHUA PK bygeT 3aBep-
LLeHa owmnbkown/

MapameTp nogaepxmBaeTcs TObKO NpU BOCCTaHOBNEHNN
BUPTYaNbHbIX MaLlKH (He npuMeHnmM gnsa PK wabnoHa BM)

YKaXknte nMs BUPTYanbHOW MalUWHbI, KOTOpoe byaeT
MCMoMb30BaHO Npu eé cosfaHnn BOBPEMSA BOCCTaAHOBIIEHWS.

Ecnu 3anonHeH napamMeTp vm_name, TO NPU BOCCTaHOBNEHUN
13 pe3epBHOWN KOMuun 6yn,eT BbIMNOJ/IHEHA MPOBEPKa HalM4ynA B
BUPTYyasbHOW MalWHbI C yKa3aHHbIM UMEHEM.

Ecnu BupTyanbHas MallnHa C TakKUM UMEHEM YXe cylle-
CTBYeT, TO 3afaya BOCCTaHOBSIEHNA N3 Pe3epBHON KONUK
3aBepLUNTCA OLINOKOM

e buffer_size > 98 000 CeKTOpPOB;

TO:

e buffer_size = 98 000 CeKTOpPOB;

s eclnu:

e KOJINYECTBO NMOTOKOB AaHHbIX workers > 1;
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TO:

e workers = 1;

o ecnu (n):

= 334aH napamMeTp BOCCTaHOBIEHUA vm_hv_version;
= 3Ha4yeHue napameTpa vm_hv_version > 13;

» yYCTaHoOBNEeH ¢nar esxi_65_compatible;
TO
= vm_hv_version = 13.
o ecnu (n):

= MapamMeTp vm_hv_version He 3ajaH NpW BOCCTaHOBEHUM
= 3HayeHue napameTpa vm_hv_version B MeTafaHHbIX PK > 13;

» yYCTaHoOBNEeH ¢nar esxi_65_compatible;
TO:
= vm_hv_version = 13.

CHumunte dnar @, ecnu 6ygeTe BoccTtaHasnmeaTb BM n3 PK Ha runepsusop ESXi Bep-
CUW, OTIMYHOM OT 6.5.

Homep Bepcun BUpTyanbHOro annapaTtHoro obecrnevyeHns BoccTaHaBnmsaemon BM B
9TOM cny4yae bepeTca U3 napameTpa vm_hv_version nmbo n3 PK, ecnm OH He ykasaH B
napameTpe vm_hv_version.|true, false

(false)

| convert_vm_to_template |YcTaHoBuTe dpnar @ ans BoccTaHoBNeHUA BM 13 pesepBHOIii
konun ntoboro Tmna (PK BM nnu PK wabnoHa BM) ¢ nocnegyrouwen KoHsepTaumnen eé B
lwabnoH BM.

CKOHBepTUMpOBaHHbIN WabnoH 6ynet nobasneH B BbibpaHHbIM KaTanor BM VM Folder v
He 6ygeT npuHagnexaTtb 6ubnnoteke VMware Content Library.

MimeeT npunopuTteT nepen napameTpoM add_item_to_library

CHumuTe dnar @ gns BoccTaHoBneHna BM us pesepsHon konun ntoboro tvna (PK BM
nnu PK wabnoHa BM) 6e3 eé nocneayrowen KoHesepTaumm B LWabAoH

| true

false
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(false)

BbibepuTe opHy M3 onuuit: |add_item_to_library a|BoccTaHosnenue wabnona BM B
onbnnoteky VMware Content Library:

e None — 6e3 BOCCTaHOBMNEHMUs WabnoHa BM B 6ubnnoteky VMware Content Library;

e my_library — BOCCTaHOBNeHMe wabnoHa BM B nonb3oBaTeNbCKyto 6UGIMOTEKY
VMware Content Library(Mo>eT 6bITb HECKONbKO);

e ORIGINAL — BOCCTaHOBJIeHMe WabnoHa BM B opurmnHanbHyro 6nbnmoteky VMware
Content Library, B KoTopoi Haxoguacsa opurmHanbHbin WabnoH BM Ha aTane cosga-
HUA ero PK.

BoccTaHoBneHne wabnoHa BM B 6ubnmoteky VMware Content Library 6onee gnu-
TenbHOEe, YeM BOCCTaHoB/eHMe wabnoHa BM B katanor BM VM Folder npun yctaHoB-
NeHHOM ¢nare convert_vm_to_template

3HayeHMe napamMeTpa add_item_to_library 6ygeT NPOMrHOPUPOBAHO, €C/ BbICTaB/EH
dnar ona napameTpa convert_vm_to_template.

MapamMeTp noagep>XmnBaeTcs TONbKO NPWU BOCCTAHOBMNEHUN WabnoHa BM (He npyuMeHum
ons PK BM) |None, my_library, ORIGINAL

(None)

| esxi_65_compatible a|AkTuBupyiTe nepeknoyatens @, ecnu 6ygeTe BOCCTaHaBNN-
BaTb BM 13 PK Ha runepsusop ESXi Bepcumn 6.5.

MNpu aKTUBMPOBAHHOM MepekYaTene:

e ecnu pasmep bydepa (cMm.napameTtp buffer_size), HeobxoanmMoro ans obmMeHa fgaH-
HbIMW C XpaHUMLLEM gUckoB BM, 6bonblue 98 808 CEKTOPOB, TO NapaMeTp yCTaHaB-
nmnBaeT 3Ha4yeHne bydepa, paBHOE 98 000 CEKTOPOB;

e €C/In KONMn4YeCcTBO TOTOKOB AOdHHbIX (CMIBpaMeTp KOH¢MpraHMOHHOFO ¢danna
workers) 6onblue 1, TO NapaMeTp yCTaHaBIMBaeT KOJIMYECTBO NOTOKOB, paBHOE 1;

e eCq 3afaH NapamMeTp BOCCTAHOBMEHUA VIM_hv_version u akTUBUPOBAH Nepeksoya-
Tenb esxi_65_compatible, TO, ecnm 3HayeHue napameTpa vm_hv_version MpeBbI-
laeT MaKcuManbHo gonyctumoe (13), OHO yCTaHaBIMBaETCA B MaKCUMasbHO ony-
cTumoe (13). Ecnn napameTp vm_hv_version He 3afaH, HO akTUBMPOBAH Nepeksioya-
Tenb esxi_65_compatible ©W Mpu 3TOM COXpPaHEHHOEe 3HayeHue rMapameTpa
vm_hv_version 6onblwe MakcumanbHo pgonyctumoro (13), TO 3HayeHue
vm_hv_version BHOBb CO3[aHHOMN BUPTYyasibHOW MaluHbl 6ygeT paBHO MakCMMasibHO
ponyctumomy (13).

[eakTuBnpymnTte nepeknovatens @, ecnn bypgeTte BoccTaHaBnueatb BM n3 PK Ha
rmnepsusop ESXi Bepcun, oTnM4yHOM OT 6.5. HoMep Bepcum BUPTYyanbHOro annapar-
Horo obecrne4yeHns BocCTaHaBnmBaemMon BM B aToM cnydyae GepeTca n3 napametpa
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vm_hv_version nn6o mn3 PK, ecnu oH He yKasaH B napameTpe vm_hv_version. |true,
false (false)

[#reference-restore-thin-settings---_Bepcuv_upTyanbHoro_annapaTHoro_obecneyeHnsa_esxi] =====
Bepcuun BupTyanbHoro annapaTtHoro obecrneyeHuns ESXI

[#c750883d-94ec-4ddb-89cc-b661552e2d9f] .CooTBeTCTBUME Bepcuii ESXI n BupTyanbHoro anna-
paTHoro obecneveHus [#reference-restore-thin-settings---b7bd54c4-a078-4135-8f02-
2a7d7376b8f9%headers, cols="1,1,1,1,1,1,1,1"]

|Virtual Hardware Version |21 |26 |19 |18 |17 |16 |15

|Products |ESXi 8.0

Fusion 13.x

Workstation Pro 17.x

Workstation Player 17.x |ESXi 7.0U2 (7.0.2)

Fusion 12.2.x

Workstation Pro 16.2.x

Workstation Player 16.2.x |ESXi 7.0 U1 (7.0.1)

Fusion 12.x

Workstation Pro 16.x

Workstation Player 16.x |[ESXi 7.0 (7.0.0) |Fusion 11.x

Workstation Pro 15.x

Workstation Player 15.x |[ESXi 6.7 U2 |ESXi 6.7

Fusion 10.x

Workstation Pro 14.x

Workstation Player 14.x

[#b81bd54c4-a078-4135-8f02-2a7d7376b8f9%headers, cols="1,1,1,1,1,1,1,1"]

[#reference-restore-thin-settings---b81bd54c4-a078-4135-8f02-2a7d7376b8f9]

|Virtual Hardware Version |14 [13 |12 |11 |10 |9 |8
|Products |ESXi 8.0 U2 (8.0.2)

Fusion 13.6
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Workstation Pro 17.6
Workstation Player 17.6 |ESXi 6.5 |Fusion 8.x
Workstation Pro 12.x
Workstation Player 12.x |[ESXi 6.0
Fusion 7.x

Workstation 11.x

Player 7.x |ESXi 5.5

Fusion 6.x

Workstation 10.x

Player 6.x |[ESXi 5.1

Fusion 5.x

Workstation 9.x

Player 5.x |ESXi 5.0

Fusion 4.x

Workstation 8.x

Player 4.x

[#reference-restore-thin-settings---e0737229-a4c1-4caa-8bf7-9b56a7c8aled%headers, cols="1,1,
1,1,1,1"

|Virtual Hardware Version |7 |6 |4 |3 u 4 |3
|[Products [ESXI/ESX 4.x

Fusion 3.x

Fusion 2.x

Workstation 7.x

Workstation 6.5.x

Player 3.x

Server 2.x |Workstation 6.0.x |[ESX 3.x
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ACE 2.x

Fusion 1.x

Player 2.x

|ACE 1.x

Lab Manager 2.x

Player 1.x

Server 1.x

Workstation 5.x
Workstation 4.x |ESX 2.x

GSX Server 3.x
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[reference-restore-thin-settings---_cnpaBo4YHas_mHoopMaLma_o_napameTpax] ==== CnpaBo4yHas
MHOOPMaLMA 0 NapameTpax

[na oTobpaxeHns onucaHus MHTepeCyoLLLEero NnapaMeTpa HaxXMuTe Ha pPALOM C Napa-
METPOM.

3HayeHNsA HEKOTOPbIX MapaMeTpPoB OTOBpaXKaoTCA B BUAE NYTU, HaNnpumep:
[source, text] ---- /108.177.33.18/Datacenter/datastorel(datastore-11) ----
COLEPXUT:

* 10.177.33.18 - agpec VMware;

* Datacenter - HaMMeHOBaHMWe faTaleHTpa;

* datastorel - HaMMEHOBaHME XpPaHWUAULLA OAHHbIX;

* datastore-11 - MoRef xpaHunuwia gaHHbIX.

:docname: reference-restore-common-settings :page-module: ROOT :page-relative-src-path:
reference-restore-common-settings.adoc :page-origin-url: http://10.177.32.32/rubackup/docs/
module-vmware-vsphere :page-origin-start-path: :page-origin-refname: master :page-origin-reftype:
branch :page-origin-refhash: f561d510a67a458d69a2b2be545db2f5e654e58¢e [#reference-restore-
common-settings] === O6LMe HAaCTPONKN NPN BOCCTAHOBNEHNN

:button-settings: [.nowrap#{g'} (HacTpomku)] :button-ok: OK :button-save: CoxpanuTb :button-table-
columns-setup: [.nowrap & ( HacTpoWka KoNoHoK ) ] :sign-column-sorted:
image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/Filter/Filter-small.svg[width="20px"]
:button-clean-filter: image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/Filter/No-
filter.svg[width="20px"] :button-clean-filters:
image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/Filter/No-filters.svg[width="20px"]
:button-question: [.nowrap@ (UHpopmayuna o cTpaHmye )] :button-close:
image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/Close.svg[width="20px"]

:section-monitoring: [.nowrapgg MaHenb MOHUTOPUHra] :section-objects: [.nowrap Q O6beKTbI ]
:section-strategies: [.nowrap CrtpaTterum] :section-global-schedule: [.nowrap El Co6anbHoe
pacnucaHue] :section-remote-replication: [.nowrap YpanéHHasa pennukauma] :section-repository:
[.nowrap @ Peno3uTtopumii] :section-tasks: [.nowrap Ouepepnb 3apau] :section-servers:
[.nowrap CepgBepbl RuBackup] :section-logs: [.nowrap XXypHanbl] :section-admin:

[.nowrap é}a ApMuHUcCTpUpoBaHue] :section-infrastructure: [.nowrap UndpacTpykTypa]
:section-tasks-new: [.nowrap 3apaum] :button-kill-new: [.nowrap Youtb] :button-restart-new:

[.nowrap Mepe3anycTutb] :backup-new: [.nowrap Pe3epBHOe KonupoBaHue ] :copy-to-pool-
new: [.nowrap[j KonupoBaTb B nyn] :tables-new: [.nowrap MpaBuna] :section-admin-new:
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~.| NapameTp .| Onncanve .| BoamosxHble 3HaueHUs (N0 yMOnYaHuo)

| worker_parallelism |3apaeT konnyecTBo MOTOKOB, KOTOpble 6yAyT yyacTBoBaTb B
npoLecce BOCCTaHOBNEHUS GIOKOB aHHbIX pecypca | (8)

|memory_threshold

|YcTaHaBnMBaeT BepxHIOIO rpaHuLy MCMONb30BaHUA onepaTvBHOW namsaTu (B M6) npu
BOCCTaHOB/IEHUWN Pe3ePBHOMN KOMUM.

Mpy 3HaYeHUV napamMeTpa MeHblle 4 B NpoLecce BOCCTAaHOBEHUA Pe3epBHOM KOMUU
6yneT BbiBeAEHO NpeaynpexaeH/e N napameTp He 6yaeT yuTéH [min = 4 (0)
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NOTE: lNpunBefEHHbIE HACTPOMKM AOCTYMHbI Tak)Xe B KOHOUIypaunoHHOM ¢dalifie OCHOBHOIo cepBepa
/opt/rubackup/etc/config.file.

:docname: reference-configuration-file :page-module: ROOT :page-relative-src-path: reference-
configuration-file.adoc :page-origin-url: http://10.177.32.32/rubackup/docs/module-vmware-vsphere
:page-origin-start-path: :page-origin-refname: master :page-origin-reftype: branch :page-origin-
refhash: f561d510a67a458d69a2b2be545db2f5e654e58e :navtitle: KoHpurypauoHHbin dain
[reference-configuration-file] === KoHdurypaunoHHbIn dainn

:button-settings: [.nowrap#@ (HacTpo#mkm )] :button-ok: OK :button-save: CoxpauuTb :button-table-
columns-setup: [.nowrapHz (HacTpoiika konoHok )] :sign-column-sorted:
image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/Filter/Filter-small.svg[width="20px"]
:button-clean-filter: image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/Filter/No-
filter.svg[width="20px"] :button-clean-filters:
image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/Filter/No-filters.svg[width="20px"]
:button-question: [.nowrap@ (UHpopmayua o cTpaHuye )] :button-close:
image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/Close.svg[width="20px"]

(@][m]
:section-monitoring: [.nowrap OO [MaHenb MOHUTOpHMHra] :section-objects: [.nowrap Q O6beKTbI ]
:section-strategies: [.nowrap Ctparterum] :section-global-schedule: [.nowrap IEI Fno6anbHoe
pacnucaHue] :section-remote-replication: [.nowrap YpanéHHana pennukauus] :section-repository:

v
[.nowrap @ Penosutopui] :section-tasks: [.nowrap Ouepepb 3apauy] :section-servers:
=
.nowrap [e=] CepsBepbl RuBackup] :section-logs: [.nowrap ypHanbl] :section-admin:
[ . Cc RuBackup] ion-I [ X ] i dmi
=

[.nowrap @g; ApamuHucTpupoBaHue] :section-infrastructure: [.nowrap [e=)] UHPpacTpykTypa]

v
:section-tasks-new: [.nowrap 3apaum] :button-kill-new: [.nowrap YoéuTtb] :button-restart-new:

[.nowrap Mepe3anyctutb] :backup-new: [.nowrap Pe3epBHOEe KonupoBaHue ] :copy-to-pool-
new: [.nowrap@ KonupoBaTtb B nyn] :tables-new: [.nowrap MpaBuna] :section-admin-new:

[.nowrap &a ApMuHucTpartopbl] :bandwidth-new: [.nowrap@ MponyckHas cnoco6HOCTb |
:operations-new: [.nowrap| yy Onepauum] :management-new: [.nowrapr\@ YnpaBneHue] :security-

new: [.nowrap @] BesonacHocTb] :poolstorages-new: [.nowrap B Xpanunuua] :see-pool-new:
[.nowrap MocmoTpeTb Nynbl] :reset-password-new: [.nowrap (3x C6pocuTb naponb] :rbom-
button-restore-vm: [.nowrapll_":‘;, BoccTaHoBuTb BM] :rbm-button-table-columns-setup: [.nowrapﬂ_:lé,|
(HacTpouku Taénuypbl ) ] :rom-button-move-meta: [.nowrap (MepemecTuUTb MeTagaHHble )] :rbm-
button-tasks-priorities: [.nowrap (MpuopuTteTbl 3agay ) |

:hamburger-close: [.nowrap {= (CeepHyTb naHenb pasgenos )] :hamburger-close:
image:../../../General/2.7.0.0.0/ui/_images/common_gui/rc/images/menulcons/Icon-Hamburger-
Close.svg[width="20px"]

:button-urgent-backup: [.nowrap ﬁ (CpouHoe PK)] :button-user: [.nowrap 8 (CpouHoe PK) ]
:button-restore: [.nowrap BoccTaHOBmH:button—restore—granular: [.nowrap IpaHynapHoe

BOcCcTaHoBneHue] :button-verify: [.nowrap . Mpoeeputsb] :button-delete: [.nowrap Yaanutb]

:rbom-button-objects-add: [.nowrap ([o6aBnTb 06BbeKTbI)] :button-apply: [.nowraps/ Mpume-

h|I'IapaMeTp KOHdUrypaumoHHoro ¢awnna ".h|Or||/|caH|/|e h|BO3MO)KHbIe 3HayeHus
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(mo ymon4yaHwuto)

|vcenter b 3 | Ykaxute IP-agpec nnu nonHoe gomeHHoe umsa cepeepa FQDN gna noa-
KnoYeHus K nnatdopme BupTyanusayum VMware | ip nnn FQDN

| login XK a| YKaxuTe faHHble ona aBTopmsaumn nonb3oBaTensa Ha nnatdopme BUpTya-
nnsayum VMware ogHUM 13 cnocobos:

e HesallndpoBaHHaa CTPoKa B popmaTe user_name :password ;

e CTPOKa, 3aKOAMpoOBaHHasA anropnuTMom Baseb4.

ﬂ,ﬂﬂ KoOgnpoBaHUA BbINMONHUTE!
echo -n 'user_name:password' \| base64

rgoe: user_name — UM Mosib3oBaTensa nnatdopmoel BUpTyanusaumm VMware;
password — Maposib nosib3oBaTens ninatpopmbl BUpTYyanusaumm VMware
| user_name :password

| ca_info a|yKa>KV|Te nyTb K ¢panny ceptnoumnkaTta, KoTopbln nosydeH ot vCenter.

Mcnonb3ynte 3Ty OnNuuio TONbKO B Clly4Yae BO3HWKHOBEHUS r|p06neM C aBTOMaTun4ye-
CKUM NnoJsty4eHnem cemechKaTa.

Ecnu nyTb He yKasaH, To cepTuoumkaTt byaeT nonyyeH us vCenter aBToMaTUYECKN.
[na nonydyeHus apxmea c cepTudmnkatamm ns vCenter BbinosHUTE:

wget <IP-agpec unm FQDN pna vCenter>/certs/download.zip --no-check
-certificate

NomecTute dann-cepTndpukaTa C pacwmnpeHnem .0 B nanky
/opt/rubackup/etc/certs/lin.|path

| timeout |yKa>|<|/|Te 3HayeHuMe B CeKyHaax onsa npoMexyTka BPpeMEHN, B TEYEHUN KOTO-
poro moaynb 6yget oxumpgaTtb OTBET Ha API-3anpocbl Ha nnathopmy BUPTyanusauymuu
VMware.

Ecnu Bpemsa oxugaHus nctekno, a API-3anpoc otcancsa 6e3 oTBeTa, TO COOTBETCTBYHO-
LasA 3a4a4a pe3epBHOro KoNMpoBaHWs/BOCCTAHOBNEHMA 3aBEPLUMTCA OLLUMGKON.

3HayeHVe @ COOTBETCTBYET OTCYTCTBUIO YCTAHOBMIEHHOMO IMMUTA BPEMEHU OXMUAaHUSA
oTseTa |[1;300]
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(5)

| port |Ykaxute nopt ona aBTopmsaLum Ha y3ne nnatdopMbl BUpTyanusauum VMware
| port

| nfc_host_port |yKa>K|/|Te nopT Ana yctaHoBku NFC-nogkmoyeHns K y3ny runepsmnsopa
ESXi | port

| workers |yKa)KI/ITe KONIMYEeCTBO napanienbHbIX MOTOKOB AN1A paboTbl C BUPTYyasbHbIMMU
XeCcTKUMKU anckamum BM

Ecnun cTpoka ¢ gaHHoOW onuuen OTCYTCTBYeT B ¢anne HacTpoeK MoayNsA, 3aKOMMEHTH-
pOBaHa WM 3HAYEHWEe Haxo4UTCA BHE AOMYCTMMOro guanasoHa, To 6yaeT MCnosb3o-
BaHO 3HaYeHMe rno yMos4aHuo 2 |[1;8]

(2)
| curl_verbose a| Bknouenune pexuma oTknaakm REST API sanpocos B vCenter.
BO3MOXHble 3HaUeHNs:

e 1PN 3HAYEHNUN NnO PEXUM OTJ/TaAKN API 3aMpOoCOB BbIKJ/IKOYEH;,

e MPU 3HAYEHUN yes peXxuM oTnaakum APl 3arnpocoB BKIIHOYEH.
He ncnonbaymnTe pexunm oTnagku npu wraTtHon padoTte CPK! |yes, no
(no)

| curl_workers |YkaxuTte KonmyecTBO NOTOKOB ANS OTNPaABKM NapannenbHbIX 3anNpPOCoB
K nnatdopme BupTyanmsaumm yepes REST API

|[1;1000]
(10)

| allow_work_with_ incompatible_versions a|BkmounTb MOALEPXKKY PE3ePBHOrO
KOMMPOBAHUA M BOCCTAHOBMEHMA JaHHbIX BM ans Henopaep>xuBaemoit Bepcumn nnat-
dopMbl BUpTYyanusauum VMware

[Mpwn BbIMNONHEHUM NPOBEPKM PaboTOCNOCOBHOCTN MOAYNA Ha y3ne knueHTa PK Bbinos-
HAeTCA 3anpoc K nnatdopmMe BUpTyanusaummn ana onpeneneHns sepcun.

Ecnn Bepcua nnatoopmbl BUpTYyanusaunm VMware oTniMyaeTcs OT Crivcka rnofnaepxu-
BaeMbIX BEPCUMN:

e MPW 3HAYEHUN no MNpoBepka PaboTOCNOCOOHOCTN MOAYNA 3aBEPLUNTCHA OWMOKON B
cnydyae, ecnu sepcua nnateopmbl BupTyanusaumum VMware otnan4daeTca OT Cnucka
BEPCUN, C KOTOPbIMU BbIMOMHANACh MHTerpauus moayns. B Takom cnydvae 6ypget
HEBO3MOXHO BbIMOSHATbL pe3epBuUpOBaHME U BOCCTaHOBNeHMe BM ¢ gaHHOro knm-
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eHTa PK.

e NPW 3HAYEHUN yes NPU NpoBepKe PaboTOCNOCOOHOCTM MOAYNA B €ro XYpHalbHbIN
dann 6ypeT BbIBEOEHO NpefynpexaeHne O HenognepXXmBaemMon Bepcum nnat-
dopMbl BUpTyanusauum VMware, ogHako Moaynb MOXHO 6yaeT ucnonb3oBaTb AN
pesepBMpoOBaHME N BOCCTaHOBNEHME BM.

Mpy BO3HUKHOBEHUM OLLIMBOK B paboTe Moaynsa ¢ HENOAOEXNBAEMON BEPCUEN
vCenter, nogaep>xka co cTopoHbl RuBackup He okasbiBaeTcA |yes, no

(no)

| disk_transport a| MapameTp ycTaHaBnMBaeT TWM TpaHCMOPTa, KOTOpbIA 6GymeT
MCMNONb30BaH ANA COXpaHeHUss obpasa BUPTYalnbHbIX AUCKOB B NIOKaNbHbIA KaTanor Ha
y3/e KNMeHTa pe3epBHOro KONMpoBaHus.

Bo3MOXHble 3Ha4YeHUsA:

e nbd — ceTeBoe 6/104HOE YCTPOMNCTBO, AOCTYN K BUPTYyanNbHOMY AUCKY Yepes CeTb;

e nbdssl — ceTeBoe 6/104HOE YCTPOMCTBO C SSL, AOCTYN K BUPTYanbHOMY AWUCKY
yepes ceTb C UCNONb30BaHNEM TLS;

e hotadd — nogknK4YeHne BUPTYaslbHOro AUCKA HENOCPeaCcTBEHHO K Y3y K/MEeHTa.
ToNbKO ANA KINEHTOB, PaCnono>XeHHbIX Ha y31axX VMware;

o file — nMopgknKOYEHWE NOKaNbHOro parna BUpTyanbHOro gucka BM.
Bo3MOXHble KOMOBUHaLWM pasgenatoTCcs ABOETOUYMEM C YMEHbLUEHMEM NpuopuTeTa.

B cTpoke 3HayeHusa no ymon4yaHuo file:san:hotadd:nbdssl:nbd TpaHCRoOpTbl BUPTY-
allbHbIX XXE€CTKUX AUCKOB BbICTPOEHbI NO MPUOPUTETY — OT CaMOro BbICTPOro K camMomy
MegJsieHHOMY. VIMeHHO B TakoM nopsagke oHn 1 6yayT ncnonb3oBaTbcA vixDiskLib npwu
paboTe C BUPTYyaslibHbIMU XECTKUMU guckamu. Ecnn kakon-nnbo TpaHCrnopT He ypaa-
eTcA ucnonb3oBaTb, TO vixDiskLib nblTaeTca nMcnonb3oBaTb CNefyroWMA NO CMUCKY
|nbd, nbdssl, hotadd, file

(file:san:hotadd:nbdssl:nbd)

|ignore_access_errors a|l/IrHopV|pOBaH|/|e OLLUNBKMK Bbl30Ba OYHKL NN
VixDiskLib_PrepareForAccess.

Bo3MOXHble 3HaYeHUs:

e NPV 3HAYEHUN yes OLINOKM BbI3oBa GYHKLMM VixDiskLib_PrepareForAccess UFHOPU-
pyroTCA 7 3anncbiBarOTCA B YXYPHanbHbIN dann Moaynsa
/opt/rubackup/log/rb_module_vnware_vm.log, npu 3TOM MOAYNb NpoAo/IXKaeT
paboTy;

e NPV 3HaAYEHUN no OLlUMOBKa Bbi30Ba GUGMIMOTEUYHON YHKLUN NpuBeaeT K OlInbKe
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BbIMOJIHEHNA 3ada4YN pe3epPBHOINo KOrnMpoBaHMA Ui BOCCTaHOBJ1IEHUA | yes, no
(no)

| disable_access_calls a|/irHopupoBaHue BbI30Ba DYHKLINIA
VixDiskLib_PrepareForAccess W VixDiskLib_EndAccess.

Bo3MOXHble 3HayeHus:

e MpPW 3Ha4YEHUN yes BbI30Bbl BUBNNOTEYHbIX QYHKLMA VixDiskLib_PrepareForAccess
N VixDiskLib_EndAccess He NPOU3BOAATCA NPV B3aUMOLENCTBUM MOoLYNA Vmware ¢
BUPTYanbHbIMK Anckamu. CoobueHns 06 3TOM 3anncCbiBatOTCH XYpPHasnbHbIN dann
Moaynsa /opt/rubackup/log/rb_module_vnware_vm.log;

e NP 3HAYEHUN no BUBINOTEYHbIE BbI30Bbl QYHKLMN VixDiskLib_PrepareForAccess u”
VixDiskLib_EndAccess BbIMONMHAKTCA NPU B3aMMOAENCTBUN Moayna C BUPTYyallb-
HbIMU guckamu BM |yes, no

(no)

|enable_vix_disk_lib_logging a|Be,D,eH|/|e 3anucu onepaunm 6mbnmotekn VixDiskLib
B XXYpPHanbHbIn ¢ann Moayna /opt/rubackup/log/rb_module_vnware_vm.log.

Bo3MOXHble 3HaYeHUs:

e NPW 3HAYEHUN yes onepauun moayna Vmware ¢ gpuckamum BM 3anumcbiBatoTCA B XYyp-
HanbHbIV pann MoLyns;

e NPW 3Ha4YeHUU no onepaunm moayna Vmware ¢ auckamm BM He pukcupyroTcs |yes,
no

(yes)

|backup_instance_type alyKa)Kl/ITe TUN CYLWHOCTU ON1A pe3epBHOro KOMUpOBaHUA C
ncnonb3oBaHueM mMoayna Vmware Ha knneHte PK.

Bo3MOXHble 3HaYeHUs:

e PV 3HAYEHUN vm MOAYJb BbINOSHAET pe3epBHOE KONMPOBaHME BUPTYaibHbIX MaLUVH
nnatoopMbl BUpTyanmsayum VMware;

e NPV 3HaYeHUN vm_template MOAYMb BbIMNOMHAET pe3epBHOE KONMMpoBaHMe WabnoHoB
BM Tnna VM Templates, pacnonoxeHHbix B 6ubnnotekax VMware Content Library

|vm, vm_template
(vm)
|vm_template_creation_timeout |yKa>KI/ITe 3HayeHMe B CekyHpax nna npomMexyTka

BpeMeHn, B Te4eHMnn KOToporo Moayib 6yp,eT oXwungaTtb oTBeT Ha API-3anpochkbl co3ga-
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HuA wabnoHa BM B 6ubnnoteke VMware Content Library B npouecce BocCTaHOBNEHUS
lwabnoHa BM ¢ pasBEpTbIBaHMEM.

Ecnn BpemMs oXumpgaHus UCTEKIO, HO OT nnaTtdopmMbl BUPTYyannsauum He MocTynun
OTBET, NoATBepXparwwmnn cosgaHne wabnoHa BM B 6ubnnoteke VMware Content
Library, To 3agaya BoccTaHoBneHns PK 3aBepumTca co ctaTycoM Done_With_Defect.
Mpu aToM nnaTdopmMa BUPTyanmsaumm MOXeT YCrMeLWHO 3aBepLlUnTb co3haHme wabnoHa
BM.

3HayeHue 0 COOTBETCTBYET OTCYTCTBUKO YCTAHOB/NIEHHOIO INMNUTa BPEMEHU OXXNOAHNA
oTBEeTa.

|[0; 3600]

(600)
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[<mark>reference-configuration-file---_nncTunHr_-
danna] JlucTuHr ¢anna

[source, txt] ---- # Description variables # Symbol
"</mark>" at the beginning of the line treats as a
comment # "#" in the middle of the line treats as a
parameter value # So please do not use
comments in one line with parameter # #
Mandatory parameters # # IP address or FQDN for
vCenter #vcenter <a
href="https://&It;ADDRESS_OF_vCenter&gt"
class="bare">https://&It;ADDRESS_OF_vCenter&gt
</a>; # # Data for authentication in vCenter can
be provided in one of the following forms: # 1. Not
encrypted string. # For example: login
user_name:password # # 2. String of the format
'user_name:password' encrypted using the
'base64' algorithm. # For example: login crypted
dXNIclQuYW1IOnBhc3N3b3JkCg== # To encode
login and password use command # echo -n
‘LOGIN:PASSWORD'

74 n374

base64 #login crypted <LOGIN AND PASSWORD>
# # Path to the certificate file got from vCenter,
optional. # If not specified certificate will be
obtained from vCenter automatically. # Use this
option only in case of issue in getting the
certificate automatically. # The following
command can be used to obtain an archive with
certificates from vCenter: # wget <IP address or
FQDN for vCenter>/certs/download.zip --no
-check-certificate #ca_info
<PATH_TO_CERT_FILE> # # A timeout value in
seconds RuBackup module will wait for response
from vCenter on corresponding API requests #
minimum 1, maximum 300, default 5 #timeout 20 #
Port to use for authenticating with vSphere host
#port O # Port to use for establishing NFC
connection to ESXi host #nfc_host_port O #
Number of parallel workers to work with virtual
disks # min 1, max 8, default 2 #workers 2 # Turn
on debug of REST requests #curl_verbose no #
Amount of parallel workers for REST requests #
min 1, max 1000, default 10 #curl_workers 10 # #
Try using the module if the vCenter platform
version is not compatible with RuBackup. Default:
no #allow_work_with_incompatible_versions no #
Virtual disk dump method aka disk transport that
will be used for disks local dump # Possible
values: # - nbd: network block device, access
virtual disk via network # - nbdssl: network block
device with ssl, access virtual disk via network
using TLS # - san: storage area network, actual
only for virtual disks located at SAN storages # -
hotadd: attaching virtual disk directly to the
client’s host. Only for clients located at VMware
hosts # - file: used in case if virtual disk is a local
file # Possible combinations: separated by colon(:)
with reducing priority nbd:san:hotadd # Default
value if not set in current configuration file:
"file:san:hotadd:nbdssl:nbd" #disk_transport
nbdssl # # Ignore error of PrepareForAccess
vixDiskLib function calls #ignore_access_errors no
# Don’t call PrepareForAccess and EndAccess
vixDiskLib functions #disable_access_calls no # #
Enable or disable VixDiskLib logging # Possible
values: yes, no # Default value: yes
#enable_vix_disk_lib_logging yes # # Specifies an
instance type (VM ot VM template) to backup
using this module installation. # Possible values: #
- vm # - vm_template # Default value: vm
#backup_instance_type vm # # Parameter
'vm_template_creation_timeout' specifies the
amount of time in seconds # the module will wait
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