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RuBackup Key

RuBackup Key — cneunanusmpoBaHHbIA 3arpy3o4Hbin obpas RuBackup, ¢ nomoubto
KOTOPOro cosgaeTcs cnacaTtesibHbli 06pa3 U BbIMONHAETCHA BOCCTAaHOBNEHNE CUCTEMDI.
CnacaTenbHbln 06pas — 3TO pe3epBHas KONUA OnepaunoHHON CUCTEMBbI Linux nnu ee
yacTu, pacnosararolWencs Ha BUPTyanbHOWM MallMHE UNK «FOJIOM Xenese», C BO3MOX-
HOCTbIO UX BbICTPOro BOCCTAHOBNEHUSA B Clly4Yae BO3HUKHOBEHUS aBapUMHbIX CUTYaLU.
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naBa 1. OrpaHnyeHun

o ObbeM onepaTuBHOM NaMATN He MeHee 8 b.

e BoccTaHoBNEHNE CUCTEMbI MPOUCXOAUT Ha OAUH ANCK (OAHO YCTPONCTBO: sda, vda u”
T.N.), AaXe ecnn pe3epBHOe KONMPOBaHWe Aenanocb AN CUCTEMbI, PACMONIOXEHHOM
Ha HECKOJIbKMX YCTPOMCTBAX.

o [MopaepxunBaemble pannosble cucTeMbl: ext2, ext3, extd, VFAT n XFS.

e RuBackup Key He nogaep>xmBaeT pe3epBHOe KONMpoBaHMe n BoccTaHoBneHne LVM-
TOMOB.

e Cuctema umeeT oauH dann nogkayku (swap), KOTopbl pacnonaraeTca nmbo B
OTAENbHOM OUCKOBOM pasgene, nmbo B dpanne.

* RuBackup Key cospgaet cnacaTtenbHon obpas OLHOM KOHKPETHOW orepaunoHHOM
cucTtemsl Linux.

e KfMeHTCKMe noru npoLeccoB CO3[aHuA U BOCCTAHOBJIEHUA cnacaTesfibHoro obpasa
He ByaoyT OOCTYMNHbI NOCMe nepesarpysky CUCTEMbI Ha 3arpy304HOM guUCKe C¢ obpa-
30M RuBackup Key.

I'Ipvl CO3[4aHun cnacaTesibHOWn p63€pBHOI7I KOIMnn n3 Hee NCKJIIOYaroTCA:

e MacTep koY RuBackup;
e Nnapa Kr4en anekKTpoHHoM nognucm RuBackup;
e COLEpPXMMOE CrefyroLWnx KaTanoros:

o lost+found;

o /proc;

o /sys;

o /tmp;

o /boot/efi.
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Fnaea 2. NMoaroroBka K co3aaHuIO
cnacaTtefibHOro o6pasa

[nAa BO3MOXHOCTM CcO3[aHMA cnacaTeNbHOro obpasa B cuctemMe foskeH bbiTb ycTa-
HOBMEeH KNMeHT RuBackup u aTOT KAMEHT [omkeH 6biTb aBTOPM30BaH B CUCTEME
pe3epBHOro KonmpoBaHuA. [pn BOCCTaHOBAEHUM NOTPebyeTcA BBECTW Maposib Kiu-
€HTa, OH [O/MKeH ObliTb 3apaHee yCTaHOBNEH npwu nepBoM 3anycke RBC wnu
rb_archives.

[MopAnoK yCTaHOBKK, MHCTaNIALMM, HaCTPOWKK, 3anycka knmeHTa RuBackup, a Takxe
aBTOpM3aLMKN KMEHTa Ha cepBepe pPe3epBHOro KOMMPOBaHUA U3MOXEH B OOKYMeHTe
«PykoBoACTBO MO YyCTaHOBKE CUCTEMbl pe3epBHOro konmposaHna RuBackup ana cep-
BEpOB pPe3epBHON0 KONMPOBaHNA U LiNUX-KNMEHTOBY.

PekoMeHAyeTCA cpasy nocrie YCTaHOBKW KMEeHTa CKonMpoBaTb master key v Kaouu
9/IEKTPOHHOW MOAMNMUCKM B HapeXHoe MecTo. Krounm pacnonoXewbl B KaTanore
/opt/rubackup/keys.

dannbl cnacaTenbHOro obpasa 3anucbiBaOTCA B MNyJ1 MO YMOJSIYAHUKO, KOTOPbIN 6bin
yKasaH npu KoHuUrypauum cepaepa.
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naea 3. Co3pgaHue cnacaTtenbHOro o6pasa

[na cospaHma cnacaTtenbHoro obpasa RuBackup Key BbInonHUTe criefyrouime waru:

1. MpucoeanHnTe JUCK C 3arpy304HbiM 0b6pasom RuBackup Key K XOCTy KnneHTa.
2. 3anycTuTe 3arpys3oyHbin ob6pas RuBackup Key.

3. [obaBbTe 3anucb o cepBepe RuBackup B /etc/hosts ([Mpumep 1).

lpumep 1. ®aiin hosts

127.0.0.1 localhost

127.0.1.1 lubuntu
192.168.7.226 server_hostname
::1 ip6-localhost ip6-loopback
feB0::0 ip6-localnet

ff00::0 ip6-mcastpreftx
ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

ff02::3 ip6-allhosts

4. KoMaHAoOM ping <server_name> MNPOBEPbTE KOPPEKTHOCTb 3anncu O cepBepe B
/etc/hosts.

5. BblbepuTe A3bIK, ceTeBON MHTEphENC N NHULUMPYNTE Hayano paboTbl ¢ RuBackup
key. (PnucyHok 1)

[Nobpo no)xanoBaTe B Nporpammy
aBapWHHOro BoccTaHoeneHUA Linux
cuctem RuBackupKey

HavaTk

PucyHok 1.

6. OTkpoeTcA OKHO Bbi6opa Co3gaHMA pesepBHOM Konuu wnn BoccTaHOBNEHUA
RuBackup key (PucyHok 2).
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RuBackup Key

el
0= Pe3epBHOE KONMpoOBaHMe i
=]

BoccTaHoBneHue -

HypHan ~

PucyHok 2.

7. MNMpn HeobxooMMOCTU NPOCMOTPA NIOroB, B JIEBOM HUXKHEM Yrny HaXMUTe KHOMKY
«KypHan».

[MMOBTOPHbIN 3aNyCK NPUIOXEHNS OCYLLECTBASAETCA TOMbKO Yepes rpadpuye-
CKUN NHTepdenc

8. [1ns cospaHuA cnacaTenbHOro obpasa HaXXMnTe KHomMKy «Pe3epBHOe KONMMpoBaHue».

Bbibepute ¢oM3nMUYeCcKnin ANCK, Ha KOTOPOM pacrosfioXKeHa ornepaumoHHas cuctema,
obpas KoTopon Heobxoammo cosgaTtb (PrucyHok 3).

Mpy Heo6XO0ANMOCTHU BbIGEPUTE TUM 3aLUNTHOrO NpeobpasoBaHus.

6 ns 21




ot
et

BuifepuTe yCTRORCTBO ONA CO3AAHWA CNacaTensHoro obpasa

Apcx sda

Yammmisoe npesfipasosanne  nocrypt

Erl2paTe Ha YCTPORCTES AOKANLHBIA QWCK, CORSDELIAR |

HazgaHuwe Tun B MaTea

PucyHok 3.

9. BbibepuTe nokanbHbIN AUCK, TOE PACMOSIOXEH KOPEeHb OMepauyoOHHON CUCTEMBI /
(PucyHok 4).

Ecnu BbI6paTb He TOT NIOKaNbHbIA AUCK (HanpuMep, NycTon UK He coaep-
Xallui KopeHb onepaLoHHoN cuctemMbl), Cuctema oTobpasnT cooblieHne
C NpeaynpexapeHnemMm.

MpepynpexneHuve

UUID ycTpoicTea nycToe!

PucyHok 4.
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RuBackup Key

10. [ns nepexopa K crnefyrolemMy atany HaXkMUTe KHornky «/lanee».

RuBackup Key no fstab HaxoauT nokanbHble OUCKW, OTHOCALWMECA K BblOpaHHOM
ornepayuoHHON CUCTEME.

1. Cpegn npennoXXeHHbIX noKasnbHbIX OUCKOB BblbepuTe Te, KOTOpble HeobXxoanmo
BKJ/IIOUYNTb B CracaTenbHbli 06pas, 06a3aTenlbHO BKKOYAA NoKanbHbIN OUCK, coaep-
XaLLUM KopeHb GpannoBon CUCTEMbI N UpeKToputo /opt/rubackup/ (PrcyHok 5).

P
L

Muhopmauwa no BubpanHoMy pazgeny oucka

HMMa =ocTa altalr
DisepaLMoHHEN CALTeMa Asira Linux

uhIE\‘.‘FIId e IR THPUSE HHME B8 TANON W QA8 PESEAEHD O KONMPOESHAS

Hywoua PE DMIRORAA CHCTEME Tin TOMKS MOHTHRORAHWA

UID=3234ca30e-f16c-4208-0Teb-a06af90fE 04 extd 1) emars=remount-ra 0

PucyHok 5.

12. [lnA nepexofa K cnefyrolemMy atany HaxXMumTe KHonky «[anee».

13. MopTBepanTe BbiOpaHHble MNapamMeTpbl W 3anycTUTe Cco3faHue chnacaTesibHOro
obpasa, HaxxaB KHonky «Co3paTtb o6pas» (PucyHok 6).
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MogTEepsLeHne EipaHHon WHQOPMALIKK: PEISpRHOE KONWROBAHME
CeTennR AHTERSEAC enad
JYATHOR NpealipaIoaaHAE
Paznen gaces wild
MHn xocts altair

ONEpaLAHCHHIAS CHCTEMS &stra Linux

DA ASRIA CHCTRHA Tiafn TosiHa sl TR AKWA

Mo THRORIHHEE HATANI c-4e08-0Teb-=06aFUDMATAY exid i

PucyHok 6.

14. OTKpoeTcA okHO «[1poLecc cosgaHnsa cnacaTenbHoro obpasa» (PucyHok 7)

MNpouecc cozfaHKWA cnacaTensHoro ofipasa

nocrypt™

Debug: [KeyMaster: startRbArchives][line:1558] rb_archives autput is:

Debug: [EeyMaster startRbArchives][line:1562] “TASK WaAS ADDED TO QUEUE: 3%

Debug; [EgxyMaster: startRbArchives][line; 1562] *

Infa: [KeyMaster:startRbArchives][ling:1573] *rb_archives yCneusHo 3amyiled. Pe3spiapoBaHne Hauanacs™
Infio: [KeyMaster:createBackupPrivata][line:1019] Check RBFD is launched

Debug; [EeyMaster: waitRbfd][line: 1081 ] Chack that rbfd started

Debug: [KeyMaster: waitRbrd][line: 1059] Rbid works

PucyHok 7.

15. loXXanTecb OKOHYaHMA CO3[aHUA crnacaTenbHOro obpasa. B OokHe noABUTCA Hapg-
nucb «CosgaHne cnacaTtesibHOro obpasa ycnewHo 3aBeplleHo». ocne ycnewHoro
co3faHnA crnacaTtenbHoro obpasa gna npoao/mkeHus paboTbl Ha XOCTe KJIMEHTa
HY>XHO ero BbIK/TFOYNTb U 3arpy3mTbCA CO LUTATHOIro gucka.
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RuBackup Key

16. Ha cepBepe RuBackup oTKpbITb OKHO RBM 1 npoBepuTb pasgen «Penosntopuiny, B
HeM [OJI)XKHa NoABUTbCA pe3epBHas konua Tuna «Backup local», ¢ nmeHemM xocTa
KNMeHTa 1 Tvna «Rescue image».
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4.1. MoHuTOopuHr Yepes RuBackup Key

naea 4. MOHUTOPUHT NpoLecca co3faHus
crnacaTtenbHOro o6pasa

4.1. MoHuTOpuHr Yepe3 RuBackup Key

[ns oTcnexwuBaHuA npouecca co3faHusa cracaTenbHoro obpasa 4vepes uHTepdenc
RuBackup Key oTkpounTe XypHan B RuBackup Key.

4.2. MOHUTOpPUHT Yepe3 RBM

[na oTcneXxwueaHWA npouecca Co3faHuUsa cracaTefibHoro obpasa 4vepes uHTepdpenc
RBM BbinoNnHUTE cneayroLme warnu:

1. AyTeHTnonumpymTtecob B RBM;

2. MNepenguTte B pasgen 3apaum;

3. Hangute 3agayy no cosgaHuio cnacaTtesibHOro obpasa;

4. OTcnexuBaiTe NpoLecc co3naHus cnacatenbHOro obpasa.
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RuBackup Key

naBa 5. Co3gaHue napona gna
BOCCTaHOBJIEHUAl CUCTEMDI

Onsa cosganua naponsa ana RuBackup Key BbiNONHUTE cnegyrowme waru:

1. AyTeHTnonumpyimntecb B RBM nopg yyeTtHon 3anuceto Cynepnonb3oBatens CPK;
2. MNepengunte B pasgen «nobanbHas KOHOUrypaumns»;

3. B nogpaspene «Kntoy RuBackup» 3agante naponb gna RuBackup Key gna soccta-
HOBJIEHUS CUCTEMBbI C MOMOLLbIO crnacaTesibHOro obpasa;

4. NpuMeHUTe n3MeHeHUs rnobanbHOM KOHOUIypaLnm.

Kntou RuBackup He mMeeT oTHoweHua K naponaMm ot RBM wunm RBC, aTo
naponb gna RuBackup Key.
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nasa 6. BoccTaHoBneHue cuctembl C
NOMOLLLbIO crnacaTesibHOro obpasa

MNepen BOCCTaAHOBMNEHMEM CUCTEMBI C NomMoLlbio RuBackup key Heobxogmmo B
rnobanbHOM KoHOUrypauum cepsBepa 3apaTb KoY RuBackup, asnarowmmncs
naponem RuBackup Key.

Tonbko CynepnonbsoBatenb CPK MoOXeT MHUUMMPOBaATb BOCCTAHOBMIEHME
CUCTEMbI C MOMOLLbLIKO CracaTeflbHOro obpasa, NMOCKOJbKY TOJSIbKO eMy un3Be-
cTeH naponb gna RuBackup Key.

[na BOCCTaHOBMEHUSA C MOMOLbKO cnacaTesibHOro obpasa BbINONHUTE cregyrouime
warm:

1. MpucoeonHNTe JUCK C 3arpy304HbiM 06pasom RuBackup Key K XOCTy KnneHTa.

2. 3anycTuTe 3arpy30o4Hbln o6pas RuBackup Key.

3. [obaBbTe 3anucb o cepBepe RuBackup B /etc/hosts ([Mpumep 2).

lpumep 2. Gain hosts

127.0.0.1 localhost

127.0.1.1 lubuntu
192.168.7.226 server_hostname
::1 ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ffe0::0 ip6-mcastpreftx
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

4. KoMaHOoOW ping <server_name> MPOBEPbTE KOPPEKTHOCTb 3arnmcu O cepsepe B
/etc/hosts.

5. BbibepuTe A3bIK U ceTeBON UHTepdEeNnc n NMHMUUMpPYnTe Havyano paboTtbl ¢ RuBackup
Key. OTkpoeTcsa okHO RuBackup Key.

6. [1na BOCCTaHOBMEHNSA cnacaTeflbHOro obpasa HaXMuTe KHOMKYy «BoccTaHoBneHue»
(PrucyHok 8).
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el
0= Pe3epBHOE KONMpoOBaHMe i
=]

BoccTaHoBsneHue -

HypHan ~

PucyHok 8.

7. BBeouTte agpec ocHOBHOro cepsepa RuBackup, nopTbl U MHULUWMPYWUTE NOAKNHOYE-
HWe, HaxxaB KHorky «[anee» (PucyHok 9).

BuibepuTe cepeep
RuBackup cepeep
MopT cmd
MopT media

Kmoy RuBackup *

HypHan ~

PucyHok 9.

8. Mepengute B RBM (PucyHok 10) n aBTOpU3ynTe NoABUBLUErOCA KAMeHTa rubackup-
rescue Ha cTpaHuue «HeaBTopn3oBaHHbIE KNNEHTbI» (PrucyHok 11).
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= ¢ 1 HeaBTOPMU30BAHHLIX
K/IMEHTOB

ObbeKTbl
= & AsTopu3oBaTh @ Yaanuts {2

CrpaTterum ID Wma Tun OC [Ouctpubeiotop OC MAC

El rnobanbHoe pacnucaHue 4  rubackup-rescue 2 2 6e:6¢:0b:0e:e7

[d YnanénHas pennukauus
[o) PenozuTopuin

] O4epenb 3anav

5 Cepeepsl RuBackup

[lee] XKypHanbI

£ AoMUHUCTPUpOBaHUe

A rubackup@Iocalhost

& 1 HEaBTOPW30BAHHBIX KNMEHTOB

PucyHok 10.
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RuBackup Key

MoaTeepxaeHue

ABTOPM30BaTh BbIOPaHHbIX KIMEHTOB?

Na OTMeHa

PucyHok 11.

9. B RuBackup Key BblbepunTe KNMeHTa, Pe3epBHYO KOMUK KOTOPOro Heo6xoanmo BocC-
CTaHOBUTb, N cnacaTeNbHbI 0b6pa3s, NpuHagneXxawmn gaHHoOMY KIMeHTy 1 HaxXMuTe
KHONKy «[danee» (PucyHok 12).
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LocTyNHBIE pEIEPBHLIE KOMUK

WmA xocTa navesTa  altalr{80e92b4Ba574 7277}

Pecyp Tum P¥ Myn Fajmep PK Paassep CHMMKA ANFOREATM JALUMTHOMG NpEokpaIoaarmn Wy

fdevisda  full kDefaull 3016682945 16205091

PucyHok 12.

10. BbibepuTe XEeCTKUN JUCK, HAa KOTOPbIN 6yaeT BOCCTAHOB/EH cnacaTeNbHbln obpas 1
BBeguTe naposnb kKnneHTa RuBackup, koTopbin 6611 BbibpaH B NyHKTe 8. Ecnu cnaca-
TenbHbIn 06pa3s 6biLn co3gaH C MCNOJSIb30BaHWEM 3aWMUTHOro npeobpasoBaHus
fobaBbTe KMOY A1 paclMepoBKM crnacaTeflbHOro obpasa, HaXxaB Ha KHOMKY
«3MEHUTb KoY 3alMTHOro NpeobpasoBaHma» (PucyHok 13).

11. BBeguTe napofib KNIMEHTA N HAaXXMUTE KHONKY «[lanee».
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Fat
.

HacTpoRky BOCCTIHOBNEHWA

Liens noccTanDRREHHA sda

Texywwi xmod: foptirubackupkeysimaster-key

WaMasiTE KM 3aljUTHOND npeobpalosasus

BeaegwTe napaons KawesTa * (T TTTRRITIIZ S

HypHan ~

PucyHok 13.

12. JoxanTecb BOCCTAHOBMEHUA CUCTEMblI C MNOMOLLbKO chacaTesibHOro obpasa
RuBackup key.

BoccTaHoBneHune npowao ycnewHo

Beixon

H Hasamy

PucyHok 14.

13. llocne ycnewHOro BOCCTAHOBJ/IEHMA cnacaTenbHOro obpasa [A/sa NpoaoSKeHus
paboTbl Ha XOCTE KJIMEHTa HYXXHO €ero BbIKMOYUTbL U 3arpysmTbCA CO LUTATHOrO
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naea 7. MOHUTOPUHT NpoLecca
BOCCTAHOBJIEHUAl CUCTEMbI C MOMOLLLbIO
crnacaTtenbHOro o6pasa

7.1. MoHuTOpUHr Yepe3 RuBackup Key

[nsa oTcneXxwuBaHua npouecca BOCCTaHOBMIEHUS C MOMOLLbIO cracaTefnbHoro obpasa
yepes nHTepdenc RuBackup Key oTkpoinTe xypHan B RuBackup Key.

7.2. MOHUTOpPUHT Yepe3 RBM

[na oTcnexuBaHMA npouecca co3faHus cnacaTenbHoro obpasa uyepes uHTepdenc
RBM BbINnoNHUTE cregyroLime waru:

1. AyTeHTuomnumnpymntecb B RBM.
2. MNepenguTte B pasgen 3agaum.
3. Hangute 3agayvy no no BOCCTAHOB/EHUIO CUCTEMBI.

4. OTcnexuBamTe Npouecc BOCCTAaHOBIEHUA.
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naBa 8. PewueHue npo6nem

Tabnuya 1. Cncok BO3MOXHbIX MPobaemM v ux peLueHnn

OwunbkKa B XXypHane RuBackup Key PelweHue

HeypauHbin 3anyck rb_archives. [To)anyncra,

YCTaHOBUTb KJIMEHTCKUIA NapoJsib Mpu Nepsom
npoBepbTe, YCTAaHOBMEH JIN KNWEHTCKNA Naposib

3anycke RBC unu rb_archives
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