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CueHapum paboThbl

B pasgene onucaHbl oTAenbHble BOMPOCHI, C KOTOPbIMM BCTPEYaOTCA MONb30oBaTeNn
CPK.
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PesepBHoe KonnpoBaHne MeTafaHHbIX AeaynnanunpoBaHHOro nyna

Pe3epBHOE KONUpoBaHMe U BOCCTaHOBJ/IeHUe
MeTafaHHbIX AeAynMLUPOBaHHOro Nyna

PesepBHoe KonupoeaHue MmetTagaHHbIX
ageaoynaimumnpoeaHHoOro nyjia

MeTagaHHble OeaynanuupoBaHHOIrO Nyfa XpaHATCA B chnegyrowmx Tadnuuyax CPK
RuBackup:

e pool_list.

e pool_block_device_extention.

e storage_block_devices.

e deduplicated_block_device_<signature>.

CyuwecTtByeT gBa cnocoba pes3epBHOro KOMMPOBaAHUA MeTaaHHbIX OefynnanunpoBaH-
HOro nyna:

e C NMomMoubko ckpunTa script_block_device_metadata.sh.

e BPYYHYIO, UICNONb3YSA YTUANTY pg_dump.

Pe3epBHOEe KonupoBaHue MeTapaHHbIX AeaynauyupoBaHHOro nysac
NMOMOLLbIO CKPpUNTa

[ns pe3epBHOro KOMMpOBaHMSA MeTafaHHbIX OeAYynMLMPOBaAHHOrO nyfna ¢ NOMOLLbHO
cKpunTa HeobXxo4AnMO:

1. MNMepeBecTtn CPK RuBackup B cepBUCHbIN peXxumM. [1na aToro Heo6xoaAnmMo nepenTun B
MeHtO HacTporikn - [n1obanbHas KOHPUrypaums n BKIKOYNTb nepeknodatens Cep-
BUCHbIN pexxum (PrcyHok 1).
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CueHapum paboThbl
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nobantHan KoHMUrypauus + MpyMeHnTE

06LeKThI CepaucHbiii pexum ‘:)
CTpaTteruum OBuee
rnobansHoe pacnucaHue Hasano cepewcHoro okHa (D 12:00:00 [
# pynnoBble pacnUcaHna KoHe| cepeucHoro okHa (@ 16:00:00 [
2| YaanéHHas pennmkaums Mepuon yeegomnennii of ycTapeswnx pesepeHbix konusax (1) 1440 MUHYTEL -+
= KaTanor agapviiHOro 0KaAbHOr0 XpaHnnna ickup_emergency_storage_local_catalo -
= PenosuTopuia P P © P gency ge - 9
Pasmep 6noka nepepaqv daina, Bant (@ 8192 v
v] O4epenb 3a0a4
YactoTa obmena kniodom 3UN (O 1440 MUHYTEL -+
5 Cepsepbl RuBackup
MNposepsaTs Kaxayto PK nocne cospanua (O
E MypHans! AeToypaneHwe PK n3 HapylwexHbix uenodexk (1)
(& ABMWHUCTPUPOBaHWE OBazaTensHoe Bpems xpaHerns (1) 0 OHn +
OrpaHu{eHus EMKOCTU ana kanedta (D
OrpaHW4eHnA EMKOCTH AnA rnobansHoro pacnucanna (D)
OrpaHv4eHna EMKOCTH ANA Pe3epBHbIX Konwuia cTpaTternn (1)
Heusmernemble pesepeHsie konum (D) ()
A  rubackup@localhost Yaaneswe pesepeHbix Konuil ¢ obHynernem (1) ()
(©  Cepsuchii pexum Ypanexuwe uenodkmn B penosutopun (D) ‘:)

PucyHok 1. OkHo "nobanbHas KoHourypauymsa"

1. OTKPbITb Ha pefakTUpoBaHne CKpUNT script_block_device_metadata.sh (JIucTtuHr
ckpunTa script_block_device_metadata.sh) n sagatb o6a3aTenbHble NapamMeTpbl:

o HOST="localhost" — apgpec xocTa ¢ 6230/ AaHHbIX.

[e]

DBNAME="rubackup" — nMs 6a3bl faHHbIX.

o

USER="rubackup" — nmsa nonb3oBaTensa 6asbl JaHHbIX.

[o]

PASS="12345" — napoJib noJib3oBaTens 6asbl JaHHbIX.

o]

BACKUP_FILENAME="rb_block_device_metadata_backup.sql" — wuma d¢anna
pe3epBHOW KONUK BblbpaHHbIX Tabnuu.

2. 3anycTuTtb ckpunT script_block_device_metadata.sh ¢c napameTpom dump:

bash ./script_block_device_metadata.sh dump

B pesynbTaTte B TekylweM KaTanore 6yget cosgaHa pesepBHas KOMUA BblOPaHHbIX
Tabnuy B popmaTe .sql.

Pe3epBHOE KONMpOBaHWE MeTafaHHbIX AeAYyN/IMLUPOBAHHOIO NyJia BPYYHYIO

[ns pe3epBHOro KOMMPOBAHWA MeTafaHHbIX OeAynIMUMPOBAHHOIO Myna BPYYHYH
HeobxoamMmo:

1. MepeBecTn CPK RuBackup B cepBUCHbIN peXxum. [na aToro Heo6xoaAnMo nepenTun B
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PesepBHoe KonnpoBaHne MeTafaHHbIX AeaynnanunpoBaHHOro nyna

MeHto HacTporikn - [nobanbHas KOHPUrypaumns n BKIKOYNTb nepeknodatens Cep-
BUCHBIN pexxuM (PncyHok 1).

2. C nomoLbo KOMaHabl pg_dump BbIMOMIHUTL PE3EPBHOE KOMUPOBaHWE CrefyroLmx
Tabnuy, n3 6a3bl gaHHbix RuBackup:

o pool_list.

[e]

pool_block_device_extention.

o

storage_block_devices.

[o]

deduplicated_block_device_<signature>.

Mpumep KOMaHAbl ANA pe3epBHOro KONMpoBaHWA Tabnuubl pool_list B ¢ann
backup.sql:

pg_dump -h localhost -d rubackup -U rubackup -t pool_list >backup.sql

Ona Tabnuubl deduplicated_block_device_<signature> HEO6XOAMMO MONYYUTb
napamMeTp signature. Signature — 3TO YHMKaNbHasA NOL4MNNCHL OS5 KaXXAoro 65104-
HOro yCcTponcTBa. 3HauyeHne signature MOXHO MOMAYYUTb CnegyrowmMn crnoco-
6amu:

o C NOMOLLbI YTUNNTBLI rb_block_devices:
S rb_block_devices -v

o B RBM B pasgene «bsioYHble ycTporcTBa» B KONoHke «llognuce» (PycyHok 2).
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CueHapum paboThbl
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PucyHok 2. OkHO "BnoyHble ycTponctaea”

I'IleMep KOMaHAbl nnA pe3epBHOro KonmpoBaHuA Ta6J'IVILl,bI

deduplicated_block_device_<signature> B ¢pann backup.sql:

S pg_dump -h localhost -d rubackup -U rubackup -t
deduplicated_block_device_7fbOb3bac69d4fa® >backup.sql

B pesynbTaTe B Tekyw,eM KaTanore éygeT cosfaHa pesepBHasa KOMusa BbIGpaHHbIX
Tabnuy B popmaTe .sql.

BoccTaHOBNIeHUe MeTafaHHbIX AeAYIMLUPOBAHHOIO
nyna

[ns BOoCCTaHOBNEHMS MeTafaHHbIX OeAynuMuMpoBaHHOro nyna Heobxogumo: . lMocne
cbosa CPK, 3aHOBO HacTpouTb RuBackup cornacHo pykoBOACTBY MO yCTaHOBKe (CM.

Pa3BépTbiBaHME).

1. NepeecTn CPK RuBackup B cepBUCHBbIN pexum (PrucyHok 1).
2. BoccTaHOBUTL pesepBHble KONUK Tabnuu, O4HUM U3 ABYX CNOCO6OB:

o C nomouwbto ckpunTa script_block_device_metadata.sh (J/lucTtuHr ckpunta
script_block_device_metadata.sh) ¢ napameTpoM restore:

bash ./script_block_device_metadata.sh restore
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https://docs.rubackup.ru/InstallationManual/2.6.0.0.0/

IncTuHr ckpunta script_block_device_metadata.sh

o C nomowbo KOMaHgbl psql BOCCTaHOBUTb 3apaHee COXpPaHeHHble Tabnuubl
(pool_list, pool_block_device_extention, storage_block_devices,
deduplicated_block_device_<signature>):

psql -h localhost -d rubackup -U rubackup -f
rb_block_device_metadata_backup.sql

3. C nomMoLbto yTunuThbl rb_inventory BHecTun B 6a3y gaHHbIX RuBackup nHpopmauumio o
BCEX pe3epBHbIX KOMNUSAX, KOTOpble Oblnin caenaHbl 4o cHos:

rb_inventory -i /dir

4. C nomoubto yTunuTbl rb_block_devices 06HOBUTb UMA YCTPOWNCTBA, €C/i OHO BbINOo
N3MEHEHO:

rb_block_devices -c ID -n block_device

pe:

o ID — yHUKanbHbIN HOMepP B0YHOro YCTPOMCTBA, KOTOPbIA MOXHO Y3HaTb, 3any-
CTUB YyTUNUTY rb_block_devices -v:

rb_block_devices -v

o block_device — HOBOe UMSA 6/1I0YHOIro YCTPONCTBA.

5. MepesanycTuTb cepBep RuBackup:

sudo systemctl stop rubackup_server
sudo systemctl start rubackup_server

B pesynbTaTte 6yayT BOCCTAaHOB/IEHblI MeTafaHHble AeAynINLUPOBAHHOrIO nyna.
JincTuHr ckpunta script_block_device_metadata.sh

#!/bin/bash

# MapameTpbl NOAKJWYEHUA K 6ase [gaHHbIX
HOST="localhost"

DBNAME="rubackup"

USER="rubackup"
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CueHapum paboThbl

PASS="12345"
BACKUP_FILENAME="rb_block_device_metadata_backup.sql"

TABLE_LIST="-t pool_list -t pool_block_device_extention -t
storage_block_devices" # Cnucok Tabnuy Onsa pe3epBHOr0 KOMMPOBaHMUSA

if [ "S#" -eq 1 ]; then
if [ "$1" = "dump" ]; then
echo "RuBackup script handler saving Dedup pool metadata started"

# W3BneyeHne nognucen n3 crtonbua "signature" B Tabnuue
"storage_block_devices"

SIGNATURES=$ (PGPASSWORD=SPASS psql -h SHOST -d SDBNAME -U SUSER -qt
-c "SELECT DISTINCT signature FROM storage_block_devices")

# OGopMmpoBaHME CTPOKWU C MepedyucsieHMeM Moanucen
for signature in SSIGNATURES; do
table_name="deduplicated_block_device_${signature}" #
dopMMpoBaHME MMEHM TabsuLbl
TABLE_LIST="STABLE_LIST -t Stable_name" # Jlo6baBnaem
Tabnmuy K Crnucky
done

# CospaHne pe3epBHOW KoMUU BCex Tabnuuy B OOHOM ¢anne
PGPASSWORD=SPASS pg_dump -h SHOST -d SDBNAME -U SUSER STABLE_LIST
>SBACKUP_FILENAME

echo "A backup copy of the table is saved in a file SBACKUP_FILENAME"
exit ©
fi

if [ "S$1" = "restore" ]; then
echo "RuBackup script handler restores Dedup pool metadata started"
# BoccTaHoBeHune
PGPASSWORD=SPASS psql -h localhost -d rubackup -U rubackup -f

SBACKUP_FILENAME

echo "RuBackup script handler restores Dedup pool metadata finished"
exit @

fi

echo "Incorrect argument. Type 'dump' or 'restore'"
exit 1
fi

echo "Argument required. Type 'dump' or 'restore'"

10 u3 102




IncTuHr ckpunta script_block_device_metadata.sh

exit 1
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CueHapum paboThbl

HacTpouka XxpaHunuuia pesepBHbIX KONMUX

Ecnn B npouecce koHourypuposaHua knveHta PK mnu cepeepa CPK RuBackup npwu
NOMOLWM YTUAUTLI rb_init mnn rb_init_gui He 6blN Has3Ha4eH KaTanor Ana XpaHeHus
pe3epBHbIX Konun ang nyna Default, TO nocne KOHOUrypuposaHusa cepsepa RuBackup
B XXYpPHanbHOM ¢panne /opt/rubackup/log/RuBackup.log NOABATCA 3aMUCU O TOM, YTO B
nyne Default HeT HW ofgHOWN $aNIOBON CUCTEMbI ON1A XPaHEHUSA Pe3epPBHbIX KOMUNA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

HeobxognmMmo HasHaunTb gna nyna Default XOoTA Obl OAWMH KaTanor A XpaHeHUs
pe3epBHbIX KOMNUA. 3TO MOXHO caenaTb Npn NOMOLWN YTUANTbI KOMaHLHOW CTPOKN UK
MeHepyxepa agMunHUcTpaTopa RuBackup (RBM):

1. HacTpoika xpaHunuiia ¢ nomouwbto rb_local_filesystem:

MNonb3oBaTenn, OT UMEHU KOTOPbIX ByaeT OCyLWeCcTBAATLCA 3anyCK YTUINT KOMaHA-
HoW cTpokn RuBackup, oMmKHbI BXOAUTL B rpynny rubackup . YTo6bl 406aBUTH MNOMb-
30BaTenien B rpynny, BHECUTE U3MEHEHUA B paln /etc/group.

YToObl Ha3HAYNTb JIOKaNbHbIA KaTanor B KayecTse XpaHunuLia pesepBHbIX KOMUK,
cnenyetT BbINMONMHNTb KOMaHAY:

rb_local_filesystems -a /rubackupl -p 1

B aTOM npumMepe B KayecTBe XpaHunuw,a gobasnaeTca katanor /rubackup1.

HacTponka xpaHunuiia ¢ nomMmoubio RBM nponsBoanTCcs, eCnm XpaHunuiia He
HaACTPOEHbl YTUINTONW rb_init B Npouecce nepBoHavanbHON HACTPONKM.

MopsaAoK HAaCTPOWKK XpaHUULa N3JOXEH B AoKyMeHTe RuBackup Manager (RBM).
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HacTpoiika cepsepa

HenpepblsHaﬂ vAaJlleHHaA peninkauusa

Cuctema pesepBHOro konnposaHusa RuBackup, HauuMHasa ¢ Bepcuun 1.7 nopgoepxxueaet
BbIMNOSIHEHNE HEMNPEPbIBHOM pensimkaunm pasnmyHbiX UCTOYHMKOB [AaHHbIX Ha yOanéH-
HbIW XOCT. 9Ta BO3MOXHOCTb MO3BONAET MUHUMU3NPOBATb BPEMSA BOCCTaHOBJIEHUSA
NHOOPMALMOHHbBIX CWUCTEM, MOCKOJMbKY [A/18 BOCCTaHOBMEHUA QYHKLMOHaNbHOCTH
notpebyeTca TONbKO chenaTtb AOCTYNHOW Ansa paboTbl PernsiMky UCTOYHUKA AaHHbIX,
HanpuMep, BKIKOYNTb BUPTYanbHY MalWWHY UNu n3aMeHnTb IP-agpec y3na, Ha KOTOpbIN
nponcxoauna pennukauusa gaHHbIX.

[ns BbINOMHEHUSA HEMNPepbIBHOW YAaNEéHHOW pennvkauum HeobXxogMMo MCMonb30oBaThb
AeAyNINLMPOBAHHOE XpaHUMLLE pe3epBHbIX KON, Mpn pennnkauum oT UCTOYHUKA B
MECTO Ha3HayYeHusi NepeaaroTCs TONIbKO U3MEHEHHble 6MO0KM AaHHbIX. 9TO MO3BONSET
BbINONHATL PEnnMKauuio HacTONIbKO 4aCTO, HACKOJIbKO MO3BONSET MPOU3BOAUTENb-
HOCTb cuUCTeM. lMpK 3TOM MMHMMaAsNbHOE BPEMsi OTCTaBaHMA PEryiKM OT UCTOYHMKA
[aHHbIX COCTaBNAET BCEro 1 MUHYTY.

HenpepbiBHas yaanéHHaa pennukaymsa ¢ NoMoLbio RuBackup MOXeT BbINOSHATLCA A5
pPa3HblX UCTOYHUKOB AaHHbIX, BKAtOYasa ¢anfioBble CUCTEMbI, BUPTYalbHble MallUHbl U
T.0. TaM, rge aTo BO3SMOXHO, B X04e pennnkauum sagenctByeTca BOSMOXHOCTb CO3aa-
HWA MIHOBEHHbIX CHMMKOB A/19 UCTOYHMKA AaHHbIX (Hanpumep, B crydYae ¢annoBown
cuctembl BTRFS).

Moanep>Xka HenpepbiBHOM yOanéHHoM pennukauum peannsyeTca HenocpeacTBEHHO B
MoAy/fie pe3epBHOro KOMMPOBaHUA, KOTOPbIA OoTBeYaeT 3a paboTy C UCTOUYHUKOM [aH-
HbIX.

HacTpoika cepBepa

[nsa ocywecTBreHUs HeNnpepbiBHOW yAANEHHON peniMkauunm Ha cepBepe pe3epBHOro
KOMMPOBaHNA LOJIKEH OblTb HACTPOEH XOTA 6bl OAWH Nyn Tuna BnoyHoe yCcTPOMCTBO,
cogepyXalwmmn MMHUMYM OAHO 6/104HOE YCTPOMCTBO ANIA UCMOJSIb30BaHUA B KayecTBe
AefynInNLUMPOBaHHOMO XPaHWUNLLLA Pe3ePBHbIX KOMUNA.

YnpaBneHne npasuiamMum HenpepbIBHON yYAanéHHOM pennnkaumm ocyL,ecTBASETCA NMpu
nomowmn MeHeaxepa aamuHncTpaTopa RuBackup (RBM). Bknagka YpanéHHas pennu-
Kalua B rnaBHOM okHe RBM copeput nHdopmayuno o060 BCcex npaBuiax HenpepbliB-
HOWM yOanéHHoW pennukauun. BKNKOYEHHble MpaBuia UMERT CTaTyC run, BbIKIKOYEH-
Hble — wait (PncyHok 3).
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CueHapum paboThbl
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28 MaHens MOHUTOPUHIa
L] O6bekThl
CTpaTteruu

nobanbHoe pacnucaHue

5
E

YnanéHHas pennvkauns
eno3nTopui

v] O4epentb 3apmay

EJ Cepeepsl RuBackup

[=] XypHans

£ ALMUHWCTPUpOBaHWeE

A  rubackup@10.177.

NobaenTb Knonwpoeats [ 7] PepakTupoeath W Yaanuts  [B] Bunonnwts  Brmownts @) i)

*ID Mma knvenTa CraTyc Twn pecypca Pecypc YoanéHHbli KNMeHT Pecypc Ha3Ha4eHus Wma nyna

1 tw-av-module  (_run ) File system /home/de! tw-cgpro /home/defimov/ Block device

(@)

PucyHok 3. Paspgen «YpaneHHas pennvkauus»

YnpaBneHne npasuiaMmn yaan€HHOM pensMkauMm OCyLLEecTBNAEeTCA B KOHTEKCTHOM
MEHHO, BbI3bIBAEMOM HaXaTMeM NpPaBon KHOMKN Mblwn (PucyHok 4).

RuBackup manager

NobasnTh
KnoHuposaTe
PenakTupoBaTh
MNpUOCTaHOBUTL
BeINOAHUTE

YoanuTe

MepedTH K...

PucyHok 4. MeHIo ons ynpasneHus npasuiamMu yaaneHHon penankaumnm

B 9TOM KOHTEKCTHOM MEHIO Bbl MOXETE:
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HacTpoiika cepsepa

[o6aBnTb HOBOE NPaBWsIO yYOanEHHOW pennmkaunu.
e KnoHupoBaTb npasuo.

e PepakTupoBaTtb npasuso.

e [lpnoCcTaHOBUTb — NepeBecTn N3 run B wait.

e BbINONHUTL NPaBuIo HEMeAEHHO.

e YoanuTb npaBuno pensvkaunu.

e [lepenTun K... — nepenTn K pasgenam % PenosuTtopuin nnu 3apgaum. B gaHHbIX
pasgenax ébyget otobpaxaTbcs nHGoOpMaLMA TONMbKO O NpaBuse, U3 KOTOPOro ocy-
LLlecTBNAeTCA nepexoa.

MNpwn pobaBneHnn HOBOro NpaBufa HeNnpPepbIBHOW yaAanéHHON pennukaumm HeobxoanmMo
YyCTaHOBUTb criegyowme napameTpbl (PrucyHok 5):

"\
Ru £ 8 @
= [obaBuTk yaanéHHy penavkauuo + MpumeHnTs
S8 MaHens MOHUTOPUHIa
WNCTOYHMK
L] O6vekTh
Knnent tw-av-module (4e2417a38al0ee753) v
5| CtpaTterun
E TnobansHoe pacnucanmne Tvn pecypca | File system v -
YpanéHHas pennukauus
n MecTo HazHaveHuA
& PenozuTopuit
KnueHTt tw-cgpro (97be2661c2cc867d) v
Ouepenb 3amady
KaTanor pacnakoekw * -
£ Cepeepti RuBackup
XKypHans!
_ MapameTpsl
{2 ADMWHWCTpUPOBaHKWE
3anyckaTb Kaabli 1 +  MWHYTHI ~
XpaHenue penauk 1 +
Ha4ano nepuoga peAcTens 15.07.2024 16:47 [
OkoH4aHwne nepwona peincTems  15.07.2025 16:47 [
Ha4ano paboyero okHa 09:00:00.000 [
Koxeu pabo4yero okHa 18:00:00.000 [
MNyn Block device w
OblwKre HaCTPOMKK MOOYNA @
YeegomneHna
HopmanbHoe BeINnonHeHWe Nobody v
BeinonHexnwe ¢ owmnbkon Nobody ~
B rubackup@10.177.32.126 JeicTenTensHOCTE NpaBsnna Nobody v

PucyHok 5. CosfaHune npasuna yganeHHom pennankawmm

e B5nok UCTOUYHMK:

o KNnueHT (KMMeHT CUCTEMbl Pe3epBHOro KOMUPOBaHWA, OTKyda 6yayT nepepa-
BaTbCA AaHHbIE).
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CueHapum paboThbl

o Pecypc (pecypc, oTkyga 6ygyT nepepaBaTbCA [OaHHble. Hanpumep, kaTtanor,
dannoBas cuctema, MAEHTUPUKaATOP BUPTYanbHOM MaLLUHbI U T. A.).

o Twun pecypca.
¢ bnok MecTo Ha3zHauyeHuS:

o KNMeHT (KIMEHT CUCTEMbI pe3epBHOIro KOMMPOBaHMUS, Ha KOTOPbLIN OyayT nepeaa-
BaTbCA AaHHbIE).

o KaTanor pacnakoBku (OuMpeKkTopus, B KOTOPYH OyayT nepenaHbl pennnumpoBaH-
Hble JaHHble).

o Ecnu B 6noke UcTouHuK y nons Pecypce 1 B 6r1oke MecTo HasHaYeHus y Noss
KaTtanor pacnakoBkM yKasaTb OOHY W Ty >Xe [OUPEKTOpWUH, Hanpumep
/home/user, TO Nanka user W3 ANPEKTOPUU /home CO BCEM COAEP>XXUMbIM
oypeT pennuumpoBaHa M3 MUCTOYHMKA B MECTO Ha3HaYeHUA B OUPEKTOPUIO
/home/user, TO €CTb KOHEYHbIA MNYyTb PenIMUMPOBaHHON nanku 6ypet:
/home/user/user. YT0Obl 3TOrO0 M3b6exatb, Heobxogumo B 6roke MecTo
Ha3HauyeHus y nona Katanor pacnakoBKM yCTaHOBUTb MyTb Ha OAWH KaTanor
HUXe, Hanpumep, Npu NYTU UCTOYHUKE /home/user NMyTb HasHa4YeHUA OOJIKEH
6bITb /home.

o bnok NMNapameTpbl:
o lepuopg pennunkaynu.
o XpaHeHne pennuk (KONNMYecTBO XpaHUMbIX PEMNINK B PENO3UTOPUN).
o [laTa Hayana n oKoOH4YaHuA OeNCTBUA Npasuna.

o [lyn ona xpaHeHus pesepBHbIX KOMUIA (MOXHO MCMNOMb30BaTb TOMbLKO My Tuna
BnoyHoe yCcTPOMUCTBO).

« brnok YBegomMmneHua. HacTporku yBeAOMEHNN 0 COBbITUAX NpaBuna.

B kayecTBe MecTa pacrnofnoXeHus peninknm faHHbIX Ha LeneBOM KneHTe (MecTe
HasHayeHWs) Bbl MOXeTe BblbpaTb MHOM pPecypc, HO OH OO/IKEH YyXe CYL,ecTBOBaTb,
NHaye 3aadn NPUMEHEHNS PENINKN Ha YOanéHHOM XocTe 6yayT 3aBepLllaTbCsA C OWwnb-
KOW. HacTponku MNepen HaCTPOMKON HENPEPLIBHOW pennnkaunum HeobxognumMo OLEHUTb
BpeMs, HeobxoaMmMoe 1 JOoCTaTOYHOE ANA 3aBepLIEeHMs onepaumin no co3gaHuio U rnpu-
MEHEHWO PeniMkn, U B COOTBETCTBUM C 3TUM HacTpamBaTb nepuog penavkauum npa-
BuUNa. Bbl Takxe MoXeTe U3MEHNTb HAaCTPOWKN NpaBuia Nocne ero cosganus (P1cyHok
6).
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HacTpoiika cepsepa

o
¢’ Ru 2 8 @
= [o6aBuTk yoanéHHY0 PenanKauvio + MpnMeHnTE
88 MaHens MOHUTOPWHra
WcTouHMK
[J OBvekTsl
KnueHT tw-primary (24c336bcbf089bde) v
CTpaTerun
P Pecypc * /home/ -
E rnobanbHoe pacnucaHue Thn pecypea | File system - -

YaanéHHas pennukauns

MecTo Ha3Ha4eHuA
PenoznTopui

Knuent tw-av-module (4e2417a38a0ee753) v

O4epenb 3apay
KaTanor pacnakoBku * /homef -

Cepeepbl RuBackup

XypHans!

MapameTpsi
, AOMUHUCTpUpOBaHMe
3anyckaTb KaKOblin 1 +  MWHYTHI v
XpaHeHue penank 1 +
Havano nepwopa peicTeua 15.07.2024 16:47 El
OkoH4YaHwe nepropa geidcTema | 15.07.2025 16:47 El
Ha4ano pabovero okHa 09:00:00.000 E|
Koney paBoyero okHa 18:00:00.000 [
Nyn Block device ~
(@
Yeegomnenns
HopmaneHoe BeinonHeHne Nobody v
BeinonHeHwe ¢ ownbkon Nobody ~
A  rubackup@10.177.32.126 LeAcTBMTENEHOCTL Npasuna Nobody ~

PucyHOK 6. 3aMeHeHne HacTpoek

Pennukn pacnonaratoTcs B Penosnutopun B BuAE 3anvcel C TUMOM 3ajadn Create
replica (PucyHok 7).
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CueHapum paboThbl

Y
¢ Ru

ID Ccuinka 1D 33fa4m  TWn 33gasqm CraTyc nposepkd  Mms xocTa Twn pecypca  Pecypc ID npaeuna Ha3saHue npasuna

85 NaHens MOHMTOPUWHra
1 0 1 Create replica Not Verified astra-client-1 File system fhome/u/backup - No name
L O6bekTh

CTpaTterun

E| FnobaneHoe pacnucaHue

YnanéHHas pennukauuns

& Peno3uTopuin

Odepenb 3ama4
EJ Cepsepsl RuBackup
[=] »KypHans

£ AAMUHMCTPUPOBaHWE

A rubackup@astra-server

PucyHok 7. Pasgen «PenosnTtopuimn»

B xoae paboTbl cTapble penankn 6ygoyT yaanAaTbCs U3 penosnTopus, ANa 4Yero B rna.-
HOM oyepean 3agay 6yayT cos3gaBaTbCA COOTBETCTBYHOWME 3agaun (PrucyHok 8).

L Ru A& &

= W Ypanute v B

ID Tun ID KAveHTa  MMA KIMeHTa Craryc Tun pecypca  Pecypc ID npasuna 1D cTpar,

23 NaHens MOHUTOPUHIa

2 Apply replica 2 astra-server b10142c1073cealc File system /home/usbackup 0 0
L ObvekThl
1 Create replica 3 astra-client-1 9da46eb6d34a53f3 File system /home/usbackup 0 0

CTpaTerumn

E rnobanbHoe pacnucaHue
Ynanéuuas pennavkauua
& PenoznTopuia

] O4epepb 33024

£ Cepsepsl RuBackup

=] XKypHans

£ ApMuHUCTpUpoBaHue

B  rubackup@astra-server

v
PucyHok 8. Pasgen 3apaum

HacTpoika KiMeHTa

B KauecTBe UCTOYHMKA 4715 BbIMNOSIHEHUS HENPEPLIBHOM YAANEHHON pensvkKaunm MoxeT
ObITb MUCMNOIb30BaH No6oN KNMeHT RuBackup, BXOAALWWNIA B CEPBEPHYHO TPYMNMNUPOBKY.
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HacTpoWka knveHTa

YToObl LeneBon KIMEHT (MecTo HasHaYeHUs) MOr MPUMEHATb PEenNKy, cneayeTt B KOH-
ourypaumnoHHbln ¢amn knueHTa /opt/rubackup/etc/config.file 3agaTtb napameTp:

remote-replication yes

Ecnn B KOHUrypauMoHHOM ¢anne KAMeHTa OTCYTCTBYeT 3TOT MNapamMeTp, TO BCe
3ajadn Ha MNpUMEHeHWe pennumkn (Tvn 3agadnm Apply replica) Ha KnMeHTe 6ygyT
3aBepLUeHbl C OWNOKON. NMocne n3MeHeHna KoHUrypaunoHHoro ¢anna Heobxognumo
nepesarpysutb cepBuC (0EMOH) KnuneHTa RuBackup, 4ToObl M3MEHEeHUs BCTYNUnuM B
cuny.

Tpeb6oBaHUA K KJIUEHTY

[na ycrnewHon pennnkauum pecypca B MecTe Ha3HauyeHus (LeneBoM KIIMeHTe), Heob-
XOAMMO BbINOMHUTb [1Ba YC/IOBUS:

o Pecypc Ha L,enieBoM K/IMeHTe cyLecTByeT.

e Pecypc Ha LeneBoM KNMEHTE He NCMONb3YyeTCs.

[Mpn BOCCTAHOBNEHUN U3 perMKKN GpannoBoro pecypca Heobxoammo, YTobbl OH CyLle-
CTBOBas B BMAE KaTanora ¢ HeobxoAuMbIMK NpaBaMn N BnagenbueM. Kak MUHUMYM,
Heob6Xxo4MMO co3aaTb LenieBon KaTanor.

MNpn BOCCTAHOBNEHUN W3 PEMSIMKA BUPTYanbHOW MallMHbl HEOBXOOAMMO, 4YTOObl OHa
CylllecTBOBasa B TOWN Xe AMCKOBOWN KOHOUIypaLumm, YTo U B OPUTrMHANbHOW cpeae Bup-
Tyanusaumu. Npun aTom eé naeHTndmKaTop C cpeae BUpTyanm3aumm MOXeT U, CKopee
BCero, 0yaeT oTNMYaTbCst OT OPUrnHanbHOro. YTobbl co34aTb TakoM UCTOYHMK LaHHbIX
Ha yOanéHHOM y351e peKOMeHAyeTCs BOCCTAaHOBUTb Ha HEM PEe3epPBHYH KOMUK OpUrn-
HaNbHOro UCTOYHMKA AaHHbIX C Pa3BEPTbIBaHMEM, TakKUM 06pa3oM, YTOObI OH pacrnona-
rafica Ha AWCKOBOW MOACUCTEME PEMIMKU TOUYHO TaK Xe, KaK M Ha UCTOoYHuKe. MMpu
3TOM AUCKM BUPTYanbHOM MalUMHbl AOSIXHbI OblTb PACMONOXEHbl C TEMMU Xe NYyTAMNU,
YTO U Ha UCTOYHUKE.

Pecypc B MecTe HasHayeHUs (LeneBOM KJIMEHTE), K KOTOPOMY MPUMEHSAETCA pennuka,
He [OO0/IXKEH MUCMoNb3oBaTbCA. ECnn pecypcomM dABNAeTCA BUpTyasbHas MallMHa, OHa
AO0JKHA ObITb BbIKNKOYEHA. ECnn pecypcoM aBnsaeTcs Kakoe-nnbo 65104Hoe YyCTPONCTBO
(Hanpumep, TOM LVM), TO OHO AO/IKHO 6bITb OTMOHTUPOBAHO, @ NPUTOXEHUS, KOTOpble
ero MUCnonb3yrT, AO/MKHbI ObiTb BbIKIKOYEHbI. ECNM pecypcomM sBAAKOTCA KaTanorn B
Kakon-nmbo ¢pannoBom cucteme, TO B XO4e perimkaunum B HUX He A0JIKHA OCYLLEeCTB-
NATbLCA 3anucChb.

[1NnA BOCCTAHOBNEHUA PE3EPBHON KOMUN Ha OPYrOM XOCTEe BaM HEOOXOAUMO BKIIHOUYUTDL
oba KnmeHTa (MCTOYHMK N MECTO HasHayeHus) B OOHY KIIMEHTCKYK Fpynny u caenaTb
eé pasgensiemon (cMm. RuBackup Manager (RBM)). lNMocne BoCCTaHOBNEHUSA pPe3epPBHOM
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CueHapum paboThbl

KOIMunn KNnneHToB MO>XHO BbIBECTU U3 pa3,ﬂ,eﬂﬂeMOVI rpynmnbl.

B HeKoTOpbIX cnyyasx penanky MOXXHO UCMONb30BaTb KakK OBbIYHYHO Pe3EePBHYHO KOMMUIO.
B xope BoccTaHoBeHUs byayT 3aTpeboBaHbl BCe BN10KM AaHHbIX U3 AeAynanunpoBaH-
HOrO XpaHunInuwia, KOTOpbIX HET B MeCcTe BOCCTaHOBNEHUSA. ECnn B MecTe BOCCTaHOBe-
HWA He XBaTaeT HEeCKOJIbKO 610KOB (Hanpumep ogHoro ¢arnna, ecnm oH 6bia co3gaH nnu
N3MEHEH), TO ANA BOCCTAHOBNEHMA ByayT nepefaHbl TObKO HegoCcTatowme 610KN AaH-
HbIX.

CTonT 06paTUTb BHMMaHME Ha TO, YTO MPU BOCCTAHOBIIEHUU PEMINK KaK OBbIYHbIX
pes3epBHbIX KONU Ans HedannoBbiX pecypcoB (Hanpumep, BUPTYanbHbIX MallWH), AaH-
Hble 6yayT BOCCTAHOBMEHbI B TO X€ MECTO, r4e OHM pacrnonararoTCa Ha UCTOYHUKE.
[Mpn 9TOM MOryT 6bITb M3MEHEHbI $ansbl, KOTOPble HAXOAATCA B MeCTe BOCCTaHOB/e-
HMA. B ntobom cnyyae, ona BOCCTaHOBIEHNA PEKOMEHAYETCH UCMONb30BaTbh OObIYHbIE
pe3epBHble Konuu.
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MPUHLMMbLI AeaynamKaL

Odeapynnukayus

Cucrtema pesepBHOro KkonnposaHusa RuBackup nNo3BonseT UCMOoNb30BaTbh PeXum geny-
nAMKaumum Npu cosgaHnuy pesepBHbIX KOMNUW AaHHbIX.

B pexume pgepynnukauuu faHHble, KOTOPbIe LOJ/KHbI MOMAacTb B PE3EePBHYIO KOMMUHO,
pasfenalTca Ha 6/10KN paBHOrO pasMepa, U Ans Kaxgoro 650Ka BblYMCNAETCA Xell-
CyMMa no anropuTtMmy shail, sha2, blake2b, skein unu streebog. [lepen BbiNONHEHNEM
pPe3epBHOro KOMMPOBaHUA cepBep nepefaéT KIMEHTY Xew-Tabnvuy 6/10KOB, yXe pac-
NONMOXEHHbIX B AefyniuuMpOBaHHOM XpaHUNULLE M KOTOpPble C BbICOKOW CTEMNeHbH
BEPOATHOCTU MOTYT COLEpPXATbCA B WMCTOYHUKE [aHHbIX, Pe3epBHOE KOMMpoBaHue
KOTopbIX 6yaeT BbINONHATbCA. CepBepy nepefardTcA TONbKO YHUKaNbHble 610KK
pe3epBHOM KOMUW, KOTOpble pasMelarTcs B AefyrIMUMPOBaAHHOM  XpaHUNuLLe
pes3epBHbIX KOMWK, npeacTtasnsawowee cobon 6504HOE YCTPOMCTBO B OMepalMOHHON
cuctemMe (3To MoXeT 6bITb OANHOYHBIN AUCK, RAID MaccmB nnu LUN cucTemMa XpaHeHus
OAHHbIX).

Takum 06pasoM, Npu NepBOM Pe3epPBHOM KOMUPOBAHUM UCTOYHUKA AaHHbIX CepBepy
PEe3epBHOr0 KOMMPOBaHUSA 6yaeT nepenaH MOJNHbIA YHUKambHbIA Habop 610KOoB. MMpu
NOBTOPHOM pe3epBHOM KOMupoBaHMK ByayT nepefaHbl TONbKO M3MeEHMBLUMECA GNOKM
AaHHbIX. ATO NO3BONSET YMEHbLUNTL OKHO PE3EPBHOr0 KOMMPOBAHUS, CHU3UTb HarpysKy
Ha ceTb Nnepeaayun gaHHbIX U CIKOHOMUTb MECTO B XPaHWUIIMLLE Pe3ePBHbIX KOMUIA.

Mpy BOCCTaAHOBMIEHUN cepBep nepenaéTt KNNeHTy mMeTadainn, cogepyallmii BClo Heob-
XOAUMYKO MHGOPMALIMIO O PEe3epBHOM KOMUM U LIeIeBOM pecypce, KOTOopbin TpebyeT
BOCCTaHOBMNeHUA. ECnn BocCcTaHOBNEHME MHPOPMALMM MPOUCXOANT HEMOCPEeACTBEHHO
B UCTOYHUK OaHHbIX, Fae 6binn yTepsiHbl UM U3MEHEHbl Kakne-nmbo 610K faHHbIX, U
TpebyeTcsi BOCCTAHOBUTb LLE/TOCTHOCTb UCTOYHMKA AaHHbIX, TO cepBep nepenacT K-
EHTY TOJIbKO Te B/IOKWN AaHHbIX, KOTOpPble BblIN U3MEeHeHbI 1 TPebyoT BOCCTAaHOBNEHUS.
9T0 NO3BONSAET 3HAYUTENbHO YMEHbLUNTb BPeMsi BOCCTaHOB/EHUS.

Cuctema pesepBHOro KonuposaHua RuBackup nossonset obbeAuHATb gefynanumpo-
BaHHble 65104Hble yCTponcTBa B nynbl Tuna bnoyHoe ycTponcTsBo. Jlloboln cepsep B
cepBepHOM rpynnupoBke RuBackup MoOXeT ynpasBnfaTb HECKONbKUMW Mynamu Tuna
BnoyHoe ycTpoMncTBO. 3TO MOXET ObITb NOME3HO A1 UCNOJSIb30BaHUA Nyna TONbKO AN
onpefenéHHbIX gaHHbIX. HanpuMep, Bbl MOXeTe UCMOMb30BaTb OAUH NyN ANA XpaHEeHUs
pe3epBHbIX KOMWUM BUPTYyanbHbIX MalWWH C roCTEBOM onepaunoHHonm cuctemon MS
Windows, n gpyroun nyn gns pesepsHbix konuin BM ¢ OC Astra Linux. MNapameTpbl nyna
onpepnenaAlnT pasMep 6510Ka gefynnamkauum, anroputMm xew-oyHKUUN ONNHY XeLwla.

MpuHUUNbI geaynavKayum

[Mpw BbINOSHEHUM OefynvKaunum NPOUCXoauT BblYUCIEHNE Xela ANA Bcex 6/10KOB AaH-
HbIX, KOTOpPble OOJIKHbI MONacTb B Pe3epBHYO KONUIKO. Xel-anropnutMbl, nogaepxneae-
Mble RuBackup, npuBeaeHbl B TabnnLe.

2113102




CueHapum paboThbl

Tabnvya 1. AropuTMbl Xeww-pyHKUNIA, nogaepxmnsaembie RuBackup

Anroputm AnvHa xaw, 6uTt CcbliniKa Ha onucaHume
shal 160 https://en.wikipedia.org/wiki/SHA-1
sha2 256, 512 https://en.wikipedia.org/wiki/SHA-2
skein 256, 512 https://en.wikipedia.org/wiki/
Skein_%28hash_function%29
blake2b 256, 512 https://en.wikipedia.org/wiki/

BLAKE_%28hash_function%29#BLAKE2
streebog 256, 512 https://en.wikipedia.org/wiki/Streebog

Bbl MOXeTe onpenennTb NapamMeTpbl Aegynavkaunm npy cosgaHmm nyna tvna bnoyHoe
ycTpoiicTBo. K HUM OTHOCATCS:

o Pasmep 6noka geaynnmkaymmn (o1 16 Kb 0o 1 Mb),
o XewW-anropuTtm,

o [InuHa xew (rae nogaep>xxuneaeTtcs).

CnepyeT yuyuTbiBaTb, YTO YeM 6onblle AnnHA Xew-OYyHKUUN U YeM MeHblle pa3mMep
6noka gepynnunkaumm, TeM 605bLue NPOLECCOPHbIX PECYPCOB U BpeMeHn byaeT 3aTpa-
YeHO Ha BbIMOJIHEHME Mpouecca geaynnmkaunn. Ho yem MeHblle AnvHa xew-QyHKLUNn,
TeM 6onblle BEPOATHOCTb BO3HUKHOBEHUS KONNM3UKU. M yeM MeHblue pa3mMep 61oka
aepynnvkauum, tem 6onee adpdeKkTMBEH npouecc peaynnvkauun, T.K. BEPOATHOCTb
HaxoXJeHusi OAMHaKOBbIX 6/TOKOB BO3pacTaeT.

Mcnonb3oBaHue genynivkaumn LenecoobpasHo A1 TeX MCTOYHMKOB [ aHHbIX, KOTOpble
MOryT cogepxaTb B cebe nostopsowmeca 6/10KM gaHHbIX. 3TO GannoBble CUCTEMBI,
67104YHble YyCTpoOnCTBa (HanpuMep, ToMa LVM), BUpTYanbHble MallWHbI U T.N. HekoTopble
NCTOYHMKN OaHHbIX B Xo4e CBOEero QyHKLNOHMPOBAHUA MOTYT 3HAYNTENIbHO U3SMEHUTb
CBOE cogepxumoe, Hanpumep, CYB[ nocne nepenHaekcaunm tabnuy,. MicnonbsoBaHne
Aefynamkaumn ana Taknx pecypcoB MOXET BbITb 3HAaUYNTENbHO MeHee 3QPEeKTUBHO.

Oo6wun anropuTm geaynavkayum

1. OnpegenexHve 6M104YHONO YCTPOMCTBA, B KOTOpoe 6yayT nepedaHbl Aedynivumpo-
BaHHble 610KV JaHHbIX Pe3ePBHON KOMUW Nocre eé co3aaHus.

2. MNony4yeHne OT cepBepa xelw-Tabnuubl 6/10KOB AaHHbIX, KOTOpble yXe pacrnonara-
IOTCS B AeAynnnuuMpoBaHHOM 61I0YHOM YCTPOMCTBE U KOTOPble C Haubonbllen cTe-
NMeHb0 BEPOATHOCTM MOFYyT pacrnonaraTbCA B UCTOYHUKE [OaHHbIX, ANA KOTOPbIX
BbIMNOMHSETCS PE3epPBHOE KOMNPOBaHME.

3. PacuéT xew-¢pyHKUNI a5 BCeX B/I0KOB faHHbIX pe3epBHOM Konuu. Ecnn xew Haxo-
ANTCA B paHee nepepaHHon tTabnuue, To 3TOT 610K MOMeYaeTCs, Kak He TpebyroLwnn
nepefadn Ha cepsep, HO YUYUTbIBAaeTCA B MeTafaHHbIX pe3epBHOW Konuu. brioku
AaHHbIX N1 Pe3epBHON KOMUK NOMeLLaTCca B gefynankaunoHHoMm bydepe B one-
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CospgaHune pesepBHON Konun

PaTUBHOW NaMATU KAMEeHTa CUCTEMbl pPEe3epBHOr0 KOMMpoBaHUA (nNapameTp
deduplication-task-memory B KOHUrypaumoHHOM danne
/opt/rubackup/etc/config.file onpegenseT MakKCUMasbHO BO3MOXHbIN OObBEM
NnamMATU, KOTOPbIA paspelleHo KCnonb3oBaTb AN1A 3TOWM 3ajayn, Mo YyMOJTYaAHUIO
paBeH 256 Mb). Korga 6ydep MONHOCTLIO 3arofiHEH, OH MepefaéeTcsa Ha cepsep
pPEe3epPBHOro KONMMPOBaHNA BMECTE C COMPOBOAUTENBHON XeLw-Tabnmuen.

4. Korpa cepBep pe3epBHOro KonMpoBaHUS NpUHMUMaeT 610KN JaHHbIX OT K/IMEHTa, OH
AOMKEH MPOBEPUTb, YTO 6SI0YHOE YCTPOMNCTBO HE COOEPXKUT TOYHO TaKme Xe 6NOKN.
Tabnuuya Bcex 6N0KOB faHHbIX BIOYHOrO YCTPOMCTBA pacnofiaraeTcsa B onepaTmus-
HOWM MaMATU cepBepa pe3epBHOro KonMpoBaHusa. [1n1a 6bICTPON NPOBEPKU TOro, YTO
nepepaHHble 6/10KM TOYHO He cofep)XaTcsa B 6/I04HOM YCTPOMCTBE UCMNOJIb3yeTCcA
BEPOATHOCTHbIN dunbTp bayma. Ecnn 6N0K faHHbIX TOYHO HE COOEPXUTCSA B 6104~
HOM YCTPOWCTBE, MPOUCXOANT ero 3arnucb B Nepsbiri CBOOBOAHbBIN 60K, a TakXe Npo-
NCXOAUT 3anncb B Xel-Tabnuuy onepaTtuBHOW NamMaT n B 6asy gaHHbIX RuBackup.
Ecnu ¢ounbTp Bsiyma ykasbiBaeT, UTO 670K OaHHbIX, BEPOATHO, YXe CyllecTByeT B
6/104HOM YCTPONCTBE, MPOUCXOAUT MPOBEpPKa HanMuna COOTBETCTBYHOLWLEro gamn-
aecTa B obwen xew-tabnuue 6no4yHoro yctponcTea. Ecnm 6nok HangeH, To Npo-
NCXOANT 3aMncb B COOTBETCTBYHOLWYO Tabnuyy 6asbl gaHHbIX RuBackup O TOM, 4YTO
pes3epBHasa KOMWA UCNONb3yeT 3TOT 610K AaHHbIX; ecnu 610K He Hana4eH - NPOUCXo-
ANT ero 3anucb B 6/104YHOE YCTPONCTBO B MepBbit CBOOOAHLIM 610K, 3annuchb gan-
OXXecTa B Xew-Ttabnuuy M 3anmMcu B COOTBETCTBYKOWME Tabnuubl 6asbl OaHHbIX
RuBackup.

5. Mpun BOCCTAHOBNEHUN PE3EPBHON KOMUM MPOUCXOOMT MPOBEpPKa Hannmuus BOCCTa-
HaBMBaeMbIX G/TOKOB HEMOCPEACTBEHHO B MeCTe BOCCTaHOBNeHUs. Ecnu B MecTe
BOCCTaAHOBJMIEHUSI MPUCYTCTBYET MHOOPMaLUA, KOTOPYH HE HYXHO BOCCTaHaBNu-
BaTb, TO OyAyT NepeaaHbl TOIbKO Te 6/I0KN OaHHbIX, KOTOpPble OTCYTCTBYIOT B MecTe
BOCCTaHOBJIEHMSA. Hanpumep, ecnn B MecTe BOCCTaAHOBNEHUsI TpebyeTcs BOCCTaHO-
BUTb CTPYKTYPY KaTasfloroB U OTCYTCTBYEeT HECKONbKO ¢ainoB WAM KaTanoros, TO
cepBep pPes3epBHOr0 KOMUPOBAHUA NepenacT TONbKO HeAOCTaloLWMne UM U3MEHEH-
Hble 6OKN AaHHbIX.

Co3paHue pe3epBHOMN KonNuun

CucTemMa OCYLLeCTBNAET Co3[aHNe Pe3epBHON KOMUM C NMPUMEHEHMEM AenynnvKauum
cnepyrowmM o6pasoMm:

1. CepBep pe3epBHOro KONMMPOBaHUS:

3anyckaeT 3ajaJvy pes3epBHOro KOMMpoBaHWA, NPUHUMaeET OT KAWeHTa Aendynnuum-
poBaHHble OaHHble, pa3MelaeT MX B COOTBETCTBYHLLEE XpaHUIuie " co3gaéTr
HeobxoanMble 3anucu B 6ase JaHHbIX

2. Knnent pe3epBHOro KoOnMpoBaHUA:

3anyckaeT COOTBETCTBYHOLWNA MOLYNb N OXMOAET nepepady geanynianumpoBaHHbIX

23 13102




CueHapum paboThbl

610KOB OT YyTUNUTHbI rbfd.
3. Mopynb RuBackup:

[MogrotaBnnBaeT UCTOYHUK AAHHbIX K Pe3epBHOMY KOMUPOBAHUIO U 3amnyckKaeT yTu-
nuTy rbfd.

4. YTunuta rbfd:

BbinonHseT AeaynivMKauuio UCTOYHMKA AaHHbIX M nepefaét aenynnmuumpoBaHHbIe
6/10KN KIIMEHTY Pe3epPBHOIr0 KOMMPOBAHUSA.

BoccTaHoBJIeHMe pe3epBHOMU KONMUU

CucTemMa ocyLlecTBNsIeT BOCCTAHOB/IEHNE PEe3epPBHOM KOMUKU, CO3OaHHON C NMpuUMeHe-
HUEeM Aenynnukaumu, cneayrolmnmM obpasom:

1. CepBep pe3epBHOro KONMMpOoBaHUS:

[Mepena€T KNMeHTY HeobxogMMble ONA BOCCTAHOBNEHUSA 6/T0KN AaHHbIX.
2. KNMeHT pesepBHOro KONMpoBaHUS:

3anyckaeT COOTBETCTBYHOLWUN MOLYb N NPUHUMaET B6JI0KN faHHbIX OT cepBepa
3. Mopynb RuBackup:

3anyckaeT yTunuTy rbfd 1, nocne noflyyeHus Bcex HeobXoauMbIX OaHHbIX, MPu
HeoBXOANUMOCTH, PasBEPTbIBAET PE3ePBHYIO KOMUIO B MHPOPMALMOHHOM cucTeme.

4. YTunuta rbfd:

BbinonHseTr C60pKy OaHHbIX p63€pBHOI7I Konmm mn3 aeayningnpoBaHHbIX 610KOB.

HacTpoika
HacTpoika geaynnukaymm BkoYaeT B ceba cneagyrowme encTeus:

1. Ha cepBepe RuBackup BbigennTb 6/104HOE YCTPOWCTBO AJ1 XPaHEHUS.

2. Ha cepBepe RuBackup cospgaTb nyn Tuna bnoyHoe yCTPOUCTBO.

3. [Jo6aBuTb BblaeneHHOe 6/I04HOE YCTPOMNCTBO B CO34aHHbIN My,

4. [106aBNTb CO34aHHbIN Ny K NpaBuy Unu cTpaTernm pes3epBHOro KONMpoBaHUA.
[na ncnonbsoBaHuA genynnavkaunm Heobxogmmo, 4Tobbl MOAYNb Pe3epBHOro

KOMMPOBAHNA COOTBETCTBYIOLWLEro TUMa pecypca noaaepxusan geaynnvka-
LMHO.
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Brno4yHoe ycTponcTeo

BnoyHoe yCTpoOMCTBO

YT06bl MCcnonb3oBaTh AefynvKauuo B CUCTEME pe3epBHOro KonmposaHusa RuBackup,
HeoOXOANUMO Ha cepBepe Pes3epBHOro KOMMPOBaHUA BblennTb 6/104YHOE YCTPOMCTBO
(O4HO MM HECKONbKO) ANA XpaHeHUs AenynanuMpoBaHHbIX Pe3epBHbIX Konun. Bnoy-
HbIM YCTPOMCTBOM MOXET OblTb OObIYHbIA XECTKUA AUCK, RAID MaccuB mnu LUN
CUCTEMa XPaHEHUA OaHHbIX.

B OC Linux nonyuyntb MHbOpMaLMO O OOCTYMHbIX 6M0YHbIX YCTPOMCTBAX MOXHO C
NMOMOLLbIO KOMaHAbl 1sblk, Hanpumep:

# 1sblk
NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
sda 8:0 0 931,56 0 disk

sda’l 8:1 0 931,5G © part /rubackupT
sdb 8:16 0 931,5G 0 disk

sdb1 8:17 0 931,56 0@ part /rubackup2
sdc 8:32 © 1,8T 0 disk

sdcT 8:33 0 1,8T © part /rubackup3
sdd 8:48 © 3,6T O disk
nvmedn1 259:0 0 953,9G 0 disk

nvmednipl 259:1 0 512M © part /boot/efi

nvmedn1p2 259:2 0 953,4G @ part /

B aTOM npumepe Ha cepBepe pe3epBHOro KOMMPOBAHUA B KadyeCcTBe YCTpOWCTBa ANA
XpaHeHUsa aeaynimumMpoBaHHbIX pPe3epBHbIX KOMU MOXeT 6blTb MCMNOoSb30BaH OUCK
/dev/sdd.

Myn xpaHeHusa faHHbIX

YTo6bl MCNONb30BaTb AeAYNNMKALMIO Ha CepBepe pe3epBHOro KOMMPOBaHUA HEOBXO-
AVMO co3aaTb Nyn Tvna bnoyHoe yeTPoOMCTBO. 3TO MOXHO caenaTb nNpu NOMOLLN YyTU-
NNTbl KOMaHOHOW CTPOKU rb_pools WA npuv NOMOLLN MeHep)Xepa agMUHUCTpaTopa
RBM, cnepgyrowmm obpasom:

1. B rmaBHOM MeHO RBM oTkpbiTb NyHKT KoHurypauusa - Xpauunuw,a - lMynbl
(PncyHok 9).
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CueHapum paboThbl

MeHegxep agMMHWUCcTpaTopa RuBackup (on rubackup-server.local) - 0o &

GO EERTEN MpocmoTp  JencTews  AHanuTuka WHdopmayws

B330BaA KOHQUrypaLms...
BCMWCaHWE | YAaneHHas pennukauws — CepBepHas rpynnuposka RuBackup

Tpynnsl NonL3ceaTened. .. Onucarime Csoictea | HacTpoiku = MHdopmauus
MoNb30BATENN. . Tun OC Linux
Tpynnel KAUEHTOB. . OC aucTpubeioTep |ubuntu

| KnueHTsl...

NERRTES wip daddc50e1372c21c

Megana cepeepsl...

XpaHuinwa

CTpaTeruu... MoameHa Nynoe...
CepBUCHLIA PEXuM NokaneHeie dainoesle xpaHUAMLWA. .. 4:fF-fefg:ab67
Brixog, BNo4Hbie YCTPOACTEA...
0Obnaka...
CtpaTterna Tun pecypca Pecypc Normal execution script Exception execution script

CTPBTEI’MW I'Ipamma PEBEPHHhIE Konwuu ¥YnaneHHas pennykauunsa 3apaqun MnaH BoCCTaHOBNEHWA A 13

HangeHksl HEABTOPW30BaHHLIE KNWEHTHI HopManbHBIA pexuM

PucyHok 9. NMyHKT Aynbl rnaBHoro meHo RBM

2. B okHe Mynbl HaxaTb KHoMnky Jlo6aBuTb (PrcyHok 10).

WmA Twn nyna Menowa cepeep Tun cxaTud Mecto ckaTtuAa Leet oHa LseT wpugTta OonucaHwe
1|Default File system  antares None Client L #000000 Default pool
2 |Dedup Block device antares - - L #000000
3|DED1  Block device antares - - #TTTT #000000

3aKpbITE Mowck... |OobaeuTs...

PucyHok 10. OkHo Mynbl B8 RBM

3. [1na HoBOro nyna ykasaTb UMSA U Tun nyna bnoyHoe ycTPoOMNCTBO, BbibpaTh pasmep
6noka pepynnavkauuu, anroputM xew-oQoyHKUUMKM U ONOUHY Xew-OyHKumn (ecnm
AOCTYMHO), a TakXe yKasaTb Meanacepsep, KOTOpoMy ByaeT npuHagnexaTb co3fa-
BaeMbIn Nyn (ecnu cepBepHan rpynnmpoBka RuBackup cogep>XnT HECKONbKO cepBe-
poB) (PucyHok 11).
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[obasneHne 6104HOr0 yCTPOMNCTBA B Ny

JAobaeuTk HoBLIA Nyn (on rubackup-server.local) x

WMa nyna Dedup & ok

Tun nyna Block device = X Cancel
Pazmepa bnoka gaHHeix | 131072 v
XIW-YHELMA sha2 -

InWHa 3w 256 -

Menua cepeep rubackup-server.local -

TWN CHaTUA

MecTo caTnA

Onucanune Block device storage pool for deduplication

LUeeT wWpudpTa

LieeT poHa

PucyHok 11. JobasneHne HoBOro nyna 8 RBM

lo6aBneHue 6s104HOro yctTpomcTea B nyn

B cospgaHHbIn nyn Tuna BnoyHoe ycTpoMcTBO HeobxoaAuMmMo [06aBUTb OAHO WK
HECKOJIbKO BblAeNEeHHbIX 6/104YHbIX YCTPOWUCTB. ATO MOXHO caenaTb NMpu rnOMOLUN YTK-
NNTbl KOMaHAHOW CTPOKWU rb_block_devices unu Npuv NOMOLWM MeHea)Xepa agMuHU-
cTpaTtopa RBM, cnepyrowmm obpasom:

1. B rmaBHOM MeH0 RBM oTKpbITb NYHKT KoHpurypauua -> Xpauuwnuuw,a -> bnoyHbie
ycTpoicTBa (PrcyHok 12).
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CueHapum paboThbl

MeHegXep afiMMHMcTpaTopa RuBackup (on rubackup-server.local) - o &

CCEGEEITEY MpocMoTp  JeficTenA  AHaquTHKa  WHgopMauus

5a30BaR KOHDNrypaLms. ..
BCMWCAHWE | YAaneHHas pennukaums — CepBepHas rpynnuposka RuBackup

Fpynnsl Nons3oeaTensd... Onucarue CeoitcTea | Hacrpoikn | WHdopmauna
Monb3oBaTenu... Tun OC Linux
TpynMbl KAKEHTOS... OC gucTpubsioTep ubuntu

1 KnueHTsl...

Primary RuBa...

HWID daddc50e1372c21c
Megua cepeepsl...
XpaHuanwa NyAbl... f8:ab:67
CTpaTerun... MogMeHa nynoe... 122.82
CepBUCHLIN peXum NokaneHeie afnoBele XpaHWINLLE... 54:ff fefg:ab67
Brixogn b blg po
Obnaka...
CtpaTterus Tun pecypca Pecypc Normal execution script Exception execution script

Crpateruu Mpaeuna PesepBHLIe KOMKK YnanedHHaa pennnkauua 3apaumn MnaH BocCcTaHOBNEHWA Nalr

HEIMJ'EHI:I HEaABTOPW30BaHHLIE KIWEHTHI Hopmanthm pexuM

PucyHok 12. NMyHKT «BnoyHble ycTporcTBa» rnaBHoro MeHo RBM

2. B okHe Mynbl HaxaTb KHoMnky [lo6aBuTb (PricyHoK 13).

Block devices &

Device Pool Blocks Shared Signature Description

1//dev/sda3 DED1 1486949 false 733e085d1888b5c4

2|/dev/sda2 Dedup 2047999 false bec64b63aeef7700

Close Search... Add...

PucyHok 13. OkHO «bnoyYHble ycTponcTea» B RBM

3. BoibpaTb co3gaHHbIn NyNn U BblgeneHHoe 6104YHOe YCTPOMCTBO XpaHeHus. Ecnm Ha
BbIbpaHHOM 6/104HOM YCTPOMCTBE YyXe cylecTByeT ¢annoBas cuctemMa, To, YTobbl
MCNONb30BaTb €ro A1 XpaHeHUa AeAynIMLMPOBaHHbIX Pe3epBHbIX KOMU, crepyeTt
nepesanuncaTb CYLECTBYHOLWYO GannoByd CUCTEMY, BKIIKOYUB MepeknovaTenb
Mepesanucatb cyw,. PC (PricyHok 14).
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MapaMeTpbl CUCTEMDI

BeibepuTe 604HOe YCTPOMCTBO Ha MeAua cepBepe: rubackup-server.local (on rubackup-server.local) X

Myn Dedup b & ok
MyTe Ha Meawa cepeepe |jdevfssd| | BribpaTs... X cancel

Mepezanucate cyw,.®C

Onwcadwne

PucyHok 14. lo6aBneHne 67104HOr0 YCTPOMCTBA B My XpaHEeHUs AaHHbIX

Mocne pobaBneHnsa 6/104YHOrO YCTPOMCTBA B CUCTEMY PE3EPBHOrO0 KOMMPOBAHWUSA, OHO
nosaBuTcA B KoHurypaumm RuBackup. lNpn aTOM B CUCTEMHbIN XYpPHanbHbIN Gann Ha
cepBepe pe3epBHOro KONMpoBaHUA ByaeT 3anucaHa nHoopmaumsa o gobasneHum 65104-
HOro YCTPOMNCTBA, Hanpumep:

Request to add block device as storage: /dev/sda2 in pool: 'Dedup' media
server: antares

RuBackup block device signature not found on the device: /dev/sda2. Try to
create it: ffc64b63aeef891C

Block device size: 14268435456000

without signature: 14268435451904

Total usable blocks: 82047999

Create table name: deduplicated_block_device_ffc64b63aeef891C for local block
device: /dev/sdd

Local block device: /dev/sdd was included in the pool: Dedup

Load meta data of deduplicated block device: /dev/sdd in memory...

Hash table of: /dev/sda2 loaded

YT06bl BbIMNONHATL PE3EpPBHOE KOMUPOBaHME C WCMONb30BaHMEM AefynnavKauum, Ans
COOTBETCTBYHIOLLErO NpaBuia UM CTpaTermm QomkKeH 6biTb BblOpaH nyn Tuna bnoyHoe
YCTPOMCTBO C Ha3HAYeHHbIM B Ka4yecTBe XpaHunuwa pesepBHbIX KOMuid 610YHbIM
YCTPONCTBOM. TakXXe HeobX0aAnMO, YTobbl MOAY /b PE3EPBHOIr0 KOMMPOBaHUSA COOTBET-
CTBYHOLLErO TUMNa pecypca nogaepxuean geaynnvkauuno. Ecnv moaynb He nogaepxu-
BaeT AefynavKauuo, To pe3epBHOE KONMpOoBaHMe 6yaeT 3aBepLUEHO C OLUNMOKOA.

Ona nonyyeHna OOMONMHUTENbHOM MHPoOpMaunUM o6 yTUnMTax KOMaHOHOW CTPOKU CM.
YTUNNTbI KOMaHAHOW CTPOKMW.

ﬂapameprl CUcTemMbl

HacTpoika rnobanbHblX MapaMeTpoB AeAyrnvKauunm OCyLWecTBNSeTCA B OKHe
HacTpoeK rnobanbHOM KOHPUrypaLmm cUCTEMBI.

Ona nonyyeHna poctyna K MeHo FnobanbHaa KOHPUrypauua HY>XHO MepeBecTu
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CueHapum paboThbl

CUCTEMY B CEPBUCHBIN peXxuM. [1na aToro BKAYMTE nepeksovatenb B MeHio KoHpu-
rypauus -> CepBUCHDbIN peXXum (PricyHok 15).

LG ERNEY MpocmoTp  JedcTEWA  AHanuTuka W

Eazosas KoHDWrypauma...
acrnucaHue (
Cpynnsl Nons30BaTened...
Mone3oceaTenu...

Fpynnel KNWeHTOE...

KNUeHTHL...

Mefgwa cepBepkl...

XpaHunnwa 4

CTpaTeruu...

I CepeuncHBIR pexum

Brixom

PucyHok 15. lNepekntoyeHne cepBUCHOro pexmnma

Mo 3aBepweHMn paboTbl C OKHOM «[nobanbHas KOHOUrypauus» cnegyet
OTKJIIOYNTb CEPBUCHBIN PEXUM.

HacTponku rnobanbHom KoHGUrypaumm 4ocTynHbl B MeHO KoHdpurypauusa - Fob6anb-
Hasa KoHpurypaumsa Ha Bkragke [Odepynnukauyua (PucyHok 16). Tam Bbl MoXeTe
HacTpOUTb cneayrolme napameTpbl:

Fno6aneHble KOHGHUrypauMoHHble NnapaMeTpsl (on rubackup-server.local) X

O6uwee  Crpatervu @ MpaBuna = 3apaqynm | MNynbl | JleHTouHble BubnwoTekn | Oefynnukauwsa | MonuTopwHr | RuBackup key & ok

O4MLWATE Hencnonb3yemeiesl Bnoku vV Kaxable |30 |3 OHen MocnenHee epemMa: X cancel

MNpoBepsATh TONbKO MeTa-AaHHbe yes -

PucyHok 16. MNapamMeTpbl geaynnamkaumm B HacTporkax rnobansHon koHpurypauum RuBackup
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OcobeHHOCTHN

o Kakune gaHHble 6yayT NpoBepeHbl Ha COOTBETCTBUE XeLla Npu NPOBEPKE pPe3epBHOM
konuu. Ecnu napameTp MpoBepaTb TONbKO MeTagaHHble MeeT 3HadyeHne yes (Mo
YMOJYaHU0), TO 6yAyT NPOBEPEHbI TONbKO MeTafaHHble. Mpy 3HaYeHnn 3Toro napa-
MeTpa no 6yAyT NPOBEPEHbI BCE UCMONb3yeMble Pe3epPBHOM KOMMe 6/10KU AaHHbIX B
6104YHOM YyCTpPONCTBE.

e BO3MOXHOCTb Mepnoanvyeckonm OYUCTKM B6NOYHbIX YCTPOMUCTB. OuncTKa O/IOYHbIX
YCTPOWCTB ByaeT NpoBOAUTLCSA TONbKO B YCTAaHOBIEHHOE CEPBUCHOE OKHO, KOTOpoe
HacTpauBaeTCH Ha BKNaake O6wee npu nomMmowm napameTpos Hayano cepBUCHOro
OKHa 1 OKOHUYaHue cepBUCHOIro oKHa (PrcyHok 17).

rnobankHele KOHGHUrypauMoHHele napameTpsl (on rubackup-server.local) x

Obuiee CrpaTteruum Mpaeuna 3apa4n Mynst JNleHTou4HbIE BUBIMOTEKK Jenynnukauwma MOHUTOPUHT RuBackup key & ok

Ha4ano cepBMCHOro OKHa 0:00:00 - X Cancel

OKOHYaHMe CepPBMCHOTO OKHA 23:59:59 -

YBenoMnATsL 06 yCTApeBWWX De3.KONUAX Yepes 1440 ~ MuH

ABapUiiHOE MECTO XPaHEHWA Pe3&PEHLIX KONUiA jtmpfrubackup_emergency_storage_local_catalog BrifpaTh...

Pasmep Bnoka npu nepefadye AaHHLIX 16384 * | baut

Mepuog o6HoBREHWA KNoYeR 3LMN 1440 ~| MuH

MpoBepATL pe3epBHLIE KOMWW NOCTE COZ0aHNA no

YpanaTe pesepeHbIe KOMWK CO CTATYCOM OﬁpblBa Ueno4ku | no

PucyHok 17. ObLwme napaMeTpbl B HAacTporkax rnobanbHon KoHourypauum RuBackup

Mo 3aBepweHun paboTbl C OKHOM [no6anbHaa KoHPUrypauumsa crnenyet
OTKJIIOUYNTb CEPBUCHBIN PEXUM.

Oco6eHHOCTH
|_|pl/l NMCcnonb3oBaHM p,ep,ynnleau,mm cne,u,yeT yL-II/ITbIBaTb CJ'Ie,EI,yI-OIJJ,I/Ie HHOAHCHbI:

e [1Na Mcnonb3oBaHUS geanynnmkaumnm rnpn BbINOJIHEHUN pPE3EPBHONo KOnmMpoBaHUA
KaKnUX-nmbo AaHHbIX, HE06XO04UMO y6e,EI,I/ITbCFI, 4YTO MOAYJ1Ib PE3EPBHOIO KOrnnpoBa-
HMA 3TUX LaHHbIX NogAep>kXuBaeT gepynnukauuto. lokasaTenem aToro fABnAeTcA
nogaepXkKa mMoaynemM napamMmeTpa Bbi3oBa -D. |_|pl/| €ro Bbi3oBe C 3TUM MNMapamMeTpoM

OyneT BO3BpPALLEH B, HanNnpuMep:

/opt/rubackup/modules/rb_module_filesystem -D
echo $?
0

. nepeMeLLLeHl/Ie N KonumpoBaHUE pPe3EPBHDbIX KOMWn, CO3A4aHHbIX C NnPNMEHEHNEM

3113102




CueHapum paboThbl

AefynnavkKaummn, BO3SMOXHO TONbKO B Mnysbl Tuna BnoyHoe ycTpoucTBo. [1py aTOM
napameTpbl Nyna HasHadyeHus (pasmep 6noka gepynnnkaumm, anropuTm Xew-pyHK-
UMN U gnHa Xew-OyHKUUK) AOMKHbI COBMagaTb C napameTpamu nyfa XpaHeHus
pe3epBHOW KOMUN.

e [lpun cosgaHun genynnmumpoBaHHON pe3epBHOM KoMK cos3gaéTcs MmeTadann, KoTo-
pbi pasMelLaeTca B nyse Tuna damnosaa cUCTeMa CepBepa Pe3epBHOro KoOnmpo-
BaHMA. B penosuTtopum RuBackup aTO0T ¢ann ykasblBaeTCHd OAHOBPEMEHHO Kak
archive u snapshot pesepBHOMN KOMuW. [pn 3TOM CaMn LaHHble Pe3epBHON KOMuu
pacrnonararoTcs B 6,10MHOM YCTPONCTBE.

e [lpn ypaneHun pesepBHON KOMUU N3 PEeno3nTOpUs MPOUCXOAUT yaaneHue TOJNbKO
MeTadanna pesepBHOM KonmuM M 3anucm B 6ase pgaHHbiXx RuBackup. Henocpep-
CTBEHHO 6/10KN [AaHHbIX U3 XpaHunuwa He yganaTca. [0na ocBoOOXAEeHUS XpaHNU-
nmuia OT Heucronb3yemMblX 6/I0KOB MOXHO MepPUOANYECKM BbINOMHATL onepawuro
OUYUCTKN. HacTporka aTON ornepauum OCYLLeCTBAETCHA B OKHE HacTpoekK rnobanb-
HOWM KOHOUrypaumm cucTteMbl Ha BKNaake fepynnaukauus.

e [1pw BbINOSIHEHMW ONepaunn 31eKTPOHHOM NOAMUCU pe3epBHON Konuu byaeT nognu-
CaH ToNbkKo MeTadann pesepBHON KOMUKU, HO He caMn AefynnnuunpoBaHHble 610KN
AaHHbIX. [lpy npoBepke pesepBHOW Konuu OyaeT npoBepeH MeTadann. B okHe
HacTpoOeK rnobanbHOM KOHGUrypauum cucTemMbl Ha Bkragke [epynnukauusa Bbl
MOXeTe YCTaHOBWUTb ANnA napameTtpa MNMpoBepATb TONIbKO MeTajaHHble 3HayeHue
no. B Takom cny4yae Ha cooTBeTCTBME Xelwa ByayT NpoBepeHbl BCe UCMOMb3yeMble
pe3epBHOM Konnen 610KN JaHHbIX B 65T04HOM YCTPONCTBE.

e Ecnn B nyn pob6aBneHo HECKONbKO B/10YHbIX YCTPONCTB, TO Xew-Tabnuua yHukanb-
HbIX 6/10KOB BygeT co3faHa ANA KaXA4oro U3 yCcTponucTB. 3TO O3Ha4YaeT, uTo geny-
nnMKaumsa paboTaeT B paMkax OOgHOro 6/104HOro ycTponcTBa. PasHble yCTpONCTBa
MOTyT CoZepXaTb OAMHAKOBbIe BIOKN AaHHbIX.

o Xew-Tabnuua 6104YHOro YCTPOMNCTBA 3arpy>aeTcs B onepaTMBHYIO NaMsAaTb cepBepa
pPEe3epBHOro KOMMPOBaAHUA. OTO O3Ha4aeT, 4YTo npu 6onbWOM 06BbBEME 60YHOro
YCTPOWCTBa NoTpebyeTcsa yyecTb HEOOXOAMMOCTb B BonblleM o6béMe onepaTuB-
HOW NaMATW.

e MaKcuManbHO BO3MOXHbIN O6bEM MaMATM ONA OTAEeNbHOW onepauunm pesepBHOro
KOMMPOBaHUA WM BOCCTaHOBJ/IEHUA onpefenseTca B KOHOUrypauumoHHOM o¢aunne
/opt/rubackup/etc/config.file 3HayeHnemM napameTpa deduplication-task-
memory . ECnn Ha cepBepe pes3epBHOro KONMpoBaHUA nNpeanonaraeTca BbiMNOJIHEHNE
60NbWOro KonmyecTBa OgHOBPEMEHHbIX Onepauni ¢ UCNosb30BaHNEM Aeayninka-
LMN, HEOBXOANUMO YYecTb 3TO B TpeboBaHUAX K O6BEMY onepaTUBHON NaMATU cep-
Bepa.

* B penosntopumn pesepBHOro KONMpPoBaHUA B KayecTBe 06bEMa AenynnuLmnpoBaHHON
pe3epBHOM KOMUK yKasbiBaeTcA 0ObEM e€ mMeTadanna.

e [lpn BbINONHEHUN AefynANLUPOBaHHOIO PE3epBHOr0 KOMMPOBaHWA GanoBon
CUCTeMbl C ¢annamMm pasHoro pasmepa, ¢ann pasMepom Oosnblle, YeM pasmep
AenynanunmpoBaHHOro 6s510Kka f[aHHbIX, 3alMET HecKONbKo 6/10koB B 6/104HOM
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OcobeHHOCTHN

YyCTPOMCTBE (MO BO3MOXHOCTW, NocnenoBaTenbHo). daiin pasMepoM MeHblle, Yem
pasMep AenyninunMpoBaHHOro 610Ka AaHHbIX, 3aNMET oANH GOK.

B cnyuyae BbINOIHEHUSA MOJSTHOM Pe3epPBHOM KOMUN Ha cepBep NepeaarTCs TONbKO Te
610KN AaHHbIX, KOTOPbIX HET B AeAynMUUPOBaHHOM XpaHunuiie. 3TO GaKTUYECKU
03HayaeT, YTO UcyesaeT NPaKTUYECKUN CMbIC/ BbINOMHEHNA MHKPEMEHTANIbHOIO U
andoepeHUnanbHOro pe3epBHOro KOMMPOBaAHUSA, U BMECTO PasHOCTHOrO pe3epB-
HOroO KOMUPOBaHUSA MOXHO BCErga BbIMOJIHATbL MOJIHOE PEe3epBHOE KOMMPOBaHWE.
HecMoTpA Ha 3TO, MOAYNN PE3ePBHOr0 KOMUPOBaHUSA MOTYT MOALEPXUBaTb pas-
HOCTHOE pes3epBHOE KOMMPOBaHNe 1 ANA AefyN/IMKaLMOHHOro pexmnma paboThl.
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CueHapum paboThbl

UHnTerpaumsa c ALD Pro

BbinonHuTe cnepgyrowme AencTBmA 019 BOSMOXHOCTU aBTOpPU3aLLMM LOMEHHbIX NOJb30-
BaTesnen B RBM n ynpasneHna CPK RuBackup:

e MOArOTOBKA [aHHbIX A8 HacTpoWku coeanHeHmsa ([loaroToBka [[aHHbIX A5
HaCTPOMNKN COegUNHEHNS);

. HaCTpOMKa coegunHeHuna C UCnosib3oBaHMeM noAroToB/IEHHbLIX OaHHbIX (HaCTpOMKa
COeﬂMHeHMH(ZKOHTpOﬂﬂepON1ﬂOMeHa”

e onpepenieHne npas rpynnamM AOMEHHbIX nonb3oBaTenen (Onpegenenve npae rpym-
NnamM JOMEHHbIX NMoJfib3oBaTenei).

NMoproToBKa faHHbIX A1 HACTPOUKU cCoefUHEeHns

HeobxogmMmMo nonyymTb gaHHble 4N nocneayowen HacTPONKN COEgUHEHNSA C KOHTPOS-
nepom gomeHa ALD Pro, pna atoro:

e ONA YCTaHOBKM 6e30macHoro coeguHeHusa (LDAPS) nogroTtoBbTe CepTUPUKAT KOH-
Tposiiepa JoMeHa B popmaTe .pem, O6paTMBLUNCL K agMUHUCTpPaTopy LjeHTpa Cep-
TUUKaLmn.

CepTnoukaT K[ BO3BMOXHO MONYyYNTb U3 KOPHEBOrO XpaHumLLa cepTudmkaTos, os
aTOro:

o OTKpoWTe B 6paysepe Be6-UHTepdEnc KOHTpoNnepa OMeEHa;

o HaXXMUTe Ha KHOMKY 4 , pacrosioXeHHYIo c/ieBa OT afpecHol cTpoku 6paysepa,
KOTopasa oTobpa)kaeT CBOWCTBA COEAUHEHWS;

o MPOCMOTPUTE CBELEHUA O COEQNHEHUN U HANANTE MHPOPMaLUKO O cepTupumkaTe;
o HaXMWUTe KHOMKY AJ19 NPOCMOTpa cepTuomkaTa;
o HampguTte cekyuo Miscellaneous 1 ckayanTte cepTudumkaT B popmaTte PEM (cert);

e [aHHbIN War cnegyeTt NponycTUTb, eCNn cepTUOMKaAT KOHTPOepa AOMEHa ABNA-
eTcA camornognucaHHbiM, B MHOM Cllyyae HeobxoAuMMO CKOMMpoBaTb cepTudukaTt
KopHeBoro LjeHTpa CepTugukaymy, BbINYCTUBLLEro CcepTUPUKAT KOHTposnepa
AOMeHa (MM Lenoykn cepTudukaToB, ecnm cepTudmkaT KOHTponsepa AOMeHa
BbINyL,EeH NOAYNHEHHBIM LjeHTpom CepTudukaumm) B popmaTte .pem;

e MOArOTOBbTE YYETHbIE AaHHble Mosfib3oBaTensa (Bind User), KOTOPOMY Ha3HaYeHbl
npaBa Ha NPOCMOTP obLLen nHdopMaummn o KoOHPUrypaumm cnyxbbl KaTanoros: cnu-
COK CYLLEeCTBYHOLWMX FPYynn, CANCOK CYLLEeCTBYHOLWMX Nonb3oBaTenen, obwas nHoop-
MaLuMsa O Nofb30BaTesNsx;

e NMOArOoTOBbTE Ha3BaHWA rPynmn nofib3oBatenen, KOTopbiIM ByAyT HasHayeHbl npasa
ansa ynpasneHna CPK RuBackup.
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HaCTpOIZKa CcoeHeHUA C KOHTpoNJiepoM AOMeEHa

HacTpoiika coeiHEeH!sAl C KOHTPOJIZIEPOM LOMEHa

Heobxognmo ckoHurypmposaTb coefuHeHue cepsepa CPK RuBackup ¢ KOHTposnne-
pPOM [IOMEHa, AN 3TOro:

e B MeHepxepe agmMmuHuctpaTtopa RuBackup BknwouuTte @ CepBUCHbIN peXxum,
akTMBMpoBaB nepekntoyaTens @© B MeHO HacTpoiku. BoinonHeHne Tekywmnx 3agad
OyneT npoAos/IXKEeHO, BbINOIHEHME HOBbIX 3afiay Pe3epBHOro KOMMPOBaHMA U BOCCTa-
HOBMIEHUA AaHHbIX OyAeT NPUMOCTaAHOBMEHO OO0 MOMEHTa feaKTuBauuu CepBUCHOrO
pexunma. B cnyyae, ecnn CPK He nepeBefeHa B CEPBUCHbBIN peXunm, TO nepexos B
6nok KoHTponnepbl ooMeHa OygeT HEBO3MOXEH U Mosib3oBaTeNlb OyaeT yBeooM-
NEH COOTBETCTBYIOLWMM NpeaynpeXxaeHnem;

e NepenauTte B nogpasaen KoHtponnepbl poMeHa Ha BKNagke AGMUHUCTPUPOBaHUE
(PncyHok 18);

KoHTponnepbl AOMeHa

HacTponkn /”& Accounaunun rpynn
coelMHeHWA &/ 1 ponen

PucyHok 18. KoHTponnepbl foMeHa

e B nogpasnene Kourponnepbl goMmeHa nepengnte B 6510k HacTpoku coeguHeHuUs
N 3aNONHUTE B TeKyLeM okHe (PrucyHok 19):
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CueHapum paboThbl

RuBackup manager

"‘\

O, g 8 ®
= & HacTpoiku coeinHeHua
oo
oo
|;| KonTponnep gomeHa ALD Pro v

MNpoTokon Idaps v
MNyTs k cepTudmkaTy kKnvenTa * Q) /home/user/aldpro.pem
El MyTk k KopHEBOMY cepTudmnkaTy * (D) /home/user/aldpro.pem
Appec cepsepa * aldpro.server
g Nopt * @ 636
E WMm=A nonesoeaTtens «Bind Users * rubackup\buser
g MNapone nonb3oeatens «Bind User» *  sesesossscnsss
MokasaTk Naponb
Ba3a nowcka nonb3osaTtensi * dc=rubackup,dc=users
2
w Basa nowcka rpynn * dc=rubackup,dc=groups
MoAKNIYUTLCA K CEPBEPY
a
(0]
&

PucyHok 19. HacTponku coeanHeHuns

o none KoHTponnep poMeHa — 13 BbiNagaroLLero cnmcka sblbepmute TUM KOHTPON-
nepa pomeHa ALD Pro;

o none MpoTokon — K13 BbiNagaltoWEro cnucka BblbepuTe TUM MPOTOKONa ANS
[focTyna K cnyx6e katanoros: LDAP nnu LDAPS Ans 3aWUWEHHOIO COeANHEHNS;

o none MyTb K cepTUPUKaATyY KIAMEHTa — MNPU UCMNONb30BaHUN NPOTOKONa LDAPS
HeobXOAMMO YKa3aTb pacrnosfioXXeHne NoAroTOBEHHOro cepTudmKaTa KOHTPON-
nepa gomeHa B popmaTte .pem;

o nose MyTb K KOPHEBOMY cepTUPUKATY — MPU UCMNOb30BaHUN NPOTOKOMa LDAPS
HeobX0oQMMO YyKasaTb pPacnofioXXeHune MnogroToBEHHOro ceptudukaTta LjeHTpa
CepTugukaymm, BbiNyCTUBLLENO CEPTUDMKAT KOHTPOEpa AOMeHa (U LEeNOYKN
cepTUPUKaTOB, ECNN CeEPTUPUKAT KOHTPOJINEPA OMEHA BbiNyLWEeH NOSYNHEHHBIM
LjeHTpomMm CepTugpukaymmn) B popmaTte .pem;

o none Appec cepBepa — ykaxute hostname nnu ip-agpec KoOHTponsepa oMeHa
AnA LDAP -npoTokona, Ana LDAPS — ToNbko hostname KOHTponnepa AoMeHa.

MMaA xocTa hostname [0/IXHO coBnagaTb ¢ Common Name B CepTI/Id)I/IKaTe
KOHTpPpOMNEpPa AOMEHa, K KOTOPOMY NPONUCXOAUT NOAKI/TIOYEHUE,

o none Mopt — BepudmMKauma [aHHbIX YYETHbIX 3anMMCen OCyLLecTBAAETCA Npwu
NoAKNKYeHUN K cny>be KaTanoros ¢ UCNOJSib3oBaHWEM nopTa 389 npwu Bbibope
NPOTOKOMa NOAKMOYeHUA LDAP 1 636 npwu Bbibope NpoTokona 6e3onacHoro noa-
KNroYeHnsa LDAPS, [OCTYMNHbIX C OCHOBHOro cepsepa RuBackup;
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Onpe,u,eneHme npas rpynnamM gOoMeHHbIX nonb3oBaTenemn

o none Umsa nonb3oBatens «Bind User» — ykaxute nmMmsi y4€THON 3anncu nonb3o-
BaTens, WUCNOSib3yeMOW [nsa NnoakMo4vYeHna K cnyxbe kaTtanoros, B ¢opmaTte
<pomeH>\<norun>. lonb3oBaTeNb y4YeTHOM 3anmcK Bind User posixeH obnagaTb
npaBamMu Ha MosiydeHne AaHHbIX O MNOMb30BaTeNndax WU rpynnax M3 gepesa LDAP,
ANA nocnegyrowen ayTeHTuomkaymu,

o none Maponb nonb3oBatens «Bind User» — ykaxnte naponb yYETHON 3anmcu
nonb3oBaTesisd, UCNONb3yeMOWn ANA NOLKIYEHUA K Cry>X0e KaTanoros.

o nepeknoyvaTens MokasaTb naponb — akTmBnpynTe @ ONA 0TO6paKeHNA 3HAKOB
napons, BBeAEHHbIX B nosie «Bind User» password»;

o nosne basanoucka nosb3oBaTene — yKaXKnTte nosiHbln LDAP -NyTb K 06BEKTY, OT
KOTOPOro B nepapxum cny>xbbl KaTtanoros 6yget nponsBoanNTbLCH MOUCK MNOb30-
BaTeneun;

o nosie basanoucka rpynn — yKa>Xute rMofiHbIA LDAP -MyTb K 06BHEKTY, OT KOTOPOro
B nepapxum cnyxobbl kaTtanoros 6ygeT npomsBoguMTCA MOUCK rpynn nosib3oBaTe-
newm;

o HAXXMUTe Ha KHOMKy QPUEbaltRlihysa Ry, 4ToObl NPoM3BeCcTn TeCTOBbIN

3aripoc n npoBepnTb nogknro4yeHne K yK838HHOl71 cny>|<6e KaTanoroe pgnsd BO3-
MO>XXHOCTW rnonty4yeHund I/IH(])OpMaLLVII/I O NoNnb3oBaTeNnAx U rpynnax n3 aepesa LDAP.

Ecnn y Bac He nony4yaeTcsa COeQUHUTBbCA C KOHTPOIIEpOM AOMEHa PEKOMEH-
AyeTCcsa 03HaKOMUTbCA PelleHre npobriem

o B cnyyae HeKOppeKTHbIX YYETHbIX AaHHbIX Bind User nosiBUTCS mnpeaynpe-
XaeHve 06 olunbKe ayTeHTUdUKaLumn LDAP/LDAPS.

B cllyyae HEKOPPEKTHO yKa3aHHOro agpeca WM UMEeHW cepBepa MOsIBUTCA
npeaynpexaeHne o HeBO3MOXHOCTU OTKPbITUA cepBepa LDAP/LDAPS.

B cnyyae ycnewHoOro nogkmo4YeHUs K cnyxbe KaTanoros YyKasaHHble
HaAaCTPOMKN COeduHEHNA OyayT CoOXxpaHeHbl B CNyXebHon 6ase [AaHHbIX
RuBackup.

Maponb y4ETHOM 3anncu nonb3oBaTensa Bind User coxpaHseTcs B 6ase faH-
HbIX RuBackup B 3alwumnppoBaHHOM cpefcTBamu PostgreSQL Buae.

OHPGHEHEHMG npase rpynnam AOMeHHbIX rnonb3oBaTtenen

Heobxogumo onpepenntb ponu (npasa) CPK RuBackup pnsa rpynn OMEHHbIX MNOMb30-
BaTenen, ona aToro B noapasgene KoHTponnepbl poMeHa rnepenante B 6510k Accoym-
auum rpynn u poneu 1Uay nocsie ycnewHoro 3aBeplleHnss HaCTPOMKN COeAVHEHUS CO
cny>X6or KaTanoroB aBTOMaTU4YECKM OTKPOETCHA OKHO Accouuvauuv rpynn u ponen
(PncyHok 20).
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CueHapum paboThbl

RuBackup manager

= & AccouumaLuu rpynn 1 ponei
oo

o9 llobaeuTs & &
I;rl ¥ [pynna koHTpONAepa AoMeHa Ponb RuBackup

BackupDepartment Maintainer

[c]

Fl

E‘

&

(0}

&

PucyHok 20. Accouvauum rpynn n ponemn

Jlo6aBneHue accoumaLum rpynnbl

HaxXmMunte KHonMky [o6aBuTb 1 B OTKpbIBLLIENCA dOopMe 3anosHUTe nonsa (PucyHok
21):
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PeweHne npobnem

RuBackup manager

o £ 8 @

& NoBaBWUTL accoLWalnm rpynn ~ MpUMeHnTs

Mpynna * [ User group X }

Pone RuBackup  Maintainer v

B ‘ [obasnTe accoUMaLuio rpynmb ‘

PucyHok 21. [lobaBnTb accoumauum rpynn

B none Fpynna BBeguTe HasBaHWe [OMEHHOM rpynnbl Nofb3oBaTesien, KOTOPbIM
OyneT HasHadeHa posib. [58 OgHOW rpynnbl MOXeET ObiTb HadHayeHa TOJIbKO OfHa
ponb B CPK RuBackup;

« B nosie Ponb RuBackup 13 Bbinagatowero cnucka sbibepute ponb CPK RuBackup
(aaMuHUCTpaTop, cynepBans3ep, COMNPOBOXAANOWWUI, ayanuTop) ANA YKasaHHoOM B
none Fpynna oOMeHHOW rpynnbl Nosib3oBaTeNen;

e HaXXMWUTE KHOMKY [lo6aBuTb accoumaLumio rpynnbl 415 HazHa4YeHUss HECKOJIbKUM
AOMeHHbIM rpynnam npas goctyna kK CPK RuBackup;

e ONA NPpUMEHEHNA Ha3Ha4YeHNA HaXXMNTE KHOMKY \/ anMeHMTb.
YpaneHue accoyuanuvm rpynnbl

Ona yoaneHus accouymauum rpynnbl BbiAESINTE €€ NIEBON KHOMKOW MbIWK B OKHe 6/10Ka
Accouuayum rpynn v ponein 1 HaXkKMNTe akTUBUPOBABLUYHOCHA KHOMKY @ Ypanutb.

PelueHue npo6nem

nposepKa napamMeTpoB coeunHeHUA C KOHTpPOoJ1/ZiepoM AAOMEHa

YT0o6bl NPOBEPUTL NapaMeTpbl COegUHEHUS, MOXHO BOCMO/Ib30BaTbCA CTOPOHHEN YTU-
nnton ldapsearch. icnonb3oBaTb yTUANTY HEOBXOANMMO Ha OfHOM XOCTEe C CEpBEPOM
RuBackup:
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CueHapum paboThbl

o YcTtaHosuTe yTuanTy !, ecnn oHa oTcTCTBYET:!

sudo apt install ldap-utils

1. C nomowbo web nHtepoenca ALD PRO Hangnte Heob6XxoaAMMOro rnofib3oBaTens u
3aduKCHMpynTe gaHHble nonen (PucyHok 22):
o JlornH - IOrMH NoNb3oBaTeNs
o [laponb - Napofb Mosib30oBaTENSA

o PacnonoxeHue nogpasfeneHua B OpraHM3auMoHHON CTpPYKType (BaXXHa 4yacTb dc) -
6a3a noucka

NbloTepbI

OCcHOEBHoe Mpynnbl ono! pynnoBbie NOMUMTUKK

MaoeHTnDK

1917600019

NorwH

3abnokuposathb ¥3

PucyHok 22. Web nHtepoenc ALD PRO
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PeweHne npobnem

2. Yoeontecb C MOMOLWbK YTUNUTbl ldapsearch, 4YTO WCMNONb3YHOTCA MNPaABUIIbHbIN
NOrvH,Naponb 1 6asa noucka sannucaHHble B NepBOM MNYHKTE (AaHHble HEO6XOAMMO
NnoAcCTaBUTb CBOWU):

ldapsearch -x -h 10.177.32.23 -D
‘uid=bind_user, cn=users, cn=accounts, dc=rubackup,dc=test' -b
"dc=rubackup,dc=test' -w '1q2w3e4dr'

roe:

o -X - UCMOJIb30BaHME NPOCTON ayTeHTUnKaumm sMecto SASL;

o -h - agpec KOHTponnepa AOMEHa;

[

-D - napamMeTpbl Ana aBTopU3aynu;

[o

-b - 6a3a noucka;

[o]

-w - MapoJib NO/b30BaTeEsA,

B cnyyae npaBunbHbIX AaHHbIX 05 COeAUHEHNs YTUAnTa ldapsearch BbiBeAeT MHOOP-
Mauuo (N8 BblleonmMcaHHoro npumepa) (PucyHok 23):

:~$ ldapsearch -x -h 18.177.32.23 -D 'uid=bind_user,cn=users,cn=accounts,dc=rubackup,dc=test' -b 'dc=rubackup,dc=test' -w 'iq2w3edr
# extended LDIF
#
# LDAPv3
# base <dc=rubackup,dc=test> with scope subtree
# filter: (objectclass=*)
# requesting: ALL
#

# users, compat, rubackup.test

dn: cn=users,cn=compat,dc=rubackup,dc=test
lobjectClass: extensibleObject

cn: users

# auditor, users, compat, rubackup.test

dn: uid=auditor,cn=users,cn=compat,dc=rubackup,dc=test
objectClass: posixAccount

obie g9s<: _ipaoverride

PucyHok 23. BbiBog yTunuThl ldapsearch

Ecnn ytunuta BbiBOAUT coobueHne o6 owmnbke, To npobnema B HacTponke ALD PRO.
Heobxo4nMo yTOYHUTL NapamMeTpbl 418 aBTOpU3aLmnm N NOBTOPUTb MYHKT 2 HAaCTOALLEN
NHCTPYKLUMUN.

[1] NoapobHyto MHGopMaLUo 06 yTUANTe CMOTPUTE Ha oduLManbHOM pecypce
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CueHapum paboThbl

UHTerpauumna c Microsoft Active Directory

Cunctema pes3epBHOro KOMMpoBaHUSA M BOCCTaHOBNEHUS OaHHbiXx RuBackup (panee —
CPK, Cuctema) npepoctaBnsieT BO3MOXHOCTb MCMOMb30BaTb MMEKLWMECA YYeTHble
AaHHble MS AD pnsa ayTeHTudmkaumm mn pabotbl B CPK RuBackup. lNpegBaputenbHO
HeobXoQUMO YyCTaHOBUTb coefuHeHne ¢ MS AD v HacTpouTb accounauuo rpynn MS
AD c ponamun nonb3osaTenen CPK RuBackup.

MpepBapuTenbHble HACTPONKM

CPK nopgpep>xuBaeT uHTerpauunto ¢ Microsoft Active Directory sepcun 2012 R2 vnu
2016, passepHyTon Ha Microsoft Windows Server 2016.

1. YcTtaHoBUTe 1 HacTponTe MS AD. [ins aToro:

o CKayanTe KopHeBon cepTuoukat B Cayxbe cepTupukaymm n pasmMecTmuTe ero Ha
OCHOBHOM cepBepe RuBackup B popmaTte PEM. [1nA KOHBepTauun cepTudmkaTta B
dopmaTt PEM BbIMONHUTE KOMAHAY:

openssl x509 -inform der -in <wumsA_cepTudukaTta>.cer -out
<unmsA_cepTudukaTa>.pem

o NMMsa xocTa B cepTudukate AO/KHO COBMajaTb C MMEHEM XOCTa, Ha
KoTopoM 3anyuweH Microsoft Windows Server 2016 ¢ HaCTPOEHHbIM Ha
HeM cepBucoM MS AD n K KOTOpoMy ByaeT oCyl,ecTBAATbCA NOAKIIO-
yeHne no NpoTokKosny LDAP/LDAPS.

o

CkoHpurypupymnte cepsuc MS AD;

[o]

CospganTe Heobxogumeble rpynnbl nonb3osaTenen 8 MS AD;

o

CospanTte nonb3oBatena MS AD, koTopbln 6ygeT MCNONb30BaTbCA B KayecTBe
cny>xebHoro (Bind User). Nonb3oBaTtenb Bind User [OMXKeH MMeTb NpaBa Ha
NPOCMOTP 0bLwen MHGopMaLUM O KOHPUrypaLnmn: CNUCOK CYLLECTBYHOLWMX rpynmn,
CMNCOK CYLLECTBYOLWMX NoNb3oBaTenen, oban nHhopmMaumns o rnosib3oBaTeNsx;

[o]

C nomouwbto cTaHpapTHbIX cpencte Microsoft Windows ybegutecb, 4yto MS AD
AOCTYNHa Yyepes LDAP/LDAPS -NPOTOKOJIbl. 3TO MOXHO cAeNaTh C MOMOLLbIO CTaH-
AAPTHOM yTUNUTLI 1dp.exe;

[e]

CkavaiTe KIMEHTCKUN cepTudukaT U pasMecTUTe ero Ha OCHOBHOM cepBepe
RuBackup B popmaTe PEM. [1nd KOHBepTauun ceptudmkaTta B popmaTt PEM BbIiNonN-
HUTEe KOMaHay:

openssl x509 -inform der -in <wumA_cepTudukaTta>.cer -out
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MepBuyHana HacTpoika CPK ansa pabotsl ¢ MS AD

<MmA_cepTuPmkaTa>.pem

2. ObecneybTe BO3MOXHOCTb noakovyeHna MS AD no npotokonam LDAP/LDAPS ¢
XOCTa, Ha KOTOpOM ycTaHoBseH cepBep CPK (kak OCHOBHOW, TaK U pe3epBHbIi). [AnA
9TOr0 HYXHO, YTOObI:

o XOCT, Ha KOTOpoM 3anyuweH Microsoft Windows Server 2016, 6bi1 LOCTYNEH NO
MMEHWN C XOCTa, Ha KOTOPOM YyCTaHOBMIEH OCHOBHON cepBep RuBackup;

o Bbbinn gocTynHbl NopThl 389 (LDAP) 1 636 (LDAPS) c cepBepa RuBackup.

NepBuyHasa HacTpoika CPK ansa pa6éotbli ¢ MS AD

1. 3anpocute y AgMnHuctpaTtopa MS AD HauMeHOBaHWA CO34aHHbIX FPynn nosb3oBa-
Tenen, kotopble 6yayT accounmpoBaHbl ¢ ponsaMn CPK, a Takxke ayTeHTUdUKaLNoH-
HYHO MHOOPMaLKNKO CNy>XeBbHOoM yYeTHOM 3anucn Bind User, obnagarolien npasamm
Ha nofyyeHe AaHHbIX O NOSb30BaTeNAX U rpynnax us gepesa LDAP, Oss nocnegyro-
len ayTeHTupmnKauumn.

2. Bongnte B RBM nocpefCcTBOM CYLLECTBYHOLWLEro MexaHusMa ayTeHTudukauuu,
OoCHoBaHHoro Ha CYB/[ PostgreSQL (PucyHok 24).
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CueHapum paboThbl

RuBackup Manager

Nma cepeepa RuBackup

localhost

Mma nonb3oeaTens

rubackup

Mapons

Tun ayTeHTUdKUKauK

RuBackup DB

BolTK

PucyHok 24. AsTopunsauuns 8 RBM

3. AkTuBnpymnte B RBM cepBucHbin pexnm CPK B pasgene HacTpoeK B NMpaBOM BeEpPX-
HeM yrny akpaHa (PucyHok 25).
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MepBuyHana HacTpoika CPK ansa pabotsl ¢ MS AD

O commcniponm @D

9, FnobansHas KOWGUIYpaums. .
[%2] HacTposikm wHTepdeiica

() Nopnepxxa...

(i) O RuBackup...

PucyHok 25. AkTuBaumsa CepBUCHOIo pexmnma

4. MNepengnte B pasgen AQGMUHUCTpUpOBaHue (P1cyHOK 26).

MNone3osatenn g
Mpynnel ana .
& MNonezosatenn % yBeRoMAEHWi Cynepgaiizepb! ConpoBoxaanime

% AIMAHUCTPATOPGI

ObbekTsbl
LN
Q KAMenTsl %-[—g Tpynnsl KNWEHTOB ' Mepunacepsepsl
=H=} =)
XpaHunuwa
JNokaneHeie
Myne Tpynnel nynos @ Moamena nynos ainoseie
XPAHWUNUILE

Q BnoyHbie 7Y Obnaxa L=y, JleHTovHbe % JlenTouHbe

)| yeTpocTea . == kapTpuamn [==] tubamorexn
Ouepegn

= =) Ovepeas 3apay =) Ouepeas 3apay prd

z=| Ouepens 3anay 2=| neHTOYHBIX z=| B3aumopeRcTBUA C = O:eepoerﬂ;enuﬁ

S = 6ubnvoTek ¢ obnakamu fay yeen @
MnaHbl

- MnaH
MNnaH asapwitHoro
BOCCTAHOBNEHNA pernamerTHora
0BCNYMUBAHWUA

OTYeThI

PucyHok 26. Pasgen AGMUHUCTpUpOBaHue

5. MNepenante B nogpasaen Hactpoiikn coeguHeHusn ¢ MS Active Directory (PrcyHok
27).
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CueHapum paboThbl

R kup manager

*"Ru

e| meummUpcmsionn o ey e p—
LQ obnakamm Lg YEen

£l O6bekThi
MMnaHel

Bl Crparerun

B rno6ankHoe pacnucanme MnaH aBapuitHoro
A| BOCCTaHoBNEHMA
YaanéHHas penavkauus

[2) Penozutopuii

MNnaH
pernaMeHTHoOro
obcnyKuBaHus

OTyeThl
) Ouepeapb 3agau

& Cepeepbl RuBackup OTHeTs

] YKypHans

& AAMUHUCTpUpOBaHUe Sanpocbl KNMeHToB

—| 3anpocs Ha —| 3anpocsl Ha
—[# QAobasneHwe npasun —® ydaneHwe npaBun
MS Active Directory
' HacTponkn /;v& Accoumaumu rpynn
8 rubackup@iocalhost coeauHeHns ¢ MS MS AD wn ponen
(D) CepsucHbit pexmm Activ@ Directory &z/ RuBackup

PucyHok 27. MNMepexon B HacTpoiiku coeguHeHus ¢ MS Active Directory

6. YKaxuTe cnegyrouime HacTponkn gna nogknodenmsa Kk MS AD (PyucyHok 28):

*
*" RuBackup manager =

4" Ru & @

= &« HacTpoiikn coeguHeHus ¢ MS Active Directory

= OBbekThI

MpoTokon [ Idap v J

Crparerumn

[ rno6ankHoe pacnucaxve

YaanéHHasa pennukauma

Anpec cepeepa MS AD #
[=) Penosutopuii MNopT * 389
B Ouepesp 3334 Wma nons3osaTtena MS AD "Bind User® *

=] Cepeepbi RuBackup Maponk nons3osatena MS AD "Bind User™ *

MokasaTe napons
[ed] XKypHansl
User search base *

& AMUHUCTPUPOBaHVE
Group search base *

YCTaHOBUTL COBAMHEHNWE C cepsepom MS AD

ﬁ rubackup@Iocalhost

@ CepBUCHBIA pexum

PucyHok 28. HacTpoikn coegnHeHns ¢ MS Active Directory
o MpoTokon (LDAP/LDAPS);

Mpw Bbibope LDAPS yKasblBaeTCs NYyTb K KIMEHTCKOMY M KOPHEBOMY CepTUdUKa-
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MepBuyHana HacTpoika CPK ansa pabotsl ¢ MS AD

Tam Cnyxbbl cepTuguKaLmm, Bblgatolen cepTudukaTbl KOHTpOIepaM gOMeHa
(PncyHok 29).

i RuBackup manager

o, k-
Ru A ¢
= “ HacTpoitku coeguHeHmna ¢ MS Active Directory
& O6vexTsi
MpoTokon [Idaps v ]

Crpaterun
MyTe K KIMEHTCKOMY CepTHhUKATY *

[El rno6ansHoe pacnucanme
MyTb K KOPHEBOMY CEPTU(MKATY *

[@ YaanéHHas pennukauua Anpec cepsepa MS AD *

[2) PenozuTopuii Noprt * 636
B Ouepesb 3aaay Wmsa nons3osatena MS AD "Bind User" *

=] Cepsepsi RuBackup Maponk nonb3osatens MS AD "Bind User™ *

MokasaTe Napons
[ JKypHansi
User search base *

& ABMMHUCTPUPOBaHUe
Group search base *

YCTaHOBUTL COEMHEHUE C CepBepoM MS AD

B  rubackup@localhost

@ CepBUCHBIA pexuM

PuncyHok 29. Bbibop npoTokona

CepTudunkaTbl OMKHbI HAXOOUTbCA HA OCHOBHOM cepBepe CPK. Nposepkon cep-
TUomMKaToB ByLEeT CNYXUTb NepBoe NoAKYeHne K cepsepy MS AD;

o Appec cepsepa MS AD - hostname wnn ip-agpec nnsa LDAP-npoTokona, ons
LDAPS — TONbKO hostname.

Mpn ycTaHOBKE COEOMHEHUA C HEMPaBWU/IbHbIM apPecoM cepBepa NoABUTCH npe-
pynpexgeHue (Pncyrok 30):
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CueHapum paboThbl

MpenynpexaeHue

Cepseep LDAP He oTkpeieaeTca: Error while SIMPLE ldap
binding to Idap://WIN-PN3GTCAP1ED.rubackup.test1:389:
Can't contact LDAP server

o

PucyHok 30. MpegynpexaeHne. Cepsep LDAP He oTKpbiBaeTCs

o MopT. 3HAYEHNAMMN MO YMONYaHUIO ABNAKOTCA — 389 aonAa LDAP, ans LDAPS — 636

o YYyeTHble faHHble ons cny>xebHoro nonb3oBaTtens Bind User: AOMEH U NOTUH B
bopmaTe <pomeH>\<noruH>, a TakXXe napo’ib;

JloruH, naponb n 6asy Nnomcka MOXHO y3HaTb B CBOMCTBaxX Nofib30Ba-
Tena MS AD (PucyHok 31):

= JlornH - BTOpoOe none cekuun "MIMA Bxopa nonb3oBatena (npep-
Windows 2000)" (bind_user gnsa gaHHoro cny4as);
= [Taponb - yCTaHaBINBAETCA €C/N HYXXEH;

» [loMeH - nepsoe nosne cekuun "IMa Bxopa nonb3oBatens (npep-
Windows 2000)" (RUBACKUP ans gaHHoro cnydas);

« baza noucka - BTOpOe none cekuun "UMa Bxopa nonb3osaTtensa”.
[na KaXkgowm YyacTtu ycTaHaBnmBaeTcs Ter dc. (rubackup.msad obpa-
3yeT 6a3y nomcka "dc=rubackup,dc=msad" a8 gaHHOro ciy4as)
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MepBuyHana HacTpoika CPK ansa pabotsl ¢ MS AD

CeodcTea: bind user 7 x

Mpodsne ¢yt YlaneHHES pa004HE CTON0E COM+
Yaedrpyon  BrogAwue seodkM  Cpena  CeaHcw  YnansHHoe ynpasneqHe
Dfwmwe Aapec  Huetnan sanuces  Mpopune  Tenedarsl  Dpradusauqa

Hra EHO0S MONMEs300nAT 206

| ] @ubackup. mead w
Wra Exona nonesoeaTend [npan-windows 2000]
| RUBACKUPY | bind_user

Bpema pxoaa. .. Bxon Ha..

[ PasfinoempoBaTs y4eTHSO Sandcs

[ aparseTpisl YHETHOEN 3AMHCH:

[ TpefioBats chiedbl NEpons DM CAEIYHWEM BXO0S B CHCTEMY ™
[+ 3anpeTyTe Cheny NapoRA NoAbS0BATENE
[ Cpor aefctema napona He of panyen

[ #parsms napons, Mcnomsays ofipaTiMos WM$POBaHME W

Cpok nafcTEWS YSETHOE ZanHcM
(®) Huorga

() Mcreraer; 7 mapra 20251

Omena | [lpeveesiire | Copaska

PucyHok 31. CBoncTBa nonb3oBaTtesns

Mpn ycTaHOBKE COEOUHEHUA C HenpaBWuilbHbIM JIOTMHOM W NapofieM MOABUTCA
npeaynpexgeHune (PucyHok 32):
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CueHapum paboThbl

MpeaynpexaexHue

Owwubka ayTeHTugmkauum LDAP: Error while SIMPLE Idap
binding to Idap://WIN-PN3GTCAP1ED.rubackup.test:389:
Invalid credentials

Command: 207 [MSG_MSAD_AUTH_LDAP TEST]

> "

PucyHok 32. MNMpegynpexaeHue. Ownbka ayTeHTUdMKaumm LDAP
o User search base — yka3sbiBaeT, OT Kakoro o6bekTa B uepapxumn Active Directory
HayMHaTb NOUCK MoNb3oBaTenen;

o Group search base — ykasblBaeT, OT Kakoro obbekTa B uepapxum Active
Directory HauMHaTb NOMCK Fpynn.

7. HaxmMute Ha KHOMKYy YcTaHOBUTb coeAuHeHue ¢ cepeepom MS AD, 4Tobbl npons-
BECTW TEeCTOBbIN 3anpocC U NPOBEPUTD:

o BO3MOXHOCTb MOAKIIHOYEHUS K YKasaHHOMY cepBepy MS AD, ncnonb3ys npeno-
CTaBJIEHHble NapaMeTpbl AN NOAKIOYEHUS;

o BO3MOXHOCTb noniyyeHnsa Crincka I/IHC])OpMaLI,I/IVI O noJsib3oBaTenax u rpynnax m3
nepesa LDAP.

8. Ecnu Bbl ycnewHo npownu warn ¢ n. 6, npegsaputenbHas HacTporka CPK gns
paboTbl ¢ MS AD ycnewHo 3aBeplieHa — OTKpbIiBaeTCcA OKHO Accouuauusa rpynn
MS AD u poneii RuBackup (PrcyHok 33):
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*
¥ RuBackup manager

-
¢ " Ru

& OBwekTbl i

Crpaterumn Fpynna MS AD
[El ro6ansHoe pacnucaHne

YaanéHHas penavkauus

[2) PenozvTopuii

E] Ouepeas 3agau

= Cepeepsl RuBackup

[e] XKypHans

& AaMuHUCTpUpoBaHe

A  rubackup@localhost

{0} CepeucHbIi pexam

MepBuyHana HacTpoika CPK ansa pabotsl ¢ MS AD

Accoumaumm rpynn MS AD u poneit RuBackup

Pone RuBackup

PucyHok 33. Accoumauyma rpynn MS AD n ponen RuBackup

9. Ecnu Bam He yganoch ycnewHo nponTu waru ¢ n. 6, RBM oTtobpaxaeT coobLieHne o
HEBO3MOXHOCTU NogKNtoveHusa K cepsepy MS AD.

10.

1.

BbinonHnTe warn n3 pasgena Pelwexdre npobnem gNna ycTpaHeHUs COXHOCTEeNn, a
3aTeM MOBTOpPUTE Wwaru pasgena lepeuyHas HacTporka CPK ans pabotel ¢ MS AD,

HaduHaga c n. 4.

CPK coxpaHfieT ykKasaHHYyKO KOHOUrypauumoHHyto wnHpopmaumo B B RuBackup.
[Maponb oT nonb3oBaTensa Bind User coxpaHdaeTtca B bl RuBackup B 3awmdppoBaH-
HOM cpeacTBamu PostgreSQL suge.

Haxopgsce B nogpasgene Accouyuvauusa rpynn MS AD u poneit RuBackup, fob6asbTe
accouwnauum rpynn MS AD c ponamun CPK (PrucyHok 34):
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** RuBackup manager

Y
¢ Ru

IS JobaeuTk accoumaumm rpynn + NpumennTs
= O6bekTsl

Fpynna MS AD *
Crpatervmn

Pont RuBackup Administrator v
[E] ro6ansHoe pacnucawve

[ YaanénHas pennukaums [o6asuTe accoumaumio rpynn 1

[2) Penoautopwii

E) Ouepeab 3apau

Cepeepsl RuBackup

[+s] XypHansi

& AAMUHUCTpUpOBaHKe

B  rubackup@localhost

() CepsucHbiit pexum

PucyHok 34. jobaBneHne accouunauum rpynn

OpgHy ponb gocTtyna RuBackup Bbl MOXeTe cBA3aTb C OOHOM WAN HECKOSIbKUMU
roynnamm MS AD. CsasaTtb ogHy rpynny MS AD ¢ Heckonbkumn ponamu CPK
Henb3a: yyeTHaa 3annucb MS AD He MOXeT npuHagfiexaTb HECKOSIbKUM ponfM
RuBackup.

NHpopmaumna o nonb3oBaTensax, BXxogawmx B rpynny MS AD, eCTb TONbKO Y
agMuHucTpaTopa MS AD n He oTobpaxaeTca B CPK RuBackup.

12. CoxpaHute nHpopmauuo B RBM, HaxkxaB Ha KHOMNKY NMpUMeHUTb.

13. [leakTuBMpynTE CEPBUCHDBIN PEXUM.

HacTponka CPK gnsa paboTtbl ¢ MS AD ycrnewHo 3aBepLieHa.

BbIGOp TANAa ayTeHTMqWIKaI.I,MM no yMoOon4yaHMIO

1. AkTnBupymnTe B RBM cepBuCHbIN pexum CPK (PucyHok 35).
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Bbibop Tuna ayTeHTUdMKaLnum no yMonyaHuo

O commcniponm @D

9, FnobansHas KOWGUIYpaums. .
[%2] HacTposikm wHTepdeiica

() Nopnepxxa...

(i) O RuBackup...

PucyHok 35. AkTnBaymsa CepBUCHOro pexmnma

2. Mepenante Bo BKNagky Fno6anbHaa kKoHpurypaumsa (PrcyHok 36).

" MpHMEHNTE

Hasano cepercHoro okna () 00:00:00 [}
Crpaterum Korey cepprcioro okna (D) 23:59:59 (]
MNpaeuna Mepnop yeem A of yer konwax (D) 1440 MiHyTEl - +
¥ aneHHEIE PENNKKALWK KaTanor AHOra 0 Xp wa @ up_emergency_storage local_catalog -
— Paamep Gnoka nepenaqv danna, Baat (1) 8192 v

Cpok YCTADEBAHWA OTKPLITOND KNKD4A 3NEKTPORHOR nogmacn (1) 1440 MUHyTBl =+

NewToursle BuBanoTexu
NpoeepaTs kawayio PK nocne cozpadws (0

Tlymel
Antoypanenne PK na Hapywennsix uenouek (D)
£4 ADMUHUCTPUpPOBaHKE Mo TaMHE
" ObR3aTensHoe BpeMA xpaHeHna (1) a i C +
Aepynnukauna OrpaHueHns EMKocTH Ana knnesTa (1
HKmou RuBackup OrpanAuenns EMkocTH Ana rnobantHoro pacrvcanma (D

OrpaHiteHns ENKOCTH ARA PE3EPBHEX KONWR cTpaTerma (D)

HewamerseMbie peaepaibie konun (D

«

¥, pesep Kormi ¢ of (6] ‘J
-+

+

MaKcMMaNkHOR KONHSECTEE NONSToK ayTerTadmraumn (D) 5

it CTh aBTof [0] 30 MuHy el -

BLIX0 N3 CACTEMB, BLAKW NDALICEATENL HeakTHeen (3}

MokazaTe NPEOEAYLLKE NONETKY BX0AS 0
YAAREHALE LENO4RK B penosntopan (D)

Data nocneaHel o4MCTRNA HaAnoesx ccTeM (1)
Mepuoa o4MCTHM hainoseix cucTem (D) 30 Ium - 4+

Pesam SSLcocamnenua ¢ PastgreSoL: (D allow v

PucyHok 36. nobanbHan KoHbUrypauus

3. NepengunTe B pasgen ¢ HacTponkamMun ayteHTudukaymm (PrucyHok 37).
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AyTeHTUdKUKaL KA
N
MaKCHMManeHOE KONWMHECTBO NONLITOK ayTeHTudukaumn () 5 -+
JnuTensHoCTe GRokMpoBKK ayTeHTudukauwn () 30 MuHYTH -  +
MokasaTe Npeasbigywme noneiTkk exoga (i) ()
Tun ayTenTudukauum no ymondanmo (1) [ MS Active Directory ~ ]

Beix0Aa M3 CMCTEMBI, €CNK NONbL30BaTENL HEAKTUBEH @

PucyHok 37. HacTpoikn ayTeHTUpUKaLum

4. BblbepuTte TN ayTeHTUGUKaLMM No ymondaHuo - MS Active Directory.
5. CoxpaHuTe HacTponkn B RBM HaxaTunem KHonkn MpuMeHnTb.

6. [leakTmBnpymnTe cepBUCHbIN pexum (PucyHok 38).

{1} Cepancniin pexua &

Hy noBansHan KoHGUIYPaLAR. .

[%5] HacTpoiku n-Tepdeiica
() Noanepxa...
(1) © RuBackup...

PucyHok 38. [eakTnBauma CepBUCHOrO pexmnma

AyTeHTudpukaumsa nonbsopartena CPK nocpeactesom MS
AD
1. 3anycTtute RBM.

2. MMoABMTCA OKHO ONA BBOAA JIOMMHA M Napons C BbiNagakroWwmM CMUCKOM, B KOTOPOM
Bbl MOXeTe BblbpaTb TN ayTeHTudukaumm (PrucyHok 39). Beibepute B BbiNagato-
wem cnuncke MS Active Directory.
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AyTeHTudUkKauna nonososatens CPK nocpeactsom MS AD

RuBackup Manager

Mms cepeepa RuBackup

localhost

ViMma nonb3oBaTtens

rubackup

MNaponk

Tun ayTeHTUdKUKauK

RuBackup DB

BolTK

PucyHok 39. ABTopusauus 8 RBM

Mpw 9TOM MO YMONYaHUO BbibpaH TUM ayTeHTUGUKaLNKN, YCTaHOBMNEHHbIN B rinobanb-
Hown KoHourypaumm CPK (cMm. Beibop Tuna ayTeHTudmnkaLmm no yMmondaHumro).
3. BBeaute B RBM:
o [IoMeH 1 NoruH oT yyeTHom 3anucu MS AD B popmMaTe <pomeH>\<naposib>.
o [Maponb OoT yyeTHOM 3annucm MS AD.
4. Bongute B CPK Ha)xaTnem Ha KHornky BoruTu.

5. Ecnn ayTeHTUdUKauMoHHbIE OaHHble BBeLeHbl HEBEPHO, RBM BblBOAUT coobLieHne
00 owwmnbKe c TeKCTOM: «HeBepHO BBeAEHbI TOMMH Uy naponb» (PucyHok 40):
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* .
# RuBackup manager

Kputunyeckoe
npeaynpexapeHwe
Login: Bad login or password

Error while SIMPLE Idap binding to Idap://WIN-
PN3GTCAP1ED.rubackup.test:389: Invalid credentials

g

PucyHok 40. Kputnyeckoe npegynpexaeHve. HeesepHo BBeAEHb! IOMMH UK Naposib

B aToM cnyuvae:

o BBeguTe KOppeKTHbIe NOrMH 1 Napob.

o B cnyyae BO3HMKHOBeHUA npobnemM obpatutecb K AgMmuHuctpatopy CPK. AomMun-
HucTpaTop CPK BbinonHAeT warn us pasgena Pellerne npobrem.

6. Ecnu nonbsoBaTtenb CPK HaxoguTcs B OLHOM WIN HECKONbKUX rpynnax MS AD,
KOTOPbIM COOTBETCTBYET ogHa posib CPK, TO OH BUOUT rnaBHoe MeHo RBM.

Ecnu nonb3oBaTenb He Haxo4WUTCA HUM B OOHOW rpynne, COOTBETCTBYIOLWEN POSU
CPK, RBM BbiBOAUT coobueHMe 06 owmnbke: «[JaHHOMY Monb30BaTeNtO HE HasHa-
yeHa ponb CPK. ObpaTtutecb Kk AammHucTpatopy CPK» (PucyHok 41).
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AyaonTt ayTeHTubMKaLMmM nonb3oBaTenen

* o =
¥ RuBackup manager

Kputnyeckoe
npenynpexiaeHue

Login: Bad login or password

No role assigned to user: userrub. Available groups:
rubackup-user

P

PucyHok 41. KpuTuyeckoe npegynpexaeHue. [JlaHHoOMY nofib3oBaTento He HasHadeHa ponb CPK

o ObpaTuTech K agMuHucTpatopy MS AD pns pobasneHus gaHHOro rnofb3oBaTens
cpeacteamm MS AD B Heobxogumyto rpynny MS AD, cOOTBETCTBYIOLLYK €ro
ponu gocTtyna B CPK.

o BbInonHWTe Wwarun n3 gaHHoro pasgena c Havana.

AyauT ayTeHTUGUKaL UM NoNb3oBaTenemn

CPK RuBackup npepocTaBnseT BO3MOXHOCTb MPOCMOTPa ornepaunn ayTeHTuomnkaymm
nonb3oBaTenen. [1ns aTtoro:

1. Mepengnte B NyHKT MeHo XKypHanel, BbibepuTe XXypHan onepayuin ayTeHTudpuKka-
uum (PrcyHok 42).
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XKypHansl Q

~
—a
MypHan onepauui
== | KNWeuTa
LOG
REHHas pennu

' Y By
2NOIUTOPHA (] ypwan onepauwii 7] MypHan onepauwi
Tog—] Peno3nTopuA oo | AYTEHTMdMKaLKK
) T

HypHans!

Hypran onepauni HypHan onepauui

rnaansHoro . O4epelw 3ana4
pacnucaHua LOG P

HypHan enepauui
Meanacepsepos

AQMWHUCTPUPOBaHNE

PucyHok 42. XXypHanbl

2. B paHHOM pasgene Bbl MOXETe MpoaHanusmpoBaTb YyCMewHble U HeyaayHble
NOMNbITKMN ayTEHTUOMKALKNK, @ TaKXe UX KonmyecTBo (PucyHok 43).

94 rubackup Connected  true 172.18.0.1 2023121111
93 rubackup Connected  true 172.18.0.1 2023.12.10 22:
92 rubackup Disconnecter true 172.18.0.1 2023.12.10 22:
91 rubackup Connected  true 172.18.0.1 2023.12.10 22:
90 rubackup Connected  true 172.18.0.1 2023.12.00 11:
29 rubackup Connected  true 172.18.0.1 2023.12.08 15:
28 rubackup Connected  false 172.18.0.1 2023.12.08 14:
HypHans! a7 rubackup Connected  false 172.18.0.1 2023.12.08 14:
AZMUHNCTpUpDEaNIE 86 rubackup Disconnecte: true 172.18.0.1 2023.12.08 14:
a5 rubackup Connected  true 172.18.0.1 2023.12.08 14:
24 rubackup Disconnecter true 172.18.0.1 2023.12.08 14:
83 rubackup Connected  true 172.18.0.1 2023.12.08 13:
82 rubackup Connected  true 172.18.0.1 2023.12.06 21:
81 rubackup Connected  true 172.18.0.1 2023.12.06 09:
80 rubackup Connected  true 172.18.0.1 2023.12.05 17:
79 rubackup Connected  true 172.18.0.1 2023.12.05 15:
78 rubackup Connected  true 172.18.0.1 2023.12.05 14
77 rubackup Disconnecter true 172.18.0.1 2023.12.05 09:
76 rubackup Connected  true 172.18.0.1 2023.12.05 09:
75 rubackup Connected  true 172.18.0.1 2023.12.04 18:
74 rubackup Connected  true 172.18.0.1 2023.12.04 17:
73 rubackup Connected  true 172.18.0.1 2023.12.0117:
72 rubackup Connected  false 172.18.0.1 2023.12.0117:
7 rubackup Connected  true 172.18.0.1 2023.12.01 10:
70 rubackup Connected  true 172.18.0.1 2023.12.01 10:
69 rubackup Connected  true 172.18.0.1 2023.11.29 15:
68 rubackup Connected  true 172.18.0.1 2023.11.27 17:
67 rubackup Connected  true 172.18.0.1 2023.11.15 10:

PucyHok 43. XXypHan onepauun ayTeHTudmnKaLmnm

PelueHue npo6nem

1. Mopgkntountecb K XOCTYy cepBepa RuBackup, nepengute B OUPEKTOPUIO
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PeweHne npobnem

/opt/rubackup/log/, oTKponTe ¢ann RuBackup.log, NpoOBeEpPbTE XYpPHaN Ha Hann4yne
owmnbok, kacarowmxcsa szammogenctemsa CPK ¢ cepsepom MS AD.

2. MNMpoaHanusnpynTe owmnbku B panne RuBackup.log:

o Ecnu HanpeHHas owmnbka 3akoYaeTcsa B OTCYTCTBMN CBA3KU ¢ cepBepoM MS AD,
TO NPOBEPbTE KOPPEKTHOCTb AaHHbIX AS14 NOoAKNOYEeHUS K cepBepy MS AD. lMpo-
BepbTe CETEBYK OOCTYMHOCTb cepBepa MS AD ¢ xocTa, rge B AaHHbIA MOMEHT
3anyuieH ocHoBHou cepBep CPK, ¢ noMoLLblo CTOPOHHEN YTUNNTbI ldapsearch:

[aHHble ANnA NoAKoYEeHNA MOXHO MOCMOTPETb B CBOWCTBax rnosibsoBaTtena MS
AD

ldapsearch -x -h 10.177.32.128 -D 'bind_user@RUBACKUP' -b
"dc=rubackup,dc=msad’' -w 'As!q2w3e4r'

roe:

-X - UICNONb30BaHNE NPOCTON ayTeEHTUMKaLnUm BMecTo SASL;

-h - agpec KOHTponnepa 4OMeHa;

-D - napamMeTpbl oNA aBTopu3alunm:
= bind_user - NOrvH

= RUBACKUP - pomeH

-b - 6a3a noucka;

-w - Naposib;

B cnyyae npaBuibHbIX AaHHbIX 18 NOAKOYEHUA yTunuTa ldapsearch BbiBegeT
COOTBETCTBYHIOLLLYO MHGOPMALMIO.

Ecnn ytunnta BbiBOAUT coobuieHne o6 owmnbke, To npobnema B HacTpomke MS
AD. HeobxoanMo yTOYHUTbL MapaMeTpbl ONS aBTopu3auunm M MOBTOPUTbH MNpPO-
BEPKY.

o Ecnun HampeHHaa owwnbka cBA3aHa C HEBEPHbIMW JIOTMHOM WU Napofnem, npo-
BepbTe KOPPEKTHOCTb YYEeTHbIX AaHHbIX 0na nonbsosatena MS AD Bind User B
HacTponkax. Ecnu gaHHble yYeTHOW 3anncu KOPPEKTHbI, TO, UCMOMb3ys UX, NOA-
KnoumTech K cepBepy MS AD ¢ ncnonb3oBaHMeEM CTOPOHHUX MHCTPYMEHTOB.

o Ecnu Bbl HawnM HeCoOOTBETCTBUE B MpaBax, MPoBepbTe MPUHALIEXHOCTb MOJb-
3oBaTensa CPK k rpynnam MS AD, ncnonbsyrowmmca gna ayteHtunéunkaumm B CPK
RuBackup.

o Ecnn HampeHHas owunbka cBs3aHa C BHYTpeHHen owmbkon CPK, obpaTutechb B
cny>x0y TexHuyeckonm nogaepxkun npoaykta CPK, npegocTaBmB MHPOpMaLUKO O
BbIMOJIHEHHbIX LLArax v XypHars foros.
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CueHapum paboThbl

3. lNMpoBepbTe [OCTYNHOCTbL cepBepa MS AD, BanugHOCTb HaMMEHOBaAHUM rpynn
AO0CTyna 1 y4eTHbIX 3anncen, ycTpaHmTe npobnemsil.

B cnyyae oTcyTcTBMA AABHbIX OWWIMOOK Ha CTOpoHe cepBepa MS AD, oTKponTe 3anpoc
B IMYHOM KabuHeTe K AcTpa.

OrpaHuyeHun

e AyTeHTuouMKaumna ¢ ncnonbsosaHneM MS AD He pacrnpocTpaHAeTcs Ha KineHTbl PK.
AyTeHTUPUKauma knmeHToB PK ocTaeTca 6e3 M3MEHEeHUN U OcyllecTBnAeTcs
nocpeacTBoM HWID (cM. RBMManual:ROOT:page$administration.pdf).

e Onuwnto ayTeHTUdMKauMn nocpencTsomM PostgreSQL Henb3a OTKKYUTbL, T.K. B CNy-
yae yTepu [OMEHHOro KoHTponnepa MS AD Bbl OOMXHbI UMETb BO3MOXHOCTb
ayTeHTUdunumpoBaTbca B CPK gna nsmMeHeHuUs HacTpoeKk ayTeHTUdmnKaummn, a Takxe
0118 peLlleHnsa ApYrnx BHEWTATHbIX CUTYaL .

e AyTeHTUoMKauusa ¢ ucnonbsoBaHnem MS AD He pacnpoCTpaHAeTCA Ha YTUIUTHI
KOMaHAHOM CTPOKU (Y TUANTEI KOMaHOHOM CTPOKK).
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RBMManual:ROOT:page$administration.pdf
https://docs.rubackup.ru/Cli/2.6.0.0.0/

PasmelLeHre cepTUdnKaToB 1 KItoYen

Pa6oTa c cepTudmkaTtamum u kovyamm SSL

B aToM pasgene onucaH npouecc co3gaHuA COBCTBEHHbLIX KOYen U CcepTUPUKaTOB
BMECTO TeX, KOTOpble BXOOAT B CTaHAapTHYyk noctaBky RuBackup. B komnnekTe
noctaBkn RuBackup ecTb Heobxoaumble O paboTbl SSL-cepTUdMKaTbl KIMEHTa U
cepsepa.

CepTudukatbl, Heobxogmmble ans paboTbl RuBackup, pacnonaratoTca B KaTanore
/opt/rubackup/keys 1 nNpenoCcTaBfAOTCA B COCTaBe NnakeTa rubackup-common.

B npouecce nMoaKNMOUYEHUSA K CepBepy KIAWMEHT OTnpaBnseT CcBOW cepTudukart
/opt/rubackup/keys/client/clientCert.crt [Nna NPOBEPKW MNOANIMHHOCTU KIWEHTa
cepBepoM. TakXe  KIMEHT nNpUHMMaeT OT cepBepa ero ceptudukar
/opt/rubackup/keys/server/serverCert.crt W npoBepAeT e€ero nmnogJIMHHOCTb C
NCnonb3oBaHNEM CepBepHOro KOpPHEBOIro ceptudukara
/opt/rubackup/keys/rootCA/serverRootCACert.crt. CepBep npoBepseT NOA/MHHOCTb
NONTYYEHHOr 0 KJIMEHTCKOro cepTudmkaTa ¢ NOMOLLbIO KIIMEHTCKOrO KOPHEBOro cepTu-
¢unkaTta /opt/rubackup/keys/rootCA/clientRootCACert.crt.

Mpn NOAKMHOUYEHUN K CEpBEPY OKOHHbIA MeHea)Xep OTnpaBnseT CBOW cepTudukaTt
/opt/rubackup/keys/rbm/rbmCert.crt Ha npoBepkKy. Tak>Xe OH NPUHMMAET OT cepBepa
ero ceptnoukaTt /opt/rubackup/keys/server/serverCert.crt U npoBepsAeT ero nog-
JINHHOCTb C NCNonb30BaHNEM CepBEpPHOro KOpHEBOro ceptudukara
/opt/rubackup/keys/rootCA/serverRootCACert.crt. CepBep npoBepseT NOA/MHHOCTb
NnoJTfy4eHHOoro CepTVI(I)MKaTa OKOHHOIo MmeHep>Xxepa C NoMoL b KIMMEHTCKOIo KOPHEBOTIO
cepTuomnkaTta /opt/rubackup/keys/rootCA/clientRootCACert.crt.

[na B3aMMo4encTBuUSA C CEPBEPOM NIULEH3NN U NPOBEPKM €ro Ha NoLgJIMHHOCTb UCMNOSb-
3yeTca KOpPHEeBOM ceptudukaTr cepsepa NNLLEH3UN
/opt/rubackup/keys/rootCA/licenseServerRootCACert.crt.

PasmMmelleHue cepTUPUKaTOB U KJlouen

dannbl NpMBaTHbLIX K/KOYEN cneayeT XpPaHUTb B HALEXHOM MeCcTe, He4OCTYMHOM HU C
cepBepa, HU ¢ KnneHTa RuBackup.

Mpn 3aMeHe cepTUdNKaTOB HA COOBCTBEHHbIE HEOBXOAMMO y6eauUTbCH, YTO BCe CepTu-
¢mKaTbl OBHOBJEHbI HA BCEX Yy3nax, rge ycTtaHoBeHbl KOMNOHeHTbl RuBackup: KNveHT,
cepBep, MegnacepBep, Pe3epBHbIN cepBep, OKOHHbIN MeHenxep, REST API cepsuc u

aopyrue.

Ucnonb3oBaHue LLeNno4Yku cepTudukKaToB

NHorpa KNMEeHTCKUA NN cepBepHbIN cepTUPUKAT NOLNUCHIBAETCA HE KOPHEBbLIM KIn-
E€HTCKMM WU CEPBEPHBbIM CEPTUOMKATOM, a NMPOMEXYTOUYHbIM CEPTUPUKATOM, KOTO-
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CueHapum paboThbl

pbi, B CBOKO Oo4Yepeab, NognncaH KOPHEBLIM UK CRefyrowmnM MPOMeEXYTOYHbIM CEPTU-
dnKaToM. 3TO HasbIBaeTCA LLEeNOYKON CepTUPUKATOB.

YTo6bl RuBackup mor paboTaTb C TakoW LEeNoYKon cepTudmnkaToB, HEOHBXOAMMO 06b-
e0VHUTb BCE NPOMEXYTOYHble N KOPHEBON CepTUOUKATbI B eQUHbIN KOPHEBOW KITNEHT-
CKUW UNU CepBepHbIN cepTudunkar.

ROOT CA

V

Intermediate CA 1

V

Intermediate CA 2

V

SSL Certificate

PucyHok 44. Llenouka cepTtudumnkaTon

CepBepHaf yacTb

Co3paHue cepTudpukarta

YT06bl CO3aaTb CepBepr||7| CepTI/Iq)I/IKaT, BbINOJIHNUTE cneayrowne warum:

1. CospanTte NpmBaTHbIN KOY 418 CEPBEPHOro KOPHEBOro cepTUdmKaTa KOMaHLoM:
openssl genrsa -out serverRootCAKey.key 2048

o XpaHnTe 3TOT KoY B HaJeXHoOM MecTe!

2. Co3fanTe cepBepHbIN KOpHEBOW cepTudukaTt. B npencrtaBneHHOM npuMepe cepTu-
¢ukaT pgencrteyeT 20000 gHen:

openssl req -x509 -new -nodes -key serverRootCAKey.key -days 20000 -out
/opt/rubackup/keys/rootCA/serverRootCACert.crt

3. B HTepakKTUBHOM MeHIO BBeAUTE ABYXOYKBEHHbIA Kod CTpaHbl, MPOBUHLMI, ropog,,
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CepBepHas YacTb

opraHusauuio, nogpasgenexdve, Common Name W e-mail apgpec.

CospanTe npmBaTHbIN KNKOY cepBepa:

openssl genrsa -out /opt/rubackup/keys/server/serverKey.key 2048

CospanTe 3anpoc Ha NOANUCH:

openssl req -new -key /opt/rubackup/keys/server/serverKey.key -out
/opt/rubackup/keys/server/serverCert.csr

B MHTEPaKTUBHOM MEHIO BNULIMTE OTBET Ha Te e BOMpPOChl, YTO U MPU CO3OaHUK
KOpHeBOro cepTuédmkaTa. BBeaeHHbI Common Name [OJI)XEH OT/IMYATbLCA OT Common
Name Yy KOPHEBOro cepTuoukara.

CospanTe cepBepHbIN cepTUOMKAT 1 NOANULLMNTE ero CepBepPHbIM KOPHEBbLIM CEPTU-
¢unkaToM. B npeacrtasneHHoOM npumMepe cepTuomkat gencrteyet 20000 gHen:

openssl x509 -req -in /opt/rubackup/keys/server/serverCert.csr -CA
/opt/rubackup/keys/rootCA/serverRootCACert.crt -CAkey serverRootCAKey.key
-CAcreateserial -out /opt/rubackup/keys/server/serverCert.crt -days 20000

Mpn HeobxogmMMoOCTK nepecos3ganTe ¢ain, ncnonblyembin B anroputme Ouodn-
XennmaHa, ans obMeHa CECCUOHHBIMMU KIFOYaMU C KITMEHTOM:

openssl dhparam -out /opt/rubackup/keys/server/dh_2048.pem 2048

Moproroeka cepTuduKaToB Ansa cepeepa

qTO6bIHOﬂFOTOBMTbCepTM¢MKaTbhﬂﬂﬂCepBepa,BHHOHHMTeCﬂeﬂyKMHMelMaFW

1.

PasmecTunTe B OTAENbHOM Narnke NpoMeXyTO4YHble cepTudmnKaTbl U KOPHEBOWN CEPTU-
dukar.

Ecnn HekoTopble U3 NPOMEXYTOYHbIX UIN KOPHEBON cepTUdUKaT UMEKT paclumpe-
HUWe .cer WIWN .pem, KOHBEPTUPYNTE UX B popMaT .crt C MOMOLLbKO OOHON U3 cnefy-
FOLLMX KOMaHLA:

openssl x509 -in '<uma cepTudukaTa>.pem' -out '<uma cepTudumkaTta>.crt'
-outform DER

openssl x509 -inform PEM -in '<wumsa cepTtudukaTta>.cer' -out '<umsa
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cepTudpmkaTta>.crt'

3. O6beanHNTE NPOMEXYTOYHbIE CepTUPUKATbI N KOPHEBOW CEPTUDMKATbI B €AUNHbIN
KOPHEBOW CepPBEPHbIN cepTUdUKaT:

cat <nyTb K MPOMEXYTOYHOMY cepTudukaTy 1> <nyTb K MPOMEXYTOYHOMY
cepTudmkaTy 2> <nNyTb K KOPHEBOMY cepTupukaTy>
/opt/rubackup/keys/rootCA/serverRootCACert.crt

MpoBepka co3aaHHbIX K/llouYen u ceptTupukaTon

openssl verify -no-CApath -CAfile
/opt/rubackup/keys/rootCA/serverRootCACert.crt
/opt/rubackup/keys/server/serverCert.crt

BbiBOA, KOMaHAb! AonXKeH cogepxaTtb: OK.

KnueHTckasa yacTtb

Co3paHue cepTudpukarta

YT106bl CO34aTb KIIMEHTCKNN CEPTUDMKAT, BbIMONTHUTE CNeayroume warm:

1. Co3panTe NpmMBaTHbIN KIOY AN1A KITIMEHTCKOro KOPHEBOro cepTudmKaTa KOMaHLou:
openssl genrsa -out clientRootCAKey.key 2048

o XpaHuUTe 3TOT KoY B HageXHoM MecTel!

2. Co3panTe KIMEeHTCKNN KOpHeBOM cepTudukaTt. B npeacTaBieHHOM NpuMepe cepTu-
¢ukaT gencrteyeT 20000 gHen:

openssl req -x509 -new -nodes -key serverRootCAKey.key -days 20000 -out
/opt/rubackup/keys/rootCA/clientRootCACert.crt

3. B HTepakKTUBHOM MeHIO BBeAUTE ABYXOYKBEHHbLIA KoA CTpaHbl, MPOBUHLMI, FOpog,

opraHusauui, nogpasgeneHve, Common Name W e-mail apgpec.

4. Cos3panTe NpmMBaTHbIA KKOY KJIMEHTa:
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KnueHTckas yacTb

openssl genrsa -out /opt/rubackup/keys/client/clientKey.key 2048

5. CospganTe 3anpoc Ha Nnognuchb:

openssl req -new -key /opt/rubackup/keys/client/clientKey.key -out
/opt/rubackup/keys/client/clientCert.csr

6. B NHTEPaKTUBHOM MEHIO BMNULLINTE OTBET Ha Te X€& BOMPOChl, YTO N MNPU CO3LaHUN
KOpHeBOro ceptudukarta. BeegeHHbln Common Name OOJ1KEH OTNMYaTbCA OT Common
Name Yy KOpHeBOro ceptuédukara.

7. CospganTe KNMEeHTCKUN cepTUdUKaT 1 NognmcaTb ero KNMeHTCKUM KOPHEBbBIM CePTU-
¢mkaToM. B npegcraBneHHOM npuMepe cepTudukaT gencteyet 20000 gHen:

openssl x509 -req -in /opt/rubackup/keys/client/clientCert.csr -CA
/opt/rubackup/keys/rootCA/clientRootCACert.crt -CAkey clientRootCAKey.key
-CAcreateserial -out /opt/rubackup/keys/client/clientCert.crt -days 20000

l1041ro11>3uz|ceuoTvupvu(a11:B;1ns|Ktuaerrra

YT0o6b MOArOTOBUTDL CepTVI(I)VIKaTbI OnAa KineHTa, BbLINOJIHUTE crhepywume warun:

1. PaamecTuTe B OTAENbHOW Nanke NpoMeXYTOoYHble cepTudmnKaTbl U KOPHEBOU CepTH-
dunkar.

2. Ecnn HeKOoTOpble N3 NMPOMEXYTOYHbBIX U KOPHEBOW CEPTUDMKAT UMEIDT pacLlumpe-
HUe .cer WIWN .pem, KOHBEPTUPYNTE UX B popMaT .crt C MOMOLLbKO OOHON U3 cnefy-
FOLLMX KOMaHA:

openssl x509 -in '<uma cepTudukaTa>.pem' -out '<uma cepTudmkaTa>.crt'
-outform DER

openssl x509 -inform PEM -in '<wumsa cepTtudukaTta>.cer' -out '<wumsa
cepTudpmkaTta>.crt'

3. O6beanHNTE NPOMEXYTOYHble cepTUPMKaTbl U KOPHEBOM cepTUdPUKaT B eAuHbIN
KOPHEBOW KNNEHTCKUI cepTudunKkarT:

cat <nyTb K MPOMEXYTOYHOMY cepTudukaTty 1> <nyTb K MPOMEXYTOYHOMY
cepTudmkaTy 2> <nyTb K KOPHEBOMY cepTupukaTy>
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/opt/rubackup/keys/rootCA/clientRootCACert.crt

MpoBepKa co3gaHHbIX K/loueid u cepTudUuKaTos

openssl verify -no-CApath -CAfile
/opt/rubackup/keys/rootCA/clientRootCACert.crt
/opt/rubackup/keys/client/clientCert.crt

BbiBOg, KOMaHAbl JoKeH cogepxaTb: OK.

MeHep)xep agMuHucTpatopa RuBackup

Co3paHue cepTudukarta
YT06bI co34aTb CepTI/Id)I/IKaT, BbIMMOJIHUTE Crieayrowne warum:

1. CospanTte NpmMBaTHbIN KKOY OKOHHOIO MeHeXepa:
openssl genrsa -out /opt/rubackup/keys/rbm/rbmKey.key 2048
2. CospganTe 3anpoc Ha nognuchb:

openssl req -new -key /opt/rubackup/keys/rbm/rbmKey.key -out
/opt/rubackup/keys/rbm/rbmCert.csr

3. B MHTEpaKTMBHOM MEHIO BMULLUTE OTBET Ha Te e BOMPOChl, YTO U NPU COo3aaHuUM
KOpHeBOro ceptudmkaTa. BBeaeHHbI Common Name [OJI)XEH OT/IMYATbLCA OT Common
Name Yy KOPHEBOro cepTuoukara.

4. CospganTte cepTudmMKaT OKOHHOIro MeHeaXepa 1 nognunTe ero KIIMEHTCKUM KOpHe-
BbIM cepTudMKaToM. B npencrtaBneHHOM npumMepe cepTtuomkaTt gencrteyet 20000
OHen:

openssl x509 -req -in /opt/rubackup/keys/rbm/rbmCert.csr -CA
/opt/rubackup/keys/rootCA/clientRootCACert.crt -CAkey clientRootCAKey.key
-CAcreateserial -out /opt/rubackup/keys/rbm/rbmCert.crt -days 20000

MpoBepka co3aaHHbIX K/louYen u cepTupukaTos

openssl verify -no-CApath -CAfile /opt/rubackup/keys/rootCA/clientRootCACert
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MeHepyxep agMuHUcTpaTopa RuBackup

.crt  /opt/rubackup/keys/rbm/rbmCert.crt

BbiBOg, KOMaHAbl J0KeH cogepxaTb: OK.
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JIeHTOYHbIe OMOGNNoTEeKn

Cuctema pesepBHOro konmposaHus RuBackup nossonseTr paboTaTb C NEHTOYHbIMU
onbnmotekamu. JlIeHToUYHaa BubnmoTeka AomKHa 6bITb NOAKIKOYEHA K XOCTY, Ha KOTO-
pPOM PYHKLMNOHUPYET cepBep RuBackup (0CHOBHOW, pe3epBHbIN UM MeanacepBep).

JIeHTOYHble KapTPUOXWN A0MKHbI OTHOCUTLCA K nyny Tuna «Tape library. LTFS» nn6o
«Tape library, Native». o ymonuyaHuo B KoHouUrypauumm RuBackup cosgaértca nyn tvna
C HasBaHueM «TL pool», accoumnpoBaHHbI C OCHOBHbIM cepBepoM RuBackup. KapTpu-
AXXN MOTYT HaXoAUTbCA B IEHTOYHON BMBNnMoTeKe uim 6biTb BbIrPY>XEHbI N3 HEE.

Ecnn KapTpugXX BbIrpy>XeH M co3faHa 3ajava, KOTOpon HeobxoAuM [OCTYM K 3TOMY
KapTpuaXxy (HaxogswemMycs BHE NIEHTOYHOM BUBNNOTEKN), aTa 3afa4a NepengeT B cTa-
Tyc «Suspended» o TOro, noka HeO6XoAUMbIA KapTpUOXX He ByaeT 3arpy>XXeH B OAVH
N3 CNOTOB JIEHTOYHOWN BUBINOTEKMN.

[nsa XpaHeHUss pes3epBHbIX KOMUA Ha NEHTOYHbIX KapTpug)ax MOXeT OblTb co3faHa
¢anmnosasa cuctema LTFS mnu ncnonb3oBaTbCA HaAaTUBHOe XpaHeHwe. LTFS nossonseTr
NONyuYNTb OOCTYM K pe3epBHbIM KOMUAM BHE CUCTEMbl Pe3epBHOro KOMUPOBaHWUSA
RuBackup. HaTuBHOe XpaHeHue Mo3BOSAET COXPaHATb Pe3epBHYH KoMK 06beMoMm
bonblle, yemM 06BbEM OfHOro KapTpuaxa.

NMoaroroBka K pa6oTe ¢ IeHTOYHOM 6UGNMOTEKOMN

YcTtaHoBKa pononHutenoHoro MO

Ona KoppekTHon paboTbl C NeHToYHOM 6ubnnoTekon ycTaHoBuTe apameep st. [Onsa
9TOro BBeAMTE KOMaHA4y:

uname -r

KomaHpa BbiBeAeT Bepcuto sgpa (Hanpumep, 5.15.8-91-generic).

YcTaHoBUTE AOMNONHUTENbHbIE Moaynwn gnd Balwlen Bepcuun dgpa:
sudo apt install linux-modules-extra-5.15.0-91-generic
MoarpyanTe moaynb st:
sudo modprobe st

Tak>xe Heo6xoaAnMO YCTaHOBUTb NaKeTbl:

68 n3 102




MoaroToBka K paboTe ¢ NeHTOYHON BUBNNOTEKON

e MtX — ynpasBnseT ycTponcTBaMm CMeHbl HocuTenen SCSI ¢ OAHUM UM HECKOSb-
KUMW NPpUBOLAMMN, TaKUMU KakK YCTPOMNCTBA CMEHbI JIEHT, aBTO3arpy3ymnkun, neHToY-
Hble 6ubnuoTeku. MNakeT AOMKEH HAaXOOUTbCA B /usr/sbin/mtx, €Cnv OH HaxoauTcs
B APYroM MecTe, TO Heob6XxoAuMO co3faTb CUMBOJIMYECKYHD CCbIIKY Ha MUCMOJHAe-
MbI NYTb.

e Open-iscsi — Hy>XeH AJ1 paboTbl C yCTPOMUCTBaMM NOAKIKOYEHHBbIMK MO ISCSI.

e Isscsi — BbIBOOUT cnncok SCSI-ycTponcTB (MM XocToB), BbIBOAUT cnncok NVMe-
YCTPOMNCTB.

e sg3-utils — copepXUT yTUNUTY sg_reset, KoTopas oTnpasnset cbpoc SCSI-
YyCTPOWCTBaA, LeneBoro obbeKkTa, WWHbI WKW XOCTa; WM MpoBepseT COCTOosHUE
cbpoca.

NMpoBepka Hanuuua sg-Apansepa

ﬂﬂﬂHpOBepKMHaﬂMqMﬂSg-ﬂpaMBepaBbMOﬂHMTeKOMaHﬂf

Isscsi -g

KomaHpa pofkHa nokasaTb MOAK/OYEHHbIE YCTPOMCTBA, B UX 4Yucnie npueof (npu-
BOZbl) NEHTOYHOM BUBNNOTEKN N POBOTa NEHTOYHOM BUBNNOTEKN, Hanpumep:

PucyHok 45. MNMpumep BbliBoAa lsscsi -g

Ecnn B KpaitHeM npaBoM cTonbue oTobpaxaroTca Sg-NyTW, TO 3TO 3HAYMT, YTO SQ-
LpaliBep yXKe YCTaHOBJ/EH W 3anyLleH.

Ecnn B KpanHeM npaBoM cTonbue OTCYTCTBYHOT Sg-NMyTU, TO YyCTaHOBUTE Sg-fpaneep
ANA BalLen onepaumMoHHON cucTeMbI (CM. YcTaHoBKa sg-apaieepa).

YcTaHoBKa sg-ApanBsepa

AstraLinux1.6u1.7

sudo apt install libsgutils2-dev
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Ubuntu 18.04 n 20.04

sudo apt install libsgutils2-dev
CentOS7us8
sudo yum install sg3_utils
o Ona CentOS 7 Heo6x04MMO YCTaHOBUTL NakeT mt-st:

sudo yum install mt-st

AltLinux 10

YcTaHoBUTE nakeT mt-st:
sudo yum install mt-st
[ns ycTaHOBKM Sg-ApanBepa BbINOSHUTE KOMaHAY:
sudo apt-get install udev-rules-sgutils
[ns koppekTHOW paboTbl Sg-ApanBepa BbiMONHUTE KOMaHAb:

sudo sg_scan
sudo modprobe sg
sudo find /dev/ -name "sg"

Y6epguTtech, YTO Sg-ApaviBep YCTaHOBMEH M 3anyLeH (CM. [poBepka Hannynsa sg-gpan-
Bepa):

sudo lsscsi -g

PEAOC7.3

sudo dnf install sg3_utils-1libs
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HacTpoiiku aBToMaTUYECKOro 3anycka sg-gpaiieepa

CospanTe CKpUNT 3anycka sg-Aapansepa:
sudo touch /etc/sg_driver_startup.sh

Cogep>xaHue ckpunta sg_driver_startup.sh
sudo !/bin/sh -e
echo 'init sg-driver'
sg_scan
modprobe sg

echo 'done'
exit 0

CpoenanTte CKpUNT UCMOSTHAEMbIM:
sudo chmod a+x /etc/sg_driver_startup.sh

CospganTe KOHPUrypaunoHHbin ¢amn ons cnyxbbl systemd:
sudo touch /lib/systemd/system/sg_driver_startup.service

Cogep>xaHue ckpunTa sg_driver_startup.service
[Unit]
Description=sg driver startup script
[Service]

ExecStart=/etc/sg_driver_startup.sh

[Install]
WantedBy=multi-user.target

3anycTuTte cepBuc:
sudo systemctl enable sg_driver_startup.service —now

[obaBbTe 3aBUCUMOCTb oT cepBuca sg_driver_startup.service B
rubackup_server.service:

sudo systemctl edit --full rubackup_server.service
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[Unit]

Description=RuBackup server

Requires=network.target

After=network.target postgresqgl.service sg_driver_startup.service

[Mocne nepesarpysku NpoBepbTe CTAaTyC cepBuUca rubackup_server.service:

sudo systemctl status rubackup_server.service

Co6opka LTFS

NHdopMaLma B aHHOM NyHKTe Heobxoguma Ans Ucnosib3oBaHUsA nynos Tape
Library, LTFS.

CTtpaHuua npoekTta: https://github.com/LinearTapeFileSystem/Itfs

3aBUCUMOCTN,  KOTOpble  [OMKHbl  ObITb  yCTaHOBNEHbl  nepen  cH6OpKoW:
https://github.com/LinearTapeFileSystem/Itfs/wiki/Build-Environments

Obwana cbopoyHaa WHCTpykuma: https://github.com/LinearTapeFileSystem/Itfs#build-
and-install-on-linux

lMNoppaepxnsaemblie yCTpOWUCTBa:
https://github.com/LinearTapeFileSystem/Itfs#supported-tape-drives

1. YcTaHOBUTE Heobxogumble nakeTbl Ana cbopkn, ucxoos U3  onepauyoHHON
CUCTEMbI, Ha KOTOpYto ycTaHaBnmBaeTcsa LTFS:

a. RPM-based OS

Y1obbl cobpaTb LTFS, BbINOHUTE:

sudo yum install perl

sudo yum install make

sudo yum install gcc

sudo yum install git

sudo yum install pkg-config
sudo yum install 1libxml2-dev
sudo yum install automake
sudo yum install autoconf
sudo yum install libtool
sudo yum install uuid

sudo yum install uuid-devel
sudo yum install libuuid-devel
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sudo yum install icu

sudo yum install fuse

sudo yum install fuse-devel
sudo yum install libicu-devel
sudo yum install net-snmp

sudo yum install net-snmp-devel

b. DEB-based OS

YTobbl cobpaTb LTFS, BbiNONHUTE crnepyrowme KoMaHabl (4Na BCcex noagepXxu-
BaeMbIx cucteM, KpomMme Astra Linux 1.8 n Debian 12):

sudo apt install make

sudo apt install git

sudo apt install pkg-config
sudo apt install libxml2-dev
sudo apt install automake
sudo apt install autoconf
sudo apt install libtool
sudo apt install uuid

sudo apt install uuid-dev
sudo apt install fuse

sudo apt install libfuse-dev
sudo apt install libsnmp-dev
sudo apt install icu-devtools
sudo apt install libicu-dev

o Ona OC Astra Linux 1.8 n Debian 12 3aMeHUTe KOMaHgy:
sudo apt install fuse
KOMaHOou:

sudo apt install libfuse2

CospanTte pann /usr/bin/icu-config CO CNeayrOWMM COLEPXKNMbIM:

#!/bin/sh
opts=$1
case Sopts in '--cppflags')

echo v
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'--1dflags')

echo '-licuuc -licudata -1d1' ;;

*)

echo '/usr/lib/x86_64-1inux-gnu/icu/pkgdata.inc' ;;
esac

1 BbINMOJIHNTE KOMaHAy:

chmod 755 /usr/bin/icu-config

2. Cbopka

[na c60pKUN BbIMNONHUTE:

git clone https://github.com/LinearTapeFileSystem/1tfs.git
cd 1ltfs

sudo ./autogen.sh

sudo ./configure

sudo make

sudo make install

sudo ldconfig -v

3. MNpoBepbTe, NOAKNKOYEHA NN NIEHTOYHas BubnnoTeka K XocCTy:

sudo lsscsi -g

KomaHaa fosmkHa nokasaTb MOOK/IHYEHHbIE YCTPONCTBA, B UX YUcne npmBog (npu-
BOAbl) TEHTOYHON BMBNNOTEKN U POBOTA NNEHTOYHON BUBNNOTEKMN:
[1:0:0:0] tape IBM ULT3580-TD6 D8E4 /dev/st@® /dev/sg5

[1:0:0:1] mediumx IBM3573-TL C.20 /dev/sch® /dev/sg6

B paHHOM cnyyae y 6MBNMOTEKU eCTb OAWH NEHTOYHbIA NPUBOA (MarHUTOGOH) U
POBOT, K KOTOPOMY MOXHO ob6pallaTbcs Yepes /dev/sg6 .

4. MNMonyynTe MHPopMaLUO O NEHTOYHON BNBNNoTeKe, obpawaiach K poboTy NEHTOYHOWN
onbnnoTeKku:

sudo mtx -f /dev/sg6 status

9Ta KOMaHga [o/1KHa nokasaTb MHGoOpMaLUK O CnoTax JIEHTOYHOM onbnmnoTeku, o
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3alrpy>XeHHbIX B HUX KapTpuna>Xax n o npmsogax NEHTOYHON BUBNNOTEKMN.

lpumep BbiBOga sudo mtx -f /dev/sg6 status

Storage Changer /dev/sg6:1 Drives, 24 Slots ( 1 Import/Export )
Data Transfer Element @:Empty
Storage Element 1:Full :VolumeTag=INTO20L6
Storage Element 2:Full :VolumeTag=INT0O23L6
Storage Element 3:Full :VolumeTag=INTO33L6
Storage Element 4:Full :VolumeTag=INT0O26L6
Storage Element 5:Full :VolumeTag=INTO29L6
Storage Element 6
Storage Element 7
8

:Full :VolumeTag=INT022L6

:Full :VolumeTag=INTO34L6

Storage Element 8:Full :VolumeTag=INTO25L6

Storage Element 9:Full :VolumeTag=INT028L6

Storage Element 16:Full :VolumeTag=INT021L6
Storage Element 11:Full :VolumeTag=INT024L6
Storage Element 12:Full :VolumeTag=INTO39L6
Storage Element 13:Full :VolumeTag=INTO12L6
Storage Element 14:Full :VolumeTag=INT@11L6
Storage Element 15:Empty

Storage Element 16:Full :VolumeTag=INTO36L6
Storage Element 17:Full :VolumeTag=INTO14L6
Storage Element 18:Full :VolumeTag=INTO10L6
Storage Element 19:Empty

Storage Element 26:Full :VolumeTag=INTO38L6
Storage Element 21:Full :VolumeTag=INTO37L6
Storage Element 22:Empty

Storage Element 23:Full :VolumeTag=CLNU41L1
Storage Element 24

IMPORT/EXPORT :Full :VolumeTag=INTO27L6

B paHHOM cny4yae 6ubnmnoTteka cOCTOUT U3 24 CNOTOB, OOAMH N3 KOTOPbIX — CNOT
BBOZa-BblBOAA, Yepes3 KOTOPbIN MOXHO UMMOPTUPOBATb UK SKCMOPTUPOBATb JIEH-
TOYHbIE KapTPUOXW, N OAWH NEHTOYHbIN Npusog (cenyac nycT). CnoTbl NEHTOYHOWN
OMBINOTEKM 3anoTHEHbI KapTpua)amu ¢ onpegeneHHbiMu VolumeTag, oanH 13 Kap-
TPUOXXEN — YNCTALMNA, TPU CNoTa B IEHTOYHOMN BUBIMoTeKe nycThl.

. 3arpysute KapTpuaXX B JNEHTOYHYO OUOIMOTEKY, co3panTe Ha HeM ¢annoByro
cuctemy LTFS n npoBepbTe €€ paboTy:

sudo mtx -f /dev/sg6 load 1 ©

B pesynbTaTte BbINOMHEHNA 3TOW KOMaHAbl KapTpuaXX n3 crnota 1 byaeT 3arpy>eH B
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€OMNHCTBEHHbIN MarHnTodoH 0.

6. Cospgante ¢annosyto cuctemy LTFS Ha kapTpuaxe:

sudo mkltfs -f -d /dev/sg5

N

. [poBepbTe pannosyto cuctemy LTFS:

sudo ltfsck /dev/sg5

8. CoszpganTte TOYKY MOHTUPOBaHUSA:

sudo mkdir /1ltfs

9. MoHTupynTe pannosyro cuctemy LTFS:

sudo 1ltfs -o devname=/dev/sg5 /ltfs/

10. Y6eauTtecsb, 4yTo dannoBasa cuctema NPUMOHTUPOBaHA:

sudo df -k /1ltfs

Filesystem 1K-blocks Used Available Use% Mounted on

1tfs:/dev/sg5 2351648768 0 2351648768 0% /ltfs

1. OT™MOoHTUMpOBaThL pannosyro cuctemy LTFS:

sudo umount /ltfs

12. Bo3BpaTuTb KapTpuaxX ns marHntopoHa 0 B cnot 1:

sudo mtx -f /dev/sg6 unload 1 ©

Ecnn Bce pencTBMsA 3aBeplWMIUCBb YCMEWHOo, TO JIeHToYHaa 6ubnuoTeka rotoBa K
paboTe c cepBepoM RuBackup.
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KoHdurypauma neHTouyHon 6M6IMoTEKHN

[na KoHourypaumm neHTo4YyHom 6ubnmoTekn HeobxoaAnMo BOCMNOb30BaTbCA MeHeaxe-
poM agMuUHUCTpaTopa RuBackup (RBM).

[Mepen HayanoM HaACTPOMKM HOBOM UK CYLLECTBYHOLWEN NEHTOYHON BUBNMOTEKM Nepe-
BeauTe RuBackup B CEpPBUCHbBIN peXxunMm.

YTobbl nepekmounTb RuBackup B CEpBUCHbLIM pPeXWUM, HaXXMUTE Ha KHOMKY (}}
(HacTpoiiku) B npaBoM BepxHeM yrny (PucyHok 46) n Bkntounte ¢nar © (PucyHok
47).

RuBackup manager - o
‘\
Ru a e

[ O6wexTsi B debianvtl Primary RuBackup s: -

D Tun  IDKamerTa ViMA KmerTa HWID  Cratyc Tn pecypca Pecypc 1D npasnna 1D cTpaternn Mma nyna Tun PK Wndposatme ¢

) Crpaternn

[El TobankHoe pacnncaHue
[& rpynnoBble pacnucaHus
@ Ynanénwas pennukauyns
[=) PenosuTopuit

Ouepeab 33aa4
Cepsepbl RuBackup

[ XypHans!

& AnMuHMCTPHpOBaHNe

B  rubackup@10.177.32.33

PucyHok 46.
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RuBackup manager

CepBucHsiii pexum
[n06anbHaR KOHGUrYPaLUS...
HacTpoliku uHTepdelica...
Nnyensms...

Moppepxcka..

PucyHok 47.

Bo BpemMs CepBMCHOr0 pexunma He CO3aroTCs HOBble 33faun B CUCTEME PE3epPBHOro
KOnMpoBaHuA. Ecnu B rnaBHON odyepedm 3apay OCTanucCb Kakme-nnubo 3ajaun, peko-
MeHAYyeTCA A0XAaTbCs OKOHYaHMA UX BbINOMHEHWA Nepes, HaCTPOMKON NEeHTOYHON 6Ub-
NIMOTEKMN.

Ecnn neHToyHaa 6ubnmnoTeka pacnonaraeTca He Ha OCHOBHOM cepBepe RuBackup,
npeaBapuTesibHO HeobxoguMMo co3faTb AN1IA 9TOro cepBepa nyn tuna «Tape library,
LTFS» nubo «Tape library, Native». [ina atoro Bbibepute AGMUHUCTpUpOBaHue > Xpa-
HuAnwa - Mynbl N HAXXMUTE Ha KHOMKY «[lo6aBuTb» (PrucyHok 48).
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RuBackup manager Z @

o

Ru 8 @
-

O6bekTbl
= [ AobasnTe g
B Crpaternn D Mmanyna Tunnyna Meawacepsep Tun OxaTusi  OmcaHvie
[ MoanbHoe pacrimcanue 1 Default Filesystem  debianvtl None Default pool

2 testd Tapelibrary  debianvtl None

& MpynnoBble pacnucaHms

& YnanéuHas pennukayus

[2) PenozuTopuit

Ouepenb 3ana4
Cepsepsbi RuBackup
[ XypHane!

£ ADMUHMCTPHUPOBaHNE

PucyHok 48.

Mpwn pobaBneHnn HOBOro nNysa ero Heob6xogMMo NpUBA3aTb K MeguacepBepy, Ha KOTO-
POM HaxoauTcsa NeHToYHas 6ubnnoTteka. TakXe ANA 3TOro nysa MOXHO BblbpaTb TUM
CcXXaTua U BBeCTU onncanue (PucyHok 49).

RuBackup manager ~ (@
)

Ru a8 @&
< < No6aBuTs nyn / MpnmernTs
£ Obrextsi

Wma nyna
[ Crparerun

Tunnyna [ Tape library v
[E] mo6ansHoe pacnncaHue

Meauacepsep debianvtl v
[ rpynnosble pacnmcanus Tun cxaTus None v

[d Yaanénnas pennnkauna
[2) PenosuTopuit

Ouepens 33aay
Cepsepbi RuBackup

[ XypHansi

& AAMUHUCTPUPOBaHUE

PucyHok 49.

[o6aBnTb NeHTOYHYO BUBINOTEKY B KOHuUrypauumo RuBackup MOXHO M3 rnaBHOro
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MeH0: AAMMHUCTpUpOBaHMEe -> XpaHunuuwia -> JIeHTOuYHble 6ubnuoTekn (PrCyHOK

50).

-
¢ Ru

RuBackup manager

Monb3oBatenn

B Monb3oBaTenu
% ALMWUHNCTPATOREI

£ Obrextsi

[ Crparerun

[E] mobansHoe pacnncaHue
IpynnoBbie pacnucanms
[d Yaanénnas pennnkauna

[2) PenosuTopuit

Ovepeas 33824 O6bekTbI
Cepsepbi RuBackup
KnuneuTtsl
[+ XypHansi
& AAMUHUCTPUPOBaHUE
XpaHunuuwa
@ Mynel
BouHble
yCTpoOWCTBa
Ouepegun

Ouepeapb 3afay

Mnaxbl

MnaH asapuiHoro
BOCCTaHOBNEHUA

backup@10.177.32.33
& s OTyeTbl

®  Ceponasin pexim

OTKpoeTcs OKHO (PucyHok 57).
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N
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£ JleHTouHble
= «aprpumnn

12
—ic Fpynnkl KANEHTOB

@ Fpynnel nynos
@ O6naka

Ouepenb 3afay ) Owuepenb 3anad
2=| neHTouHBIX :—| B3anmopencTBus C
= 6ubnuorex > obnakamu

MnaH Tekywero
obcnyxusaHus

PucyHok 50.

e

ConpoBoxaaioLue

JlokanbHble
thalinosble
XpaHuuia

|

JleHTouHbIE
6ubnuortekn

Pl

[ind

Ouepeasb
yBe[oMNeHnin




MoaroToBka K paboTe ¢ NeHTOYHON BUBNNOTEKON

" Ru 0 & & @

& NeHTouYHbIe BUBANOTEKK

Bce Bubnuotekn

88 NaHens MOHUTOPUHra

L O6LekThl
Do6aBuTL 6ubauoteky (1] VaanuTe 6ubnuoteky [S) PaboTa co cnoTami &)

5] Crparerun

vID ID Benpgopa Mogens Meanacepsep Onucanue

B rno6aneHoe pacnucarue 1 HPE M5L3040  rubackup-media

YaanéHHaa penavkauns

& PenoauTopwii

[] Ouepegb 33pau Pexum fAoBaBneHua NeHTOUHOIR Bubnuotekn:  ABTOMaTWUuYeCcKuiA v

Cepeepkl RuBackup
pBepb! ckup PoboTel B BbIGpaHHOR 6MbnunoTeke

l:_zl

C
[« XKypHanbi

& AaMUHUCTpUpOBaHUE

Myt k SCSI ID sengopa ID npoaykTa YcTpoicTeo BubanoTeka Onwuca

1 [21:0:4:1] HPE MSL3040 Idev/sg7 1

NeHToyHble NpMBOALI B BbIBpaHHOW 6BubnuoTeke

MyTe k SCSI ID sengopa ID npogyxta YcTpoicTeo BubnwnoTteka
1 [21:0:4:0] HPE Ultrium 9-SCSI fdev/sg6 1 0
@
PucyHok 51.

Mpn HaxaTum KHonkn «[Jo6aBnTb GUBNNOTEKY» B TOM Cry4yae, eciiv Ha OCHOBHOM cep-
Bepe pe3epBHOro KOMMPOBAHUA HET NIEHTOYHOM BUBINOTEKN, MOABUTCHA OKHO C npeay-
npexageHnem, Tak Kak no ymonyaHuto RBM nbiTaeTcsa 0OHapy>XUTb JIEHTOYHYHO 6UbIno-
TeKy Ha OCHOBHOM cepBepe RuBackup (PrucyHok 52).
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MpeaynpexaeHune

HecMoTps Ha Hanu4yue nyna NeHTouYHblX 6ubnuoTek, Ha
3TOM MeAWacepBepe HeT BO3MOXXHOCTH NOAK/IOYEeHUs
poBOTOB MNK NEHTOYHLIX KapTpuaxei. NoxanyihcTa,

NpoBepbLTe COCTOAHWE NeHTo4YHoW BubnuoTeku Ha
BbiBpaHHOM MeavacepBepe.

~_

PucyHok 52.

MpepynpexaeHne MOXHO 3aKpbITb, MOCAE 3TOM0 OTKPOETCHA OKHO A00aBEHNSA TIEHTOY-
HoM 6ubnuoTekn (PncyHok 53).

NobaeuTe neHToYHY0 BubnnoTeky + MpumeHnTe

ao MaHenb MOHWTOPWHra

ID BeHpopa: *
ObbeKThl
Mopene: *

=] CrpaTeruu .
: F WmMnopTupoBaTe 3arpyKeHHble kKapTpuaxu 8 nyn:  TL-media v

nobansHoe pacnucaHue

MyTe k SCSI Twn ycTponcTea ID eeHgopa ID npopykTa
FpynnoBble pacnucanns 1 [6:0:0:0] mediumx HP MSL6000 Series 6.24
YaanéHHas penavkaLms 2 [9:0:0:0] mediumx IBM 3573-TL D.00
3 [12:0:0:0] mediumx 1BM 3573-TL D.00

Peno3suTtopuia

O4yepedb 3agad

MyTe K SCSI Tun ycTpoRcTEa ID eeHpOpa ID npoaykTa Mopgudukal

Cepeepbl RuBackup

[«] XKypHans

AQMUHUCTPUpPOBaHUE

KonwyecTeo CnoToB:

Konw4ecTeo cnoToe HmnopTafar(crlopTa:

CepsMCHBIA pexumM

PucyHok 53.
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B OTKpbIBLWIEMCS OKHE HY>XXHO BblbpaTb MeamnacepBep, K KOTOPOMY MOAKIKOYEHA NEH-
TOYHaA BUBINOTEKA, N HYXXHbIA NIEHTOYHbIN Ny. KapTpua)Kn, KoTopble 0bHapy>XaTcs B
NeHToYyHoM 6ubnunoTteke, 6yaoyT nobaBneHbl B BbIOpaHHbIA B 9TOM OKHE nyJi.

Mocne pobaeneHus B KoHourypaumo RuBackup B okHe «JleHTOYHble GUOBANOTEKU»
MOXHO BblbpaTb BMBNMOTEKY N HaxaTb KHOMKY «PaboTa co cnotamm» (PucyHok 54).
OTKpoeTcs OKHO (PucyHok 55), B KOTOPOM MOXHO MOCMOTPETb BCE 3arpyXXeHHble
NEHTbI U CNOTbl BUBNMOTEKW, @ TaKXe Y3HaTb, HAXOAATCSH NN B CIOTax KapTpUaXKW.

¢ Ru () & g 8 &

&« NeHTo4HbIe BUBnMoTeKK

Bce BubnnoTekn

58 MaHens MOHUTOPWMHIA

L] O6beKkThl
No6aeuTs 6uGnvoTeky [1] Yoanute BubnuoTeky @ PaboTa co cnoTamn EEd
ST ID BeHpopa Monenes Menwacepeep OnucaHue
[E] MnobanbHoe pacnucaHue 2 IBM 3573-TL web-media
= 1 HP MSL6000 Series web-media
@ pynnoekle pacnucaHma
YnanéuHas penavkauns
E Perno3uTopuii Pexxum nobapneHna neHTo4Hon BubnmoTekn: ABTOMaTUHYECKMIA v

v] O4yepenk 3apad
pea f Po6oTel B BERIOpaHHOR bubnnoTeke
EJ Cepeepul RuBackup

[s] XKypHansl

MyTk K SCSI ID BeHOOpa ID npoaykTa YCTPONRCTBO BubnuoTeka

2 [9:0:0:0] IBM 3573-TL [devfsg8 2

& AOMWHWUCTPUpPOBaHME

A NeHTo4YHbIE NPUBOLEI B BeIbpaHHon BubnnoTeke
rubackup@10.177.33.213

@ CepBUCHbLIH pexum E{r"

PucyHok 54.
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.y
¢ Ru

{=

CnoTel U 3arpy’KeHHbIe KapTpum«u

oo MNaHens MOHWUTOPWHIa
3arpy#eHHble NeHTl

L] O6bexThl —— » ) _
¥ MepemecTUTh INeMEHT 3arpy»eHo 13 cnota KapTpuax VN KapTpuaka CraTtyc

CTpatervn

E Mo6anbHoe pacnvcaHmve

YpanéHHasa penavkaums CnoTe BrbavoTerN

& Penozutopwii 4 Homep cnota Tun cnota Kaprpuax Tvn KapTpuaKa CraTyc
v 1 Storage Element LTO007 Unknown loToB
Ouepesb 33434 9
o 2 Storage Element LTO017 Unknown loToB
g Cepeepbi RuBackup
3 Storage Element LTO027 Unknown loTos
My Ty
B KypHansl 4 Storage Element [ Empty | He rotoB
L
& AaMUHUCTpUpoBaHMe 5 Storage Element | Empty | He rotoB
oy
6 Storage Element [ Empty ) He rotos
L
7 Storage Element [ Empty | He rotos
Ty
8 Storage Element | Empty | He rotos @
i ™
9 Storage Element | Empty | He rotoe
i ™
A  rubackup@primary-server 10 Storage Element Empty | He rotoe
o = 1 Storage Element  (_ Empty ) He roTos
F 5
A 1HeaeTopusOBaHHEX KIMEHTOE 12 Storage Element [ Empty | He rotoe
PucyHok 55.

Tak>ke B aHHOM OKHe O0CTYMHbl KHOMNKKN «DopmMaTmpoBaTb» N «lpoBepka». [na obenx
KHOMOK AOCTYMNEeH MHOXECTBEHHbIN BbI6op KapTpuaxen npun Haxkxatnm CTRL.

Onsa paboTbl ¢ KapTpuaoXem OH fofKeH b6biTb B cTaTyce «[oToB». Ecnn kapTpuox
HaxoguTCcA B cTaTyce «He rotoB», ero Hy>KHo oTdopmaTupoBaTb. [1ns aToro Boibepute
KapTpuaX N HaXXMUTe Ha KHornky «dopmaTupoBaTb». [1py 9TOM Ha KapTpuaxe bynet
cosfiaHa ¢annosas cuctema. lNogpobHee o cTaTycax KapTpuaxXen cM. pasgen Cratyceol
NEHTOYHbIX KapTpUaXKen.

[Mpn HaxaTun KHonkn «l1poBepka» co3faeTca 3agada Ha BbINOJIHEHWE MPOBEpPKU ¢an-
NIOBOMN CUCTEMbI KapTpua)ka Ha Hanuume owmnbok. CTaTyc 3aaysm MOXHO yBUAETb B
oyepenn 3afay NeHTOYHbIX O6MBMMOTEeK, a NorM no 3agadye — B 0OWEM XypHane
/opt/rubackup/log/RuBackup.log.

0NnA BKNKOYEHUA [LOOMNOMHUTENBHOMO >XYypHanupoBaHUA nNpu ucnonb3osaHun LTFS B
¢danne RuBackup.log Ansa onepauymn ¢ NEHTOYHOMN BUBINOTEKON, TaKUMKN Kak dopMaTun-
poBaHMe, NPOBEPKA, MOHTUPOBAHME KapTpuaxXa npu BbINOSHEHUN Pe3epPBHOro Konnpo-
BaHWs, BOCCTAHOBJIEHUS U3 PE3EPBHOM KOMUU UM Bepudmnkauum pesepBHON Komnuwy,
HeobXoQMMO yKasaTb 3Ha4YeHune yes UK true oNnsg napametpa ltfs-debug-log. [Npwu
3HaYeHUN ONd 3TOro napamMeTpa no N false AOMNONHUTENBHOE XYpHanuMpoBaHue Ans
onepauun ¢ NeHTOYHOM BUBNNOTEKON BbIKKOYEHO. [locne yCTaHOBKU 3HAYeHusa Ons
napameTpa ltfs-debug-log Ha y3ne mMegunacepBepa, K KOTOPOMY NOAKAOYEHA NEHTOY-
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PaboTa ¢ neHToYHON BMbNNOTEKON

Has 6ubnuoTteka, Heob6xoaMMo NepesanycTuTb cepBuc rubackup_server.

MNMocne 3aBepLUEHNA HACTPOMKM HEOOXOANUMO BbINTU U3 CEPBUCHOMO pexnma, B NPOTMB-
HOM Clly4ae HOBble 3afaHnA He BYyAYT BbINOSHATLCA B rN1aBHOM odyepenmn 3agad (Pucy-
HOK 46).

PaboTa C NeHTOYHOM MG IMoTEeKomn

CuUHXpOHU3aLUA NeHToOYHOU 6ubnnoTekn u RuBackup

BbINONHANTE CUHXPOHM3ALUIO B ClydYae No6bIX NU3BMEHEHUN COCTOAHUSA NEHTOYHON BUN6-
NINOTEKWN, KOTOpble He oTcnexuBaroTcsa CPK. 3To noMoxeT nsbexatb ownMboK B paboTe
RuBackup ¢ neHTouyHOM GUBNNOTEKON.

Mpn HeObXOAUMOCTU MOXHO U3bATb UMK A00aBUTb KapTPULXMU B JIEHTOUYHYO 6MbNno-
TeKy BPYYHYHO. CUHXPOHMU3ALUA NIEHTOYHON BUBNNOTEKN He TpebyeT BKIIKOYEHNE cep-
BUCHOr 0 pexunma.

[Onsa cuHXpoHu3auun neHToYHon 6mbnmnoTekn nm RuBackup HY>XHO B OKHE NEHTOYHbIX
onbnmnoTtek B Tabnuue «PoboTbl B BbIbpaHHOM BubnnoTeke» BbibpaTb Tpebyrouiee CUH-
XPOHU3aLNN YCTPONCTBO M HaXaTb KHOMKY «CUHXPOHU3MpoBaTb» (PrucyHoK 56). CUH-
XpOHMU3aLUna — ANUTeNbHbIN NpoLecc.

B pesynbTate B KOMMEKUUHO KapTpua)Xen 6ynyT BHECEHbl BCe HOBble KapTpUOXWU,
3arpy>XeHHble B NEHTOYHYO 6MBNMOTEKY, a AaHHble O PacnOSIOXXEHUN KapTpuaxen B
6ase faHHbIX U B NEHTOYHOM 6UbnnoTeke 6yayT aKTyanmsnpoBaHbl.
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CueHapum paboThbl

" Ru ) & g 8 &

&« NeHTo4HBIe BUBnMoTeKK

Bce Bubnnotekn

58 MaHens MOHUTOPWMHIA

L] O6bekTsl
NobaenTte Bubnnoteky TEI Yaanute 6ubavoTteky [S] PaboTa co cnoTamn Eé‘
SRR ID BeHOOpa Monens Menwacepeep OnucaHue
[E] FrnobansHoe pacnucaHue 2 IBM 3573-TL web-media
= 1 HP MSL6000 Series web-media
E‘_f, pynnoesle pacnncaHus
YpanéHHas pennvkauma
= Perno3uTopuii Pexum nobapneHna neHTo4Hom BubnmoTekn: ABTOMaTUHYECKMIA v

Oyepenb 3apay .
f PoboTel B BeIDpaHHon bubnnoTteke

Z Cepeepbl RuBackup

ypHansi

MyTb K SCSI ID BeHOopa ID npoaykTa YCTpONRCTBO BubnmoTeka

2 [9:0:0:0] IBM 3573-TL [dev/sg8 2

£ ALMWHUCTPUpPOBaHMWE

NeHTo4YHBIE NPWEOALI B BEIBpaHHOR BubnanoTeke
rubackup@10.177.33.213

CepBUCHBLIH pexum E\@

PucyHok 56.

NMepemMelleHne NIEHTOYHOro KapTpua)ka B ﬂperﬁ cnoT

YToObl NepeMecTuTb KapTPUAXK B OPYron cnoT, BbibepuTe ero B CNUCKe KapTpuaxen n
HaXXMUTe Ha KHorMKy «lepeMecTuTb» (PUcyHOK 57).
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PaboTa ¢ neHToYHON BMbNNOTEKON

¢ Ru () ¢ 8 ®

& CnoTbl M 3arpy»KeHHble KapTpUaXKKu

dHeNb MOHWTOPWHra

L] 06bekTs

PoboT: [dev/sg9 v NeHTo4HbIA Npueoa:  /dev/sgb v
CTpaTeruu
E rmobanbHoe pacnucaHwe 3arpy»eHHBIe NeHTHI

¥ [epeMecTUTL INEMEHT 3arpyxeHo 13 cnota KapTpuax Tun kKapTpugxa Cra

YAanéHHasa pennvkauus

& PenosuTopwii

Ouepespb 3a7au

E' CepBephbl RuBackup CnoTel BubnnoTekn
4 Homep cnota Tun cnota Kaptpumx Tun kapTpugxa CraTyc
[=] XKypHanb!
1 Storage Element LTO007 Unknown loToB
& AaMUHUCTPUpOBaHIe 2 Storage Element LTO017 Unknown loToB
3 Storage Element LTO027 Unknown loToB
4 Storage Element LTO037 LTO-7 loToB
5 Storage Element Empty He rotos
6 Storage Element Empty He rotos @
7 Storage Element Empty He rotos

B  rubackup@primary-server 8 Storage Element Empty He rotoe
{D) Cepsucksiil pexum 9 Storage Element Empty He rotoe

& 1 HeaBTOPM3OBaHHLIX KINEHTOB 10 Storage Element Empty He rotoe

PuncyHok 57.

B nossusLlieMcs okHe (PucyHok 58) BblIbepuTe U3 BbiMafarolero Cnmcka cnoT, B KOTO-
pbl cnefyeT nepeMecTuTb KapTpuaXx. HaxmmTe « OK».

MepemMecTUTL KAPTPUAX B BLIOpaHHBIA cnoT?

CnoT: 1 W

oK Cancel

PucyHok 58.

MepemelleHUe NIEHTOYHOr 0 KapTpuUa)Ka B Apyrou nyn

YToObl NepeMecTnTb KapTPUAX B APYron Ny, BOCMNONb3yNTeCb KOHCONIbHOW YTUNUTOMN

87 n3 102




CueHapum paboThbl

rb_tape_cartridges:

rb_tape_cartridges -c ID_kapTpugxa [ -p ID_nyna ] [ -d 'Hoeoe onucanue' ]

MMNopT 1 3KCNOPT JIEHTOUHbIX KapTpuaxei

Mcnonb3ya  MNpuEMHBIA  CNOT  NeHTOYHOM  6ubnuoteknm  («Storage  Element
Export/Import»), MOXHO MMMOPTUPOBATL M IKCMOPTUPOBATb JIEHTOYHbIE KapTPUOXKMW.
MMOOPT M 9KCNOPT NEHTOYHbIX KapTpuaXXen He TpebyeT BKIOYEHUA CEPBUCHOro
peXxuma.

[ns uMmnopTa KapTpugXXa NpMEMHbIA CNOT AO/MKEH OblTb NyCcTbiM. Heob6xooMmMo nome-
CTUTb B HEr0 KapTPULXK U HaxkaTb KHonky «MmMnopT» (PucyHok 59).

¢ Ru 0 g 8 ®

&« CnoTbl ¥ 3arpyeHHble KapTpuaKu

=

98 MaHens MoHUTOpKHTa

L] O6bekTbI

C PobBoT: fdev/sg9 ~ NenTo4yHeiA Npreon: [dev/sgb W
TpaTerum
E FmobansHoe pacnucanvne 3arpyseHHble NeHTol
YAanéHHan pennukaums ¥ [lepeMecTUTb 3NeMeHT 3arpy>keHo 13 cnota KapTpuax Tun KapTpuaxa Cra
F’i Penoammpmﬁ MMAoOpTUPOBaTEL KApTPUAK B cnoT: 21
Ouepeab 3agaq Myn:  t-pool v
5 Cepsepsl RuBackup
E| ')I"('ypH anol BcTaBbTe KapTpUAX B NOUTOBLIA CNOT KU
HammMiTe OK
4 Storage loToB
(& AAMWHWCTpPUpOBaHWe
5 Storage He rotoe
6 Storage e Cancel He rotoe
7 Storage Element [ Empty ] He rotoe E
D
8 Storage Element ([ Empty | He rotoe ®
9 Storage Element I: Empty :I He roTos
a rubackup@primary-server 10 Storage Element |i Empty /l He roToB
(1) CepsucHbIi pexum i Storage Element IC Empty :I He rotos
& 1 HEaBTOPHM3OBAHHLIX KNMEHTOB 12 Storage Element |i Empty /| He rotoe
PucyHok 59.

[na aKcnopTa KapTpuaXXa ero Hy>HO NepemMecTUTb B NPUEMHbINA CNOT, HaXaTb KHOMKY
«JQKCMOPT» M N3BNEYb U3 NPUEMHOro cnota (PucyHok 60):
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PaboTa ¢ neHToYHON BMbNNOTEKON

RuBackup manager a
©) & & @
HE/lb MOHWUTOPMHIa
S povor: vz PR p——— v
Crpaterun 3arpyKeHHbIE NeHThI CroTh BU6MOTEKM
[E ro6ankHoe pacnucanme ¥ NepemecTnTs 3neMeHT 3arpyxeHo n3 coTa Kaprpnax Tvn KapTPHAXA LTFs| 4 Cneremueli Homep cnoTa Tnn cnota PTRV
1 Storage Element (" Empty )
(& rpynnossie pacnucanma g
2 Storage Element (_Empty )
YAaanéHHan penamnkaums 3 Storage Element TAPEASLE LTO-6
& Penosuropuit 4 Storage Element (CEmpty )
£ Element ((Empty.
[] Ouepeas 3324 3KCNOPTHPOBATL KAPTPUAK? orage Element (Emply
{5 Cepeepbi RuBackup orage Element (Empty
O6bem: TAPEAGLE p
[ Kypransi orage Element (Empty
o orage Element (" Empty.
£ ABMMHACTPUPOBaHKe ?ﬁ:ﬁ:ﬁﬂjﬂﬁﬂ* 3 nouToBoro orage Element CEmply
orage Element (Empty.
orage Element (Empty
Cancel = orage Element (" Empty.
14 Storage Element (Empty
15 Storage Element. (" Empty.
16 Storage Element ((Empty
17 Storage Element (Empty
18 Storage Element. (" Empty
19 Storage Element ( Empty.
20 Storage Element (CEmpty )
A o o 21 Storage Element Import/Export (_ Empty )
O ceps

PucyHok 60.

Bo BpemMsi aKcrnopTa KapTpuayka HOBble 3a4aun, UCMOoMb3ylolme 3TOT KapTpuax, He
cOo3[0al0TCH.

Ecnu B rnaBHOM o4yepeamn 3afay ecTb aKTMBHble 3a4aun, UCMONb3ylolie KapTpuax
NEHTOYHOM BUBNNOTEKN, TO SKCMOPT TaKOro KapTpuaXa HeBO3MOXeH. [oXAauTechb
3aBepLUEHNs BCEX 3a4a4, CBA3aHHbIX C 3TUM KapTPUAXEM, MO0 3aBepLUMTE 3TK 3a4a4n
B oyepenm 3agay BpyUHYHo.

Ecnn KapTpuayX 6bln 9KCMOPTMPOBAH, cucteMa He 6yaeT npeanpuHMMaTh MOMbITKA
yAanuTb pe3epBHble KOMUWU, CPOK XPaHEHUs KOTOPbIX UCTeK. MNonb3oBaTento noTpedy-
eTCsl NMOBTOPHO MMMOPTUPOBATbL KapTPUAXK B JIEHTOUHYO 6uGNMoTeKy. lNocne aToro
cucTeMa cMoXeT 06paboTaTb pe3epBHbIe KOMUN C UCTEKLINM CPOKOM XPaHeHusa 1 yaa-
NNTb UX C NIEHTOYHbIX KapTPUIXEN.

NHPopMaLmno 0 TOM, Kak GU3NYECKN N3BNEYb KapTPULX N3 NPUEMHOro C/oTa JIeHTouY-
HOM BUBNNOTEKM CMOTPUTE B SKCMyaTauMOHHOM AOKYMEHTaLUMN Ha NEeHTOYHYO 6unb-
NNOTEKY.

YpaneHue NeHTOYHOU 6MGnnoTeku

[Ona yoaneHnsa NeHTo4YHom 6ubnmoTekn Heob6XxoaAnMo:
1. BKIIOYNTb CEPBUCHbBIN PEXUM.

YTobbl nepeknounTb RuBackup B CEPBUCHbLIN PEXWUM, Ha>XMUTe Ha KHOMKY {g’}
(HacTpoiiku) B npaBoM BepxHeM yrny (PucyHok 61) n skntounte dpnar @ (PrcyHok
62).
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CueHapum paboThbl

RuBackup manager

B @y B cebianvtl Primary RuBackup s

5 Crparerin

ID  Tan  IDKnmenTa Wmaknventa  HWID  Cratyc  Thn pecypea Pecypc 1D npasuna ID cTparernm MmAnyna  TanPK

Wwndposarve ¢

[El mo6ansbHoe pacnucatme
TpynnoBbie pacnncanms

YhanéHHas penankauns

[2) PenoanTopuit

) Ouepens 3anay

£5 Cepsepbi RuBackup

[ Xypransi

& AaMrHUCTpUpOBaHMe

PucyHok 61.

RuBackup manager

CepBUCHBIf pesxum Q
[no6anbHan KOHGUrypaLyA...

HacTpoiiky urTepdeiica...
SueHsuA...

MoAREPXKa...

PucyHok 62.

2. B okHe «Bce 6ubnnoTtekn» BblbpaTb HEOOXOAUMYHO BUBNOTEKY.

3. HaxaTb KHOrMKy ]E[ Ypanutb 6ubnuoTteky (PrcyHok 63).
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PaboTa ¢ neHToYHON BMbNNOTEKON

O“R
u

NeHTouHble BUBNKMOTEKW

NaHens MOHWUTOPKWHra
Bce BUBnvoTEKH

& O6BexTsI

Jo6apuTs 6ubnuotexy [0 Yaanute 6ubnuotexy [S) PaboTa co cnoTamu B

vID ID BeHAOpa Moaens Megwacepeep Onwvcanne

FnobankHoe pacnucaHue 1 HPE MSL3040  rubackup-media
YaanéHHasa pennnkaums

= Penozutopuii
Ouepejb 3agau4 Pexum f06aBNeHUA NeHTOMHOIA BuBnuotekn:  ABTOMaTH4ECKUi v
=| Cepeeptl RuBackup
peep P Po6oTel B BEIGpaHHOI GuGnvmaTeke

XypHanbi

AAMWH WCcTpuUpoBaHue

MyTe Kk SCSI ID Benaopa ID npogyxTa Ycrpoiicteo BubnwoTteka Onuca

1 [21:0:4:1] HPE MSL3040 Idev/sg7 1

NeHTOYHBIE NPUEOALI B BoIBpaHHOW BuenuoTeke

MyTs Kk SCSI ID Benaopa ID npogyxra YcTpoicTeo BuGnuotexa

1 [21:0:4:0] HPE Ultrium 9-5CSI fdev/sg6 1 0

CepBMCHBIA pexum

PucyHok 63.

4. Bo BCnnblBaroLWeM OKHe HaXkxaTb KHOMNKY «[a» (PucyHok 64).
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CueHapum paboThbl

MoaTrsepxaeHue

YaanuTe Texyuyo 6mbnuoTexy?
Mocne yaaneHna neHTo4HOH Gubnnorexn:

1) ans NpogoxeHMs PaboTsl C KAPTPUAKAMM HYXKHO
MMMNOPTUPOBATL MX B ApyTyio 6ubnnoTexy;

2) A3HHbIE O pe3epBHbIX KONUAX, KaPTPUAXaX, Mynax,
CTPaTervsx W pacnucaHuax GyayT coxparensl 8 CPK.

PucyHok 64.

B pesynbTaTe BbiOpaHHaa NeHToyHaa bubnuoTteka 6ypeTt yganeHa (PucyHok 65).
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PaboTa ¢ neHToYHON BMbNNOTEKON

NHpopmayms

NerTouran GuBAMoTexa yonewHo yaaneHa

PucyHok 65.

[laHHble O pe3epBHbIX KOMUAX, KapTpugyKax, nynax, ctpaTeruax n pacnucaHusax oygyT
COXpaHeHbl. [Na Npofo/mHKeHNs paboTbl C KapTpULXKaMm HY>XHO MMMOPTUPOBaATb UX B
ApYryto 6MbnmoTeky.

Ecnu B ouepeamn 3agay CyLLECTBYIOT 3afa4uun, CBA3aHHble C yaansieMoin NeHToYHom 616-
NNOTEKON, NOSIBUTCA OKHO C MpepynpexaeHnem (PrcyHok 66). B TakoM cny4yae Heob-
XOAMMO BPYYHYIO 3aBEPLUMTb 3afauyu, CBsiI3aHHble C yAanseMoi NeHTOYHoN 6ubnunoTte-
KOW 1 NMOBTOPUTb MPOLECC yaaneHus.
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CueHapum paboThbl

MpeaynpexaeHue

AnAa TeKyweil neHToYHO BMBNNOTEK MMEeIOTCS aKTUBHLIE
3afaum. CNncok 3agay: 41

~

PucyHok 66.

Konnekuusa kapTpupa)xen NeHTOUYHbIX 6U6NnoTeK

O3HaKOMUTbCA C KOMMEeKUMen NeHTOYHbIX KapTpuaxen RuBackup MoXxHO, BbibpaB B
MEHIO MYHKT JIEHTOYHbIe KapTpupXXu (PrcyHok 67):
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PaboTa ¢ neHToYHON BMbNNOTEKON

RuBackup manager a x
-
¢’ Ru 8 @

L O6vektbi
ANMUHNCTPATOPbI

-3

[ Crparerun

[El mobanbHoe pacnuicaHue

Qb6beKTbI
& MpynnoBble pacnucaHms
) I e\
[6 Yaan&nuas pennvkauna KnnenTsl —o—_ [pynnbl KTMEHTOB (e—=) Menuacepsepsl
=Ry =)
[2) PenozuTopuit
Ouepeap 3aaay4 Xpannmu.la
Cepsepbi RuBackup ! NokanbHble
My nel Fpynnel nynoe @@ MoameHa nynos taiinosele
[= XypHansi XpaHuuLLa
£ ABMUHUCTPHUPOBaHUE
[==]
Q BNOYHblE a JleHTOoYHble [=—] JleHTouHble
ycTpoiicTea @ Obnara ‘ \'?/‘ KapTpuaxu ‘ [==] 6ubmmorexn
Quepeaun
=) Ouepens 3apay =) Ouepenb 3apad 2 Ouepent
—| Ouepenb 3apauy 2=| neHToYHBIX 2=| B3anMoaencTBUA C = sepm‘tlmeHmﬁ
h— bubnuorek >y obnakamu [a) yBeA
MnaHbl
—| nNnau asapuitHoro =—| nnan Tekywero
=A| BOccTaHoBnEHWUS =0o| obcnyxmsanns
OtyeTbl
—), Oruetwl
:/
3anpochbl KJIMEHTOB
PucyHok 67.

B oTKpbIBLWIEMCA OKHE MOXHO yBuAeTb ID kKapTpuaxa, ero Tvn, UMA nyna, ctaTyc Kap-
TpUAXa, KOIMYECTBO HEKPUTUYECKUX OoWwKnboK, cBoboaHas EMKOCTb Ha KapTpuaxe B
6antax, 06bEM 3aHATOro Mecta B ['b, MeTKy TOMa, KONMYECTBO pe3epBHbIX KOMUN Ha

KapTpuaXe, KOIMYECTBO HEUCTEKLUNX PE3EPBHbIX KOMWI, KONMYECTBO MOHTUPOBAHWUI 1
onncaHue KapTpuaxa.

Takxxe MOXHO [06aBUTb, pefakTUpOoBaTb, YAANUTb KapTPUOXW U U3MEHUTb cTaTyc
KapTpuoxa. YoanuTb KapTpUaXn U3 KOMNeKUUM MOXHO TOJSIbKO MOC/ie TOro, Kak OHU
6bINN SKCNOPTUPOBaHbI U3 TIEHTOYHON 6MbnnoTekun (PrcyHok 68).
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CueHapum paboThbl

MaHens MOHWTOpUWHra

] O6bexThi

CTpateriu

= rno6ansroe pacnucanve
YpanéHHas penavkauua
PenosuTopuii

] Ouepeak 3apau
Cepeepsl RuBackup

=] KypHans

£ AAMMHMCTpUpOBaHWE

A rubackup@primary-server
(D CepeucHbiii pexum

ER 2 HeasTOpM30BaHHBIX MeMacepBepos

0) & B @

JIeHTOuHbIE KapTPUAXKK

No6asute [7] Pepaktnposats [] MamennTs cTaTyc v [ Yaanuts i)

Wms nyna Cratyc Hekputmnueckve owmnbrm CeobogHan EMKOCTE 0O6bém 3aHaToro MecTa, s MeTka Toma Konuuectso |
7 Unknown TL_pool Herotos 0 0 HeWsBecTHo LTO007 0
6 Unknown TL_pool He roTos 0 1] HEeWU3BECTHO LTO017 0
5 Unknown TL_pool He rotos 0 1] HEW3BECTHO LTO027 0
4 Unknown TL_pool He rotos 0 0 HEeW3BeCTHO LTO037 0

3 LTO-9 TL_pool He rotos 0 0 16763.806 LTO101L9 0
2 LTO-9 TL_pool He rotos 0 0 LTO102L9 0
1 LTO-9 TL_pool He rotos 0 0 16763.806 LTO103L9 0

@

PucyHok 68.

C NOMOLLbIO MEHI «/3MEHUTb CTaTyC» MOXHO 3aMOPO3UTb U Pa3MOpPO3nUTb, a TakxXe
MNPMOCTAaHOBUTb U BO30GHOBUTL paboTy KapTpuaxa (PucyHok 69). MoppobHee o cTaTy-
cax, KOTopble MOryT NPUHMMAaTb KapTPUAXW, CM. B pa3gene CTaTycChl NIEHTOUHbIX Kap-

TPULXEWN.
¢ Ru

MaHens MOHUTOPMHIa
L OfwbekThi
CrpaTerum
[El rno6ansHoe pacnucanve
YAanéuHan penavkaums
& Penosutopwii
] ouepeas zapau
[ Cepsepsl RuBackup

KypHanb!

& AamvnuncTpuposatue

primary-server
() CepsucHbiii pexum

2 HeaETOpPM30BAHHLIX MeAMACepEEPOE
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0] & &8 @

JIeHTOuUHBIE KapTpUaXKu

No6aeute (‘] PepakTuposats [2) MamenuTs cTaTyc v @ YaanuTe g

Wms nyna I CBo60AHan EMKOCTL O6LEM 3aHATOro MecTa, b MeTka ToMa Konnyecteo |

Unknown TL_pool He - 0 HEU3BECTHO LTO007 ]
6 Unknown TL_pool He 0 HeW3BECTHO LTO017 0
5 Unknown TL_pool He @ MpuocTaHoBuTL 0 HEW3BECTHO LTO027 0
4 Unknown TL_pool He B0306HOBUTE 0 HEeW3BECTHO LTO037 0

3 LTO-9 TL_pool He rotos 0 0 16763.806 LTO101L9 0
2 LTO-9 TL_pool He rotos 0 0 16763.806 LTO102L9 0
1 LTO-9 TL_pool He rotos 0 0 16763.806 LTO103L9 0

®

PucyHok 69.




PaboTa ¢ neHToYHON BMbNNOTEKON

AononHutenbHble HaCTpOﬁKM

B rnobanbHbiX KOHOUIypaUWMOHHbIX HAcCTpoOMKax MNPUCYTCTBYET pasfesn, WUMELW Ui
OTHOLLUEHME K OOLWMM HacTporKaM AJ1s BCEX NNEHTOYHbIX BUBNMOTEK, BXOOALMX B KOH-
ourypaumo RuBackup. [Ona wnameHeHns rnobanbHbiX KOHOUIYPaALMOHHBIX HacTpoek
RuBackup pgonxeH HaxoguTbCs B CEPBUCHOM pexknme. BonTn B OKHO rnobasibHbIX KOH-
OUrypauUnOoHHbIX HaCTPOEK MOXHO U3 rnaBHoOro MeHto RBM (PucyHok 70).

RuBackup manager

CepBucHsii pexum
[M06aNbHAA KOHUrYPALUA...
HacTpofikn nhTepderica...
Jinuensms...

MoanepxKa...

PucyHok 70.

B rnob6anbHbIx HacTponkax (PrucyHok 71) MOXHO N3MEHUTb:

e TOYKY MOHTUPOBAHUA KapTpUOXXen NeHTOYHOW 6ubnuoTteku. Ecnu Bbl M3MeHseTe
9TOT NapamMeTp, TO BaM HEOH6XOANMMO N03aboTUTLCA O TOM, YTOBbI 3Ta TOYKA MOHTU-
pOBaHUA MpuUCyTCTBOBaNa Ha Bcex cepBepax RuBackup, rae npepgnonaraetcs
NCNOoJsib30BaHNe NEHTOYHbIX BUBNNOTEK;

e 0N HOpMasnbHOM paboTbl RuBackup npu cTtapTe MbiTaeTCA BbIrPYy3UTb KapTPULXN
N3 NEHTOYHbIX NpuBoaos LTFS-6ubnnotek. Bol MOXeTe U3MEHUTb 3TOT NapaMeTp,
HO Bam npmnaétca no3aboTUTbCA O TOM, YTOOblI CaMOCTOATENbHO BbIrpPyXaTb Kap-
TPUAX U3 NPUBOAA NIEHTOYHOM BUBIMOTEKN, €CNN OH CNy4YaHO OKasancs B NIEHTOY-
HOM NpuBOAeE, NPV CTapTe MeJuacepsepa;

e 0CJie BbIMNONHEHUSA NtOBOM 3aga4un, CBA3AHHOW C UCMOb30BaHMEM JIEHTOYHOI O Kap-
Tpugxa, RuBackup BbIrpy>aeTt KapTpuaxX U3 IEHTOYHOro npueoga B CNOT NIeHTOY-
HoM Bubnunotekun. dGamnoson cnctemMme LTFS npm oTMOHTUpPOBaHUK TpebyeTcA HEKO-
TOpoOe BpeMsa ANA 3aBeplieHnsa paboTbl. MUHMMaNbHbLIA TaMayT o118 Pa3MOHTUPO-
BaHWSA ornpeaenseTcs napaMmeTpoM «TanmayT pasMoHTUpoBaHua LTFS». Ecnu aToro
TanmMayTa He XBaTUT 418 3aBeplueHnsa paboTbl, RuBackup 6ygeT ooXxungaTbcs, Korga
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CueHapum paboThbl

LTFS cbpocuT BCe AaHHble Ha NEHTY, XU TONIbKO NOC/e 3TOro BbIrPY3nUT KapTpuaX 13
NEeHTOYHOro nNpuBoga B CNOT SIEHTOYHOW Bubnmnotekn (PrucyHok 71).

e NapameTp «Bpems BbIrpy3ku KapTpuaka HaTUBHbIX GUBNNOTEK» ONpeaenseT, yepes
CKONbKO MUHYT Mocne nocnegHein paboTbl C KapTpUOXKeM OH ByaeT BbIrpyXeH u3
ppariea. NapameTp HeobxoouM ANst ONTUMMU3ALMM 3arpy3KM U BbIFPY3KM KapTpuaxa.

(N R

25 MNaHens MOHUTOpPMHra
L O6bekTsl
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YnanéHHaa penavkauma
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E] Ouepens 3apnay
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£ 8 &
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(@ CepaucHbiil pexim

- ~ N PP

PucyHok 71.

[Mpwn BbINOMHEHMWN 3aJa4yn, CBA3AHHOM C KapTpPUAXKEM NEHTOYHOW 6UBNMOTEKN OH LO00-
XEH OblTb 3arpy>XXeH B JIEHTOYHbIN NPUBOA. Ha Bpems 3arpysku KapTpuaxa, a 3To
MOXET 3aHMMaTb OECATKM CeKyHA, 3ajaya nepexoamuTt B cTaTyc «Suspended» («[Mpwu-
OCTaHOBNEHOY).

MapameTp «lMepuropg nepesanycka 4NA NPUOCTAHOBEHHbIX 3aday» (PucyHok 72) onpe-
Aenset MUHUMasbHbIM Nepuog B MUHYTax, No NpoLwwecTBUM KOTOPOro NPMOCTaHOBMEH-
Hble 3aga4n 6yoyT BO306HOBMNEHbI. ECIM K TOMY BpeMeHKN B ovepenmn 3agay JIeHTOYHbIX
6MbnnoTek 3agava 3arpysku KapTpuaxa s OCHOBHOM MNPUMOCTaHOB/IEHHOM 3ajauu
OypeT co cTaTycoM «Ready», To 3agaya NPoLoO/HKUT CBOKO paboTy. Ecnn 3agaya B ove-
peaun NeHTOYHbIX 6ubnuoTek ByaeT HaxoOUTbCA B CTaTyCce OXUOAHUA, TO OCHOBHas
3afadya 6yneT BHOBb MNpuocTaHoBrieHa. C MOMOLLbIO o4yepenu NEeHTOYHbIX 6ubnnoTtek
OCYLLEeCTBNAETCH gMucneTyepmnsanna sagad rnaBHom oyepenm (9To 3agaym Ha BbINOSHe-
HWe pe3epBHOro KOMMpPOBaHWA, BOCCTAHOBMEHUE, NepeMeLleHne, NpoBepKy, yaaneHue
pe3epBHbIX KOMUI) BO N306eXaHUN KOHONKTOB 33 OAUH U TOT Xe KapTPULXK TEHTOYHON
onénnoTeku.
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PaboTa ¢ neHToYHON BMbNNOTEKON

RuBackup manager
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PucyHok 72.
Ha Bknagke Mynbl MOXXHO HaCTpPOUTb cneayrowme napameTpbl (PucyHok 73):

e MEeTOo[ pacnpeneneHnAa AOaHHbIX MO nynaM: nocnegoBaTeslbHO WX MapanyiesibHo.
Ecnn B nyne ecTb HECKOSIbKO YCTPOMCTB XPaHEHUA pe3epBHbIX KOMUK, TO MOXHO
BH6paTbCTpaTeHMOBaHOﬂHeHMHYCTpOﬁCTBpe3epBHme1KOHMHMM;

e pesepB EMKOCTM XpaHunuwa ana nyna (F6ant). Korga B nyne ocTaHeTCs NpOCTpaH-
CTBa [O/1A XpaHEHWUS pPe3epBHbIX KOMWIN MeHbLUe 3TOro 3HayeHus, bygeTt cosfaHa

3ajaya Ha yBeJoMeHMe.
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CueHapum paboThbl

RuBackup manager
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PucyHok 73.

CTaTycCbl IEHTOUHbIX KapTpuaXXein

MNpu paboTe C NEHTOYHbIMU KapTpuaXamMm HeEOO6X0ANMO YYMNTbIBaTb UX CTaTyCbl. Huxe

npmeeneHa Tabnuua Tabnuua 2 co CcTaTtyCaMy, nx onncaHmneM " Ha Kakme CTaTyCbl OHU
MOTYT OblTb NBMEHEHDI.

Tabnuuya 2. CtaTycbl IEHTOYHbIX KapTpuaxen

Cratyc OnucaHue Ha kako# ctatyc MoryT 6biTb

U3MEHeHbI
loTtoB (Ready)
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KapTpungx rotoB K ncnosnb3oBa-
HUKO N HAXOANTCSA BHYTPU NEH-
TOYHOM BUBNNOTEKN, C HUM
MOXHO NPOU3BOAMUTb BCE
OOCTyrHble AencTeusa. CTaTycom
[oTOB OTMeYaeTcs, B YaCTHOCTH,
TONBKO YTO OTPopMaTMpOBaH-
HbIN KapTpUaX.

3amopoxxeH lNpunocTaHoBEH
3kcnopTtupoBaH Owmnbka He
roToB




PaboTa ¢ neHToYHON BMbNNOTEKON

Crartyc OnucaHue Ha kakoii cTaTyc MOryT 6bITb
M3MEHEeHbI
He rotos (NotReady) KapTpungX He roToB K UCcnonb3o- [oToB Ownbka IkcrnopTupoBaH

BaHWMO (OTCYTCTBYET MHPOpPMa-
Lnsa o0 Hannummn ¢annosom
cucTtembl). TpebyeTtca dpopmaTu-
poBaHMe KapTpuaxa s
NCNoMb30BaHUA, NPOBEpPKA Ha
Hanuune ¢annoBon CUCTEMBbI
(LTFS vnn HaTUBHOW) NN NHBEH-
Tapusauusa (ytunuta
rb_inventory). CTaTycom He
roToB OTMEYaEeTCs, B YaCTHOCTH,
TOJIbKO YTO CTEPTHIA KapTpUaX.

3amopoxxeH (Frozen) CTtaTyc BbIcTaBnsieTcs B cnyvyae [oToB Owmbka SkcrnopTupoBaH
npobnem 3anucu Ha KapTpugx
Nnocfie HeCKOJIbKUX HeyOauHbIX
NonbITOK 3anucaTtb PK Ha neHTy.
KapTpung>x 0ocTyneH OJis YTeHus
N HegocTyneH anga 3anmcu. Cpok
XpaHeHWs pe3epBHOM KOMUN He
NCTeKaeT, NokKa agMUHUCTpaTop
He PasMopO3nNT KapTpUaX BpyY-
Hyto. Ecnu y kapTpugxxa cTouT
OaHHbIN CTaTyC, TO C HEro He
OyayT yoanaTbCA NPOCPOYEHHbIE
pes3epBHble KONUKU cneunanbHbIM
MeXaHU3MOM. AAMUHUCTPaTop
MOXeT BPYUYHYIO BbICTaBUTb CTa-
Tyc onsa coxpaHeHus PK.

lMpuoctaHosneH (Suspended) [laHHbIN CcTaTyC MOXHO BbicTa-  [0ToB Ownbka 3kcrnopTnpoBaH
BUTb TONIbKO BPY4HY0. Kap-
TPUOX AOCTYMNEH ANA YTEHUA U
HefdoCTyneH ansa sanucu. PK
MOTYT yOansaTbCA, CPOK XpaHe-
HUA PK npogonykaeT OTCUNTbI-
BaTbCA.

9kcrnoptupoBaH (Exported) KapTpuno) aKCnopTuUpoBaH 13 —
NEHTOYHOW BUBNMNOTEKN U HEe
MOXEeT ObITb UCMOMb30BaH.
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https://docs.rubackup.ru/Scenarios/2.6.0.0.0/tape-libraries/rubackup_command_line_utilities_for_work_with_tape_library/
https://docs.rubackup.ru/Scenarios/2.6.0.0.0/tape-libraries/rubackup_command_line_utilities_for_work_with_tape_library/

CueHapum paboThbl

Crartyc OnucaHue Ha kakoii cTaTyc MOryT 6bITb
W3MEHEHbI
OLmbkKa (Error) Owmnbkn MoHTUpoBaHusa LTFS, ['oToB He rotoB 3KcriopTnpoBaH

owmnbKa BbIrpy3Kn KapTpugxa n3
Apanea. CTaTyc BbiCTaBnseTCH,
€CNN HET TEXHNYECKON BO3MOXK-
HOCTK paboTaTb C KapTPULXKEM.
CTaTycC TakXe BbiCTaBnseTcs
NpPW OCTUXEHUM IMMUTA KOSNN-
yecTBa HEKPUTUYECKMX OLLNBOK
(paspen «HacTtpoikn» > «Ino-
BanbHaa KoHPUrypaumsa» -
«JIeHTOYHbIe BUBNNOTEKN» —>
none «OrpaHnYeHne KoNnM4ecTBa
HEKPUTNYECKMX OLUNOOKY)

HeBO3MOXHO M3MEHUTb CTaTyC, MOKa KapTPUAX HaXxOAUTCHA B NPUBOAE.

NMocne pasMoOpPO3KMU KapTpuaXen NPoLo/IKUTCA OTCYET cpoka rogHocTu PK.
HekoTopble PK MoryT 6bITb yaaneHs.l.

YTunutbl KOMaHgHou cTpoku RuBackup ana pa6éoTtbi ¢
NIEHTOYHOU 6UGINOTEKOM

[Ona ynpaBneHnsa NeHToYHON 6UBNNOTEKON N3 KOMaHOHOW CTPOKM NpefHasHayYeHbl cre-
Ayrowmue yTUunuTbl:

rb_tape_libraries — nHGOpPMaLMA O NEHTOYHbIX BUBNINOTEKAX B CUCTEME PE3EepPBHOIro
KOMMPOBaHWUA 1 ynpasrieHNne UMMU.

rb_tape_cartridges — MHOOPMaLMUA O KOJNNEKLUN NEHTOYHbIX KapTpUaXen, 3aperu-
CTPUPOBaHHbIX B CUCTEME PE3EPBHOro KOMMPOBaHUSA, U ynpasBlieHne nMu.

rb_tl_task_queue — I/IHd)OpMaLLVIFI O 3alaHNAX B ovepenn NeHTOYHbIX onénuoTexk.

rb_inventory - nHGopMaunmn O pe3epBHbIX KOMUAX, KOTOPble BbIN cAenaHbl BHE TeKy-
wen kKoHourypaumm RuBackup, Hanpumep, B [OpPYron CepBepHON rpynnmpoBKe
RuBackup.

YTUANTbl KOMaHAHOM CTPOKW He npegHasHauveHbl o5 HaCTPOMKN HOBOM BUBNNOTEKN B
CUCTeMe pesepBHOro konmposaHusa RuBackup. A8 9TOro BOCNONb3yNTECb OKOHHbIM
MeHe[O)XepoM CUCTEMHOro agMuHucTpaTtopa RBM.

OnucaHue yTUNMT KOMaHAHOM CTPOKWN COOEPXUTCA B PYKOBOACTBE YTUNThI KOMaH[,-
HOW CTPOKMW.
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https://docs.rubackup.ru/Cli/2.6.0.0.0/rb_tape_libraries/
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https://docs.rubackup.ru/Cli/2.6.0.0.0/rb_inventory/
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